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Foreword

magine how our lives have changed in just one generation. Few students graduating
Ifrom law school now have any memory of life before personal computers, smart
phones, e-mail, text messaging, streaming music and video, or online legal research.
On the other hand, few lawyers who graduated from law school before 1984 had to
deal with information technology more sophisticated than an electric typewriter or fax
machine before they were called to the bar.

The impact of digital information technology on the legal profession is small
compared to its impact on business, government, and individuals—the lawyer’s
clients. The issues these clients bring to their lawyers are now entirely infused with
information technology. While we have come to expect that all large enterprises rely
on computer systems and the data thcse systems generate and store, it has only been
in the past few years that we have core to realize that digital information technology
touches every aspect of our lives. From the corporate merger to the common divorce,
from the complex securities fraud action to the speeding ticket, nearly every case
brought to today’s law office will involve some electronically stored information, or
“ESI”—the catch-all term designed by the framers of our rules of civil procedure to
include all forms of digital information.

The explosion of ESI and our nearly complete dependence on it presents the
lawyer with a paradox. On the one hand, there is potentially far more relevant
recorded evidence in every case. Not only are we creating records where none existed
before (such as text messages or Iaternet log files), but also these records are
replicated on numerous devices and storage media and are very difficult to destroy.
On the other hand, the sheer volume of discoverable ESI, together with its dispersion
and technical complexity, requires that the lawyer approach the collection, review,
request, and presentation of ESI with much more sophistication and judgment than
was required of paper evidence.

Part of this new level of sophist:cation is a realization that in contested matters
the lawyers on both sides must cooperate in the discovery process to a much higher
degree than they were trained for or accustomed to in the twentieth century. Without
compromising their clients’ legal posizions, lawyers on both sides must work together
to provide the court with the factual evidence needed to render a just determination,
or, in the majority of cases, for both sides to reach a just settlement of their
differences. Today’s lawyer needs to know how the client and opposing party create,
use, and store ESI; how to identify ESI relevant to the disputed factual issues in the
case; how to most efficiently preserve, collect, and review that ESI; and how to
authenticate and present that evidence before the trier of fact. Both the federal and
Texas rules implicitly recognize that this requires cooperation, but it is up to each
individual practitioner to make this work.
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[ commend the Honorable Xavier Rodriguez for undertaking to assemble in one
volume these Essentials of E-Discovery, based on his own experience as a judge in
federal court and the experience of leading Texas practitioners. I suspect that this
project was motivated in no small measure by self-interest. The more sophisticated
the lawyers who appear in court are, regarding e-discovery, the easier the judge’s job.
But I also hope that the practitioners who study this volume will benefit the civil and
criminal justice systems as a whole by gathering and presenting the facts that their
clients need for a just determination of their legal rights—at a cost they can afford.

Ken Withers
Deputy Executive Director
The Sedona Conference

xxii



Preface

he various chapters of this book have been compiled to serve as a desktop
Treference for attorneys practicing in Texas state courts and federal district courts
located in Texas. In addition, this book should be of assistance to in-house counsel as
they struggle to understand their company’s preservation obligations and adopt
appropriate information governance protocols.

[ would like to acknowledge and thank the authors of the various chapters in this
book. The individuals who have contributed to this book have done so solely in their
individual capacities and not on behalf of a law firm, a court, or the State Bar of
Texas.

The legal issues surrounding e-discovery are evolving. Some of the principles
are well settled; many others are not. In addition, changes in technology and concerns
over privacy rights make this area one that requires continuing study. The editor and
the authors of this book are not providing legal advice, and attorneys should conduct
their own independent research in addressing any ESI issues they may encounter.

Select portions of the Federal Rules of Civil Procedure are attached as an
appendix to this book. We have provided the most current version of the proposed
December 1, 2015, amendments. The reader should be aware, however, that these
amendments are subject to further changes.

Finally, given the evolving nature of e-discovery, it is likely that future editions
of this book will be published. If you are aware of any revisions or corrections that
should be made to this edition, or if you wish to contribute any new or supplemental
material for any future edition, [ would appreciate the assistance.

Judge Xavier Rodriguez
Editor
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Chapter 1
Duty to Preserve
Judge Xavier Rodriguez

§1.1 Introduction

Electronically stored information (“ESI”), like documents and tangible things, must
be preserved pursuant to state and feceral regulations, state and federal case law, and
internal document retention policies, if any. If a person or entity is subject to almost
any type of audit, such as a bank audit or Equal Employment Opportunity Commis-
sion or Department of Labor review, ESI should be preserved. Finally, ESI—along
with documents and tangible things—must be preserved when a party knows they are
relevant to litigation, or should know the evidence may be relevant to future litigation.
Breaching this duty to preserve ESI can result in a variety of sanctions, from mone-
tary damages to adverse jury instructions to complete dismissal of a lawsuit in favor
of the nonbreaching party. See chapte- 13 of this book.

Parties or potential parties must take various steps that are paramount to avoiding
sanctions. This chapter will concentrzte on identifying the point at which the duty to
preserve ESI attaches and describing the duty to preserve to all relevant ESI custodi-
ans.

§ 12 Possession, Custody, or Control (PCC)

“Possession, custody, or control of an item means that the person either has physical
possession of the item or has a right to possession of the item that is equal or superior
to the person who has physical possession of the item.” Tex. R. Civ. P. 192.7.! PCC is
the subject of some debate lately, specifically how to define “control.” Some federal
district courts in the Fifth Circuit have stated: “Rule 34’s definition of possession,
custody, or control, includes more than actual possession or control of [documents]; it
also contemplates a party’s legal right or practical ability to obtain [documents] from
a [non-party] to the action.” In applying the “legal right” test, the Seventh Circuit has

L. In re Methodist Primary Care Group, 553 S.W.3d 709, 722 (Tex. App.—Houston [14th Dist.]
2018, no pet.).
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concluded that a defendant employer had control over Salesforce data in a wage and
hour case.’

§1.3 Statutory and Regulatory Duties

Texas law requires that business records be kept no less than three years, unless
another statutory or regulatory retention period applies. See Tex. Bus. & Com. Code
§ 72.002. Retention of a reproduction of an original record will satisfy state law reten-
tion requirements. Tex. Bus. & Com. Code § 72.003. A number of state and federal
statutes and regulations require that certain documents be kept for specific minimum
periods of time. For example, the Occupational Safety and Health Act requires reten-
tion of testing records, medical records, and environmental records for periods
between twenty and forty years. Notwithstanding requirements in each state where an
entity does business, federal laws such as the Employee Retirement Income Security
Act, labor laws, and the Foreign Corrupt Practices Act establish certain retention peri-
ods and the types of records to be retained.

§14 Record Retention Policies

Many entities voluntarily implement document retention and destruction policies to
internally establish a protocol for how long certain types of records will be kept. Such
policies help ensure compliance with statutory and regulatory obligations and may
assist a party in later litigation. In addition, although the cost of maintaining data on
servers or in the cloud has decreased dramatically, these record retention policies

2. See eg, Edwards v. 4JLJ, LLC, No. 2:15-CV-299, 2018 WL 2981154 (S.D. Tex. June 14,
2018) (4JLJ had installed in its vehicles a GPS system licensed from FleetMatics. The court concluded
that control is broadly construed and includes legal right or practical ability to obtain the information,
and control is shown if the resisting party has a relationship with a nonparty that supports the resisting
party’s ability to obtain the document.); United States v. Trinity Industries, Inc., No. 2:12-CV-89, 2014
WL 12603247, at *1 (E.D. Tex. July 1, 2014) (“right, authority, or ‘practical ability’ to control” docu-
ments imposes duty to preserve those documents); Duarte v. St. Paul Fire & Marine Insurance Co., No.
EP-14-CV-305-KC, 2015 WL 7709433, at *5 (W.D. Tex. Sept. 25, 2015). See also In re Correra, 589
B.R. 76 (Bankr. N.D. Tex. 2018) (documents are considered to be under a party’s control if the party has
the practical ability to obtain the documents from another, irrespective of his legal entitlement). But see
Lifesize, Inc. v. Chimene, No. A-16-CV-1109-RP-ML, 2017 WL 2999426, at *2 n.3 (W.D. Tex. June 2,
2017) (“Lifesize has not shown that as an employee Chimene has authority over Logitech such that he is
able to command release of certain documents.”). The Fifth Circuit to date has not provided recent spe-
cific guidance as to whether the “legal right” test must be established or whether “practical ability” suf-
fices. In 2016, the Sedona Conference circulated a paper discussing this issue and proposed that the
correct analysis is actual possession or legal right.

3. Williams v. Angie’s List, Inc., No. 1:16-CV-00878-WTL-MID, 2017 WL 1318419, at *1 (S.D.
Ind. Apr. 10, 2017).
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assist in purging obsolete or trivial data that unnecessarily increases the cost of
reviewing and producing data in litigation. See chapter 3 of this book. In the event
that data is destroyed pursuant to a rezsonable policy established prior to the anticipa-
tion of litigation, courts are less likely to draw an adverse inference from such
destruction of documents that otherwise would have been expected to be produced.
See chapter 14.

§1.5 When Is Duty to Preserve Data “Triggered” in Civil
Litigation?

The Federal Rules of Civil Procedure do not specify what “triggers” the duty to pre-
serve data. Neither do most state rules formally specify the conditions that “trigger”
preservation obligations. Rather, the basis of the duty to preserve was developed in
the common law. See, e.g., United States v. Shaffer Equipment Co., 11 F.3d 450, 462
(4th Cir. 1993) (recognizing “that when a party deceives a court or abuses the process
at a level that is utterly inconsistent with the orderly administration of justice or
undermines the integrity of the process, the court has the inherent power to dismiss
the action”). “The policy underlying this inherent power of the courts is the need to
preserve the integrity of the judicial process in order to retain confidence that the pro-
cess works to uncover the truth.” Silvestri v. General Motors Corp., 271 F.3d 583, 590
(4th Cir. 2001). See also Ashton v. Knight Transportation, Inc., 772 F. Supp. 2d 772,
800 (N.D. Tex. 2011) (citing Victor Stanley v. Creative Pipe, Inc., 269 F.R.D. 497,
525-26 (D. Md. 2010) (“The duty to preserve is owed to the court, not to the party’s
potential adversary . . ..”).

§ 1.5:1 Trigger Date—Federal Courts

Generally, federal courts have stated that the “obligation to preserve evidence arises
when the party has notice that the evidence is relevant to litigation or when a party
should have known that the evidence may be relevant to future litigation.” Zubulake v.
UBS Warburg LLC, 220 FR.D. 212, 216 (S.D.N.Y. 2003). See also Guzman v. Jones,
804 F.3d 707, 713 (5th Cir. 2015) (ziting Rimkus Consulting Group, Inc. v. Cam-
marata, 688 F. Supp. 2d 598, 612 (S.D. Tex. 2010)). The duty extends to individuals
likely to have discoverable information that the disclosing party may use to support its
claims or defenses. Rimkus, 688 F. Supp. 2d at 612—13.
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§1.5:2 Trigger Date—Texas Courts

A party has a common-law duty to preserve evidence when it knows or reasonably
should know that (1) there is a substantial chance that a claim will be filed and
(2) evidence in its possession or control will be material and relevant to that claim.
Brookshire Bros. v. Aldridge, 438 S.W.3d 9 (Tex. 2014). The Texas Supreme Court
explained that a substantial chance of litigation arises when “litigation is more than
merely an abstract possibility or unwarranted fear.” Brookshire Bros., 438 S.W.3d at
20 (citing National Tank Co. v. Brotherton, 851 S.W.2d 193, 204 (Tex. 1993)). See
also In re Advanced Powder Solutions, Inc., 496 S.W.3d 838 (Tex. App.—Houston
[1st Dist.] 2016, no pet.) (“When a reasonable person would conclude from the sever-
ity of an accident or other circumstances that a substantial chance of litigation exists,
a duty to preserve evidence arises.”).

Applying these principles to the facts in the case, the court in In re J.H. Walker, Inc.,
No. 05-14-01497-CV, 2016 WL 819592 (Tex. App.—Dallas Jan. 15, 2016, no pet.)
concluded that a trucking company had a duty to preserve the tractor because of the
severity of the crash. In contrast, the court in In re Xterra Construction, LLC, No. 10-
16-420-CV, 2019 WL 2147847 (Tex. App.—Waco May 15, 2019, no pet. h.) deter-
mined that the sole tenant of a warehouse did not have a duty to preserve after a fire
because the tenant did not know that a claim would be filed against it by the landlord
until the landlord e-mailed the tenant a month after the fire occurred. Likewise, in
Sanders Oil & Gas, Ltd. v. Big Lake Kay Construction, Inc., 554 S.W.3d 79 (Tex.
App.—El Paso 2018, no pet.), the court found that the validity of various invoices was
never questioned until after the legal proceedings commenced and accordingly no
duty to preserve “field notes” was triggered earlier. See also Shamoun & Norman,
LLP v. Hill, 483 S.W.3d 767 (Tex. App.—Dallas 2016), rev'd on other grounds, 544
S.W.3d 724 (Tex. 2017) (law firm had no duty to preserve e-mails and texts because
substantial chance for litigation did not exist before fee dispute was reasonably fore-
seeable).

Even when the duty to preserve evidence is triggered, however, it is not so encom-
passing as to require a litigant to keep or retain every document in its possession. Tre-
vino v. Ortega, 969 S.W.2d 950, 957 (Tex. 1998) (Baker, J., concurring). The duty to
preserve, nonetheless, does require a party to preserve what it knows or what it rea-
sonably should know is relevant in the action, is reasonably calculated to lead to the
discovery of admissible evidence, is reasonably likely to be requested during discov-
ery, or is the subject of a pending discovery sanction. Trevino, 969 S.W.2d at 957.
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These principles appear straightforward; however, applying them to specific fact pat-
terns has generated numerous opinions.

§ 1.5:3 Likely Trigger Dates

Plaintiff’s Preservation Obligations: In many cases, the duty to preserve will arise
first for the plaintiff to the extent that the party filing suit knows when he contem-
plates initiating litigation. See, e.g., Marten Transportation, Ltd. v. Plattform Adver-
tising, Inc., No. 14-cv-02464, 2016 WL 492743, at *5 (D. Kan. Feb. 8, 2016).

Notice That Lawsuit Has Been Filed: In most cases, the duty to preserve is trig-
gered upon notice that a lawsuit has been filed and the party is aware of the allega-
tions asserted therein. See Cache La Poudre Feeds, LLC v. Land O’Lakes, Inc., 244
FR.D. 614 (D. Colo. 2007).

Notice That Administrative Proceeding Has Commenced: In many instances,
once a party has become aware that an administrative proceeding has commenced
against it, a duty to preserve relevant documents can be triggered. See Flores v. AT&T
Corp., No. EP-17-CV-00318-DB, 2018 WL 6588586, at *4 (W.D. Tex. Nov. 8, 2018)
(duty to preserve relevant information triggered upon receiving notification of plain-
tiff’s charge of discrimination with EEOC).

Notice from Opposing Counsel: The obligation to preserve evidence may arise
even earlier if a party has notice that future litigation is likely. If a party receives
notice from opposing counsel that should cause the party to conclude that litigation is
“reasonably anticipated,” this likely will trigger preservation obligations. The scope
of those preservation obligations, however, may be subject to dispute.

Counsel sending notices to opposing counsel, however, should be aware that at least
one court has concluded that mere atterapts to resolve a difference between parties
does not trigger a duty to preserve evidence, unless the communication threatens liti-
gation or includes a demand to preserve zvidence. See Cache La Poudre Feeds, LLC,
244 F.R.D. at 621 (“While a party should not be permitted to destroy potential evi-
dence after receiving unequivocal notice of impending litigation, the duty to preserve
relevant documents should require more than a mere possibility of litigation.”). In
addition, “generic” demand letters to areserve that fail to provide any detail may not
suffice. See Green v. Harris County, Texas, No. CV H-16-893, 2019 WL 2617429, at
*6 (S.D. Tex. June 26, 2019) (generic praservation letter did not place Harris County
officials on notice to preserve ancillary video that might have incidentally captured
events preceding decedent’s death).
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Notice of Criminal Act or Investigation: Being on notice of a criminal investiga-
tion or prosecution does not necessarily mean a civil action is reasonably foreseeable.
While a duty to preserve exists as to the criminal matter, the duty to preserve evidence
for a civil suit does not arise until the party has notice that a civil action may be filed.
See Doe v. Northside 1.5.D., 884 F. Supp. 2d 485, 489 (W.D. Tex. 2012) (A school dis-
trict’s duty to preserve certain e-mails and surveillance video of a teacher’s conduct
with students arose no earlier than when the plaintiff’s counsel sent a letter to the
school district requesting that various documents be preserved, even though the
teacher earlier confessed to an inappropriate relationship with a student. When the
teacher admitted to the wrongdoing, the school district was on notice that criminal
prosecution would result, but it took approximately another week for the district to
become aware that a civil suit might be filed, at which time the duty to preserve
attached.).

Factors to Consider in Analysis of Whether Litigation Is or Should Be Reason-
ably Anticipated: The Sedona Conference suggests that the following factors be
considered in determining whether litigation is or should be reasonably anticipated:

*  The nature and specificity of the notice of potential claim or threat

*  The person or entity making the claim

. The business relationship between the accused and accusing parties

. Whether the threat is direct, implied, or inferred

*  Whether the party or counsel making the claim is known to be
aggressive or litigious

*  Whether a party who could assert a claim is aware of the claim

»  The strength, scope, or value of a known, reasonably anticipated, or
threatened claim

*  Whether the organization has knowledge or information about similar
claims

*  The relevant experience in the industry with regard to such claims

«  Reputable press or industry coverage of the issue, either directly per-
taining to the organization or regarding complaints against others
similarly situated

*  Whether a party has retained counsel or is seeking advice of counsel
in connection with defending against or filing a claim
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*  Whether an organization that is considering bringing a claim has
begun to mark documents to indicate that they fall under the work-
product doctrine

*  Whether a potential claimant has sent or received a demand, cease-
and-desist, or complaint letter*

§ 1.6 What Is Scope of Duty to Preserve?

§ 1.6:1 Federal Courts

Once the duty to preserve arises, a party must take reasonable steps to preserve what it
knows or reasonably should know is relevant in the action and is reasonably likely to
be requested during discovery. “[T]he duty persists throughout the litigation.” Davis
SR Aviation, LLC v. Rolls-Royce Deuischland Ltd. & Co. KG, No. A-10-CV-367 EY,
2012 WL 175966, at *2 (W.D. Tex. Jan. 20, 2012) (citing Silvestri v. General Motors
Corp.,271 F.3d 583, 591 (4th Cir. 20C1), among others).

§ 1.6:2 Texas State Courts

A party is not required to keep or retain every item or document in its possession, but
it is required to preserve evidence that it knows or reasonably should know is relevant
in the action, is reasonably calculated to lead to the discovery of admissible evidence,
is reasonably likely to be requested during discovery, or is the subject of a pending
discovery sanction. Adobe Land Corp. v. Griffin, L.L.C., 236 S.W.3d 351, 357-58
(Tex. App.—Fort Worth 2007, pet. denied). While parties are not required to take
extraordinary measures to preserve evidence, the parties have a duty to exercise rea-
sonable care in preserving potentially relevant evidence. Adobe, 236 S.W.3d at 359.
“Evidence is relevant if (a) it has any tendency to make a fact more probable or less
probable than it would be without the evidence; and (b) the fact is of consequence in
determining the action.” Tex. R. Evid. 401. If there is some logical connection either
directly or by inference between the evidence and a fact to be proved, the evidence is
relevant. See Service Lloyds Insurance Co. v. Martin, 855 S.W.2d 816, 822 {lex.
App.—Dallas 1993, no writ).

As with the trigger date calculation, many court cases have wrestled with whether a
party fully complied with its preservation obligations. Most courts look to what a

4. The Sedona Conference, Commentary on Legal Holds, Second Edition: The Trigger & the Pro-
cess, 20 Sedona Conf. J. 381-82 (2019).
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party knew or should have known about what claims or defenses would be raised and
what information would be relevant. See Marten Transportation, Ltd. v. Plattform
Advertising, Inc., No. 14-cv-02464, 2016 WL 492743, at *10 (D. Kan. Feb. 8, 2016)
(finding that duty to preserve did not extend to certain Internet search history because,
at the time duty to preserve arose, there was no reason to believe plaintiff knew or
should have known information would be relevant).

g7 Duty and Scope of Preservation and Federal Rules of Civil
Procedure

As stated above, there is no specific rule that addresses when a duty to preserve
attaches. That said, the Federal Rules of Civil Procedure require that parties discuss
any issues relating to preserving discoverable information during the initial rule 26
conference. Fed. R. Civ. P. 26(f)(2). The purpose of discussing preservation is meant
to reduce uncertainty and the risk of disputes that arise during discovery, particularly
with regard to ESI. Fed. R. Civ. P. 26 advisory committee’s note (Y 22) to 2006
amendment. Considering the transient nature of ESI, parties are advised to discuss
preservation obligations and the scope of data to be preserved as early as possible
(even prior to the filing of the lawsuit).

The parties must include their proposals for preservation of ESI in the discovery plan.
Fed. R. Civ. P. 26(H)(3)(C).

§1.8 How Does Concept of Proportionality Affect Preservation
Obligations?

In amending Federal Rule of Civil Procedure 37, the advisory committee stated that a
party could consider various factors in whether reasonable steps were taken to pre-
serve data. Specifically, the note to the 2015 amendment states:

[Rule 37(e)] applies only if the information was lost because the party
failed to take reasonable steps to preserve the information. Due to the ever-
increasing volume of electronically stored information and the multitude
of devices that generate such information, perfection in preserving all rele-
vant electronically stored information is often impossible. As under the
current rule, the routine, good-faith operation of an electronic information
system would be a relevant factor for the court to consider in evaluating
whether a party failed to take reasonable steps to preserve lost information,
although the prospect of litigation may call for reasonable steps to preserve

10
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information by intervening in that routine operation. This rule recognizes
that “reasonable steps” to preserve suffice; it does not call for perfection.
The court should be sensitive to the party’s sophistication with regard to
litigation in evaluating preservation efforts; some litigants, particularly
individual litigants, may be less “amiliar with preservation obligations than
others who have considerable experience in litigation.

Another factor in evaluating the reasonableness of preservation efforts is
proportionality. The court should be sensitive to party resources; aggres-
sive preservation efforts can be extremely costly, and parties (including
governmental parties) may have limited staff and resources to devote to
those efforts. A party may act reasonably by choosing a less costly form of
information preservation if it is substantially as effective as more costly
forms. It is important that counsel become familiar with their clients’ infor-
mation systems and digital data—including social media—to address these
issues. A party urging that preservation requests are disproportionate may
need to provide specifics about these matters in order to enable meaningful
discussion of the appropriate preservation regime.

§18

Accordingly, it appears that when implementing its preservation obligations, a party
may consider applying a proportionality analysis. Considerable caution and discre-
tion, however, should be used in unilaterally taking actions that may later be con-
strued as acts of spoliation. A party would be well advised to confer with opposing
counsel and engage in a discussion of what preservation actions have been taken and
what actions are not being considered because of proportionality concerns. Parties
should be mindful that a miscalculation in applying the principles of proportionality
“can lead to the permanent loss of relevant information.” The Sedona Conference,
Commentary on Proportionality in Electronic Discovery (2017).

The Sedona Conference offers the following advice:

Steps that can be taken by each party to meet its preservation obligations,
where proportional, include:

L. in advance of litigation, having in place reasonable policies
addressing legal preservation obligations that may arise;

5

Fed. R. Civ. P. 37 advisory committee’s notes to 2015 amendment (Y 8—10).

11
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ii.  identification of relevant custodians with knowledge of the mat-
ters in dispute;

1. discussion with custodians and other appropriate personnel to
identify sources of unique ESI and other information relevant to
the matter, including “non-custodial” sources;

iv.  preservation of the identified ESI;

v.  suspension of information retention policies that would other-
wise result in the routine deletion of unique relevant ESI;

vi. maintenance of relevant ESI in a reasonably accessible format;
and

vii. documentation of preservation efforts undertaken.®

§19 Preservation of Data and Reasonably Usable Form

Disputes often arise when a party unilaterally decides to preserve data in a format that
may not be subject to an analysis of metadata or maintains the data in an otherwise
unusable form. A party may be subject to sanctions or curative measures when it fails
to take reasonable steps to preserve ESI. On the other hand, the 2015 advisory com-
mittee note to rule 37 makes clear that a “factor in evaluating the reasonableness of
preservation efforts is proportionality.” Fed. R. Civ. P. 37 advisory committee’s note
[ 10] to 2015 amendment. This analysis is fact intensive. Sometimes it can be found
reasonable to preserve certain data in a certain format. However, when it appears that
data is being preserved only partially or in a format that may obscure unique data, the
argument fails. In the context of production, the advisory committee has stated:

“[T]he option to produce in a reasonably usable form does not mean that a
responding party is free to convert electronically stored information from
the form in which it is ordinarily maintained to a different form that makes
it more difficult or burdensome for the requesting party to use the informa-
tion efficiently in the litigation. If the responding party ordinarily main-
tains the information it is producing in a way that makes it searchable by
electronic means, the information should not be produced in a form that
removes or significantly degrades this feature.”

6. The Sedona Conference, Commentary on Proportionality in Electric Discovery, 18 Sedona
Conf. J. 152-53 (2017).

7. Fed. R. Civ. P. 34 advisory committee’s note [§ 13] to 2006 amendment.
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In Ashton v. Knight Transportation Iric., 772 F. Supp. 2d 772, 777 (N.D. Tex. 2011),
the plaintiff claimed that Knight Transportation failed to preserve Qualcomm e-mail-
type messages (among other investigatory items) between it and a driver surrounding
the driver’s automobile accident with Don Ashton on August 11, 2007, and what
Knight did produce was illegible. Ashton, 772 F. Supp. 2d at 777. Knight had pre-
served messages in a screenshot-type fashion for August 13 and 14 following the
accident but failed to do so August & through 12, which it claimed to be an “over-
sight.” Ashton, 772 F. Supp. 2d at 789. As a result, the information could be retrieved
only from a tape and exported into a spreadsheet format. Knight admitted that that
format was easily manipulated, and information could have been deleted. Knight
failed to explain why it had deleted the more readable Qualcomm records even though
it had earlier received a written request to save them. Within a year, they were auto-
matically deleted, proving that no effort was made to preserve the records from
August 8 to 12 by screenshot, even in the face of a criminal investigation and a law
enforcement agency request. The court held that by failing to preserve the Qualcomm
data and then having deleted it for thz hours surrounding the accident, the company
violated its duty to preserve. Ashton, 772 F. Supp. 2d at 802.

§ 1.10 Preservation Orders

Courts generally disfavor the issuance of preservation orders and instead rely on the
litigants’ obligations to preserve relevant ESI and tangible items.® However, where
there is a danger of destruction absent a court order, courts are more prone to issue
such an order. There is a split in the cese law as to the proper standard for issuance of
a protective order. Some courts have applied a temporary injunction standard—the
movant must show irreparable injury and likelihood of success on the merits. Others
have applied a two-prong test that requires the party seeking a preservation order to
demonstrate that the data is necessary and that it is not unduly burdensome for the
other party to preserve it.’

8. “The extremely broad discovery permitted by the Federal Rules depends on the parties’ volun-
tary participation. The system functions because, in the vast majority of cases, we can rely on each side
to preserve evidence and to disclose relevant information when asked (and sometimes even before then)
without being forced to proceed at the point of a court order.” Klipsch Group, Inc. v. ePRO E-Commerce
Ltd., 880 F.3d 620, 631 (2d Cir. 2018).

13
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§ .11 Emerging Issues and Duty to Preserve—
Ephemeral/Disappearing Messaging Apps

Parties have an obligation to preserve relevant, nonprivileged data. What happens
when a party or its employees use ephemeral messaging applications, like Wickr,
Telegram, and Snapchat? Typically, these apps use encrypted messages that instantly
destroy themselves, but some of these apps allow the user to determine how long the
messages exist before the app deletes them.

In Waymo LLC v. Uber Technologies, Inc., No. C 17-00939 WHA, 2018 WL 646701
(N.D. Cal. Jan. 30, 2018), the court found that Uber sought to minimize its “paper
trail” by using Wickr and decided to issue various jury instructions to address the fail-
ure to preserve the text messages and other discovery misconduct. The growing popu-
larity of these types of apps, the acquiescence of companies to the use of these apps
by their employees, and the difficulty in regulating their usage will present continuing
challenges.

§1.12 Duty to Preserve When Documents Not in Party’s Custody

Federal Rule of Civil Procedure 34 contemplates that a party may serve requests for
production on a party, and a producing party must produce documents and ESI in its
possession, custody, or control. Fed. R. Civ. P. 34(a). Does a nonparty owe any obliga-
tion to preserve documents or ESI?

In Felman Production, Inc. v. Industrial Risk Insurers, No. 3:09-0481, 2011 WL
4547012 (S.D. W. Va. Sept. 29, 2011), Felman operated a silicon manganese plant in
which a furnace failed. Felman filed an insurance claim for business interruption due
to the eight months it took to perform repairs. Industrial Risk Insurers (IRI) investi-
gated for a full year and refused to settle the claim. Felman filed suit, and IRI counter-

9.  See Toussie v. Allstate Insurance Co., No. 15 CV 5235 (ARR) (CLP), 2018 WL 2766140, at *7
(E.D.N.Y. June 8, 2018) (“The Court has carefully considered the cases cited by the parties and agrees
with other courts that have rejected the preliminary injunction standard in the context of orders to pre-
serve relevant evidence for use in discovery and at trial. Unlike a preliminary injunction, a preservation
order has little to do with the substantive merits of any claim or defense; instead, such an order enforces
the parties’ pre-existing, independent obligations to preserve relevant evidence for use in discovery and
at trial, thereby ensuring the integrity and fairness of the adjudicative process. Consistent with that pur-
pose, the Court agrees that a version of the balancing test is the appropriate standard by which to deter-
mine whether to continue the preservation order. Thus, the Court will consider: 1) the danger of
destruction absent a court order, 2) whether any irreparable harm is likely to result to the party seeking
preservation in the absence of an order, and 3) the burden of preserving the evidence.”). See also OO0
Brunswick Rail Management v. Sultanov, No. 5:17-CV-00017-EJD, 2017 WL 67119, at *1 (N.D. Cal.
Jan. 6, 2017) (same factors applied).
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claimed for fraud, basing its allegations on documents discovered between Felman
and an entity called Privat wherein ths two companies discussed backdating contract
orders and other efforts to bolster Felman’s insurance claim. Felman actively con-
cealed its relationship with Privat but inadvertently produced other documents that
referred to the fact that Privat, a Ukrainian organization, was Felman’s controlling
entity during the relevant time frame. Felman alleged, however, that it had no legal
duty to preserve Privat’s documents bzcause, at the time suit was filed, the consulting
relationship between Privat and Felmen had ended and that it had no control over Pri-
vat’s documents. Felman, 2011 WL 4547012, at *11.

The court held that it was not unreasonable for Felman to institute a litigation hold to
key Privat players. Felman, 2011 WL 4547012, at *12. It had already been deter-
mined that Felman’s outside counsel was in contact with these key players and could
have issued a litigation hold without significant effort. Privat’s location in the Ukraine
represented a minimal barrier to preserving documents. “Your clients need to under-
stand that they chose this country to do business, and they chose this court to file a
lawsuit, and they will be held to the standards of this [country] and these rules, not
their culture and their rules.” Felmar, 2011 WL 4547012, at *12. Accordingly, the
court held that Felman had a duty to p-eserve Privat’s documents.

§1.13 Conclusion

Parties cannot ignore ESI when the duty to preserve arises. They must educate them-
selves about what relevant ESI may exist and how it can be preserved: then they must
preserve that ESI and remain vigilant that such ESI is subject to an effective legal
hold. Only then will their actions be deemed reasonable in the face of spoliation accu-
sations.
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Chapter 2
Litigation Holds
Lawrence Morales II

§2.1 Definition

A litigation hold is a written directive advising custodians of certain docu-
ments and electronically-stored information (“ESI”) to preserve potentially
relevant evidence in anticipation of future litigation. Also called “preserva-
tion letters” or “stop destruction requests,” these communications basically
advise of the possibility of future litigation and identify relevant docu-
ments and ESI which should be preserved.'

§2.2 Issuance of a Litigation Hold Assists in the Preservation of
Evidence and Helps Stave Off Allegations of Spoliation of
Evidence

Rule 37(e) authorizes courts to impose sanctions under certain circumstances if “a
party fail[s] to take reasonable steps to preserve” electronically stored information.2
To avoid sanctions or the imposition of curative measures, counsel and clients must
take deliberate steps to ensure that relzvant records and ESI are preserved, collected,
and produced. One of these steps is distribution of a litigation hold memorandum that
instructs custodians to (1) preserve all relevant documents and ESI and (2) suspend
document retention/destruction policies that may delete such data. However, the liti-
gation hold memorandum is just one s:ep—albeit an important step—in satisfying tke
duty to preserve. Contrary to common belief, the litigation hold memorandum is not,
by itself, sufficient to satisfy a party’s preservation duties. “A party’s discovery obli-
gations do not end with the implementation of a ‘litigation hold’—to the contrary,
that’s only the beginning.”” Counsel must also oversee compliance with the litigation
hold, monitoring the party’s efforts to retain and produce relevant documents.*

1. Stephen F. Stacy, Litigation Holds: Ten Tips in Ten Minutes, www.ned.uscourts.gov/
internetDocs/cle/2010-07/LitigationHold Top Ten.pdf (last visited May 27, 2019).

2.0 FediRoC1y: P T(c):
3. Zubulake v. UBS Warburg LLC, 229 F.R.D. 422, 432 (S.D.N.Y. 2004) (Zubulake V).
4. Zubulake, 229 F.R.D. at 432.
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If done properly, the steps required to satisfy the duty to preserve are time-consuming,
expensive, and potentially disruptive to clients’ operations. Moreover, because many
attorneys do not take these steps, clients may be uncooperative and may perceive
counsel’s preservation efforts as a method to increase fees. However, the potential
consequences for failing to satisfy the duty to preserve cannot be understated. Indeed,
litigants could face serious sanctions or costly curative measures for failing to prop-
erly preserve relevant documents.’ Therefore, it is imperative that counsel advise their
clients in their litigation hold memorandum of the stakes involved in preserving all
relevant records and obtain their clients’ full cooperation in satisfying their preserva-
tion duties.

An example of numerous failures to preserve documents is found in E.I. du Pont de
Nemours & Co. v. Kolon Industries, Inc., a case involving theft of trade secrets. The
court held that the defendant, a Korean company:

breached its duty to preserve when key employees, who were directly
implicated in [the company]’s efforts to recruit consultants . . . and obtain
information about Kevlar for use in developing Heracron, deleted files and
email items from their personal computers in the days after DuPont filed
the action and after being apprised of their duty to preserve relevant infor-
mation.’®

The court was quick to note that while two separate litigation holds were issued, both
were insufficient.” The first litigation hold was issued only to upper-level employees,
with no instruction to filter this hold down to subordinates.® Although the litigation
hold advised that recipients might want to share the hold with other personnel, there
was no evidence showing that the contents or the subject matter of the litigation hold
was communicated to other employees.” The second hold was issued in English to

5.  See Keithley v. Home Store.com, Inc., No. C-03-04447 SI (EDL), 2008 WL 3833384 (N.D. Cal.
Aug. 12, 2008); United States v. Trinity Industries, Inc., No. 2:12-CV-89, 2014 WL 12603247 (E.D. Tex.
July 11, 2014) (faulting party for failure to institute and enforce a litigation hold or take reasonable steps
to ensure relevant documents were preserved); see also Merck Eprova AG v. Gnosis S.P.A., No. 07 Civ.
5898 (RJS), 2010 WL 1631519 (S.D.N.Y. Apr. 20, 2010) (awarding plaintiff attorneys’ fees, costs, and a
$25,000 fine because the defendant did not issue a litigation hold or prevent the automatic deletion of rel-
evant e-mails); Mercedes-Benz USA, LLC v. Carduco, Inc., 562 S.W.3d 451 (Tex. App.—Corpus Christi—
Edinburg 2016), rev'd on other grounds, 583 S.W.3d 553 (Tex. 2019) (failure to issue a litigation hold
even after being served requests for production and merely allowing employees to submit responsive
documents considered in affirming large punitive damages awarded).

6. Kolon Industries, 803 F. Supp. 2d 469, 500 (E.D. Va. 2011).
7. 803 F. Supp. 2d at 479.
8. 803 F. Supp. 2d at 479.
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Korean employees without considerztion for the language barrier that undoubtedly
existed.

To make matters worse, the court found that “key employees intentionally, and in bad
faith, deleted files and email items from their personal computers after they learned of
DuPont’s Complaint.”"® Specifically, several employees of the defendant company
“marked items in their personal e-mail accounts for deletion by taking screenshots,
circling relevant materials, and notating the documents with directions such as
‘Delete,” ‘Need to Delete,” and ‘Get Rid of.”"

As a sanction, the court in the DuPont matter awarded $4.5 million in attorney’s fees
to DuPont, one of the largest attorney fee judgments in a spoliation case to date.

§23 Crafting an Effective Litigation Hold

This section identifies the standards for crafting an effective litigation hold memoran-
dum and discusses cases where a party’s litigation hold was held to be insufficient. In
addition, this section compiles litigation hold practices that, if implemented, would
have allowed these parties to escape sanctions. These practices include—

1. meeting with key players and counsel to determine the issues that may be
raised in the litigation;

2. identifying the custodians who are likely to have records relevant to these
issues;

3. conferring with information technology personnel to identify where these
records are stored;

4. distributing an adequate litigation hold memorandum to all employees and
third parties under the client’s control who may possess relevant records;

5. suspending procedures that may automatically delete relevant records:

6. monitoring and tracking clients and third parties to ensure they are comply-
ing with the litigation hold;'"> and

9. 803 F. Supp. 2d at 479.
10. 803 F. Supp. 2d at 501,
11. 803 F. Supp. 2d at 501.

12, See Major Tours, Inc. v. Colorel, No. 05-3091 (JBS/JS), 2009 WL 2413631, at *2 (D.N.J. Aug.
4, 2009) (“Counsel must oversee compliance with the litigation hold, monitoring the party’s efforts to
retain and produce relevant documents.”).
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7.  revising and redistributing the litigation hold memorandum as issues in the
litigation develop and expand.

Some may characterize these measures as best practices; however, the courts that
have imposed sanctions for failing to implement sufficient litigation holds have
admonished the parties for failing to take one or more of these preservation measures.
So, litigants that neglect these steps proceed at their own peril.

§24 Implementing an Effective Litigation Hold

§ 2.4:1 Must Litigation Hold Letters Be in Writing?

The concept of “litigation holds™ as a method for litigants to satisfy their preservation
obligations was popularized by Judge Shira A. Scheindlin’s 2003 decision in Zubu-
lake v. UBS Warburg LLC (Zubulake IV), in which the court noted that “[o]nce a party
reasonably anticipates litigation, it must suspend its routine document retention/
destruction policy and put in place a ‘litigation hold.””"* In a subsequent 2010 deci-
sion in Pension Committee v. Banc of America Securities, LLC, the same court held
that “the failure to issue a written litigation hold constitutes gross negligence because
the failure is likely to result in the destruction of relevant information.”'*

However, not all courts require a written litigation hold."” For example, in Davis SR
Aviation, LLC v. Rolls-Royce Deutschland, Ltd. & Co. KG, a Texas district court
stated: “the failure to send a written ‘litigation hold’ memo is largely irrelevant in the
actual spoliation analysis because—Ilitigation hold or not—to show spoliation one
must still demonstrate the loss or destruction of evidence.”'® In addition, one court
opined that written litigation hold letters may be counterproductive in small organiza-
tions because “such a hold would likely be more general and less tailored to individ-
ual records custodians than oral directives could be.”'” And even Judge Scheindlin has
clarified that if you are a company of one, you “don’t [need to] write a letter to your-
self.”"® Further, the 2015 amendment advisory committee notes to Rule 37(e) state

13. 220FR.D. 212, 218 (S.D.N.Y. 2003).

14. 685 F. Supp. 2d 456, 460 (S.D.N.Y. 2010); see also GenOn Mid-Atlantic, LLC v. Stone & Web-
ster, Inc., 282 F.R.D. 346 (S.D.N.Y. 2012) (finding “a degree of culpability sufficient to permit the impo-
sition of sanctions” where company failed to issue written litigation hold after it contemplated litigation).
But see Chin v. Port Authority of New York & New Jersey, 685 F.3d 135 (2d Cir. 2012) (in which the
court held that the failure to issue a written litigation hold does not constitute gross negligence per se, but
is rather one factor to consider in determining whether to issue sanctions).

15. The Sedona Conference, The Sedona Conference Commentary on Legal Holds: The Trigger &
The Process, 11 Sedona Conf. J. 265 (2010).
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that the “court should be sensitive to the party’s sophistication with regard to litigation
in evaluating preservation efforts; some litigants, particularly individual litigants, may
be less familiar with preservation obligations than others who have considerable
experience in litigation.”"” However, small organizations are by no means immune
from sanctions for failing to preserve evidence. Indeed, at least one court has sanc-
tioned a small company $10,000 for, among other things, failing to issue a written lit-
igation hold.*

In summary, while there may be a disagreement between courts over whether written
litigation holds are required, the safest practice is to disseminate one. If there is no
written litigation hold memorandum, zounsel will likely be unable to precisely iden-
tify the dates and the recipients of any oral directives to preserve evidence. As the
saying goes, “if it’s not written, it didn’t happen.” To avoid this presumption, counsel
should always distribute a litigation hold memorandum and, as discussed below, take
steps to verify that it was received and followed.

§2.4:2 What Should Be Included in the Litigation Hold
Memorandum?

The purpose of a litigation hold memorandum is to (1) identify the litigation, (2) spec-
ify the parties to the litigation, (3) specifically identify the documents to be preserved,
(4) suspend automatic document retention/destruction policies that may delete rele-
vant information, (5) provide a contact point within the company to answer questions,
(6) explain the importance of compliance with the hold memorandum, and (7) provide
a formal process to verify the recipient received the memorandum and is taking steps
to comply with it.*' While several of these items are self-explanatory (nos. 1, 2, 5, and

16. No. A-10-CV-367 LY, 2012 WL 175566, at *3 n.3 (W.D. Tex. Jan. 12, 2012); see also Flanders
v. Dzugan, No. CIV.A 12-1481, 2015 WL 5022734, at *5-6 (W.D. Pa. Aug. 24, 2015) (stating failure to
institute a litigation hold without a showing of bad faith not sufficient despite foreseeability of litigation);
Kinnally v. Rogers Corp., No. CV-06-2704-PEX-JAT, 2008 WL 4850116, at *7 (D. Ariz. Nov. 7, 2008)
(holding that sanctions do not lie merely beczuse of the “absence of a written litigation hold” when a
party has taken “the appropriate actions to p-eserve evidence.”); Orbit One Communications, Inc. v.
Numerex Corp., 271 FR.D. 429, 441 (S.D.N.Y 2010) (“Indeed, under some circumstances, a formal liti-
gation hold may not be necessary at all.”).

17. Orbit One, 271 ER.D. at 441,

18. Judge Shira A. Scheindlin, address at Georgetown University Law Center Advanced E-Discov-
ery Institute (Nov. 18-19, 2010).

19. Fed. R. Civ. P. 37, 2015 advisory committee’s notes.
20. See Passlogix, Inc. v. 2FA Technology, LLC, 708 F. Supp. 2d 378, 422 (S.D.N.Y. 2010).

21. See Shira A. Scheindlin et al., Electronic Discovery and Digital Evidence, Cases and Materials
2d ed., at 191 (West Academic Publishing, 2012).
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6), the remaining items are discussed below because they have been cited as reasons
for a party’s failure to comply with their preservation duties.

Specifically Identifying the Documents to Be Preserved: Notably, “[t]he preser-
vation obligation runs first to counsel, who has a duty to advise his client of the type
of information potentially relevant to the lawsuit and of the necessity of preventing its
destruction.” To satisfy its preservation obligations, an organization “must inform its
officers and employees of the actual and anticipated litigation, and identify for them
the kinds of documents that are thought to be relevant to it.”* “It is no defense to sug-
gest . . . that particular employees were not on notice . . . . To hold otherwise would
permit an agency, corporate officer, or legal department to shield itself from discovery
obligations by keeping its employees ignorant.”**

A standard cookie-cutter litigation hold memorandum will not suffice. Rather, to sat-
isfy their preservation obligations, counsel must tailor the contents of each litigation
hold memorandum to describe the specific issues and documents that are relevant to
each case. In fact, a common shortcoming cited by courts concerning litigation holds
is the failure to adequately instruct employees what types of documents are relevant.
For example, in Jones v. Bremen High School District 228, the court sanctioned the
defendant because it only instructed three individuals to cull through their personal
documents and preserve anything related to the case.”” However, these individuals
were not provided any specific guidance on how to conduct their searches or how to
determine what documents were relevant. Although there was no evidence of bad
faith, the court sanctioned the defendant with an adverse jury instruction and with an
order to pay plaintiff’s costs and attorney’s fees because there was a “distinct possibil-
ity that emails relevant to plaintiff’s case were destroyed.”

Similarly, in Pension Committee, Judge Scheindlin held that a general instruction to
collect and preserve evidence did not meet the standard for a litigation hold because it
did not direct employees to preserve all relevant paper documents, and did not “create
a mechanism for collecting the preserved records so that they [could] be searched by
someone other than the employee.”’ Counsel’s instruction only directed the employ-

22. Heng Chan v. Triple 8 Palace, No. 03CIV6048 (GEL) (JCF), 2005 WL 192557, at *6 (S.D.N.Y.
Aug. 11, 2005).

23. Cannata v. Wyndham Worldwide Corp., No. 2:10-cv-00068-PMP-LRL, 2011 WL 3495987, at
*2 (D. Nev. Aug. 10, 2011) (citation omitted).

24. Triple 8 Palace, 2005 WL 192557, at *6.
25. No. 08 C 3548, 2010 WL 2106640, at *8 (N.D. Ill. May 25, 2010).
26. Bremen High School, 2010 WL 2106640, at *8.
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ees to search and select records that employees thought were responsive to discovery
requests; however, the instruction failed to instruct the plaintiffs not to destroy docu-
ments. Consequently, Judge Scheindlin held that plaintiffs were grossly negligent, and
imposed sanctions.?®

It is generally not a best practice to zllow individual employees to determine which
documents are relevant. This practice is fraught with potential problems, such as
under-preservation, over-preservation, and intentional or negligent deletion of data.
Nevertheless, some courts have rejectzd the argument that it was per se inadequate to
allow individual employees the abilitv to determine which documents were relevant,
considering that the employees in question were given detailed instructions as to what
type of documents to retain.”

To adequately identify the types of relevant documents that may exist in a particular
case, it is advisable for counsel to convene a “claims and defense assessment” meet-
ing to isolate the issues that may be raised in the potential litigation.** The purpose of
the assessment meeting is to compile a list of the types of documents that may be rel-
evant to the claims and defenses in the litigation and to pinpoint the individuals who
may have those documents. The resulting list of documents should then be inserted in
the litigation hold memorandum.

The claims and defense assessment meeting will typically include in-house counsel (if
any), outside counsel, and the key players involved in the dispute.’' Counsel’s role
during the assessment meeting is to educate the client on the claims and defenses
asserted, and to describe the specific elements required for each claim and defense.
Thus, it is important that counsel familiarize themselves with the law relating to the
relevant claims and defenses before the assessment meeting. Because a productive
assessment meeting takes preparation, it may not be possible to have the meeting
immediately after the preservation-triggering event. Therefore, it is wise to first issue
a high-level general hold notice to all employees notifying them of the need to pre-
serve, pending more specific instructien to follow shortly.*

27.  Pension Committee, 685 F. Supp. 2d at 473.
28. Pension Committee, 685 F. Supp. 2d at 473.

29. See New Mexico Oncology & Hematology Consultants, Ltd. v. Presbyterian Healthcare Ser-
vices, No. 1:12-CV-00526 MV/GBW, 2017 WL 3535293, at *3 (D.N.M. Aug. 16, 2017); see also
Mirmina v. Genpact LLC, No. 3:16CV00614(AWT), 2017 WL 3189027, at *2 (D. Conn. July 27, 2017)
(counsel coordinated and supervised individual custodian’s search for ESI).

30. See Scheindlin, Electronic Discovery, at 188.

31. See Scheindlin, Electronic Discovery, at 188.
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Suspending Document Retention and Destruction Policies: Once litigation is
anticipated, parties must at the very least suspend their routine document retention
and destruction policies and establish measures to ensure the preservation of relevant
documents and information.*® This point was made clear in Judge Scheindlin’s deci-
sion in Pension Committee, in which the defendants moved for sanctions “alleging
that each plaintiff failed to preserve and produce documents—including those stored
electronically—and submitted false and misleading declarations regarding their docu-
ment collection and preservation efforts.”* The court held that plaintiffs’ continued
deletion of electronically stored information after the duty to preserve was triggered
amounted to gross negligence and the court therefore imposed appropriate sanctions.”

Providing a Formal Tracking and Verification Process: “While instituting a ‘liti-
gation hold’ may be an important first step in the discovery process, the obligation to
conduct a reasonable search for responsive documents continues through the litiga-
tion.”*® A litigation hold, without more, will not suffice to satisfy the “reasonable
inquiry” requirement in Rule 26(b)(2) of the Federal Rules of Civil Procedure.’’
“Counsel retains an ongoing responsibility to take appropriate measures to ensure that
the client has provided all available information and documents which are responsive
to discovery requests.”

How does counsel ensure that the client has received and followed the litigation hold
memorandum? First, numerous software programs are commercially available that
allow litigants to, among other things, track litigation hold letters. Other companies
spare the expense of purchasing software and track litigation holds manually through
spreadsheets or other informal methods. Another effective method is to require each
custodian to sign a certification/acknowledgment that the litigation hold memoran-
dum has been received, understood, and implemented, similar to the following:

32. See Scheindlin, Electronic Discovery, at 188,

33. Pension Committee, 685 F. Supp. 2d at 466; see also Peskoff v. Faber, 244 FR.D. 54, 60
(D.D.C. 2007); Cache La Poudre Feeds, LLC v. Land O Lakes, Inc.,244 FR.D. 614, 629 (D. Colo. 2007)
(noting that once litigation hold has been established, party cannot continue routine procedures that
effectively ensure potentially relevant and readily available electronically stored information is
destroyed).

34. Pension Committee, 685 F. Supp. 2d at 463.
35. Pension Committee, 685 F. Supp. 2d at 463.
36. Cache La Poudre Feeds, 244 F.R.D. at 630.
37. Cache La Poudre Feeds, 244 F.R.D. at 630.
38. Cache La Poudre Feeds, 244 F.R.D. at 630.
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Acknowledgment®

(Please provide to your general counsel or your immediate supervisor)

I acknowledge I have read the ebove attached Litigation Hold memoran-
dum. I will forthwith conduct a reasonable search for responsive docu-
ments and electronic data. [ will preserve any such electronic data and
paper documents. I will not delete any data from any locations that I
believe may contain responsive electronic data. I understand that this pres-
ervation request is on-going and requests the continuing preservation of
data, including data created or received both before and after receipt of the
Notice.

Employee signature

Employee name

Date

In addition to requiring that custodians sign certifications that they have read, under-
stood, and will comply with the litigation hold memorandum, it is wise to schedule
interviews with each custodian to review what data the custodian holds and how it
must be preserved.*’ Moreover, taking these measures creates a well-documented trail
of counsel’s efforts to preserve all relevant documents, which will provide compelling
evidence in any potential spoliation battle.

§ 2.5 Are Litigation Hold Memoranda Discoverable?

“In general, unless spoliation is at issue, a litigation hold letter is not discoverable,
particularly where it is shown that the letter includes material protected by the attor-
ney-client privilege or the work product doctrine.”' However, the basic details sur-
rounding the litigation hold are typica.ly not privileged.*’ A party is entitled to know
what kinds and categories of electronically stored information the opposing party was
instructed to preserve and collect, anc what specific actions they were instructed to
take.” Most courts have concluded that litigation hold letters or memos are protected
by the attorney-client privilege if prepered by counsel and directed to the client. How-

39. Scheindlin, Electronic Discovery, at 138,
40. Scheindlin, Electronic Discovery, at 193.
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ever, opposing counsel are generally entitled to inquire in depositions “into the facts
as to what the employees receiving the [document retention notices] have done in
response; i.e., what efforts they have undertaken to collect and preserve applicable
information.”*

For example, in Cannata v. Wyndam Worldwide Corp.,* the plaintiffs alleged that
they were subjected to widespread sexual harassment and discrimination. The plain-
tiffs served the defendants with a Rule 30(b)(6) deposition notice, wherein they
requested to depose a corporate representative concerning the company’s litigation
hold and electronically stored information.* The defendant filed a motion for protec-
tive order, requesting that the court limit the scope of the litigation hold topic to the
identity of persons who received litigation hold notices and the information regarding
what such recipients were instructed to do to preserve evidence.”

The court denied the defendant’s motion for protective order, stating that “[a]lthough
the [litigation hold] letters themselves may be privileged, the basic details surround-
ing the litigation hold are not.”** “To the extent . . . that defendants seek ‘to foreclose
any inquiry into the contents of those [litigation hold] notices at deposition or through
other means, such a position is not tenable.”* The court determined that plaintiffs’

41. Cannata v. Wyndham Worldwide Corp., No. 2:10-cv-00068-PMP-LRL, 2011 WL 3495987, at
*2 (D. Nev. Aug. 10, 2011); see also Ingersoll v. Farmland Foods, Inc., No. 10-6046-CV-SJ-FIG, 2011
WL 1131129, at *17 (W.D. Mo. Mar. 28, 2011); In re Ebay Seller Antitrust Litigation, No. C 07-01882
JH (RS), 2007 WL 2852364, at *2 (N.D. Cal. Oct. 2, 2007); Gibson v. Ford Motor Co., 510 F. Supp. 2d
1116, 1123 (N.D. Ga. 2007) (finding that defendants are not required to produce litigation hold letters
because “[n]ot only is the document likely to constitute attorney work-product, but its compelled produc-
tion could dissuade other businesses from issuing such instructions in the event of litigation™); Muro v.
Target Corp., 250 ER.D. 350, 360 (N.D. Ill. 2007) (denying plaintiff’s objection to magistrate’s ruling
that Target’s litigation hold notices are subject to the attorney-client privilege and to work-product pro-
tection); Turner v. Resort Condominium International, LLC, No. 1:03-cv-2025-DFH-WTL, 2006 WL
1990379, at *7-8 (S.D. Ind. July 13, 2006) (accepting defendant’s assertion that its litigation hold docu-
ment is privileged and denying plaintiff’s motion to compel defendant to produce the document in dis-
covery).

42. Cannata, 2011 WL 3495987, at *3.

43, Cannata, 2011 WL 3495987, at *3; see also Fed. R. Civ. P. 26(b)(2), advisory committee’s note
(“The responding party must also identify, by category or type, the sources potentially responsive infor-
mation that it is neither searching nor producing.”).

44. Shenwick v. Twitter; Inc., No. 16-CV-05314-JST (SK), 2018 WL 833085, at *4 (N.D. Cal. Feb.
7,2018).

45. 2011 WL 3495987, at *1.
46. 2011 WL 3495987, at *1.
47. 2011 WL 3495987, at *2.
48. 2011 WL 3495987, at *3.
49. 2011 WL 3495987, at *2 (citation omitted).
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requests were reasonable and would “allow the parties to craft a narrow, manageable
ESI plan.”* The court also noted that defendants’ litigation hold letter and practices
may actually benefit the defendants if questions ever arise concerning their efforts to
preserve ESL.!

Although litigation hold letters are generally privileged, the prevailing view is that
when spoliation occurs, the letters are discoverable.” For example, in Major Tours,
Inc. v. Colorel, the plaintiffs requested that the defendants produce their litigation hold
letters to allow an examination of the scope of the defendants” document production
and whether they spoliated relevant evidence.” The plaintiffs claimed that the litiga-
tion hold letters were no longer subject to the attorney-client privilege or the work-
product exemption because they had rmade a preliminary showing of spoliation.* The
defendants disagreed and filed a motion for protective order.”

The court denied the defendants’ mosion for protective order, concluding that there
had been a “preliminary showing of spoliation of evidence.”* The court largely based
its finding on the testimony of the defendants’ corporate representative.”’ Specifically,
when asked whether he was advised by his attorneys to preserve his relevant e-mails,
the corporate representative testified that he was “probably” told by his lawyers to do
so, but admitted, “I don’t sa[v]e anything.”® Another defense witness testified that,
“no one ever talked to her about creat:ng a litigation hold policy and that she was not
sure what a litigation hold policy was.” Based on this testimony, the court held there

50. 2011 WL 3495987, at *3.
51. 2011 WL 3495987, at *3.

52. See Major Tours, 2009 WL 2413631, at *2; United Medical Supply Co., Inc. v. United States, 77
Fed. Cl. 257 (Fed. Cl. 2007) (ordering defendants to file and produce copies of their litigation hold
notices after plaintiffs made preliminary showing of spoliation); Keir v. Unumprovident Corp., No. 02-
CV-8781 (DLC), 2003 WL 21997747, at *6 (S.D.N.Y. Aug. 22, 2003) (allowed detailed analysis of e-
mails pertaining to defendant’s preservation efforts after finding that electronic records that had been
ordered preserved had been erased); Zubulake ¥, 229 F.R.D. at 425 nn.15-16 (disclosing details of coun-
sel’s litigation hold communication after discovery that at least one e-mail had never been produced);
Cache La Poudre, 244 F.R.D. at 634 (permitting plaintiff to take rule 30(b)(6) deposition to explore pro-
cedures defendants’ counsel took “to identify, preserve and produce responsive documents” after finding
that defendants expunged hard drives of several former employees after present litigation had begun).

53. 2009 WL 2413631, at *1.
54. 2009 WL 2413631, at *1.
55. 2009 WL 2413631, at *1.
56. 2009 WL 2413631, at *3.
57. 2009 WL 2413631, at *3.
58. 2009 WL 2413631, at *3.
59. 2009 WL 2413631, at *3.
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had been a preliminary showing of spoliation and ordered defendants to produce their
litigation hold letters.*

§2.6 Lifting Litigation Holds

A litigation hold may be released or lifted after the litigation is finally resolved,
assuming that the preserved data is not required to be preserved pursuant to some fed-
eral or state regulation or relevant to any other existing or anticipated litigation.”'
However, the decision to lift a litigation hold should be made only after conducting
due diligence to ensure that the preserved data is not relevant to any claims or defense
for other litigation matters, including audits and investigations.”

§ 2.7 Sample Litigation Hold Notice

DOCUMENT PRESERVATION NOTICE®”
IMMEDIATE ACTION REQUIRED

To: Distribution List
From: General Counsel

The Company has recently been sued by Jane Doe for age discrimination
and alleged violations of the Fair Labor Standards Act (“FLSA”). Specifi-
cally, Ms. Doe alleges that she was not promoted to a sales manager in
June 2013 because of her age, and that she was required to work off-the-
clock and, consequently, was not paid wages and/or overtime for all hours
worked. We intend to vigorously defend this lawsuit.

The law requires us to take immediate steps to preserve all paper records
and electronic data that is relevant to the litigation. Paper records and elec-
tronic data (including duplicates) must be preserved at all storage locations
including your office computer, home computers, and other portable elec-
tronic media such as discs and thumb drives. Failure to preserve all paper
records and electronic data may result in legal sanctions, including, but not
limited to, fines, instructions to the jury that any deleted data would have

60. 2009 WL 2413631, at *5.

61. Scheindlin, Electronic Discovery, at 194; see also chapter 1 of this book.
62. Scheindlin, Electronic Discovery, at 194.

63. Scheindlin, Electronic Discovery, at 189-90.
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been harmful to our defense, and even a finding that the Company is pre-
cluded from defending Ms. Doe’s case.

Please immediately review the following list of categories of documents
(paper and electronic data) which must be preserved. All electronic data
and paper documents including drafts, e-mail negotiations and communi-
cations related to or about any of these categories must be preserved.

1. All documents contained i Ms. Doe’s personnel file.

2. All documents related to ary contract, negotiation, or communication
with Ms. Doe.

3. All job descriptions for the positions held by Ms. Doe during her
employment with the company.

4. All job descriptions for the positions that Ms. Doe applied for during
her employment with the company.

5. All communications with Ms. Doe concerning the hours she worked.

6. All timesheets and other records reflecting the hours worked by Ms.
Doe.

7. All applications submitted for the sales manager position sought by
Ms. Doe.

8.  All performance evaluations evaluating the work performance of Ms.
Doe.

9. All performance evaluatiors evaluating the work performance of all
applicants for the sales marager position sought by Ms. Doe.

10.  All notes, memoranda, and spreadsheets related to Ms. Doe.

I1. All communications concerning the selection of a candidate to fill the
sales manager position sought by Ms. Doe.

12. All work schedules for Ms. Doe during her employment with the
Company.

Please determine immediately whether you have in your possession, cus-
tody, or control any paper or eleztronic data about, concerning, or related
to any of the above preservation categories. Such paper documents or elec-
tronic data are called responsive documents or data.

Please determine whether any responsive data is located on your laptop or
office computer, home computer, iPhone, iPad, PDA, discs, CDs, DVDs,

§2.7
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memory sticks or thumb drives, voicemail, or any other electronic storage
location. Please immediately suspend the deletion (manual or automatic)
of relevant electronic data from any location where you believe responsive
data may be found.

With respect to paper documents, please check all your office files and
home files. Please immediately suspend the destruction of any responsive
paper documents.

This litigation hold should remain in place until you are notified otherwise
by written correspondence from my office.

If you have any doubts about what paper or electronic data to preserve,
please contact me. If you have any responsive paper documents, please
immediately advise your supervisor. If you have any responsive electronic
data held or stored at any location or on any media other than your office
laptop, please immediately advise your supervisor.

[ acknowledge receipt of this document prescription notice, agree to com-
ply with this request, and understand this request.

Employee name

Please keep a copy of this notice and return the signed original to
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Chapter 3

Computer Usage Policies, Records Management,
and Information Governance

Jonathan Lass

§3.1 Introduction

Topics covered in this chapter include information governance management issues in
the context of electronic discovery (“e-discovery”), including how document reten-
tion policies, records management, and computer usage policies affect a party’s risk
management position when facing e-discovery. This chapter will conclude with rec-
ommendations helpful to you or your clients concerning specific computer usage pol-
icies that will assist you in developing an effective information governance and
document management and retention policy to best protect you or your clients from e-
discovery issues that may arise during litigation, investigations, or audits.'

Parties involved in litigation are concerned with e-discovery as a means to obtain
information about the adverse party’s claims or defenses. To avoid sanctions for fail-
ing to preserve data relevant to the litigation or a presumption that deleted data was
beneficial to the claims of the adverse party, companies and agencies have developed
document retention policies (“DRPs”) aimed at regulating the destruction of data,
including the most prevalent type of data, electronically stored information (“ESI),
that the company or agency holds in its or its employees’ possession. Companies or
agencies have adopted DRPs that, if effective, reflexively respond to receipt of litiga-
tion hold letters from adverse parties in litigation, thereby avoiding failure-to-pre-
serve-data claims (also known as spoliation claims) from requesting parties.

§3.2 Computer Usage Policies

While the ability to save large amounts of data at lower costs per terabyte is appealing
to commercial and public entities, it also means that these companies and agencies are

I Additional helpful guidance may be found in The Sedona Conference, Commentary on Infor-
mation Governance, Second Edition, 20 Sedona Conf. J. 95 (April 2019), https://thesedonaconfer-
ence.org/publication/Commentary_on_Information_Governance, and the Information Governance
Reference Model (IGRM). Information Governance Reference Model, EDRM, www.edrm.net/
frameworks-and-standards/information-governance-reference-model/.
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storing increasingly larger amounts of data, much of which is no longer useful to the
organization. The risk of holding so much unnecessary data becomes apparent when a
company or agency is the subject of litigation, an investigation, or an audit wherein
large amounts of ESI will need to be preserved, collected, and later reviewed to deter-
mine whether it is within the scope of the subject litigation, investigation, or audit,
and then whether the ESI is subject to a privilege, such as the attorney-client privilege
or the attorney work product privilege. Information governance policies assist compa-
nies in regulating the placement and volume of stored data, in most cases ESI. Com-
puter usage policies, namely DRPs, address the problem of managing the
accumulation of ESI and the systematic processes that purge unnecessary data on a
regular basis.

An effective computer usage policy provides clear rules for storage of data (that is,
proper places for storage and types of data to be stored), timing of deletion of such
data, and suspension of deletion of data in the context of a legal hold that pertains to
an actual or threatened litigation, audit, or investigation.

To be effective, computer usage policies must clearly explain the rules for storage of
electronically stored data and have systems that congruently act to initially deploy and
then manage the computer usage policies. In the face of litigation hold letters or
requests for production, having computer usage policies pays for itself several times
over.

Companies should take seriously best practices and the steps to mitigate exposure
when preservation and production of ESI is required. Employees should review and
acknowledge company computer usage policies upon the date of employment. Such
policies generally cover the following areas, which are calculated to provide the best
return on investment to reduce legal risk.

§3.2:1 No Right of Privacy

For company employees residing in the United States, it is standard for companies to
place a disclaimer that any electronic communications and any documents stored on
the company’s servers or computers shall be the property of the company and subject
to review and use by the company, and that the employee should not expect any right
of privacy with respect to electronic communications.
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§3.2:2 Use of Internet on Company Devices

Internet usage policies typically request that employees refrain from inappropriate use
of the Internet, including accessing websites that have inappropriate, harassing, sexu-
ally explicit, or illegal content. Compliance reduces a company’s legal risk.

§3.2:3 Storage of Personal Documents on Company Devices

Companies’ computer usage policies typically include a restriction that company
devices issued to employees should not be used for nonbusiness purposes. Further,
more sophisticated company policies include a provision specifically restricting
employees from storing personal documents or e-mails.

§3.2:4 Storage of Work Documents on Personal Devices

The concept explored here relates to bring-your-own-device (“BYOD”) policies and
practices that encourage employees tc not only bring their personal devices to work,
but also use these personal devices to engage in work activities and communications
on behalf of the company. BYOD policies are fraught with e-discovery issues, espe-
cially within the context of preservation of documents and spoliation, which could
result in incomplete responses to requests for production in some cases, and discovery
of ESI that should have been deleted pursuant to the company’s DRP. BYOD policies
should address the employee’s ability to transfer ESI to a personal e-mail account or
device, and, presuming transfer of ESI onto a personal device is allowed, then proce-
dures should be implemented to comply with the DRP including transferring ESI
stored on the personal device to the employer upon the employee’s termination of
employment.

B 3.2:5 Use of E-Mails

E-mail usage policies typically focus on prohibiting (or limiting) personal use of e-
mail. E-mail usage policies generally place a prohibition on use of e-mails in a way
that could be interpreted as offensive or harassing and specifically place a prohibition
on viewing or sending any e-mail that could be viewed by a person as disparaging to
any group, including those protected by title VII of the Civil Rights Act. These poli-
cies generally request that any employee who is aware of such a violation report the
violation to either his manager or the human resources department. E-mail usage poli-
cies generally require that employees treat work-related e-mail as confidential infor-
mation and for use or disclosure in the performance of job-related duties. Even more
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sophisticated companies place a restriction on forwarding e-mails, especially those
that communicate with legal counsel (either external or internal), are of a legal nature,
or could end up in a legal context or litigation. Further, these policies request that
employees retain or include an attorney-client notation on e-mail that they receive
from legal counsel or employees acting on behalf of their legal counsel in the context
of a legal investigation or litigation. All of these restrictions set forth in common e-
mail policies should also be considered for instant messaging and text message com-
munications.

§3.2:6 Retention of Electronic Communication Content

Computer usage policies should instruct employees to cease deletion of any electronic
communication content, data, or documents that relate to any known claim, lawsuit,
investigation, or audit that is ongoing or expected. Except for the documents of legal
concern set forth in the prior sentence, computer usage policies require employees to
retain documents for only the period prescribed by the DRP. Such policies also inform
employees that documents and electronic communications properly stored on the
appropriate servers will be deleted in accordance with the retention policies set forth
by the company. Company DRPs should request that employees store electronic com-
munications and documents only in designated locations, such as specific servers, and
generally discourage saving such ESI in other locations. Compliance with this policy
is important in the context of e-discovery, as the company may not be aware of rele-
vant ESI, in the form of PST files or otherwise, that is directly relevant to a particular
litigation, audit, or investigation.

§ 3.2:7 Treatment of Confidential Content

Computer usage policies should include a restriction against disclosure of confidential
and proprietary information. Disclosure includes forwarding any content (by elec-
tronic means or otherwise) to third parties. Further, companies should include a provi-
sion that restricts employees from disclosure of personal identification and passwords.

§3.2:8 Personal or External Storage Devices

Computer usage policies should regulate the downloading of company data to
employees’ personal storage devices or other sites (for example, Dropbox or other
cloud storage sites or remote backup services). In some contexts, third-party storage
devices might make certain job functions more effective by allowing movement of
projects between company-owned and employee-owned devices or between com-
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pany-owned and customer-owned devices. Without regulating such devices or having
certain guidelines followed, however, the company may find it difficult to respond to
litigation hold notices that pertain to data stored on employee-owned devices.

§3.2:9 Explicit Use Policy

Companies should establish clear policies on the use of personal devices, including
definitions regarding the use of the company network, devices located on company
property, and when devices can be used in the normal course of business. An example
of why an explicit use policy is necessary to limit liability is to prevent employees
from using their personal devices to access websites with offensive or harassing con-
tent while engaged in regular business activities.

§ 3.2:10 Litigation Hold/Discovery Policy

It is vital for employees to identify the devices they have used to access, create, or
modify company documents. This policy must make clear that if a personal device is
used for business purposes, the employer has the right and may have an obligation to
forensically preserve information uszd from that device. Additionally, employees
must be informed and trained that deletion of company data from these devices during
litigation holds will not be tolerated and severe consequences will be in place for vio-
lation of this policy.

§ 3.2:11 Terminated Empleyee Policy

One of the most overlooked policies relating to employee-owned devices and e-dis-
covery covers preserving data from recently terminated employees. Companies can
potentially mitigate or avoid sanctions by instituting a policy of forensically acquiring
all devices that have accessed the corporate network as part of the termination pro-
cess. There could be a fine line between the personal data and business data stored on
such devices, so a thoughtful procedure should be developed and deployed to ensure
that the company is not over-collecting data from the former employee’s personal
device, but is at the same time meeting its duties to preserve relevant data.

§3.2:12 White-Listing
A company can track devices connected to the company network via a method known

as white-listing. Employees would be required to submit a request to the company
network support team before being allowed to access their employer’s secure net-
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work. The network support team would then allow access to the network for only the
devices identified by the employee. A strict adherence to the white-listing procedure
would create a log of all devices that have access to the network, assisting with proper
scoping of ESI collections.

§ 3.2:13 VPN Policies

It is important to consider the ways in which devices can be used to connect to the net-
work. One of the most common methods used to access a company network from a
device that is not directly connected to the network is by using virtual private network
(VPN) software. This software creates a secure connection between the device and the
network. Proper VPN logging combined with white-listing can allow employees the
flexibility to work from any location, while protecting company information, assets,
and vulnerabilities.

§3.2:14 Password Policies

If an employee introduces a personally owned device into the company network via e-
mail or VPN, a company may require that the device meets minimum password com-
plexity requirements. These policies must extend to all devices that interact with a
company’s network, regardless of ownership.

§33 Document Retention Policies (DRPs)

A DRP is an internal document that regulates the time frame documents (including
ESI) that may be retained on the company’s servers, hard drives, or other storage
devices. The DRP is the nexus between and among the human resources (HR) depart-
ment, the information technology (IT) department, and the legal department. The
DRP also allows for exceptions in the case of litigation hold notices, at least to the
extent that certain ESI may be reasonably within the scope of the litigation hold. A
DRP should (1) reduce the cost of storage (by reducing ESI or limiting the continuous
expansion of ESI stored on the company’s systems or in the cloud); (2) ensure data
that is no longer relevant to the company’s business (that is, no longer useful from an
operational or historical perspective) is deleted and similar data is not retained on a
systematic basis in the future; (3) ensure that useful data is retained, properly placed,
and stored in a location where information may be readily accessible by intended
users; and (4) ensure that where data is stored makes sense from a data accessibility
perspective. An effective DRP has the added benefit of reducing storage costs and
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limiting exposure to unknown claims where deleted data might otherwise have been
the subject of a discovery request.

Key attributes of a successful and effective DRP include a policy that (1) protects
important business information; (2) deletes unimportant or obsolete information;
(3) trains employees on the rules of the policy so it may be effectively enforced:;
(4) encourages employees to enforce the rules; (5) encourages retention of final docu-
ments (that is, setting rules to delete prior drafts when applicable); (6) enables the HR
department to work with the IT department to deploy rules; (7) sets a limited duration
for saving voice mail messages; (8) permanently deletes documents without other
ways to retrieve data once deleted; (91 covers all company-related documents created
by employees and representatives of the company in furtherance of the business:
(10) sets up processes that reflexively protect the deletion of documents that may be
subject to any threatened or actual litigation, governmental investigation, or audit; and
(11) schedules an annual audit of the DRP to confirm that it functions as prescribed in
the DRP. If issues arise from an audit, such deficiencies should be addressed and cor-
rected. If corrections are not workable, the company’s management should reset rules
of the DRP so that they are workable and can be complied with going forward.

§34 ESI and Duty to Preserve

Effective document retention policies assist companies dealing with the legal duty to
preserve ESI when faced with a litigation hold notice. In the 1998 case Kronisch v.
United States, the court identified when the duty to preserve ESI begins, stating that—

[The] obligation to preserve evidence arises when the party has notice that
the evidence is relevant to litigation—most commonly when suit has
already been filed, providing the party responsible for the destruction with
express notice, but also on occas:on in other circumstances, as for example
when a party should have known that the evidence may be relevant to
future litigation.”

Once the internal or external legal team has established that a duty to preserve exists,
a party to litigation must determine the scope of ESI to be collected. In Zubulake v.
UBS Warburg LLC, the court stated that—

while a litigant is under no duty to keep or retain every document in its
possession . . . it is under a duty to preserve what it knows, or reasonably

2. Kronisch v. United States, 150 F.3d 112, 126 (2d Cir. 1998).
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should know, is relevant in the action, is reasonably calculated to lead to
the discovery of admissible evidence, is reasonably likely to be requested
during discovery and/or is the subject of a pending discovery request.’

When proper accounting of company-owned devices is conducted (and, if relevant, in
the BYOD context), a company can substantiate that its ESI collection activities were
reasonable.

§3.5 Spoliation

Because the burden of preservation and production of all relevant ESI—regardless of
the location—falls to the company, it is critical that organizations understand the con-
sequences of failure to meet their discovery obligations. Spoliation has been broadly
defined as the intentional, reckless, or negligent destruction, loss, material alteration,
or obstruction of evidence that is relevant to litigation.* Obstruction occurs when a
person “influences, obstructs, or impedes, or endeavors to influence, obstruct, or
impede, the due administration of justice.™

From a company’s risk management and legal risk perspective, the risk of sanctions
for failing to preserve relevant ESI should encourage companies to set up practices,
policies, and systems that reduce the potential for such claims being brought against
the company in future litigation.

§ 3.6 Responding to E-Discovery Requests

DRPs also allow for effective engagement with the party requesting documents or
data in order to determine what is reasonably available and can be produced at a bur-
den and cost that is proportional to the case. Pursuant to Fed. R. Civ. P. 26(f), the par-
ties are required to meet and confer about e-discovery and to develop a plan for
appropriate discovery of ESI. The party receiving the request (the responding party)
should note that “[a] party need not provide discovery of ESI from sources that the
party identifies as not reasonably accessible because of undue burden or cost.”® How-

3. Zubulake v. UBS Warburg LLC, 220 ER.D. 212, 217 (S.D.N.Y. 2003) (quoting Turner v. Hud-
son Transit Lines, Inc., 142 FR.D. 68, 72 (S.D.N.Y. 1991)).

4,  See Richard Griffith & R. Jeffrey Layne, Spoliation of Evidence: Remedies and Implication,
Texas Tech/St. Mary’s Medical Malpractice Conference, 1 (April 1995); Steffen Nolte, The Spoliation
Tort: An Approach to Underlying Principles, 26 St. Mary’s L.J. 351, 361-64 (1995); Philip A. Lion-
berger, Interference with Prospective Civil Litigation by Spoliation of Evidence: Should Texas Adopt a
New Tort, 21 St. Mary’s L.J. 209, 219-23 (1989-1990).

5. 18 U.S.C. § 1503(a).
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ever, the responding party must idenify the sources it contends are not reasonably
accessible and make a showing of undue burden or cost. Even if information is not
reasonably accessible, “the court may nonetheless order discovery from such sources
if the requesting party shows good cause.”” Data generally considered to be accessible
is typically active data (that is, online and in use). Next in line is near-line data (for
example, CDs or flash drives), then cff-line archives (for example, indexed or orga-
nized tapes), then off-line storage (that is, hard copy documents), then erased or frag-
mented files (that is, deleted files), and then legacy data (that is, data that related to
systems no longer in use). Further, tke requesting party may, but is not required to,
identify the form in which it wants the material produced. If the requesting party does
not identify a form of production, or if the responding party objects to the form identi-
fied by the requesting party, the responding party must state its objection and identify
the form in which it intends to produce.® Generally the default format for ESI is the
format in which it is ordinarily maintained and reasonably usable. In document-inten-
sive cases, the parties often agree to a standard production format that includes a data-
base load file with certain fielded information, such as author, recipient, date sent, etc.

§3.7 Using DRPs to Reduce Costs

Companies tend to accumulate increasing amounts of ESI because the cost of storing
such data is continuously less expensive. The cost of e-discovery requests during liti-
gation, investigations, or audits, however, can be quite substantial. The cost of attor-
ney review of one gigabyte of data has been estimated to be $18,000 or more.’

Companies that utilize a document retention policy and actively (but prudently) delete
data that is not subject to a litigation 10ld and not required to be preserved can help
reduce the amount of data that must be migrated to an e-discovery software platform
and subsequently reviewed.

§3.8 Responding to Litigation Demands

Once a company receives a litigation hold letter, audit request, or investigative
request, the legal department, acting in concert with the IT department, should

6. Fed. R. Civ. P. 26(b)(2)(B).
7.  Fed. R. Civ. P. 26(b)(2)(B).
8. Fed. R. Civ. P. 26(b)(2)(D).

9. Nicholas M. Pace & Laura Zakaras, Where the Money Goes: Understanding Litigant Expendii-
tures for Producing Electronic Discovery, RAND Institute for Civil Justice (2012), www.rand. org
/content/dam/rand/pubs/monographs/2012/RAND_MG1208.pdf, p. 21 fig. 2-2.
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respond by fencing off specific areas where responsive ESI is held. Within the context
of e-discovery, all ESI that may be responsive to the request should be retained, and
any and all destruction of such ESI should be halted until such time as the request is
no longer active. How well a company executes its fencing off of ESI will determine
whether or not it will be able to successfully defend against a claim of spoliation and
protect itself from unwanted inferences or sanctions.

A well-drafted DRP should flexibly respond to litigation and threats of litigation.
Upon receipt of a demand letter requesting that the company cease destroying docu-
ments that may be related to anticipated litigation, the DRP should be looked to as a
guidepost to the next steps relating to data or ESL

Upon receipt of information that would cause a company to reasonably anticipate liti-
gation, the company should promptly disseminate a litigation hold notice through the
appropriate parts of the organization and fence off deletion activities that might affect
relevant ESI.'’ One area plaguing companies attempting to respond to litigation hold
notice letters is how to treat transitory data. Transitory data is information that exists
for a very brief, transitory period, often stored in RAM. An example of transitory data
is a document that someone has deleted from a hard drive. The deletion of a document
doesn’t mean that it disappears; rather, the location of the document is identified as
available to be written over when space is needed. Therefore, a DRP should address
how it will deal with deletion of transitory data or temporary caches of data in the
context of a litigation hold."

When particular individual hard drives house relevant data, mirror-imaging the hard
drive is the best course of action rather than pulling specific data for preservation. A
mirror image of the hard drive will defend against arguments of neglectful data pres-
ervation under either a litigation hold or a court order requiring the preservation of
certain data. Arguments may be addressed as to irrelevant data housed on a particular
hard drive from inside the company or from specific personnel who have been
assigned the hard drive, but creating a mirror image does not mean that all data will be
produced or, if it is produced in whole, that it will be disclosed without a protective
order.

10. See Pension Committee v. Banc of America, 685 F. Supp. 2d 456 (S.D.N.Y. 2010) (abrogated on
other grounds by Chin v. Port Authority of New York & New Jersey, 685 F.3d 135, 162 (2d Cir. 2012)).

11. Convolve, Inc. v. Compag Computer Corp., 223 FR.D. 162, 176 (S.D.N.Y. 2004).
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§3.9 Conclusion

Within the context of e-discovery and litigation, records management and information
governance policies and practices play an important role. A well-drafted DRP with
clear terms, consistent deployment, and effective enforcement will serve a company
or agency well in the midst of actual or threatened litigation, investigation, or audit.
Alternatively, failure by a company to develop, deploy, and enforce a DRP may nega-
tively impact the company by focusing its executives and lawyers on defensive issues
like spoliation of data and sanctions, rather than strategic matters key to winning a
case or defending claims made in an audit or investigation. A well-documented DRP
can mean the difference between responding to litigation or an investigation in a pro-
active, offensive, effective, and strategic manner, or responding in a more reactive,
defensive, ineffective, costly, and tact:cal manner.

41






Chapter 4

Introduction to Digital Data, Computers,
and Storage Media

Craig Ball

§4.1 Introduction

In 1774, a Swiss watchmaker named Pierre Jaquet-Droz built an ingenious mechani-
cal doll resembling a barefoot boy. Censtructed of six thousand handcrafted parts and
dubbed “L’Ecrivain” (“The Writer”), Jaquet-Droz’s automaton uses quill and ink to
handwrite messages in cursive, up to forty letters long, with the content controlled by
interchangeable cams. The Writer is a charming example of an early programmable
computer.

The monarchs that marveled at Jaquet-Droz’s little penman didn’t need to understand
how it worked to enjoy it. Lawyers, too, once had little need to understand the opera-
tion of their clients’ information systems to conduct discovery. But the paper era is
over, and digital reigns. Consider how much of our lives are lived online via digital
devices! Think how much has been instrumented and networked! All of us are as tele-
metered today as the Apollo astronauts of fifty years ago. Never in human history has
there been so much probative and reliable evidence for lawyers to draw on to help us
draw closer to the truth. We are so lucky!

But as the volume of electronically stored information (“ESI”) has exploded and the
forms and sources of ESI continue to morph and multiply, lawyers conducting elec-
tronic discovery cannot ignore the watch works. New standards of competence
demand that lawyers master some fundamentals of information technology and elec-
tronic evidence.

§ 4.2 Digital Data

Despite its daunting complexity, all digital content—photos, music, documents,
spreadsheets, databases, social media, and communications—exist in one common
and mind-boggling form. Almost all the information in the world exists on hard drives
as faint electric charges or impossibly tiny reversals of magnetic polarity. These min-
ute polar fluctuations are read by a detector flying above the surface of a spinning disk

43



§4.2 Essentials of E-Discovery

on a cushion of air one-thousandth the width of a human hair in an operation akin to a
jet fighter flying around the world at more than eight hundred times the speed of

sound less than a millimeter above the ground and precisely counting every blade of
grass it passes!

That’s astonishing, but what should astound you more is that there are no pages, para-
graphs, spaces, or markers of any kind to define the data stream. That is, the history,
knowledge, and creativity of humankind manifest as two different states (on/off . . .
one/zero) in a continuous, featureless expanse. It’s a data stream that carries not only
the information we store but all the instructions needed to make sense of the data as
well. It holds all the information about the data required to play it, display it, transmit
it, or otherwise put it to work. It’s a reductive feat that will make your head spin, and
make you want to buy a computer scientist a drink.

Yet it should comfort you to know that no matter the volume or variety of digital elec-
tronic evidence, electronic evidence is more alike than different. E-discovery is rarely
“push-button easy”; but it’s far easier to preserve, collect, search, process, review, and
produce once you see its common threads. That’s why information technologists are
prone to dismiss overblown claims of burden with the observation, “It’s just data.”

§4.2:1 Data, Not Documents

Lawyers—particularly those who didn’t grow up with computers—tend to equate
data with documents when, in a digital world, documents are just one variant of the
many forms in which electronic information exists. Documents, like the letters,
memos, and reports of yore, account for a miniscule share of electronically stored
information relevant in discovery. Too, documents derived from electronic sources
tend to convey just part of the information stored in the source. The decisive informa-
tion in a case may exist as nothing more than a single bit of data that, in context, sig-
nals whether the fact you seek to establish is true or not. A Facebook page doesn’t
exist until a request sent to a database triggers the page’s assembly and display. Word
documents, PowerPoint presentations, and Excel spreadsheets lose content and func-
tionality when printed to screen images or paper.

With so much discoverable information bearing so little resemblance to documents,
and with electronic documents carrying much more probative and useful information
than a printout or screen image conveys, competence in electronic discovery demands
an appreciation of data more than documents.
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§4.2:2 Binary

When we were children starting to count, we had to learn the decimal system. We had
to think about what numbers meant. When our first-grade selves tackled a big number
like 9,465, we were acutely aware tha: each digit represented a decimal multiple. The
nine was in the thousands place, the four in the hundreds, the six in the tens place and
so on. We might even have parsed 9,465 as (9 x 1000) + (4 x 100) + (6 x 10) + (5 x
1).

But soon it became second nature to us. We’d unconsciously process 9,465 as nine
thousand four hundred sixty-five. As we matured we learned about powers of ten and
then saw 9,465 as (9 x 10°) + (4 x 10%) + (6 x 10") + (5 x 10°). This was exponential,
or “base ten,” notation.

Mankind probably uses base ten to count because we evolved with ten fingers. But,
had we slithered from the ooze with eight or twelve digits, we’d have gotten on splen-
didly using a base eight or base twelve number system. It really wouldn't matter
because any number—and consequently any data—can be expressed in any number
system. So it happens that computers use the base two, or “binary,” notation, and
computer programmers are partial to base sixteen, or “hexadecimal,” notation. It’s all
just counting. The radix, or base, is the number of unique digits, including the digit
zero used to represent numbers in a positional numeral system. For example, in the
decimal system, the radix is ten because it uses the ten digits from 0 through 9.

§4.2:3  Bits

Computers use binary digits in place of decimal digits. The word “bit” is even a short-
ening of the words “binary digit.” Unlike the decimal system where any number is
represented by some combination of ten possible digits (0-9), the bit has only two
possible values: zero or one. This is not as limiting as one might expect when consid-
ering that a digital circuit—essentially an unfathomably complex array of switches—

hasn’t got any fingers to count on, but is very good and very fast at being “on” or
“Oﬁ‘_”

In the binary system, each binary digit—“bit"—holds the value of a power of two.
Therefore, a binary number is composed of only zeroes and ones, like this: 10101.
How do you figure out what the value of the binary number 10101 is? You do it in the
same way we did it above for 9,465, but you use a base of two instead of a base of ten.
Hence: (1 x29)+(0x2)+(1 x2)+ 0x2)+(1x2=16+0+4+0+1=21.
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Moving from right to left, each bit you encounter represents the value of increasing
powers of two, standing in for zero, two, four, eight, sixteen, thirty-two, sixty-four,
and so on. That makes counting in binary easy. From 0 to 21, decimal and binary
equivalents look like the Table 4-1.

Table 4-1: Decimal and binary equivalents

DEC = BIN DEC = BIN
0= 00000 11=01011
1 =00001 12=01100
2=00010 13=01101
3=00011 14=01110
4=00100 15=01111
5=00101 16 = 10000
6=00110 17=10001
7=00111 18=10010
8 =01000 19=10011
9=01001 20=10100
10=01010 21=10101

§4.2:4 Bytes

A byte is a sequence, or “string,” of eight bits. The biggest number that can be stored
as one byte of information is 11111111, equal to 255 in the decimal system. The
smallest number is zero, or 00000000. Thus, there are 256 different numbers that can
be stored as one byte of information. So what do you do if you need to store a number
larger than 2567 Simple! You use a second byte. This affords you all the combinations
that can be achieved with sixteen bits, being the product of all the variations of the
first byte and all of the second byte (256 x 256, or 65,536). Using bytes to express
values, any number that is greater than 256 needs at least two bytes to be expressed
(called a “word” in geek speak), any number above 65,536 requires at least three
bytes, and so on. A value greater than 16,777,216 (256°, or 224) needs four bytes
(called a “long word”), and so on.

Let’s try it: Suppose we want to represent the number 51,975. It’s 1100101100000111.
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Table 4-2: Binary equivalent of 51,975

243 214 213 212 211 210 2% 28 27 26 23 24 23 22| 21| 20
32768 | 16384 | 8192 | 4096 | 2048 | 1025 | 512 | 256 $28: (664 1R L6 Rl £ olha (5
Himralg 0 oL o 'l iy
. s Yope e
Al

(32768+16384+2048+512+256) or 51,968 : + [ @2+ or7

Why is an eight-bit sequence the fundamental building block of computing? It just
sort of happened that way. In this time of cheap memory, expansive storage, and light-
ning-fast processors, it’s easy to forget how scarce and costly these resources were at
the dawn of the computing era. Seven bits (with a leading bit reserved) was basically
the smallest block of data that would suffice to represent the minimum complement of
alphabetic characters, decimal digits, punctuation, and control instructions needed by
the pioneers in computer engineering. It was, in another sense, about all the data early
processors could chew on at a time, perhaps explaining the name “byte” (coined by
IBM scientist Dr. Werner Buchholz in 1956).

§ 4.2:5 The Magic Decoder Ring Called ASCII

Back in 1935, American kids who listened to the Little Orphan Annie radio show (and
who drank lots of Ovaltine) could join the Radio Orphan Annie Secret Society and
obtain a Magic Decoder Ring with rotating disks that allowed them to write secret
messages in numeric code.

Similarly, computers encode words as numbers. Binary data stand in for the uppercase
and lowercase English alphabet, as well as punctuation marks, special characters, and
machine instructions (like carriage return and line feed). The most widely deployed
U.S. encoding mechanism is known as the ASCII code (for American Standard Code
for Information Interchange, pronounced “ask-key”). By limiting the earliest ASCII
character set to just 128 characters, ary character can be expressed in just seven bits
(27, or 128) and so occupies less than cne byte in the computer’s storage and memory.
In table 4-3 below, the columns reflect a binary (byte) value, its decimal equivalent,
and the corresponding ASCII text valuz (including some for machine codes and punc-
tuation):
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Table 4-3: ASCII table

00000000 : 00101011 ; BlOlﬂiiO v
00000001 oot SOH 00101100 044 = 01010111 087 w
00000010 002 STX 00101101 045 - 01011000 088 X
00000011 003 ETX 00101110 D46 3 01011001 089 Y
00000100 004 EOT 00101111 047 i 01011010 090 Zz
00000101 005 ENQ 00110000 048 0 01011011 091 [
00000110 006 ACK 00110001 049 I 01011100 092
00000111 007 BEL 00110010 050 2 01011101 093 1
00001000 008 BS 00110011 051 3 01011110 094 o
00001001 009 HT 00110100 052 4 01011111 095 N
00001010 010 LF 00110101 053 3 01100000 096 4
00001011 011 vT 00110110 054 6 01100001 097 a
00001100 012 FE 00110111 055 i ! 01100010 098 b
00001101 013 CR 00111000 056 & 01100011 099 c
00001110 0i4 Eie] 00111001 as7 9 01100100 100 d
00001111 015 SI 00111010 058 : 01100101 101 e
00010000 016 DLE 00111011 059 % 01100110 102 4
00010001 017 DC1 00111100 060 < 01100111 103 2
00010010 018 DC2 ooii1iol 061 = 01101000 104 h
00010011 019 DC3 00111110 062 > 01101001 105 13
00010100 020 DC4 00111111 063 3 01101010 106 i
00010101 021 NAK 01000000 064 @ 01101011 107 k
00010110 022 SYN 01000001 065 A 01101100 108 1
00010111 023 ETB 01000010 066 B 01101101 108 m
06011000 024 CAN 01600011 067 c 01101110 110 n
00011001 025 EM 01000100 068 D 01101111 111 o
00011010 026 SUB 01000101 069 E 01110000 112 P
00011011 027 ESC 01000110 070 ¥ 01110001 113 q
00011100 028 FS 01000111 o7 G 01110010 114 r
00011101 029 GS 01001000 072 H 01110011 115 L
00011110 030 RS 01001001 073 1 01110100 116 t
06011111 031 us 01001010 074 3 01110101 117 u
00100000 032 SP 01001011 075 K 01110110 118 v
00100001 033 t 01001100 076 L 01110111 119 w
00100010 034 iz 041001101 077 M 01111000 120 x
00100011 035 # 01001110 078 N 01111001 121 y
00100100 036 $ 01001111 079 L& 01111010 122 z
00100101 037 % 01010000 080 i 01111011 123 {
00100110 038 & 01010001 081 Q 01111100 124 |
00100111 039 n 01010010 082 R 01111101 125 }
00101000 040 { 01010011 083 s Q1111110 126 =
00101001 041 ) 01010100 084 T 01111111 127 DEL
00101010 042 ¥ 01010101 085 U
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So “E-Discovery” would be written in a binary ASCII sequence as:

010001010010110101000100011010010111001101100011011011110111011001100
1010111001001111001.

It would be tough to remember your own name written in this manner! Hi, I'm Craiz,
but my friends call me 0100001101110010011000010110100101100111.

Note that each leading bit of each byte in Table 4-3 is a zero. It isn’t used to convey
any encoding information; that is, they are all 7-bit bytes. In time, the eighth bit (the
leading zero) came to be used to encode another 128 characters (2%, or 256), leading o
various “extended” (or “high”) ASCII sets that include, for example, accented charac-
ters used in foreign languages and line drawing characters.

Unfortunately these extra characters weren’t assigned in the same way by all com-
puter systems. The emergence of different sets of characters mapped to the same high
byte values prompted a need to identify these various character encodings or, as they
are called in Windows, “code pages.” If an application used the wrong code pagz,
information would be displayed as gibberish. This is such a familiar phenomenon that
it has its own name, “mojibake” (roughly translated from Japanese for “character
changing”). If you’ve ever seen a bunch of Asian characters in an e-mail or document
that you know was written in English, you might have glimpsed mojibake.

Note that we are speaking here of textual information, not typography, so don’t con-
fuse character encodings with fonts. The former tells you whether the character is zn
A or b, not whether to display the character in Arial or Baskerville typeface.

In the mid-1980s international standards began to emerge for character encoding, ulti-
mately resulting in various code sets issued by the International Standards Organiza-
tion (ISO). These retained the first -28 American ASCII values and assigned tke
upper 128 byte values to characters suited to various languages (e.g., Cyrillic, Greek,
Arabic, and Hebrew). These various character sets were called [1SO-8859-n, where tte
“n” distinguished the sets for differert languages. ISO-8859-1 was the set suited to
Latin-derived alphabets (like English), and so the most familiar code page to U.S.
computer users came to be called “Latin 1.”

However, Microsoft adopted the Windows code page before the ISO standard became
final, basing its Latin 1 encoding on an earlier draft promulgated by the American
National Standards Institute (ANSI). Thus, the standard Windows Latin-1 code page,
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called Windows-1252 (ANSI), is mostly identical to ISO-8859-1, and it’s common to
see the two referred to interchangeably as “Latin 1.”

§4.2:6 Unicode

ASCII was introduced in the pre-Internet world of 1963—before the world was flat,
when the West dominated commerce, and personal computing was the stuff of science
fiction. Using a single byte (even with various code pages) supported only 256 char-
acters, so remained unsuited for Asian languages like Chinese, Japanese, and Korean,
which employ thousands of pictograms and ideograms.

Though various ad hoc approaches to foreign language encodings were developed, a
universal, systematic encoding mechanism was needed to serve an increasingly inter-
connected world. These methods used more than one byte to represent each character.
The most widely adopted such system is called Unicode. In its latest incarnation (ver-
sion 6.2) Unicode standardizes the encoding of one hundred written languages called
“scripts” comprising 110,182 characters.

Unicode was designed to coexist with the longstanding ASCII and ANSI character
sets by emulating the ASCII character set in corresponding byte values within the
more extensible Unicode counterpart, UTF-8. Because of its backward compatibility
and multilingual adaptability, UTF-8 has become a widely used encoding standard,
especially on the Internet and within e-mail systems.

§4.2:7 Mind the Gap!

Now, as we talk about these bytes and encoding standards as a precursor to hexadeci-
mal notation, it will be helpful to revisit how this all fits together. A byte is eight ones
or zeroes, which means a byte can represent 256 different decimal numbers from 0-
255. So two bytes can represent a much bigger range of decimal values (256 x 256, or
65,536). Character encodings (a.k.a. “code pages”) like Latin 1 and UTF-8 are ways
to map textual, graphical, or machine instructions to numeric values expressed as
bytes, enabling machines to store and communicate information in human languages.
As we move forward, keep in mind that hex, like binary and decimal, is just another
way to write numbers. Hex is not a code page, although the numeric values it rep-
resents may correspond to values within code pages.
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§4.2:8  Hex

Long sequences of ones and zeroes are very confusing for people, so hexadecimal
notation emerged as more accessible shorthand for binary sequences. Considering the
prior discussion of base 10 (decimal) and base 2 (binary) notation, it might be enough
to say that hexadecimal is base 16. In hexadecimal notation (“hex” for short), each
digit can be any value from zero to fifteen. Accordingly, four binary digits can be
replaced by just one hexadecimal digit, and more to the point, a byte can be expressed
as just two hex characters.

The decimal system supplies only ten symbols (0-9) to represent numbers. Hexadeci-
mal notation demands sixteen symbols, leaving us without enough single character
numeric values to stand in for all the values in each column. So how do we cram six-
teen values into each column? The solution is to substitute the letters A through F for
the numbers 10 through 15. So we car represent 10110101 (the decimal number 181)
as “B5” in hexadecimal notation. Using hex we can notate values from 0-255 as 00 to
FF (using either lowercase or uppercase letters, it doesn’t matter).

It’s hard to tell if a number is decimal or hexadecimal just by looking at it. If you see
“37,” does that equate to 37 (“37” in dzcimal) or a decimal 55 (“37” in hexadecimal)?
To get around this problem, two common notations are used to indicate hexadecimal
numbers. The first is the suffix of a lowercase “h.” The second is the prefix “0x.” So
“37 in hexadecimal,” “37h,” and “0x37” all mean the same thing.

Figure 4-1 below can be used to express ASCII characters in hex. The capital letter
“G” has the hex value of 47 (i.e., row 4, column 7), so “E-Discovery” in hex encodes
as:

0x 45 2D 44 69 73 63 6F 76 65 72 79, and that’s easier than

010001010010110101000100011010010111001101100011011011110111011001100
1010111001001111001.
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Figure 4-1: ASCII code chart

ASCII Code Chart
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The critical takeaway from all this is that ESI is just data, and data are just numbers
that encode text, pixels, and geolocation data. Because numbers are easily altered,
authenticity and admissibility of modern evidence hinges on whether we can trust
those numbers—a trust contingent on the caliber of our tools and our skill using them.

Now that you have some sense of how information is encoded digitally, let’s take a
look at the media and devices that store and use digital data.

§4.3 Introduction to Data Storage Media

Mankind has been storing data for thousands of years—on stone, bone, clay, wood,
metal, glass, skin, papyrus, paper, plastic, and film. In fact, people were storing data in
binary formats long before the emergence of modern digital computers. Records from
ninth century Persia describe an organ playing interchangeable cylinders. Eighteenth-
century textile manufacturers employed perforated rolls of paper to control Jacquard
looms, and Swiss and German music box makers used metal drums or platters to store
tunes. At the dawn of the Jazz Age, no self-respecting American family of means
lacked a player piano capable (more or less) of reproducing the works of the world’s
greatest pianists. Whether you store data as a perforation or a pin, you’re storing
binary data. That is, there are two data states: hole or no hole, pin or no pin, one or
Zero.

§ 4.3:1 Punched Cards

In 1889, U.S. inventor Herman Hollerith (1860-1929) was granted a patent for his
system for storing data on perforated paper cards that revolutionized the 1890 U.S.
census.' In the 1930s, demand for electronic data storage led to widespread adoption
of Hollerith cards as a fast, practical, and cost-effective binary storage media. These
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punched cards, initially made in a variety of sizes and formats, were ultimately stan-
dardized by IBM as the eighty-column, twelve-row (7.375" by 3.25") format below
that dominated computing well into the 1970s. In the mid-1950s, punched card sales
accounted for twenty percent of IBM’s revenues. From 1975 to 1979, this author
spent many a night in the basement of a computer center at Rice University typing
program instructions onto these unforgiving punched cards, cousins to the oily, yel-
low perforated paper tape that Bill Gates and this author used on opposite coasts -0
program mainframe computers via a teletype terminal in the early 1970s.

Figure 4-2: IBM 5081 80-column card

The encoding schemes of these obsolete media differ from those we use today princi-
pally in speed and scale. The binary fundamentals are still fundamental and connect
our toil in e-discovery and computer forensics to the likes of Charles Babbage, Alan
Turing, Ada Lovelace, John von Neumann, Robert Noyce, and both Steves (Wozniak
and Jobs). In the space of one generation, we have come extremely far indeed.

The IBM punched cards held eighty columns of twelve punch positions, or 960 bits.
Nominally, that’s 120 bytes, but because eight columns weren’t always used for data
storage, the storage capacity was closer to 864 bits, or 108 bytes—but not that much

L. Hollerith founded The Tabulating Machine Company based in Georgetown, Washington, D.C.
Hollerith’s company was later merged with others and renamed International Business Machines Com-
pany, now [BM.
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in fact because each column was typically dedicated to just one 7- or 8-bit ASCII

character, so the practical capacity of a punched card was eighty characters/eighty
bytes, or less.’

Using the 108-byte value, the formatted 1.44-megabyte, 3.5-inch floppy disks com-
monly used from the mid-1980s to early 2000s held 1,474,560 bytes, so a floppy disk
could store the same amount of data as about 13,653 IBM punched cards; that is,
seven 2,000-card boxes of cards or, at 143 cards to the inch, an eight-foot stack. That’s
a common ceiling height and taller than anyone who ever played in the NBA.

Fast-forward to today’s capacious hard drives, a fifty-dollar terabyte drive holds
1,099,511,627,776 bytes. That’s over ten billion IBM cards (10,180,663,220, to be
precise). Now our stack of cards is 1,123 miles, or roughly the driving distance
between Washington, D.C., and New Orleans. The 30-terabyte (compressed) capacity
of an LTO-8 backup tape cartridge equals something like 305 billion IBM cards—a
stack spanning 33,709 miles that would easily circle the globe at the Equator. See Fig-
ure 4-3 below.

Figure 4-3: Byte-to-punched-card equivalency

These are hypothetical extrapolations, not real-world metrics, because much storage
capacity is lost to file system overhead. If you used a warehouse for physical storage,
you’d need to sacrifice space for shelving and aisles, and you’d likely find that not

2. After hours researching the capacity question, I couldn’t arrive at a definitive answer because
capacity varied according to, among other things, the type of information being stored (binary versus
ASCII) and a reluctance to punch out too many adjacent perforations lest it become a “lace card” too
fragile to use.
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everything you store perfectly fits wall-to-wall and floor-to-ceiling. Similarly, digital
storage sacrifices capacity for file tables and wastes space by using fixed cluster sizes.
If a file is smaller than the clusters allocated to its storage, then the bytes between the
end of the file and the end of the cluster is wasted “slack space.”

The 1950s saw the emergence of electromagnetic storage as the dominant medium for
electronic data storage. Although solid-state storage will ultimately eclipse electro-
magnetic media for local storage, electromagnetic storage will continue to dominate
network and cloud storage well into the 2020s, if not beyond.

§ 4.3:2 Magnetic Tape

The earliest popular form of electromagnetic data storage was magnetic tape. Com-
pact cassette tape was the earliest data storage medium for personal computers,
including the pioneering Radio Shack TRS-80 and the very first IBM personal com-
puter, the model XT.

Spinning reels of tape were a clichéd visual metaphor for computing in films and tele-
vision shows from the 1950s through the 1970s. Though the miles of tape on those
reels now resides in cartridges and cassettes, tapes remain an enduring medium for
backing up and archiving electronically stored information.

The LTO-8 format tapes introduced in 2017 house 3,150 feet of half-inch tape in a
cartridge just four square inches and less than an inch thick, yet each cartridge
natively holds twelve terabytes of uncompressed data and up to thirty terabytes of
compressed data’ delivered at a transfer rate of 360 megabytes per second. LTO tapes
use a back-and-forth, or “linear serpentine,” recording scheme. “Linear” because it
stores data in parallel tracks running the length of the tape, and “serpentine” because
its path snakes back and forth, reversing direction on each pass. Thirty-two of the
LTO-8 cartridge’s 3,584 tracks are read or written as the tape moves past the record-
ing heads, so it takes 112 back-and-forth passes, or “wraps,” to read or write the full
contents of a single LTO-8 cartridge.

That’s sixty-seven miles of tape passing the heads, so it takes hours to read or write
cach tape—more than nine hours to write a full tape at maximum uncompressed
speed. While tape isn’t as fast as hard drives, it’s proven to be more durable and less
costly for long-term storage—as long as the data is being stored, not restored.

3. Since most data stored on backup tape is compressed, the actual volume of ESI on tape may be
more than twice greater than the native capacitv of the tape.
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Figure 4-4: Types of storage tape

LTO-8 Ultrium Tape Sony AIT.3 Tape SDLT-II Tape
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§ 4.3:3 Floppy Disks

Today, the only place a computer user is likely to see a floppy disk is as the menu icon
for storage on the menu bar of Microsoft Office applications. But floppy disks played
a central role in software distribution and data storage for personal computing for
thirty years.

Floppy disks are another form of electromagnetic storage. All floppy disks have a
spinning, flexible plastic disk coated with a magnetic oxide (i.e., rust). The disk is
essentially the same composition as magnetic tape in disk form. Disks were “format-
ted” (either by the user or pre-formatted by the manufacturer) to divide the disk into
various concentric rings of data called “tracks,” with tracks further subdivided into
tiny arcs called “sectors.” Formatting enables systems to locate data on physical stor-
age media much as streets and house numbers enable us to locate homes in a neigh-
borhood.

Figure 4-5: Types of disks

8", 5.25" and 3.5" Floppy Disks
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Though many competing floppy disk sizes and formats have been introduced since
1971, only five formats are likely to be encountered in e-discovery. These are the 8-
inch, 5.25-inch, 3.5-inch standard, and 3.5-inch high density and Zip formats. Of
these, the 3.5HD format, 1.44 megabyte capacity floppy is by far the most prevalent
legacy floppy disk format.

The Zip disk was one of several preprietary “super floppy” products that enjoyed
brief success before the high capacity and low cost of recordable optical media (CD-R
and DVD-R) and flash drives rendered them obsolete.

§4.3:4 Optical Media

The most common forms of optical media for data storage are the CD, DVD, and Blu-
ray disks in read-only, recordable, or rewritable formats. Each typically exists as a
4.75-inch plastic disk with a metalized reflective coating and/or dye layer that can be
distorted by a focused laser beam to induce pits and lands in the media. These pits and
lands, in turn, interrupt a laser reflected off the surface of the disk to generate the 1s
and Os of digital data storage. The practical difference between the three prevailing
forms of optical media are their native data storage capacities and the speed
(“throughput”) at which they can deliver data. In contrast to tape floppies and
mechanical hard drives, optical storage media do not use electromagnetism to store
and retrieve data.

A CD (for Compact Disk) or CD-ROM (for CD Read-Only Media) is read-only and
not recordable by the end user. It’s typically fabricated in factory to carry music or
software. A CD-R is recordable by the end user, but once a recording session is closed
it cannot be altered in normal use. A CD-RW is a re-recordable format that can be

erased and written to multple times. The native data storage capacity of a standard-
size CD is about 700 megabytes.

A DVD (for Digital Versitile Disk) also comes in read-only, recordable (DVD-R) and
rewritable (DVD-RW) iterations, and the most common form of the disk has a native

data storage capacity of approximately 4.7 gigabytes. So one DVD holds the same
amount of data as six and one-half CDs.

By employing the narrower wavelength of a blue laser to read and write disks, a dual
layer Blu-ray disk can hold up to about fifty gigabytes of data, equaling the capacity
of about ten and one-half DVDs. Like their predecessors, Blu-ray disks are available
in recordable (BD-R) and rewritable (CD-RE) formats.
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Though ESI resides on a dizzying array of media and devices, by far the largest com-
plement of same occurs within three closely related species of computing hardware:
computers, hard drives, and servers. A server is essentially a computer dedicated to a
specialized task or tasks, and both servers and computers routinely employ hard
drives for program and data storage.

§4.3:5 Electromagnetic Hard Drives

As noted, mankind has long stored information by translating it into physical manifes-
tations: cave drawings, Gutenberg bibles, musical notes, Braille dots, or undulating
grooves on a phonograph record. Because it’s simply a long sequence of 1s and Os,
binary data can be recorded by any number of physical phenomena. You could build a
computer that stored data as a row of beads (the abacus), holes punched in paper (a
piano roll), black and white vertical lines (bar codes), or bottles of beer on the wall
(still waiting for this one!). If we build our computer to store data using bottles of beer
on the wall, we’d better be plenty thirsty because we will need lots of beer bottles to
get up and running. And we will need time to set up the bottles up, count them, and
replace them as data changes. Too, we will need something like the Great Wall of
China to hold them. So our beer bottle data storage system isn’t practical. Instead, we
need something compact, lightweight, and efficient—in short, a refrigerator magnet
and some paper clips.

Maybe not a refrigerator magnet per se, but the principles are the same. If you take a
magnet off your refrigerator and rub it against a metal paperclip, you will transfer
some magnetic properties to the paperclip. Suppose you lined up about a zillion paper
clips and magnetized some but not others. You could go down the row with a piece of
ferrous metal (or better yet, a compass) and distinguish the magnetized clips from the
non-magnetized clips. If you call the magnetized clips “1s” and the non-magnetized
clips “0s,” you’ve got yourself a system that can record binary data. Were you to glue
all those paper clips in concentric circles onto a spinning phonograph record and sub-
stitute an electromagnet for the refrigerator magnet, you wouldn’t be too far afield of
what goes on inside the disk drives of a computer, albeit at a much smaller scale. In
case you wondered, this is also how sound on magnetic tape is recorded, except that
instead of determining if a spot on the tape is magnetized as it rolls by, we gauge vary-
ing degrees of magnetism that correspond to variations in the recorded sounds. This is
analog recording—the variations in the recording are analogous to the variations in
the music.
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Since computers process electrical signals much more effectively than they process
magnetized paper clips jumping onto a knife blade, what is needed is a device that
transforms magnetic signals to electrical signals and vice-versa—an energy converter.
Inside every floppy and hard disk drive is a gadget called a read/write head. The read/
write head is a tiny electromagnet that perform the conversion from electrical infor-
mation to magnetic and back again. Each bit of data is written to the disk using an
encoding method that translates Os and s into patterns of magnetic flux reversals.
Don’t be put off by Star Wars lingo like “magnetic flux reversal”—it just means flip-
ping the magnet around to the other side, or “pole.”

Older hard disk heads make use of the two main principles of electromagnetic force.
The first is that an electrical current passed through a coil produces a magnetic field;
this is used when writing to the disk. The direction of the produced magnetic field
depends on the direction that the cur-ent is flowing through the coil. The converse
principle is that a magnetic field applied to a coil will cause an electrical current to
flow, which is useful for reading back previously written information. Newer disk
heads use different physics and are more efficient, but the basic approach hasn’t
changed: electricity to magnetism and magnetism to electricity.

Ahard drive is an immensely complex data storage device that’s engineered to appear
deceptively simple. When you connect a hard drive to your machine, the operating
system detects the drive, assigns it a drive letter, and—presto!—you’ve got trillions of
bytes of new storage! Microprocessor chips garner the glory, but the humdrum hard
drive is every bit a paragon of ingenuity and technical prowess.

A conventional personal computer hard drive is a sealed aluminum box measuring
(for a desktop system) roughly 4" x 6" x 1" in height. A hard drive can be located
almost anywhere within the case and is customarily secured by several screws
attached to any of ten pre-threaded mounting holes along the edges and base of the
case. One face of the case will be labzled to reflect the drive specifications, while a
printed circuit board containing logic and controller circuits will cover the opposite
face.

A conventional hard disk contains round, flat disks called “platters” coated on both
sides with a special material able to store data as magnetic patterns. Much like a
record player, the platters have a hole in the center allowing multiple platters to be
stacked on a spindle for greater storage capacity.

The platters rotate at high speed—typically 5,400, 7,200, or 10,000 rotations per min-
ute—driven by an electric motor. Data is written to and read from the platters by tiny
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devices called “read/write heads” mounted on the end of a pivoting extension called
an “actuator arm” that functions similarly to the tone arm that carried the phonograph
cartridge and needle across the face of a record. Each platter has two read/write heads,
one on the top of the platter and one on the bottom. So a conventional hard disk with
three platters typically sports six surfaces and six read/write heads.

Unlike a record player, the read/write head never touches the spinning platter. Instead,
when the platters spin up to operating speed, their rapid rotation causes air to flow
under the read/write heads and lift them off the surface of the disk—the same princi-
ple of lift that operates on aircraft wings and enables the aircraft to fly. The head then
reads the magnetic patterns on the disk while flying just a half millionth of an inch
above the surface. At this speed, if the head bounces against the surface, there is a
good chance that the head will burrow into the surface of the disk, obliterating data,
destroying both read/write heads, and rendering the hard drive inoperable—a so-
called “head crash.”

Figure 4-6: Conventional personal computer hard drive
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The hard disk drive has been around for more than fifty years, but it was not until the
1980s that the physical size and cost of hard drives fell sufficiently for their use to be
commonplace.

Introduced in 1956, the IBM 350 Disk Storage Unit was the first commercial hard
drive. It was sixty inches long, sixty-eight inches high, and twenty-nine inches deep
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(so it could fit through a door). Called the RAMAC (for Random Access Method of
Accounting and Control), it held fifty 24-inch magnetic disks of fifty thousand sec-
tors, each storing one hundred alphanumeric (7-bit) characters. Thus, it held about
3.75 megabytes, or one or two cell phone snapshots today. It weighed a ton (literally),
and users paid $3,200 per month to rent it. That’s about $30,000 in today’s dollars.

Now you can buy a 10-terabyte hard drive storing two million times more information
for a fraction of that monthly rental That 10-terabyte drive weighs less than two
pounds, can hide behind a paperback book, and costs $250.

Over time, hard drives took various shapes and sizes (or “form factors,” as the stan-
dard dimensions of key system components are called in geek speak). Three form fac-
tors are still in use: 3.5" (desktop drive), 2.5" (laptop drive), and 1.8" (iPod and
microsystem drive, now supplanted by solid-state storage).

Hard drives connect to computers by various mechanisms called “interfaces” that
describe both how devices “talk” to one another as well as the physical plugs and
cabling required. The five most common hard drive interfaces in use today are:

. PATA, for parallel advanczd technology attachment (sometimes called
EIDE for extended integrated drive electronics);

SATA, for serial advanced technology attachment;

SCSI, for small computer system interface;

SAS, for serial attached SCSI; and

FC, for fibre channel.

O S I D

Figure 4-7: PATA and SATA hard drive interfaces

=

s

61



§4.3 Essentials of E-Discovery

Though once dominant in personal computers, PATA drives largely disappeared in
2006. Today, virtually all laptop and desktop computers employ SATA drives for local
storage. SCSI, SAS, and FC drives tend to be seen exclusively in servers and other
applications demanding high performance and reliability.

From the user’s perspective, PATA, SATA, SCSI, SAS, and FC drives are indistin-
guishable; however, from the point of view of the technician tasked to connect to and
image the contents of the drive, the difference implicates different tools and connec-
tors.

The five drive interfaces divide into two employing parallel data paths (PATA and
SCSI) and three employing serial data paths (SATA, SAS, and FC). Parallel ATA
interfaces route data over multiple simultaneous channels necessitating forty wires,
where serial ATA interfaces route data through a single high-speed data channel
requiring only seven wires. Accordingly, SATA cabling and connectors are smaller
than their PATA counterparts.

Fibre Channel (FC) employs optical fiber (the spelling difference is intentional) and
light waves to carry data at impressive speeds. The premium hardware required by FC
dictates that it will be found in enterprise computing environments, typically in con-
junction with a high-capacity/high-demand storage device called a SAN (for storage
attached network) or a NAS (for network attached storage).

It’s easy to become confused between hard drive interfaces and external data transfer
interfaces like USB or FireWire seen on external hard drives. The drive within the
external hard drive housing will employ one of the interfaces described above (except
FC); however, to facilitate external connection to a computer, a device called a
“bridge” will convert data written to and from the drive to a form that can traverse a
USB or FireWire connection. In some compact, low-cost external drives, manufactur-
ers dispense with the external bridge board altogether and build the USB interface
right on the hard drive’s circuit board.

§ 4.3:6 Flash Drives, Memory Cards, SIMs, and Solid-State Drives

Computer memory storage devices have no moving parts and the data resides entirely
within the solid materials that compose the memory chips, hence the term “solid
state.” Historically, rewritable memory was volatile (in the sense that contents disap-
peared when power was withdrawn) and expensive. But beginning around 1995, a
type of nonvolatile memory called “NAND flash” became sufficiently affordable to
be used for removable storage in emerging applications like digital photography. Fur-
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ther leaps in the capacity and dips in the cost of NAND flash led to the near-eradica-
tion of film for photography and the extinction of the floppy disk, replaced by simple,
inexpensive, and reusable USB storage devices called, variously, SmartMedia flash
memory, CompactFlash flash memory, SD cards, flash drives, thumb drives, pen
drives, and memory sticks or keys.

A specialized form of solid-state memory seen in cell phones is the subscriber identi-
fication module, or SIM card. SIM cards serve both to authenticate and identify a
communications device on a cellular network and to store SMS messages and phone
book contacts.

Figure 4-8: Types of removable storage drives
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As the storage capacity of NAND flash has gone up and its cost has come down, the
conventional electromagnetic hard drive is rapidly being replaced by solid-state
drives in standard hard drive form factors. Solid-state drives are significantly faster,
lighter, and more energy-efficient than conventional drives, but they currently cost
anywhere from ten to twenty times more per gigabyte than their mechanical counter-
parts. All signs point to the ultimate obsolescence of mechanical drives by solid-state
drives, and some products (notably tablets like the iPad and Microsoft Surface, as
well as premium laptops) have eliminated hard drives altogether in favor of solid-state
storage.

Currently, solid-state drives assume the size and shape of mechanical drives to facili-
tate compatibility with existing devices. However, the size and shape of mechanical
hard drives were driven by the size and operation of the platter they contain. Because
solid-state storage devices have no moving parts, they can assume virtually any shape.
It’s likely, then, that slavish adherence to 2.5-inch and 3.5-inch rectangular form fac-
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tors will diminish in favor of shapes and sizes uniquely suited to the devices that
employ them.

With respect to e-discovery, the shift from electromagnetic to solid-state drives is
inconsequential. However, the move to solid-state drives will significantly impact
matters necessitating computer forensic analysis. Because the NAND memory cells
that comprise solid state drives wear out rapidly with use, solid state drive controllers
must constantly reposition data to ensure usage is distributed across all cells. Such
“wear leveling” hampers techniques that forensic examiners have long employed to
recover deleted data from conventional hard drives.

§4.3:7  RAID Arrays

Whether local to a user or in the cloud, hard drives account for nearly all the electron-
ically stored information attendant to e-discovery. In network server and cloud appli-
cations, hard drives rarely work alone. That is, hard drives are ganged together to
achieve greater capacity, speed, and reliability in so-called “redundant arrays of inde-
pendent disks,” or RAIDs. In certain SANs, hard drives housed in trays may be
accessed as Just a Bunch of Disks, or JBOD, but it’s far more likely they are working
together as a RAID.

RAIDs serve two ends: redundancy and performance. The redundancy aspect is obvi-
ous—two drives holding identical data safeguard against data loss due to mechanical
failure of either drive—but how do multiple drives improve performance? The answer
lies in splitting the data across more than one drive using a technique called “strip-

ing.”

A RAID improves performance by dividing data across more than one physical drive.
The swath of data deposited on one drive in an array before moving to the next drive
is called the “stripe.” If you imagine the drives lined up alongside one another, you
can see why moving back and forth across the drives to store data might seem like
painting a stripe across the drives. By striping data, each drive can deliver their share
of the data simultaneously, increasing the amount of information handed off to the
computer’s microprocessor.

But when you stripe data across drives, information is lost if any drive in the stripe
fails. You gain performance but surrender security.

This type of RAID configuration is called a “RAID 0.” It wrings maximum perfor-
mance from a storage system, but it’s risky.
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If RAID 0 is for gamblers, “RAID 17 is for the risk-averse. A RAID 1 configuration
duplicates everything from one drive to an identical twin, so that a failure of one drive
won’t lead to data loss. RAID 1 doesn’t improve performance, and it requires twice
the hardware to store the same information.

Other RAID configurations strive to integrate the performance of RAID 0 and the
protection of RAID 1.

Thus, a “RAID 0+1” mirrors two striped drives but demands four hard drives, deliver-
ing only half their total storage capacity. Safe and fast, but not cost-efficient. The
solution lies in a concept called “parity,” key to a range of other sequentially num-

bered RAID configurations. Of those other configurations, the ones most often seen
are called RAID 5 and RAID 7.

To understand parity, consider the simple equation 5 + 2 = 7. If you didn’t know one
of the three values in this equation, you could easily solve for the missing value; for
example, presented with “5 + = 7,” you can reliably calculate the missing value s
2. In this example, “7” is the “parity value,” or checksum, for “5” and “2.”

The same process is used in RAID ccnfigurations to gain increased performance by
striping data across multiple drives while using parity values to permit the calculation
of any missing values lost to drive failure. In a three-drive array, any one of the drives
can fail, and we can use the remaining two to recreate the third (just as we solved for
2 in the equation above).

Figure 4-9: Three drives in RAID 5 configuration

In Figure 4-9, data is striped across tkree hard drives, HDA, HDB, and HDC. HDC
holds the parity values for data stripe 1 on HDA and stripe 2 on HDB. It’s shown as
“Parity (1, 2).” The parity values for the other stripes are distributed on the other
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drives. Again, any one of the three drives can fail and all of the data is recoverable.
This configuration is RAID 5 and, though it requires a minimum of three drives, it can
be expanded to dozens or hundreds of disks.

§4.3:8 Hashing Data

Because all digital data is numbers, the arithmetic around parity values helps guard
against data loss. More advanced math called “hashing” makes it possible to authenti-
cate, deduplicate, and cull digital data. Hashing is the use of mathematical algorithms
to calculate a unique sequence of letters and numbers to serve as a reliable digital
“fingerprint” for electronic data. These sequences are called “message digests,” or,
more commonly, “hash values.”™ It’s an invaluable tool in both computer forensics
and electronic discovery, and one deployed by courts with growing frequency.’

Using hash algorithms, any amount of data—from a tiny file to the contents of entire
hard drives and beyond—can be expressed as an alphanumeric sequence of fixed
length. The most common forms of hashing are MD5 and SHA-1. MDS5 is a 128-bit
(16-byte) value that is typically expressed as 32 hexadecimal (Base16) characters.

A hash value is just a big number calculated on the contents of the file. A 128-bit
number can be as large as 2'**—if you start doing the 2 x 2 x 2 x 2 and so forth, you’ll
see how fast the values mount.

To say 128 bits or 2'* is “big” doesn’t begin to convey its unfathomable, astronomic
scale. In decimal terms, it’s about 340 billion billion billion billion, or 340 undecil-
lion. That’s four quadrillion times the number of stars in the observable universe! A
SHA-1 hash value is an even larger 160-bit (20-byte) value that is typically expressed
as 40-hex characters. So a SHA-1 value is an even bigger number—4.3 billion times
bigger.

The MDS5 hash value of the plain text of Lincoln’s Gettysburg Address is
E7753A4E97B962B36F0B2A7CODODB8ES. Anyone anywhere performing the
same hash calculation on the same data will get the same unique value in a fraction of
a second. But change the words in the speech from “Four score and seven” to “Five

4. Refrain from saying “hash marks” unless you are speaking of insignia denoting military rank or
the yard markers on a football field. The one-way cryptographic calculations used to digitally fingerprint
blocks of data are “hash values,” “hashes,” or “message digests.”

5. In 2017, Federal Rule of Evidence 902 was amended to support self-authentication of digital
evidence when supported by a process of digital identification like hashing. Fed. R. Evid. 902(14).
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score,” and the hash becomes 8ASEF7E9186DCDI9CF618343ECF7BD00A. How-
ever subtle the alteration—an omitted period or extra space—the hash value changes
markedly. The chance of an altered electronic document having the same MDS5
hash—a “collision,” in cryptographic parlance—is 1 in 340 trillion trillion trillion.
Though supercomputers have fabricated collisions, this change still represents a level
of reliability far exceeding that of fingerprint and DNA evidence.

Hashing sounds like rocket science—and it’s a miraculous achievement—but it’s very
much a routine operation, and the pregrams used to generate digital fingerprints are
freely available and easy to use. Hashing lies invisibly at the heart of everyone’s com-
puter and Internet activities® and supports processes vitally important to electronic
discovery, including identification, filtering, Bates numbering, authentication, and
deduplication.

Knowing a file’s hash value enables you to find its identical counterpart within a large
volume of data without examining the contents of each file. The government uses this
capability against nefarious Internet users, but in e-discovery it might be used to track
down company secrets that disappeared when an employee joined the competition.

§4.4 Filtering and De-NISTing

A common e-discovery process is culling data collected from computers that couldn’t
be evidence because it isn’t a custodian’s work product. This process is done by
matching hash values of collected data files to hash values on the National Software
Reference Library’s (NSRL) freely published list of hash values corresponding to
common retail software and operating systems. The NSRL is part of the National
Institute for Standards and Technology (NIST), so this process is commonly called
“de-NISTing” a data set. For more information on the NSRL, visit
www.nsrl.nist.gov/.

6.  For example, many web services store the hash value of your password, but not the password
itself. This enables them to authenticate a user by comparing the hash of the password entered to the hash
value on file; however, the password cannot te reverse engineered from the hash value. A remarkable
feature of hash values is that they are one-way calculations, meaning that although the hash value identi-
fies just one sequence of data, it reveals nothing about the data, much as a fingerprint uniquely identifies
an individual but reveals nothing about their aspearance or personality—it’s computationally infeasible
to derive the source data from the hash of the source data.
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§4.5 Bates Numbering

Hashing’s ability to uniquely identify e-documents makes it a candidate to supple-
ment, though not supplant, traditional Bates numbering’ in electronic production.
Though hash values don’t fulfill the sequencing function of Bates numbers, they’re
excellent unique identifiers and enjoy an advantage over Bates numbers because they
eliminate the possibility that the same number might be applied to different docu-
ments. An electronic document’s hash value is derived from its contents, so it will
never conflict with that of another document unless the two documents are identical.
Similarly, because two identical documents from different custodians will hash identi-
cally, the documents’ hash values won’t serve to distinguish between the two despite
their different origins.

Forensic examiners regularly use hashing to establish that a forensically sound dupli-
cate of a hard drive faithfully reflects every byte of the source and to prove that their
activities haven’t altered the original evidence. As e-discovery gravitates to native
production, concern about intentional or inadvertent alteration requires lawyers to
have a fast, reliable method to authenticate electronic documents. Hashing neatly fills
this bill. In practice, a producing party calculates and records the hash values of all
items produced in native format. The slightest alteration of the data would be immedi-
ately apparent when the altered file is hashed.

The most important things for an attorney to know about hashing:

1.  Electronically stored information of any type or size can be hashed

2. The algorithms used to hash data are not proprietary, and thus cost nothing
to use

3. No matter the size of the file that’s hashed, its hash value is always a fixed
length

4.  The two most common hash algorithms are called MDS5 and SHA-1

5. In a random population of hashed data, no one can reverse engineer a file’s
hash value to reveal anything about the file

7. Bates numbering has historically been employed as an organizational method to label and iden-
tify legal documents, especially those produced in discovery. “Bates” is capitalized because the name is
derived from the Bates Manufacturing Company, which patented and sold auto-incrementing, consecu-
tive-numbering stamping devices. Bates stamping served the dual functions of sequencing and uniquely
identifying documents.
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6.  The chance of two different files accidentally having matching MD5 hash
values is one in 340 trillion trillion trillion—340 undecillion—so it is highly
improbable that two files with matching hash values are not identical.

§ 4.6 Deduplication

In e-discovery, manually reviewing vest volumes of identical data is burdensome and
poses a significant risk of conflicting relevance and privilege assessments. Hashing
flags identical documents, permitting a single, consistent assessment of an item that
might otherwise have cropped up hundreds of times and been mischaracterized many
times. This is hash deduplication, and it drastically cuts review costs. But because
even the slightest difference triggers different hash values, insignificant variations
between files (e.g., different Internet »aths taken by otherwise identical e-mail) may
frustrate hash deduplication when hashing an entire electronic document. An alterna-
tive is to hash relevant segments of electronic documents to assess their relative iden-
ticality, a practice sometimes called “rear deduplication.”

In practice, each file ingested and item extracted is hashed, and its hash value com-
pared to the hash values of items previously ingested and extracted to determine if the
file or item has been seen before. The first file is sometimes called the “pivot file,”
and any subsequent files with matching hashes are suppressed as duplicates. Instances
of each duplicate and certain metadata is typically noted in a deduplication or “occur-
rence” log.

§4.7 Computers

Historically, all sorts of devices—and even people—were “computers.” During World
War II, human computers—women for the most part—were instrumental in calculat-
ing artillery trajectories and assisting with the challenging number-crunching needed
by the Manhattan Project. Today, laptop and desktop personal computers spring to
mind when we hear the term “computer,” yet smart phones, tablet devices, global
positioning systems, video gaming platforms, televisions, and a host of other intelli-
gent tools and toys are also compute-s. More precisely, the central processing unit
(CPU) or microprocessor of the system is the “computer,” and the various input and
output devices that permit humans to interact with the processor are termed “peripher-
als.” The key distinctions between a mere calculator and a computer are the latter’s
ability to be programmed and its use cf memory and storage. The physical electronic
and mechanical components of a computer are its hardware, and the instruction sets
used to program a computer are its software. Unlike the interchangeable cams of
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Pierre Jaquet-Droz’s mechanical doll, modern electronic computers receive their
instructions in the form of digital data typically retrieved from the same electronic
storage medium as the digital information upon which the computer performs its com-
putational wizardry.

When you push the power button on your computer, you trigger an extraordinary,
expedited education that takes the machine from insensible illiterate to worldly savant
in a matter of seconds. The process starts with a snippet of data on a chip called the
“ROM BIOS” storing just enough information in its “read only memory” to grope
around for the “basic input and output system” peripherals (like the keyboard, screen,
and most importantly, the hard drive). The ROM BIOS also holds the instructions
needed to permit the processor to access more and more data from the hard drive in a
widening gyre, “teaching” itself to be a modern, capable computer.

This rapid, self-sustaining self-education is as magical as if you lifted yourself into
the air by pulling on the straps of your boots, which is truly why it’s called “bootstrap-
ping,” or just “booting,” a computer.

Figure 4-10: Computer interior
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Computer hardware shares certain corimon characteristics. Within the CPU, a micro-
processor chip is the computational “brains” of the system and resides in a socket on
the motherboard, a rigid surface etched with metallic patterns serving as the wiring
between the components on the board. The microprocessor generates considerable
heat, necessitating the attachment of a heat dissipation device called a heat sink, often
abetted by a fan. The motherboard also serves as the attachment point for memory
boards (grouped as modules, or “sticks”) called “RAM” for “random access mem-
ory.” RAM serves as the working memory of the processor while it performs calcula-
tions; accordingly, the more memory present, the more information can be processed
at once, enhancing overall system performance. See Figure 4-10.

Other chips comprise a graphics processor unit (GPU) residing on the motherboard or
on a separate expansion board called & video card or graphics adapter. The GPU sup-
ports the display of information from the processor onto a monitor or projector and
has its own complement of memory dedicated to superior graphics performance.
Likewise, specialized chips on the motherboard or an expansion board called a “sound
card” support the reproduction of audio to speakers or a headphone. Video and sound
processing capabilities may even be fully integrated into the microprocessor chip.

The processor communicates with networks through an interface device called a “net-
work adapter,” which connects to the network physically through a LAN port or wire-
lessly using a Wi-Fi connection.

Users convey information and instructions to computers using tactile devices like a

keyboard, mouse, or track pad, but may also employ voice or gestural recognition
mechanisms.

Persistent storage of data is a task delegated to other peripherals: optical drives (CD-
ROM and DVD-ROM devices), flopay disk drives, solid-state media (i.e., thumb
drives), and most commonly, hard drives.

All the components just described require electricity, supplied by batteries in portable
devices or by a power supply converting AC current to the lower DC voltages
required by electronics.

From the standpoint of electronic disccvery, it’s less important to define these devices
than it is to fathom the information they hold, the places it resides, and the forms it
takes. Parties and lawyers have been punished for their failure to inquire into and
understand the roles computers, hard crives, and servers play as repositories of elec-
tronic evidence. Moreover, much money spent on electronic discovery today is
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wasted because of parties’ efforts to convert ESI to paper-like forms instead of learn-
ing to work with ESI in the forms in which it customarily resides on computers, hard
drives, and servers.

§4.7:1 Sectors and Clusters and Tracks, Oh My!

Recall the discussion of electromagnetic hard drives earlier in the chapter. When man-
ufactured, a hard drive’s platters are organized into specific structures to enable the
organized storage and retrieval of data. This is low-level formatting, dividing each
platter into tens of thousands of densely packed concentric circles called “tracks.” If
you could see them (and you can’t because they are nothing more than microscopic
magnetic traces), they might resemble the growth rings of the world’s oldest tree. It’s
tempting to compare platter tracks to a phonograph record, but a phonograph record’s
track is a single spiraling groove, not concentric circles. A track holds far too much
information to serve as the smallest unit of storage on a disk, so each one is further
broken down into physical sectors. A sector is normally the smallest individually
addressable unit of information stored on a hard disk, and it held 512 bytes of infor-
mation until about 2010. Today, sector sizes vary, but tend to be 4,096 bytes. Figure 4-
11 shows a very simplified representation of a platter divided into tracks and sectors;
the number of tracks and sectors is far, far greater that the illustration suggests. Addi-
tionally, the layout of sectors isn’t symmetrical, but zoned to allow the inclusion of
more sectors per track as the tracks enlarge away from the spindle.

Figure 4-11: Hard drive platter

sector
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To this point, we have described only physical units of storage. That is, platters,
tracks, sectors, and even bits and bytes exist as discrete physical manifestations writ-
ten to the media. Computers manage data not only physically, but also logically. As
it’s impractical to manage and gather the data by assembling it from sectors, operating
system speed up the process by grouping sectors into contiguous chunks of data called
“clusters.”

A cluster is the smallest amount of disk space that can be allocated to hold a file.
Computers organize hard disks based on clusters, which consist of one or more con-
tiguous sectors. The smaller the cluster size, the more efficiently a disk stores infor-
mation. Conversely, the fewer the number of clusters, the less space is consumed by
the table required to track their content and locations.

To recap, data is stored in logical units called clusters, made up of multiple physical
storage units termed sectors. A series of logical clusters, in turn, comprise tracks (con-
centric circles or “tree rings” of data) on platters, one or more disks of rotating elec-
tromagnetic storage media within the enclosure of a mechanical hard drive. When
tracks overlie one another on both sides of a platter and across multiple platters, this is
termed a cylinder (although “cylinder” is an archaic term from the days when hard
drive storage was tied to the physical geometry of the formatted disks). So, the order
of data capacity is: bits > bytes > sectors > clusters > tracks > cylinders > platters >
drive.

§4.7:2 Operating Systems and File Systems

As hard disks have grown exponentially in size, using them efficiently is increasingly
difficult. A library with thirty books runs much differently than one with thirty billion.
“File system” is the name given to the logical structures and software routines used to
control access to the storage on a hard disk system and the overall structure in which
files are named, stored, and organized An “operating system” is a large and complex
collection of functions, including the user interface and control of peripherals like
printers. Operating systems are built on file systems. If the operating system is the car,
then the file system is its chassis. Operating systems are known by familiar household
names like MS-DOS, Windows, or MacOS. In contrast, file systems go by obscure
monikers like FAT, FAT32, ext2, NFTS, and HFS+.
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§4.7:3 NTEFS File Systems

The NTFS file system at the heart of Microsoft Windows environments like Windows
NT, 2000, XP, Vista, and Windows 7 through 10 accounts for most personal comput-
ers in the world; however, there are many non-Microsoft operating systems out there,
such as Unix, Linux, and MacOS. Though similarities abound, these other operating
systems use different file systems, and the Unix or Linux operating systems often lie
at the heart of corporate and web file servers—today’s “big iron” systems and cloud
computing. As well, MacOS usage has grown markedly as Apple products have
kicked down the door of business computing and have captivated consumers.

NTEFS uses a powerful and complex file system database called the Master File Table,
or MFT, to manage file storage. Understanding the file system is key to appreciating
why deleted data doesn’t necessarily go away. It’s the file system that marks a file as
deleted even though it leaves the data on the drive. It’s the file system that enables the
creation of multiple partitions where data can be hidden from prying eyes. Finally, it’s
the file system that determines the size of a disk cluster with the attendant persistence
of data within the slack space. Exactly what all this means will be clear shortly.

§4.7:4 Formatting and Partioning

Partitioning divides drives into volumes that users see as drive letters (e.g., C:, E:, F,
and so on). Formatting defines the logical structures on the partition and places neces-
sary operating system files at the start of the disk to facilitate booting. For most users,
their computer comes with the hard drive partitioned as a single volume (universally
called “C:”). Some users will find (or will cause) their hard drive to be partitioned into
multiple volumes, each appearing to the user as if it were an independent disk drive.
Partitions can be designated “active” and “inactive.” Only one partition may be desig-
nated as active at any given time, and that partition is the one that boots the computer.
The significance in discovery is that inactive partitions are invisible to anyone using
the computer unless they know to look for them and how to find them. Inactive parti-
tions are a place where users with something to conceal from prying eyes may choose
to hide it.

§ 4.7:5 Data Recovery and File Carving

A computer manages its hard drive in much the same way a librarian manages a
library. The files are the “books™ and their location is tracked by an index. But there
are two key differentiators between libraries and computer file systems. Computers
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employ no Dewey Decimal System, so electronic “books” can be on any shelf, Fur-
ther, electronic “books” may be split into chapters and those chapters stored in multi-
ple locations across the drive. This is called “fragmentation.” Historically, libraries
tracked books by noting their locations on index card in a card catalog. Computers
similarly employ directories (called “file tables™) to track files and fragmented seg-
ments of files.

When a user hits “Delete” in a Windows environment, nothing happens to the actual
file targeted for deletion. Instead, a ckange is made to the master file table that keeps
track of the file’s location. Thus, akin to tearing up a card in the card catalog, the file,
like its literary counterpart, is still on the “shelf.” But now—without a locator in the
file table—the deleted file is a needle in a haystack, buried amidst millions of other
unallocated clusters. To recover the deleted file, a computer forensic examiner
employs three principal techniques dezailed below.

File Carving by Binary Signature: Because most files begin with a unique digital
signature identifying the file type, examiners run software that scans each of the mil-
lions of unallocated clusters for file signatures, hoping to find matches. If a matching
file signature is found and the original size of the deleted file can be ascertained, the
software copies, or “carves out,” the deleted file. If the size of the deleted file is
unknown, the examiner designates how much data to carve out. The carved data is
then assigned a new name and the process continues.

Unfortunately, deleted files may be stored in pieces, as discussed above, so simply
carving out contiguous blocks of fragmented data grabs intervening data that has no
connection to the deleted file and fails to collect segments for which the directory
pointers have been lost. Likewise, when the size of the deleted file isn’t known, the
size designated for carving may prove too small or large, leaving portions of the orig-
inal file behind or grabbing unrelated data. Incomplete files and those commingled
with unrelated data are generally corrupt and nonfunctional. Their evidentiary value is
also compromised.

File signature carving is frustrated whzn the first few bytes of a deleted file are over-
written by new data. Much of the deleted file may survive, but the data indicating
what type of file it was, thus enabling its recovery, is gone.

File signature carving requires that each of the file types sought to be recovered is
searched for in each unallocated cluster. When a court directs that an examiner
“recover all deleted files,” it’s an exercise that could take excessive effort followed by
countless hours spent examining corrupted files. Instead the protocol should, as feasi-
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ble, specify the particular file types of interest based on how the machine was used
and the facts and issues in the case.

Notably, file carving of deleted information from unallocated clusters is fast becom-
ing untenable by the emergence of solid-state and encrypted media. Storage optimiza-
tion techniques used by solid-state drives serve to routinely overwrite once
recoverable data.

File Carving by Remnant Directory Data: In some file systems, residual file
directory information revealing the location of deleted files may be strewn across the
drive. Forensic software will scan the unallocated clusters in search of these lost
directories and use this data to restore deleted files. Here again, reuse of clusters can
corrupt the recovered data.

Search by Keyword: Where it’s known that a deleted file contained certain words
or phrases, remnant data may be found using a keyword search of unallocated clus-
ters. A keyword search is a laborious and notoriously inaccurate way to find deleted
files, but it may find something when other techniques fail. If the keywords are too
short or insufficiently precise, false positives follow (“noise hits™), obliging examin-
ers to painstakingly examine each hit to assess relevance, then manually carve out
responsive data.

§4.8 Servers

Servers were earlier defined as computers dedicated to a specialized task or tasks. But
that definition doesn’t begin to encompass the profound impact on society of the so-
called “client-server” computing model. The ability to connect local “client” applica-
tions to servers via a network, particularly to database servers, is central to the opera-
tion of most businesses and to all telecommunications and social networking. Google
and Facebook are merely enormous groupings of servers, and the Internet a vast,
global array of shared servers.

§4.8:1 Local, Cloud, and Peer-to-Peer Servers

For e-discovery, let’s divide the world of servers into three realms: local, cloud, and
peer-to-peer server environments.

Local servers employ hardware that’s physically available to the party that owns or
leases the servers. Local servers reside in a computer room on a business’s premises
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or in leased equipment “lockers” accessed at a colocated data center where a lessor
furnishes, for example, premises security, power, and cooling. Local servers are easi-
est to deal with in e-discovery because physical access to the hardware supports more

and faster options when it comes to preservation and collection of potentially respon-
sive ESI.

Cloud servers typically reside in facilities not physically accessible to persons using
the servers, and servers are not typically dedicated to a single user. Instead, the cloud
computing consumer is buying services via the Internet that emulate the operation of a
single machine or a room full of machines, all according to the changing needs of the
cloud consumer. Webmail is the most familiar form of cloud computing, in a variant
called “SaaS” (for software as a service). Webmail providers like Google, Yahoo, and
Microsoft make e-mail accounts available on their servers in massive data centers,
and the data on those servers is available solely via the Internet with no user having
the right to gain physical access to the machines storing their messaging.

Peer-to-peer (P2P) networks exploit the fact that any computer connected to a net-
work has the potential to serve data zcross the network. Accordingly, P2P networks
are decentralized; that is, each computer, or “node,” on a P2P network acts as client
and server, sharing storage space, communication bandwidth, and/or processor time
with other nodes. P2P networking may be employed to share a printer in the home,
where the computer physically connected to the printer acts as a print server for other
machines on the network. On a global scale, P2P networking is the technology behind
file-sharing applications like BitTorrent that have garnered headlines for their facilita-
tion of illegal sharing of copyrighted content. When users install P2P applications to
gain access to shared files, they simultaneously (and often unwittingly) dedicate their
machine to serving up such content to a multitude of other nodes.

§ 4.8:2 Virtual Servers

Though we’ve so far spoken of server hardware (i.e., physical devices), servers may
also be implemented virtually, through software that emulates the functions of a phys-
ical device. Such “hardware virtualization” allows for more efficient deployment of

computing resources by enabling a single physical server to host multiple virtual serv-
ers.

Virtualization is the key enabling technology behind many cloud services. If a com-

pany needs powerful servers to launch a new social networking site, it can raise capi-
tal and invest in the hardware, software, physical plant, and personnel needed to
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support a data center, with the attendant risk that it will be over-provisioned or under-
provisioned as demand fluctuates. Alternatively, the start-up can secure the comput-
ing resources it needs by using virtual servers hosted by a cloud service provider like
Amazon or Microsoft. Virtualization permits computing resources to be added or
retired commensurate with demand, and being pay-as-you-go, it requires little capital
investment. Thus, a computing platform or infrastructure can be virtualized and
leased; in other words, offered as a service via the internet. Accordingly, cloud com-
puting is sometimes referred to as PaaS (platform as a service) and IaaS (infrastruc-
ture as a service). Web-based applications are SaaS (software as a service).

It’s helpful for attorneys to understand the role of virtual machines (VMs) because the
ease and speed with which VMs are deployed and retired, as well as their isolation
within the operating system, can pose unique risks and challenges in e-discovery,
especially with respect to implementing a proper legal hold and when identifying and
collecting potentially responsive ESL

§4.8:3 Server Applications

Computers dedicated to server roles typically run operating systems optimized for
server tasks and applications specially designed to run in a server environment. In
turn, servers often support dedicated tasks, such as serving webpages (web server),
retaining and delivering files from shared storage allocations (file server), organizing
voluminous data (database server), facilitating the use of shared printers (print
server), running programs (application server), or handling messages (mail server).
These various server applications may run physically, virtually, or as a mix of the two.

§4.9 Network Shares

Sooner or later, all electronic storage devices fail. Even the RAID storage arrays pre-
viously discussed do not forestall failure, but instead afford a measure of redundancy
to allow for replacement of failed drives before data loss. Redundancy is the sole
means by which data can be reliably protected against loss; consequently, companies
routinely back up data stored on server NAS and SAN storage devices to backup
media like magnetic tape or online (e.g., cloud) storage services. However, individual
users often fail to back up data stored on local drives. Accordingly, enterprises allo-
cate a “share” of network-accessible storage to individual users and “map” the alloca-
tion to the user’s machine, allowing use of the share as if it were a local hard drive.
When the user stores data to the mapped drive, that data is backed up along with the
contents of the file server. Although network shares are not local to the user’s com-
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puter, they are typically addressed using drive letters (e.g., M: or T:) as if they were
local hard drives.

§ 4.10 Practice Tips for Computers, Hard Drives, and Servers

Your first hurdles when dealing with computers, hard drives, and servers in e-discoy-
ery are to identify potentially responsive sources of ESI and take appropriate steps to
inventory their relevant contents, then note the form and associated metadata of the
potentially responsive ESI and preserve it against spoliation. Get a handle on data vol-
umes, file types, metadata, replicatior, and distribution as early in the litigation pro-
cess as possible since these determine the overall cost to preserve, collect, process,
and host ESI in discovery.

Take stock of physical computing and storage devices. For each machine or device
holding potentially responsive ESI, you may wish to collect the following informa-

tion:
*  Manufacturer and model
*  Serial number and/or service or asset tag
*  Operating system
»  Custodian
*  Location
*  Type of storage (don’t miss removable media like SD and SIM cards)
. Aggregate storage capacity (in MB, GB, or TB)
. Encryption status
. Credentials (user IDs and passwords), if encrypted
*  Prospects for upgrade or disposal

[f you’ll preserve ESI by drive imaging, it’s helpful to identify device interfaces.
For servers, further information might include the following:

. Purpose(s) of the server (e.g., web server, file server, print server)
. Names and contact information of server administrator(s)

. Time in service and data migration history
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*  Whether hardware virtualization is used

. RAID implementation(s)

*  Users and privileges

*  Logging and log retention practices

»  Backup procedures and backup media rotation and retention

. Whether the server is “mission critical” and cannot be taken offline or can
be downed

When preserving the contents of a desktop or laptop computer, it’s typically unneces-
sary to sequester any component of the machine other than its hard drive(s) since the
ROM BIOS holds little information beyond the rare forensic artifact. Before returning
a chassis to service with a new hard drive, be sure to document the custodian, manu-
facturer, model, and serial number/service tag of the redeployed chassis, retaining this
information with the sequestered hard drive.

The ability to fully explore the contents of servers for potentially responsive informa-
tion hinges on the privileges extended to the user. Be sure that the person tasked to
identify data for preservation or collection holds administrator-level privileges.

Above all, remember that computers, hard drives, and servers are constantly changing
while in service. Simply rebooting a machine alters system metadata values for large
numbers of files. Accordingly, you should consider the need for evidentiary integrity
before exploring the contents of a device, at least until appropriate steps are taken to
guard against unwitting alteration. Note also that connecting an evidence drive to a
new machine effects changes to the evidence unless suitable write-blocking tools or
techniques are employed.

§ 4.11 Conclusion: Takeaways on Electronically Stored Information

1. Common law imposes a duty to preserve potentially relevant information in
anticipation of litigation.

2. Most information is electronically stored information (ESI).

3. Understanding ESI entails knowledge of information storage media, encod-
ings, and formats.

4.  There are many types of e-storage media of differing capacities, form fac-
tors, and formats, like—
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10.

11.

12,

15

15

16.

(a) analog (phonograph record) or digital (hard drive, thumb drive, optical
media), and

(b) mechanical (electromagnetic hard drive, tape, etc.) or solid-state
(thumb drive, SIM card, etc.).

Computers don’t store text, documents, pictures, or sounds, they only sto-e
bits (1s or 0s).

Digital information is encoded as numbers by applying various encoding
schemes, including—

(a) ASCII or Unicode for alphanumeric characters, and
(b) JPG for photos, DOCX for Word files, MP3 for sound files, etc.

We express these numbers in a base or radix (base 2 binary, 10 decimal, 16

hexadecimal, 60 sexagesimal). E-mail messages encode attachments in base
64.

The bigger the base, the smaller the space required to notate and convey the
information.

Digitally encoded information is stored (written)—
(a) physically as bytes (8-bit blocks) in sectors and partitions, and
(b) logically as clusters, files, folders, and volumes.

Files use binary header sigratures to identify file formats (type and struc-
ture) of data.

Operating systems use file systems to group information as files and man-
age filenames and metadata.

File systems employ filename extensions (e.g., .txt, .jpg, .exe) to flag fo--
mats.

All ESI includes a component of metadata (data about data) even if no more
than what’s needed to locate it.

A file’s metadata may be greater in volume or utility than the contents of the
file it describes.

File tables hold system metadata about the file (e.g., name, locations on
disk, MAC dates)—it’s context.

Files hold application metadata (e.g., EXIF geolocation data in photos,
comments in docs)—it’s content.
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17,

18.

19,

20,
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File systems allocate clusters for file storage; deleting files releases cluster
allocations for reuse.

If unallocated clusters aren’t reused, deleted files may be recovered
(“carved”) via computer forensics.

Forensic (“bitstream”) imaging is a method to preserve both allocated and
unallocated clusters.

Because data is numbers, data can be digitally “fingerprinted” using one-
way hash algorithms (e.g., MDS5, SHA-1).

Hashing facilitates identification, deduplication, and de-NISTing of ESI in
e-discovery.



Chapter 5
E-Mail 101
Heather McFarlane

§5.1 Introduction

In lawsuits today, e-mail messages and their attachments provide the vast majority of
discoverable information. By understanding the history and purpose of e-mail, as well
as some of the technical attributes of e-mail, this chapter should assist in answerirg
the following questions:

*  How can I be sure that my client has properly searched for, preserved, ard
produced requested e-mail messages?

*  How can I request e-mail in a way to get what I really want?

*  What do I do if my opponent does not produce e-mail?

*  How can I best mine e-mail messages and their attachments for informa-
tion to further my case?

*  How can I determine if an e-mail message is really what it purports to be
so that I can introduce it into evidence or rely upon it for my case?

E-mail, of course, is only one component of electronic communication. This chapter
does not discuss text messages, chat communication, or exchanges made on collabo-
rative work sites,' although data created in these forms is likely to continue to grow in
size and importance.

L. A*collaborative work site” is a term ziven to computer programs that allow multiple people 0
share information and work together simultareously. This could include sharing calendar information
with available conference rooms. It could also refer to programs, such as Google Docs, that allow mulii-
ple authors to work on the same document together. Some of these programs allow the tracking of each
author’s input, which could leave a trail of electronic information. In a case regarding an ambiguous con-
tract, for example, it might be helpful to know which author made which change or suggestion.
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§5.2 Ethics Requires Lawyers to Understand E-Mail

In August 2012, the American Bar Association amended rule 1.1, “Competence,” to
include a comment explaining that lawyers have a duty to understand changing tech-
nology and how it affects their clients in litigation:

To maintain the requisite knowledge and skill, a lawyer should keep
abreast of changes in the law and its practice, including the benefits and
risks associated with relevant technology, engage in continuing study and
education and comply with all continuing legal education requirements to
which the lawyer is subject.?

This comment reflects a growing concern that lawyers do not adequately understand
electronic discovery (“e-discovery”) and how it impacts their clients.

As case law has made clear, it is not enough for a lawyer to plead ignorance when
faced with e-discovery questions. On the other hand, lawyers need not be perfect
either; only a good faith effort must be made. What is a good faith effort?

First, lawyers must understand their clients’ information technology systems, the key
players in the litigation, and take an active role in preserving documents that may
relate to the litigation.’ Further, the lawyer must continue to remain involved to over-
see the e-discovery process.' Understanding e-mail and how it works technically can
be the first step in discharging the duty.

853 History of E-Mail

The concept of electronically messaging for communication first arose in 1971 when
Ray Tomlinson first sent some text from one computer in his office to another.” This
first message transfer is most analogous to instant messaging as we know it today.
Tomlinson was the person who decided to use the @ symbol that the world has come
to use for addressing e-mail.® The information before the (@ symbol denotes the spe-
cific addressee, much like the name written on the first line of an envelope. The infor-

2. Model Rules of Prof’l Conduct R. 1.1 cmt. 8 (2012).
3.  Zubulake v. UBS Warburg LLC, 229 F.R.D. 422, 432-33 (S.D.N.Y. 2004).
4.  Zubulake, 229 F.R.D. at 432-33.

5. All Things Considered: The Man Who Made You Put Away Your Pen, National Public Radio
(Nowv. 21, 2009).

6. NPR, The Man Who Made You Put Away Your Pen.
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mation after the (@ symbol indicates the location where the information should be
sent; this is much like the next two lines of an address on an envelope. Interestingly,
Tomlinson chose this symbol because it was physically present on the standard key-
board and it was the only preposition available on the keyboard.’

E-mail as we know it today was born several years later in 1978. A group of doctors at
the University of Medicine and Dentistry in Newark, New Jersey, hired fourteen-year-
old V. A. Shiva Ayyadurai to convert their traditional interoffice mail system into an
electronic one.® Ayyadurai attempted to literally replicate the process of physical mail
into an electronic format.” To do this, Ayyadurai observed how the doctors at the hos-
pital created, sent, and received physical mail."” He watched as secretaries typed
memoranda, attached actual carbon copies of relevant attachments, and placed the
communication in a container that was then sent through a physical tube like the ones
used in some bank drive-through services today." He knew that he needed to create a
system—one that included inboxes, outboxes, and file folders—for users to adopt this
new method of communication.'?

Today, the public has accepted electronic mail, and the volume of e-mail continues to
grow. This means e-mail is here to stay in our society, and it is here to stay for discov-
ery in lawsuits.

§54 Volume of E-Mail Compared to Physical Mail

By way of illustration, the following chart shows the volume of the U.S. Postal Ser-
vice mail in relation to the estimate of worldwide e-mail. As a caveat, I may agree
with a phrase popularized by Mark Twain: “There are three kinds of lies: lies, damned
lies, and statistics.” In researching the volume of mail versus e-mail, it was easy to
determine the actual volume of physical mail in the United States, because the U.S.
Postal Service submits an annual report to Congress each year that includes the num-
ber of pieces of mail it handled. The volume of worldwide e-mail, however, varies by
orders of magnitude, depending on the source. Nonetheless, everyone seems to agree

7. NPR, The Man Who Made You Put Away Your Pen.

8. Doug Aamoth, The Man Who Inven:ed Email, Time Tech (2011), http://techland.time.com/
2011/11/15/the-man-who-invented-email, at 1.

9. Aamoth, The Man Who Invented Emeil, at 2.
10. Aamoth, The Man Who Invented Emeil, at 2.
11. Aamoth, The Man Who Invented Emcil, at 2.
12.  Aamoth, The Man Who Invented Emcil, at 2.
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that worldwide e-mail vastly outpaces physical mail. The following numbers, for the
most part, come from research completed by V. A. Shiva Ayyadurai."

Year Physical mail E-mail
articles
1979 100 billion 10,000
1981 110 billion 750,000
1983 119 billion 500 million
1985 140 billion 1.5 billion
1988 161 billion 3 billion
1989 162 billion 5 billion
1991 166 billion 15 billion
1993 171 billion 50 billion
1995 181 billion 100 billion
1997 191 billion 550 billion
1999 202 billion 4 trillion
2003 202 billion 40 trillion
2005 212 billion 50 trillion
2007 212 billion 70 trillion
2008 203 billion 85 trillion
2009 177 billion 100 trillion
2010 171 billion 120 trillion
2011 168 billion 150 trillion
2012 160 billion 180 trillion
2015 154.3 billion n/a

13. The estimate of U.S. Postal Service mail volume from 1978 to 1980 comes from research com-
piled by V.A. Shiva Ayyadurai and displayed in a helpful graphic timeline at www.vashiva.com/
innovation/email/vashiva-the-history-of-email-vs-usps-snail-mail.asp. The volume of U.S. Postal
Service mail from 2008 to 2012 comes from the U.S. Postal Service’s annual report to Congress and can
be found at http://about.usps.com/publications/annual-report-comprehensive-statement-2012/
annual-report-comprehensive-statement-2012.pdf. The latest U.S. Postal Service data (2015-2018) is
found at https://facts.usps.com/table-facts/.
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Year Physical mail E-mail
articles

2016 154.2 billion n/a

2017 149.2 billion n/a

2018 146.4 billion n/a

2020 (projected) 130 billion 500 trillion

§54

To put the e-mail volume in perspective, the Radicati Group reports that there were
more than 3.8 billion e-mail users during 2018, which means that over half the planet
currently uses e-mail. Radicati estimatzas that users sent and received about 281 billion
e-mails per day in 2018. That number is expected to reach 4.2 billion users sending

333 billion e-mails per day by the end of 2022,

Each e-mail user has an average of 1.75 email accounts. Google alone had over 1 bil-

lion active email users in 2016."

14. Heinz Tschabitscher, How Many People Use Email Worldwide?, Lifewire (June 24, 2019),

www.lifewire.com/how-many-email-users-are-there-1171213.

15. Tschabitscher, How Many People Use Email Worldwide?
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Number of active Gmail users worldwide
from January 2012 to October 2019 (in millions)'®
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To further complicate matters, many users open the same e-mail on a mobile device
and on a computer. To use myself as an example, [ have three active e-mail accounts,
and I have directed all three of them to arrive on my iPhone, my iPad, and my iMac.
As will be discussed later, this practice of opening accounts from different devices can
seriously impact efforts to collect and maintain e-mail in discovery, depending on the
user’s e-mail provider.

E-mail pervades communication in the corporate world, and it continues to grow in
importance. In 2017, Forbes reported that “office workers receive at least 200 [e-mail]
messages a day and spend about two-and-a-half hours reading and replying to
emails.”"”

16. J. Clement, chart “Number of Active Gmail Users Worldwide from January 2012 to October
2018 (in millions),” Statista (Jan. 18, 2019), www.statista.com/statistics/432390/active-gmail-users/.

17. Annabel Acton, How To Stop Wasting 2.5 Hours On Email Every Day, Forbes (July 13, 2017),
www.forbes.com/sites/annabelacton/2017/07/13/innovators-challenge-how-to-stop-wasting-time-
on-emails/.
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The volume of e-mail and its pervasive use tells only part of the story of how e-mail
impacts discovery. In the world of paper files, people were more careful in deciding
what to keep and maintain. Paper files take up valuable physical space, which encour-
ages people to limit what they save. Paper files also require more administrative time
in creating folders, copying the paper, and filing it in the appropriate place. E-mail, cn
the other hand, allows each user to artitrarily determine what to keep, how to keep it,
and where to put it. The only limitation on e-mail is the size of the e-mail storage
account—and that is assuming that users don’t export the data elsewhere (for exam-
ple, forwarding e-mail messages from one account to another, or downloading it to
another media source). Further, unlike physical file cabinets, e-mail is stored in mas-
sive data sets that require software to read and organize it.

§5.5 What Is E-Mail?

E-mail, as discussed in this chapter, refers to the electronic system of communicaticn
that most closely resembles physical correspondence. The word system should be the
focus, because not all e-mail is transmitted in the same way. These differences in
transmission can be important when dete-mining how to preserve, locate, and produce
e-mail.

By way of analogy, think of the U.S. Pos:al Service. The U.S. Postal Service has mul-
tiple, complex sub-systems that process, store, and transport tangible communicaticn
and things. The systems and locations of various cities can vary, but these variations
can only work together if people who use the U.S. Postal Service follow certain rules
to ensure proper delivery.'"® These rules, which are called protocols in the e-mail
world, dictate the size of the envelope, the placement of the address and return
address, the amount of postage, and the vse of a zip code. These parameters allow tke
system of electronically scanning and applying a barcode to ensure proper delivery."

Similarly, a number of e-mail providers provide sub-systems for e-mail creation, sto--
age, and transmission. At its core, an ¢-mail message is a plain text file. Any non-text
attachment—such as a picture, Microsof: Word document, or other application-based
data file—may only be transmitted through e-mail by encoding or changing that non-
text information into a text file. When the e-mail message reaches the recipient, the
recipient’s e-mail provider translates this code to allow access to the attachment. Tke

18. Lee Ann Obringer, How the U.S. Postal Service Works, HowStuffWorks, http://people.
howstuffworks.com/usps.htm.

19. Obringer, How the U.S. Postal Service Works.
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programming in the recipient’s e-mail system determines the way the resulting e-mail
appears.

The remaining, or hidden, information, such as the locations of the systems sending
and receiving the e-mail message, can also be seen, captured, and used in litigation.
These fields, known as metadata, are not always easy to see. For an illustration, the
see the following header of an e-mail from my paralegal:

Received: from ORD2MBXOTH.mex0S5 mrvr. com ([TeB0:] 14:4149.375§:424d2]) by
ORD2HUB26.mex05.misrvr.com {[feB0:bed0-Sbiffef4:7240%1 5]) with mapi id 14.03.0158.001;
Wed, 23 Oct 2013 13:27:43 -0500

Content-Type: applicotion/msinef; name="winmail. dof”

Content-Transfer-Encoding: binary

From: Lynda Hart <lhori@thekubioklowfirm.com>

To: Heather Kubiak <hkubiak@icloud.com>, Heather Kubiak
<hkubigk@thekubiaklowfirm.com?>

Subject: RE: Stotus of E-Discovery Arficle

Thread-Topic: Status of E-Discovery Arficle

Thread-index: AGHOCBTIOZb2It7MyEyEHbAyT8ugloCrgQ

Date: Wed, 23 Cct 2013 13:27:42 -0500

Message-D-
<CBF0625F241F1E47 A450527 52B3410A27 ADC 1 76E@ORDZMBX0 T H. mex(5.misrvr.com>

References: <BefBbd3a-6044-4acd-bbé3-ad153edlb3la@me.com>
In-Reply-To: <8cf8b33a-6044-4acd-béé3-ad153ed0b3 1 a@me.com>
Accept-Languoge: en-US

Content-Language: en-Us

X-MS-Has-Attach:

X-MS-Exchange-Organization-3CL: -1

X-MAS-THEF- -
<CBF0525F241F1E47 A450527 528341 0A27 AOC 1 7 6E@ORD2ZMBXOTH.mex05. misrvr.com>

MIME-Version: 1.0

X-MS-Exchange-Organization-AuthSgurce: ORD2HUB26.mexDS. mbrvr.com
X-MS-BExchange-Organization-AuthAs: Internal
A-MS-Exchange-Organization-Authbdechanism: 04

X-Ornginating-IP: [67.200.230.144]

X-MS-Exchange-Crganization-AYStamp-Maibox: SMEXIGhac 1035500:0;This mail has
been scanned by Trend Micro ScanMail for Microsoft Exchange;
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All of the information contained in the header is in reverse chronological order and
tracks the journey that the message took from the sender to the recipient. The first
word found in the e-mail header is “Received,” which indicates that the message has
successfully been transmitted and delivered. The bottom of the header contains the
“Originating-IP [Internet protocol]” address. Much like a letter goes through several
post offices on its way from the sender to the recipient, an e-mail may go through
multiple mail servers. Because of the reverse chronological order, the information at
the top of the header is the last stop along that journey; that is, “received” (which
would more accurately be described as “delivered”).

The e-mail header also contains identification codes, which are assigned by the vari-
ous servers it encounters. These codes are unique and allow system administrators to
track the message in the server logs. The identification code for this e-mail is:

Message-ID:
<C8F0625F241F1E47A45052752B3410A27A0C176E@ORD2MBX-
01H.mex05.mlsrvr.com>

Near the bottom of the e-mail is the originating IP address, which more specifically
identifies the location of the Internet connection (not the location of the sender) from
which the message was transmitted:

X-Originating-IP: [67.200.230.146]

The IP address is potentially the most critical information contained in the header. It
can be used to trace the message back to an Internet connection and often to the actual
device that sent the message. Using this information can allow a user to identify the
origination of the e-mail to assess potzntial fraud. The “from” section can be thought
of as the return address on an envelope, whereas the IP address is more closely related
to the postmark. An IP address is more difficult to fake, although not impossible.

The lines just above the originating IP show the path that the message took from the
sender to the recipient. It passed through an MS-Exchange server identified as
“ORD2HUB25.mex05.mlsrvr.com.” The information also shows that the message
was formatted in MIME Version 1.0 (computer language), was transmitted in English
(US), and had no attachments.

Accept-Language: en-US
Content-Language: en-US
X-MS-Has-Attach:
X-MS-Exchange-Organization-SCL: -1
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X-MS-TNEF-Correlator:
<C8F0625F241F1E47A45052752B3410A27A0C176E@ORD2MBX-
01H.mex05.mlsrvr.com>

MIME-Version: 1.0

X-MS-Exchange-Organization-AuthSource:
ORD2HUB26.mex05.mlsrvr.com
X-MS-Exchange-Organization-AuthAs: Internal
X-MS-Exchange-Organization-AuthMechanism: 04

These lines indicate that Lynda is replying to an e-mail and references the e-mail iden-
tification, which was assigned to the original e-mail:

References: <8¢f8b33a-6044-4acd-b663-ad153ed0b31a@me.com>
In-Reply-To: <8cf8b33a-6044-4acd-b663-ad153ed0b31a@me.com>

Just below the notation showing that the e-mail has been received is information that
identifies the content type and how (and if) the e-mail was encoded.

Content-Type: application/ms-tnef; name=“winmail.dat”
Content-Transfer-Encoding: binary

The following information contained in the e-mail header identifies the sender, recipi-
ent, subject, and date and time that the message was transmitted:

From: Lynda Hart <lhart@thekubiaklawfirm.com>

To: Heather Kubiak <hkubiak@icloud.com>, Heather Kubiak
<hkubiak@thekubiaklawfirm.com>

Subject: RE: Status of E-Discovery Article

Thread-Topic: Status of E-Discovery Article

Thread-Index: AQHO0B110Zb2Zt7MyEyEjHb4yT8uqJoCmrjQ
Date: Wed, 23 Oct 2013 13:27:42 -0500

The “from” field is the least reliable part of the e-mail header. Scammers can insert
anything they want into the “from” field, including an address that they made up or
the address of innocent third parties.

It is important to note that the timestamp for the message is given as the sender’s local
time (based upon the clock settings on the sending device) followed by “0500,” which
indicates the number of hours’ difference between the sender’s time and Coordinated
Universal Time (UTC) or Greenwich Mean Time (GMT). This time offset informa-
tion gives an indication to the location of the device that sent the message. If the offset
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time does not accurately correspond with the purported sender’s time zone, that is fur-
ther indication of potential fraud.

§5.6 How Does E-Mail Work?

To help locate responsive e-mail messages in discovery (and in implementing legal
holds), it is helpful to understand how e-mail works. To illustrate, I have created the
following graphic:

How E-Mail \Works

£ L
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For e-mail to be properly delivered, each user has a unique e-mail address, which is

composed of their personal identification (recipient name) followed by @ and the
domain name.

When an e-mail is composed and the sender hits “send,” the e-mail connects to the
sender’s Simple Mail Transfer Protocol (SMTP) server, which takes the “to” address
and breaks it down into the two parts separated by the @ symbol. The SMTP server is
similar to the local post office in that it confirms the e-mail is properly addressed and
directs the e-mail to the next stop along its journey to the recipient. The SMTP server
then communicates with the Domain Name System (DNS), which translates the recip-
ient’s e-mail domain to an IP address. Once the sender’s SMTP server has this desti-
nation information, then the e-mail is able to be transferred to the recipient’s SMTP
server. The recipient’s SMTP server routes the message to a Mail Transfer Agent
(MTA) (similar to a local postal carrier in this post office analogy), which is then able
to take the recipient name (portion before the (@ symbol) and direct the incoming mail
to the appropriate mailbox.

Now comes the tricky part: different e-mail services deliver and maintain e-mail mes-
sages differently. On the above chart that shows “My Server,” the type of protocol that
the e-mail system uses will determine where e-mail will reside. Here is a chart of the
common types of e-mail systems, how they work, and examples of providers using
these systems:

Protocol Type How It Works

“POP3”—Post Post Office Protocol 3 (POP3) servers hold incoming e-mail
Office Protocol messages until you check your e-mail, at which point they’re
(Version 3) transferred to your computer. POP3 is the most common
account type for personal e-mail. Messages are typically
deleted from the server when you check your e-mail. Unless
configured properly, an e-mail message will only appear on
the first device that accesses the e-mail.
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Protocol Type

How It Works

IMAP

Internet Message Access Protocol (IMAP) servers let you
work with e-mail messages without downloading them to
your computer first. You can preview, delete, and organize
messages directly on the e-mail server, and copies are stored
on the server uatil you choose to delete them. IMAP e-mail
messages allow all of a user’s devices to receive the same e-
mail message. IMAP is commonly used for business e-mail
accounts.

MAPI

Microsoft calls its proprietary e-mail protocol MAPI, or
Messaging Application Programming Interface. Outlook
uses MAPI in conjunction with a Microsoft Exchange
Server mail server. MAPI requires a secure Internet
connection. It also allows for “synching.” Deleting or filing
an e-mail message on one device will also do the same task
on other devices.

HYIP

Hypertext Transfer Protocol (HTTP) is used to display
webpages, but it can also be used to send and receive e-mail.
HTTP protocol allows a user to access e-mail from remote
locations from the cloud (see section 5.7 below). Usually, a
user has a limited amount of space on that server and must
delete or move information before creating or receiving
additional information.

As the above chart explains, the locazion of potentially responsive e-mail messages
can depend upon the e-mail system used by the sender and recipient. It also illustrates
the need to thoroughly understand the client and opposing party’s technology.

§ 5.7 Trends and Products Impacting E-Discovery

[t used to be the case that most corporate e-mail lived on that corporation’s own
server. The corporation controlled the server and determined how information would
be handled and deleted. Because many corporations would also make backups of the
data on its server, information sought in discovery may also be found on backup

devices and locations.
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Today, most e-mail service providers supply “cloud” services. The “cloud” describes
a place that holds information accessible to the subscriber, but not housed on a local
computer.

G Suite (formerly Google Apps) is a common resource used to store information and
process e-mails, especially for small and medium-sized businesses. In keeping with
the need to freeze information and prevent automatic, unintentional, or even inten-
tional manipulation of information, G Suite allows the user to place a litigation hold
on stored information.” Google advertises that the litigation hold will preserve all e-
mail messages and attachments in a user’s mailbox at the time the hold is placed,
including sent mail, drafts, trash, and spam. Google also states that e-mail can be
searched by custodian, date, and time. Finally, G Suite allows the administrator to pre-
vent users from deleting certain information from their accounts. “If a user who’s sub-
ject to a hold deletes data, it’s removed from the user’s view, but the data is preserved
in Vault. As long as the hold is in place, you can search and export that data.””'

Microsoft Office 365 is another common e-mail provider. It contains e-discovery and
analytics capabilities and offers a new solution called “Advanced eDiscovery,” which
provides an “end-to-end workflow to preserve, collect, review, analyze, and export
content that’s responsive to your organization's internal and external investigations. It
also lets legal teams manage the entire legal hold notification workflow to communi-
cate with custodians involved in a case.”

In 2018, Gmail had 1.4 billion user accounts, and Office 365 had 120 million com-
mercial users.”’ G Suite and Office 365 represent a shift from clients having complete
control over their servers and information to Internet technology, something that may
greatly impact e-discovery in the near future.

Google has recently introduced new security features, including automatic expiration
and two-factor authentication. While these features are great from a security stand-
point, they could create stumbling blocks with respect to e-discovery. Microsoft Out-

20. The following site provides detailed instructions about placing a litigation hold in G Suite:
https://support.google.com/vault/answer/2473591?hl=en.

21. Place Gmail and classic Hangouts on hold, Google Vault Help, Google (2019), https://
support.google.com/vault/answer/2473591hl=en.

22. Overview of the Advanced eDiscovery solution in Microsoft 365, Microsoft 365 compliance,
Microsoft (July 9, 2019), https://docs.microsoft.com/en-us/office365/securitycompliance
/compliance20/overview-ediscovery-20.

23. The New Gmail: Emails (and Ediscovery) May Self-Destruct in 3...2...1, Zapproved (Apr. 30,
2018), www.zapproved.com/blog/ediscovery-ramifications-for-new-gmail-features/.
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look has a similar e-mail expiration feature. “Data-gathering bots that are used to
comb through electronic communications can’t read data that isn’t there.”** “When e-
mails expire, they disappear from the recipient’s inbox or whatever folder it has been
stored in on the recipient’s end.” If an expiring e-mail is sent to a non-Gmail user,
there will remain a trace, but “[t]he actual content will be gone, since it’s stored (and
deleted) elsewhere.”?

§5.8 Cooperation

[f there is only one thing you take from this chapter, I hope it is my appeal to do what-
ever you can to cooperate on issues of e-discovery. Not only do the rules require it.”’
but the level of cooperation between opposing counsel and third parties directly
impacts the cost of electronic discovery.

[ highly recommend an in-person meet and confer, because dealing with a live body
fosters cooperation more than talking on the telephone. Before meeting, it is helpful to
send your opponent a list of questions you would like to discuss. Of course, be sure to
answer these questions about your own client before you arrive at the meeting.

The twenty-five questions I find helpfal are—

*  What are the disputed issues in the case?

*  Who are the witnesses or document custodians who might have knowledge
of the case?

* Do the parties anticipate discovery of electronically stored information
(ESI), including metadata?

24. Tad Simons, Will Gmail's New Security Features Complicate eDiscovery?, Thomson Reuters
(Aug. 13, 2018), www.legalexecutiveinstitute.com/gmail-security-ediscovery/.

25. Rachel Kraus, Google told us more chout how that ‘expiring emails’ feature works, Mashable
(Apr. 27, 2018), https://mashable.com/2018/(:4/27/new-gmail-expiring-emails-confidential-mode/.

26. Kraus, Google told us more.

27. Federal Rule of Civil Procedure 26(f changed in 2006 to require parties to confer about e-dis-
covery and to develop a plan. The parties must now report “any issues about disclosure or discovery of
electronically stored information, including the form or forms in which it should be produced.” Fed. R.
Civ. P. 26(f)(3)(C). Although the Texas rule does not require a meet and confer, the Texas Supreme Court
expects parties to meet and confer also. See In re Weekley Homes, L.P,, 295 S.W.3d 309, 315 n.6 (Tex:
2009). Claire Broadley provides a good summary of various states’ position on e-discovery. See E-Dis-
covery: Learn How Data Turns Into Evidence in Legal Cases, Who Is Hosting This? (Feb. 12 2019),
www.whoishostingthis.com/resources/e-discovery/.

97



§58

98

Essentials of E-Discovery

Who is the pest person to explain the parties’ information technology sys-
tems?

When did the events involved in the lawsuit occur?

What electronic programs did the parties use during the relevant time
period?

What types of information do the parties expect to exchange? Paper? E-
mails? Databases? Spreadsheets? Voicemail? Instant messaging? Security
tapes or other video?

Are personal e-mail accounts in play?

What are the parties’ data retention policies and practices, and how are
those policies and practices implemented?

What is the anticipated volume of paper and ESI?

Will paper documents be scanned? If so, at what resolution, and will they
be Bates labeled or processed for OCR (optical character recognition)?
Who will pay for the scanning?

What steps have been taken to preserve ESI?

Do third parties have discoverable information about the case? If so, who
should contact that party to ensure preservation of evidence?

When did preservation duties arise, and how far into the future will they
exist?

When did various privileges come into play, and who are the potential peo-
ple creating privileged material?

Do the parties need a protective order?
How will the parties handle inadvertent disclosure of privileged material?

If the volume is large, how will the parties identify responsive and privi-
leged material?

Can the parties agree to keyword searches? If so, how will those words be
identified? Will there be an opportunity after the initial searching to add or
modify the key word searches?

How will deduplication be handled?
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*  What format will the data take upon production? Will load files accom-
pany the data? If so, what format is required? What fields will be in the
load files?

*  Can the parties agree to share the costs? Of the production? The same e-
discovery vendor? A special master?

*  How will the parties hancle evidentiary issues at depositions and trial?
Authenticity issues raised by the chain of custody? Hearsay?

*  Who from each team will be designated as the liaison for e-discovery
issues? Will technical personnel be allowed to directly communicate with
each other?

*  What is the timetable for collection and production in light of the need for
depositions, expert designations, and trial?

The ultimate desire for the meet and confer is to determine the potential cost and need
for the discovery of electronically stored information, and to determine if any extraor-
dinary measure will be necessary.

Be specific in your conversation. For example, discuss how you are going to copy
information. Some methods of copying can have implications on the metadata®® asso-
ciated with the information. This may not be an issue in your case; both sides may
agree that no metadata or only certain metadata is necessary.

You will also want to decide what form your production will take. For example, will it
be formatted for a litigation database? If so, who will pay the cost of transforming the
data? Can the parties share a vendor?

At the end of your original meet and confer, it might be appropriate to enter into an
agreement with respect to ESI and how it will be handled. Note the word “original.”
For the smooth handling of e-discovery, all parties should designate one lawyer from
each team to continue to field any questions or concerns regarding continued produc-
tion of electronic information.

28. *“‘Meta-Data’ means: (i) information zmbedded in a Native File that is not ordinarily viewable
or printable from the application that generated, edited, or modified such Native File; and (ii) information
generated automatically by the operation of a zomputer or other information technology system when a
Native File is created, modified, transmitted, deleted, or otherwise manipulated by a user of such Sys-
tem.” Middle District of Maryland’s Suggestec' Protocol for Discovery of Electronically Stored Informa-
tion, www.mdd.uscourts.gov/sites/mdd/files/ESIProtocol.pdf, at 2-3.
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I cannot stress the importance of meeting with the other side and reaching mutually
beneficial agreements early in the case. You. Must. Cooperate.

If you cannot agree on a protocol for handling ESI, seek a conference with the Court.
You may also be entitled to formal discovery on the way your opponent handles ESI.
See chapter 6 of this book (Rule 26(f) Meet and Confer).

§5.9 Has My Client Properly Searched for, Preserved, and
Produced Requested E-Mail?

This section depends greatly on the client and the type of case before you. In other
words, some cases require more attention to e-mail messages than others. Some cases

justify expending more money on locating and processing e-mail messages than oth-
ers.

a9 Importance of E-Mail to a Particular Case

In order to efficiently describe the importance of e-mail to a particular case, one must
first weigh the costs. My recommendation is to review the “Litigation Cost Survey of
Major Companies” from the 2010 Conference on Civil Litigation presented to the
Committee on Rules of Practice and Procedure Judicial Conference of the United
States.”

The following chart represents various types of civil suits and the typical importance
or volume of e-mail. The chart moves from the types of cases that are most likely to
involve high volumes of e-mail messages to those where e-mail messages may be less
important.*

29. www.uscourts.gov/sites/default/files/litigation_cost survey_of major_companies_0.pdf.

30. Federal Rule of Civil Procedure 26(b)(1) requires the parties to weigh the proportional value of
requested discovery, including e-discovery. The Texas Supreme Court in In re State Farm Lloyds, 520

S.W.3d 595 (Tex. 2017), also demands that e-discovery should be reasonable in relation to the benefit to
the case.
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Type of Case

E-Mail Concerns

Intellectual property

Look for e-mails being forwarded
to home or non-internal e-mail
addresses

Antitrust; securities

Internal e-mails reviewing the
market and attempting to corner it

Theft of trade secrets;
noncompete; tortious interference

Look at accused user’s personal e-
mail traffic; synchronization files
(if multiple devices are used); look
for evidence of export to external
devices

Products liability; consumer cless
action

Look for consumer complaints or
correspondence with governmental
entities (FDA, CPSC, NHTSA)

Malpractice

E-mails discussing related
complaints or attempts to cover up

Employer/employee cases
(termination, harassment,
discrimination, embezzlement)

Look for deleted e-mails; e-mails
sent to personal e-mail addresses

Family (divorce, child custody)

Inappropriate communications or
evidence of abuse or mistreatment;
also look at social media

Debt/contract

If contract is in dispute or
unsigned, may need to look for e-
mails that show the thought
processes and understandings of
the participants

Personal injury/workers’
compensation

Likely to gain more information
from social media (e.g., went out
dancing last night while claiming
in the lawsuit that they were too
injured to work)

§59

The type of case and the volume and importance of e-mail should drive the parties’
agreements on the scope of e-mail discovery.
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§ 5.9:2 Locating E-Mail

Simply assuming that e-mail resides only on the company’s server and that all e-mail
on the server has been properly purged according to the company’s e-mail retention
policy causes problems. See chapter 3 (Computer Usage Policies, Records Manage-
ment & Information Governance). The location of e-mail depends on a number of fac-
tors, including the type of e-mail system (remember, different e-mail systems employ
different protocols—once downloaded, certain protocols automatically purge that
message from the server), user habits (some users will override company policy by
forwarding “important e-mail” to their personal accounts or save information on
thumb drives or other external media), hardware configuration (recall that some peo-
ple access e-mail messages from multiple devices), and backup procedures.

Some questions that might be important:
1. What are the business and personal e-mail addresses for each potential wit-
ness?
2. What type of e-mail protocols do each of those e-mail addresses use?
3. What devices do each of these witnesses have to access e-mail?

4. Do different document retention habits pertain to different types of e-mail
accounts?

By way of reference, the following places may hold relevant e-mail messages:

Location Examples

File Server Company-owned operating system—active e-mail
server, archived e-mail, e-mail residing on former
e-mail systems (for example, when a company
changes its e-mail system from Lotus Notes to

Outlook)

Computing Devices Desktops, laptops, tablets, mobile phones; include
those that have been traded in by a user to obtain a
new device

External Backup Devices Thumb drives, external hard drives
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Location Examples

Nonparty Servers Gmail, iCloud, Yahoo, other cloud-based e-mail
providers. This may be a source of e-mails that
have 5een forwarded by a custodian from a
businzss to a personal account. This could also
include former e-discovery vendors if the client has
been nvolved in other, similar litigation

Paper Printouts Filing cabinets, off-site storage units, notebooks,
etc.

§5.10 How Can I Best Mine E-Mail and Attachments to Further My
Case?

Your approach to reviewing e-mails will depend entirely on the volume of e-mails
expected and received in the litigatior.. It may be appropriate to simply review the e-
mail messages in their native (original) system. For example, if e-mails were created
and maintained in Outlook, the e-mail messages could be loaded onto a computer
devoted to review in a dummy Outlook account. If the case involves voluminous e-
mail messages, you may consider investing in an e-mail review platform, which pro-
vides a way to organize, notate, and sort documents in litigation.’'

A document review platform allows the user to search and organize the produced
information. It can show captured metadata. Common metadata fields that can be cap-
tured and produced to a review platform are:

31. Since the original writing of this chapter, a host of new cloud-based review platforms have been
created. This is an area of rapidly changing technology.
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*  Beginning Bates Number *  From

*  Ending Bates Number o

*  Beginning Attachment « = BOC

*  Ending Attachment *  Subject

*  Page Count *  Location

*  Date Sent *  Document Title

»  Time Sent *  File Extension

»  Date Received *  Native Hash (a unique iden-

*  Time Received et O paual)

. Date Created *  Application

s Custedin *  Author

. Conversation Index
. To

. Native Link

§5.11 Is This E-Mail Reliable Evidence?

E-mail is generally a reliable form of evidence, and most of the time the e-mails
received are from exactly who they appear to be from. Unfortunately, much like U.S.
mail and caller 1.D., there are ways to “trick” the system and cause it to look like the
message is coming from a trusted friend when it is actually a malicious e-mail or an
attempt to pass an e-mail off as having certain traits that it does not have.*

Just as there have always been questions about paper forgery, there is no way to pre-
vent this type of abuse, because the wrongdoer does not need access to the e-mail
account from which the e-mail originated, only the e-mail address. The user can
examine the e-mail header information for some clues regarding the authenticity of
the e-mail. The following are some ways to identify whether an e-mail is valid or
trustworthy:

32. For a further discussion of this topic, see chapter 18 of this book (Admissibility of ESI).
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*  Check the e-mail address. Although this is not a fail-safe method, some-
times the e-mail address is off by a single character or contains a misspell-
ing.

*  Look at the time and time zone. If the e-mail originated in a time zone
other than the location where you know the sender resides, then that is an
indicator that the sender of the e-mail may not be who you think it is.

*  Examine the IP address, which can be found by searching the e-mail
header, to track the path an e-mail message taken from the sender to the
recipient.”® An IP address is a series of numbers that is assigned to hard-
ware (laptop, mobile phone, etc.) that is accessing the Internet. Each IP
address is unique to the actual location from which the e-mail originated.
Hardware can have differing IP addresses based upon how and where the
connection is being made. For example, a laptop that is connected via an
Ethernet cable at an office will have an IP address associated with the
Internet at the office. But if you take that laptop to a location where it
accesses the e-mail via public Wi-Fi, then it will be assigned a temporary
IP address associated with that Wi-Fi connection. E-mails capture the IP
address of the sender, and the [P address can then be used to track back to
the physical location where the e-mail originated.

None of these tips are completely perfect. Experienced hackers have figured out
methods to get around all of these preventative measures, but an amateur may not be
sophisticated enough to trick the system. If the validity of the e-mail is denied by the
purported sender, you may need to consult a technology expert.

Just because electronic data can be manipulated, it does not preclude its admissibility
at trial. In United States v. Safavian, the court noted:

The possibility of alteration does not and cannot be the basis for excluding
emails as unidentified or unauthenticated as a matter of course any more
than it can be the rationale for excluding paper documents (and copies of
those documents). We live in an age of technology and computer use
where email communication now is a normal and frequent fact for the
majority of this nation’s population, and is of particular importance in the
professional world. The defendant is free to raise this issue with the jury
and put on evidence that emails are capable of being altered before they are

33. The following website gives step-by-step instructions to access the header information on the

most popular webmail providers and e-mail clients: https:/support.google.com/mail/answer/
22454hl=en.
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passed on. Absent specific evidence showing alteration, however, the
Court will not exclude embedded emails because of the mere possibility
that it can be done.**

Because of its increasing popularity, e-mail is becoming more interwoven into law-
suits. Therefore, it is important to identify and analyze the admissibility of e-mails at
the earliest possible phase of the litigation. Because of the cost of employing a tech-
nology expert, it is recommended that counsel cooperate and obtain agreements with

opposing counsel regarding the authenticity and admissibility of e-mails produced in
litigation.

§5.12 Conclusion

Understanding e-mail messages, how they work, and their history helps lawyers
locate, preserve, produce, and use what may be the most important evidence in a case.
It also assists lawyers in discharging their ethical duty to efficiently and effectively
represent their clients in today’s world. Just remember my words of wisdom: Cooper-
ate! Cooperate! Cooperate!

34, 435 F. Supp. 2d 36, 41 (D.D.C. 2006), rev 'd on other grounds, 528 F.3d 957 (D.C. Cir. 2008).
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Chapter 6
Rule 26(f) Meet and Confer
Ramona L. Lampley!

§é6.1 Introduction

The “meet and confer” requirement of rule 26(f) of the Federal Rules of Civil Proce-
dure is a bit like performing the tango—the choreography requires the partners to take
long pauses in seemingly difficult positions.” This rings particularly true if a party
faces overwhelming e-discovery requests and has not adequately prepared for or par-
ticipated in the rule 26(f) conference. Rule 26(f)’s requirement that the parties meet to
discuss the case in its initial stages is not new. It has long required that the parties
meet to discuss the nature and basis of their claims and defenses, the possibilities of
prompt settlement or case resolution, and to arrange or make initial disclosures.’ But
the 2006 amendments added a critical component to this discussion.* Parties must dis-
cuss “issues about disclosure, discovery, or preservation of electronically stored infor-
mation” (“ESI”).” Rule 26(f) applies “ e]xcept in a proceeding exempted from initial
disclosure[s] under Rule 26(a)(1)(B) or when the court orders otherwise[.]”

1. Thank you to David Kessler and Professor Albert Kauffman for their contributions to this chap-
ter. My thanks are also due to Judge Xavier Rodriguez for this opportunity to comment on this important
area of developing law. Finally, I owe a special Thank You to my diligent research assistants Leigh Ann
Woitena, Christopher Chaffee, and Lindsey Laelli for their thoughtful comments and tireless editing.

2. Merriam-Webster’s dictionary defines the “tango” as a “ballroom dance of Latin-American ori-
gin in 2/4 time with a basic pattern of step-step-step-step-close and characterized by long pauses and styl-
ized body positions” or as “interaction marked 5y a lack of straightforwardness,”

3. Fed. R. Civ. P. 26(f). The rule 26(f) concept was first established by the 1980 amendments to the
Federal Rules of Civil Procedure and was primarily put in place to curb “widespread criticism of abuse of
discovery.” Fed. R. Civ. P. 26 advisory committee’s note (1980). These discovery meetings became man-
datory with the 1993 amendments unless a local rule provided otherwise. The 2000 amendments to rule
26(f) made the meet and confer requirement mandatory by removing the local rules provision. Fed. R.
Civ. P. 26 advisory committee’s note (2000).

4. Rule 26(f)(3) was amended in 2015 t5 add two items to the discovery plan: issues about pre-
serving electronically stored information and court orders under Federal Rule of Evidence 502. But the
2006 amendments, though over 12 years ago, remain the watershed amendments for the purpose of this
chapter.

5. Fed. R. Civ. P. 26()(3)(C).
6. Fed.R. Civ. P. 26(f)(1).
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This chapter only addresses the requirements for the meet and confer meeting(s) pur-
suant to Federal Rule of Civil Procedure 26. While Texas has not adopted identical
language patterning the 2006 amendments to the federal rules, in In re Weekley
Homes, L.P, the Texas Supreme Court stated:

[A] fundamental tenet of our discovery rules is cooperation between par-
ties and their counsel, and the expectation that agreements will be made as
reasonably necessary for efficient disposition of the case. Tex. R. Civ. P.
191.2. Accordingly, prior to promulgating requests for electronic informa-
tion, parties and their attorneys should share relevant information concern-
ing electronic systems and storage methodologies so that agreements
regarding protocols may be reached or, if not, trial courts have the infor-
mation necessary to craft discovery orders that are not unduly intrusive or
overly burdensome. The critical importance of learning about relevant sys-
tems early in the litigation process is heavily emphasized in the federal
rules. Due to the “volume and dynamic nature of electronically stored
information,” failure to become familiar with relevant systems early on can
greatly complicate preservation issues, increase uncertainty in the discov-
ery process, and raise the risk of disputes.’

Thus, the Texas Rules of Civil Procedure draw heavily on guidance from the Federal
Rules of Civil Procedure, including instructions regarding rule 26(f).

§6.2 Nuts and Bolts of Rule 26(f)

The following provides an at-a-glance overview of the “nuts and bolts” of rule 26(f)’s
requirements.

§ 6.2:1 When Must the Conference Take Place?

As “soon as practicable” and “at least 21 days before a scheduling conference is to be
held or a scheduling order is due under rule 16(b).” But as discussed in this chapter,
the rule 26(f) meet and confer concept is an iterative process and may require multiple
meetings throughout the case.

7. In re Weekley Homes, L.P,, 295 S.W.3d 309, 321-22 (Tex. 2009) (orig. proceeding) (emphasis
added) (citing Fed. R. Civ. P. 26(f) advisory committee’s note to the 2006 amendments).

8. Fed. R. Civ. P. 26(f)(1). Of course, in my experience, some parties will convene a rule 26(f) con-
ference to simply discuss delaying the time of the conference, a tactic that flies in the face of the spirit of
the rule.
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§ 6.2:2 Who Must Attend the Conference?

The attorneys of record and any unrepresented parties must attend the conference.’
Although many rule 26(f) conferences do not take place in person, the court can
require it.' Further, meeting in person may make it more likely that the parties will
reach an agreement on some matters. Amended in 2015, Federal Rule of Civil Proce-
dure 1 provides that the rules “should be construed, administered, and employed by
the court and the parties to secure the just, speedy, and inexpensive determination of
every action and proceeding.”"' Consistent with rule 1, rule 26(f)(3) puts the burden
on the parties to prepare, identify issues with ESI discovery, and to cooperate.

§ 6.2:3 What Must Be Discussed?
At the conference, the issues that must be discussed include—

1.  the nature and basis for the claims and defenses;

2. the possibilities of promptly settling or resolving the case;

3. making or arranging for initial disclosures required by rule 26(a)(1);
4.  any issues about preserving discoverable information; and
5

a proposed discovery plan."

§6.2:4 Proposed Discovery Plan

The parties bear joint responsibility “for arranging the conference, for attempting in
good faith to agree on the proposed discovery plan,” and for developing the proposed

discovery plan."” What must be included in the proposed discovery plan, and how
does that bear on the issue of ESI?

In 2015, the federal rules were amenced to permit early delivery of rule 34 requests
for production (RFP) such that they caa now be delivered (not served) prior to the rule
26(f) conference for the parties’ discussion.'* Rule 26(d)(2) permits delivery twenty-

9 S Eed. REGiv P 6(H12),

10. - Fed- R Civ. P. 26(f](2).

11. Fed. R. Civ. P. | (emphasis added).

12. Fed. R. Civ. P. 26(f)(2).

13. Fed. R. Civ. P. 26()(2).

14. Fed. R. Civ. P. 26(d)(2) (2015 amendment).
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one days after service of process. The RFPs are deemed served as of the date of the
rule 26(f)(3) process, which starts the ticking of the thirty-day clock."” This change
was designed to facilitate early discussion about ESI requested.'®

Rule 26(f) must be read in conjunction with its counterpart—Federal Rule of Civil
Procedure 16. Pursuant to rule 16, the judge must issue a scheduling order after
receiving the parties’ rule 26(f) report or after consulting with the parties’ attorneys
and unrepresented parties.'” The scheduling order will likely reflect any agreements
reached by the parties in the rule 26(f) conference that are adopted by the presiding
judge." Understanding what must be discussed at a rule 26(f) conference with respect
to ESI for any particular case begins with understanding the purposes of the 2006
amendments: “When the parties do anticipate disclosure or discovery of electronically
stored information, discussion at the outset may avoid later difficulties or ease their
resolution.”"” Thus, the goal of the conference and counsel’s obligations to cooperate
is to avoid late-arising discovery disputes and increased costs due to the failure to
foresee a potential problem. The discovery plan requires that the parties address the
following, with the ESI-specific components underlined:*

*  Changes to “the timing, form, or requirement for” initial disclosures,
“including a statement of when” the initial disclosures will be made.”

*  “[S]ubjects on which discovery may be needed;”” whether discovery
should be phased,” and when discovery should be completed.”

15. Fed. R. Civ. P. 26(d)(2) (2015 amendment).

16. The Sedona Conference, The Sedona Principles, Third Edition: Best Practices, Recommenda-
tions & Principles for Addressing Electronic Document Production, 19 Sedona Conf. J. 1, Principle 3, at
72 (2018), available at https://thesedonaconference.org/publication/The_Sedona_Principles. The
Sedona Conference is a “nonprofit 501(c)(3) research and educational institute dedicated to the advanced
study of law and policy in the areas of antitrust law, complex litigation, and intellectual property rights.”
The Sedona Conference, About the Sedona Conference, https://thesedonaconference.org. It has gener-
ated valuable publications in the area of e-discovery that are widely relied on by judges and lawyers.

17. Fed. R. Civ. P. 16(b)(1) (local rules may exempt some actions).

18. See Fed. R. Civ. P. 16(b)(3)(B)(iii-iv) (permitting scheduling order to “provide for disclosure,
discovery, or preservation of electronically stored information” and “include any agreements the parties
reach for asserting claims of privilege”™).

19. Fed. R. Civ. P. 26(f) advisory committee’s note (2006).

20. By now it should be apparent that it is impossible to discuss the production of ESI in a vacuum.
It would be a mistake to try to tackle only the form of production of ESI without first discussing the
nature and basis of the parties’ claims and defenses, or the subjects on which discovery should be made.
See Fed. R. Civ. P. 26(£)(2)—(3).

21. Fed. R. Civ. P. 26(H)(3)(A).
22. Fed. R. Civ. P. 26(H)(3)(B).
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*  “[Alny issues about disclos.re, discovery, or preservation of [ESI].”” This
should include whether any form of ESI is “not reasonably accessible
because of undue burden or cost.”

*  “[T]he form or forms in which” ESI is to be produced.”

*  Issues regarding claims of privilege or protection of “trial-preparation
materials” (work product), including whether to ask the court to include
any agreements reached on procedure for asserting these claims after inad-
vertent production (for example, clawback agreements).”*

*  What changes should be made in discovery limitations imposed by the
Federal Rules of Civil Procedure or by local rule, and whether other limita-
tions should be imposed.”

*  “[Alny other orders the court should issue under” rule 26(c) (Protective
Orders) or rule 16(b) (Scheduling) and (c) (Pretrial Conference).

Additionally, while not explicitly mandated by the federal rules, The Sedona Confer-
ence observes that “an obligation to d:scuss ESI issues as early as practicable and in

good faith also applies to nonparties from whom information is sought under Rule
45.”3]

23. For example, in a products case in which the manufacturer is not certain, the first phase may
involve discovery as to product identification. Alternatively, discovery may be split between an initial
phase for fact discovery followed by expert discovery, depending on the complexity of the case. See Fed.
R. Civ. P. 26(f)(3)(B).

24. Fed. R. Civ. P. 26()(3)(B).
25. Fed. R. Civ. P. 26(f)(3)(C).

26. Fed. R. Civ. P. 26(£)(3)(B). See also The Sedona Conference, The Sedona Principles, Principle
3, at 71 (“As soon as practicable, parties should confer and seek to reach agreement regarding the preser-
vation and production of [ESI].”).

27. Fed. R. Civ. P. 26(D(3)(C).

28. Fed. R. Civ. P. 26(f)(3)(D). Rule 26(k)(5)(B) sets forth the clawback provision adopted by the
federal rules. See chapter 10 of this book. Its basic requirements are that for information produced (one
would assume inadvertently) that is subject to a claim of privilege or work product protection, the party
asserting the claim may notify any party receiving the information of the claim and the basis for the
claim. The receiving party must then “promptly return, sequester, or destroy” the specified information
and any copies, must not use the information, end must take reasonable steps to retrieve the information
ifit has already been disclosed. Fed. R. Civ. P. 26(b)(5)(B). If the receiving party contests the privilege or
work product assertion, he or she may present it “to the court under scal for a determination” of the issue.
Fed. R. Civ. P. 26(b)(5)(B); see also Fed. R. Evid. 502.

29. Fed. R. Civ. P. 26(£)(3)(E).
30. Fed. R. Civ. P. 26(H)(3)(F).
31. The Sedona Conference, The Sedona Principles, Principle 3, at 74.
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Thus, it has been said that rule 26(f) requires the parties to discuss the three P’s of
ESI: production, privilege, and preservation.”” This chapter addresses each compo-
nent, then proposes additional topics for discussion and follows with some pointers on
how to prepare for the rule 26(f) conference.

§6.3 Form of Production

An essential component of the rule 26(f) conferences is that the parties should attempt
to come to an agreement on the form of production.”” “Form of Production” may refer
both to “file format (for example, native vs. imaged format) and the media on which
the documents are produced (paper vs. electronic);”** and the methodology for docu-
ment sweeps and production, including the potential use of search technology.”

Before the parties can come to an educated agreement as to form or forms of produc-
tion, the parties should have a reasonable idea of the subject matter of the discovery
sought and the form in which it is usually held in the ordinary course of business.
Rule 34(b) outlines a procedure for reaching agreement on the form or forms of pro-
duction of ESI, and, if no agreement is specified, the responding party must produce
ESI “either in a form or forms in which it is ordinarily maintained or in a form or
forms that are reasonably usable.”® The most common file formats used in production
are: TIFF, PDF, and native format.”” The technical definitions of each of these formats
are:

TIFF (Tagged Image File Format): A widely used and supported graphic
file format for storing bitmapped images, with many different compression

32. Ronald J. Hedges, “The ESI Amendments to the Federal Rules of Civil Procedure: A Rule-By-
Rule Look,” in Managing E-Discovery and ESI: From Pre-Litigation Through Trial 35-36 (Michael D.
Berman et al. eds., 2011).

33. Fed. R. Civ. P. 26(f) advisory committee’s note (2006) (“Early identification of disputes over
the forms of production may help avoid the expense and delay of searches or productions using inappro-
priate forms.”); see also The Honorable Xavier Rodriguez, Scheduling and Docket Control Order, at
§ 2.06, available at http://www.txwd.uscourts.gov/Rules/StandingOrders/SanAntonio/sched xr.pdf
(requiring counsel or the parties to make a “good faith” effort “to agree on the format(s) for production of
ESI (whether native or some other reasonably usable form)”). Judge Rodriguez’s protocol specifies that
the requesting party is generally responsible for the “cost of creating its copy of” the requested informa-
tion and encourages early discussion of cost-sharing “for optical character recognition (OCR) or other
upgrades™ to “paper documents or non-text-searchable electronic images[.].”

34. The Sedona Conference, The Sedona Conference Glossary: E-Discovery & Digital Information
Management (Fourth Edition), 15 Sedona Conf. J., at 328 (2014), available at https:
//thesedonaconference.org/publication/The_Sedona_Conference Glossary.

35. See The Sedona Conference, The Sedona Principles, Principle 3, at 72.
36. Fed. R. Civ. P. 34 advisory committee’s note (2006).
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formats and resolutions. File name has .TIF extension. Can be black and
white, gray-scale, or color. Images are stored in tagged fields, and pro-
grams use the tags to accept or ignore fields, depending on the application.

PDF (Portable Document Format): A file format technology developed
by Adobe Systems to facilitate the exchange of documents between plat-
forms regardless of originating application by preserving the format and
content.*®

Native Format: Electronic documents have an associated file structure
defined by the original creating application. This file structure is referred
to as the native format of the document. Because viewing or searching doc-
uments in the native format may ~equire the original application (for exam-
ple, viewing a Microsoft Word document may require the Microsoft Word
application), documents may be converted to a neutral format as part of the
record acquisition or archive process. . . . It should be noted that not all ESI
may be conducive to production in either the Native Format or imaged for-
mat, and some other form of production may be necessary. Databases, for
example, often present such issues.*

Some ESI is more suitable for production in imaged forms, such as e-mail, memo-
randa, image files or basic presentations.*’ If this information is ordinarily maintained
in a way that makes it searchable by electronic means, the parties should agree on a
form that preserves the electronically searchable feature.*' These imaged formats are
typically accompanied by “load files,” for example, ancillary files containing textual

37. Judge David J. Waxse, The Technology and Law of the Form of Production of Electronically
Stored Information, Judges’ J. at 33, 35 (Summer 2010). Although there is no need to produce a respon-
sive document in multiple forms, Fed. R. Civ. P. 34 advisory committee’s note (2006), the form of pro-
duction may vary depending on the nature of the ESI. See Craig Ball, E-Discovery: A Special Master’s
Perspective, 51 The Advocate 42, 44 (State Bar of Texas 2010) (“Counsel often don’t grasp the impor-
tance of specifying the forms of production sought or mistakenly assume that they must select one form
to be applied to all production. One size doesn’t fit all.”).

38. The Sedona Conference, The Sedona Conference Glossary, at 347.
39. The Sedona Conference, The Sedona Conference Glossary, at 341.

40. Ball, E-Discovery, at 44. (“Some ESI lends itself to paper-like forms. For example, e-mail
remains reasonably usable when produced as searchable images (i.e., Adobe PDF files or TIFF images
accompanied by load files holding searchable text and metadata). But other ESI, such as formulae under-
lying spreadsheet cells, animated presentations or contents of databases, require forms of production
closer or identical to the native forms used by the producing party.”); Thomas Y. Allman, Managing
Preservation Obligations After the 2006 Federal E-Discovery Amendments, 13 Rich. J.L. & Tech. 9, 31
(2007) (“Parties frequently agree to produce e-mail in convenient and difficult to alter forms that faith-
fully preserve the appearance of the content so that the images of individual pages can be Bates num-
bered and readily used in depositions and at trial.”).

41. Fed. R. Civ. P. 34 advisory committee’s note (2006).
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content and relevant metadata.*” Other ESI may necessitate a form of production that
is native, or near-native, so that the receiving party can actually utilize the informa-
tion.*” This might include spreadsheets, particularly if one is interested in the formulas
used, animations, or databases.* The parties should also work to make sure that the
form of production (format and media) is compatible with the tools one has to conduct
the review. Receiving a database in native format, for example, is of little use if one
does not have the program necessary to run it.** The advisory committee notes to rule
34 contemplate that in some circumstances the producing party may need to provide
some “reasonable amount of technical support, information on application software,
or other reasonable assistance to enable the requesting party to use the information.”*
Failure to communicate—and agree—early in the case on the appropriate form of pro-
duction may result in a party facing reproduction of discovery already reviewed and
produced or further sanctions. In Covad Communications Co. v. Revonet, Inc., the
court ordered reproduction of e-mails in native format that had originally been con-
verted to hard copy and produced as such.”” The court ordered that the parties share
the costs of having a paralegal remove privileged e-mails from the production set and
advised that “courts have reached the limits of their patience with having to resolve
electronic discovery controversies that are expensive, time consuming, and so easily
avoided by the lawyers’conferring with each other on such a fundamental question as
the format of their productions of electronically stored information.”*®

42. Allman, Managing Preservation Obligations, at 31. See also Aguilar v. Immigration & Customs
Enforcement Div. of U.S. Dep’t of Homeland Sec., 255 FR.D. 350, 356 (S.D.N.Y. 2008) (concluding that
“even if native files are requested, it is sufficient to produce memoranda, emails, and electronic records
in PDF or TIFF format accompanied by a load file containing searchable text and selected metadata™ (cit-
ing The Sedona Conference, The Sedona Principles, cmt. 12b illus. 1)).

43. Covad Communications Co. v. Revonet, Inc., 260 FR.D. 5, 9 (D.D.C. 2009) (chastising produc-
tion of spreadsheets in hard copy by stating, “taking an electronic document such as a spreadsheet, print-
ing it, cutting it up, and telling one’s opponent to paste it back together again, when the electronic
document can be produced with a keystroke is madness in the world in which we live™).

44, From the producing party’s standpoint, native format poses some issues, none of which are
insurmountable. The native files may be difficult or impossible to redact Bates number or use in deposi-
tion or trial, How might one quote or reference a native file in a motion? The parties will also want to
ensure that the reviewer does not corrupt the information in the native file. The native file format may
complicate the privilege review. If native format is contemplated, the parties should strive to reach agree-
ment on these additional burdens associated with native file production. See, e.g., Allman, Managing
Preservation Obligations, at 28 n.84.

45, See Allman, Managing Preservation Obligations, at 28 n.84. Craig Ball advises that if request-
ing native file formats, the review platform must be able to open the various types of data received with-
out corrupting its content or metadata.

46. Fed. R. Civ. P. 34 advisory committee’s note (2006).
47. 254 F.R.D. 147, 151 (D.D.C. 2008).
48. Covad Communications, 254 FR.D. at 151.
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Another issue that should be addressed in the rule 26(f) conference is the production
(or nonproduction) of metadata and embedded data. The advisory committee distir-
guished between embedded data and metadata:

For example, production may be sought of information automatically
included in electronic files but not apparent to the creator or to readers.
Computer programs may retain draft language, editorial comments, and
other deleted matter (sometimes referred to as “embedded data” or
“embedded edits”) in an electronic file but not make them apparent to the
reader. Information describing the history, tracking, or management of an
electronic file (sometimes called “metadata”) is usually not apparent to the
reader viewing a hard copy or a screen image.*’

As Magistrate Judge Frank Maas said in 2008, “Metadata has become ‘the new
black,” with parties increasingly seeking its production in every case, regardless of
size or complexity.™ Some courts have recognized that “the more interactive the
application, the more important the metadata” is to using the application’s output.’
Before the 2006 amendments, the Sedona Conference took the position that metadata
need not be produced unless it bore scme material relevance to the dispute.’? But the
2006 amendments to the Federal Rules contemplated the production of embedded
data or metadata in certain cases, without giving any indication as to when such pro-
duction should be required.”* Followirg these amendments, Sedona Principle 12 wes
revised to provide “a more neutral view of the need for metadata.”* Sedona Principle
12 now reads, “The production of eleczronically stored information should be made in
the form or forms in which it is ordinarily maintained or that is reasonably usable
given the nature of the electronically s-ored information and the proportional needs of
the case.”

49. Fed. R. Civ. P. 26(f) advisory committee’s note (2006). For example, the date a document was
created or modified is metadata. For a discussicn of the different types of metadata that may be at issue n
a particular case, see Aguilar, 255 F.R.D. at 354,

50. Aguilar, 255 F.R.D. at 359.
51. Aguilar, 255 F.R.D. at 353-54 (noting that “‘[a] spreadsheet application lies somewhere in the

middle’ and the need for its metadata depends upon the complexity and purpose of the spreadsheet™)
(quoting Williams v. Sprint/United Management Co., 230 F.R.D. 640, 647 (D. Kan. 2005)).

52. The pre-2006 amendment Sedona Principles provide that “[u]nless it is material to resolving the
dispute, there is no obligation to preserve and produce metadata absent agreement of the parties or order
of the court.” The Sedona Conference, The Seaona Principles.

53. Fed. R. Civ. P. 26(f) advisory committee’s note (2006) (“[P]roduction may be sought of infor-
mation automatically included in electronic files but not apparent to the creator or to readers.” (discuss-
ing metadata and embedded data)).

54. Waxse, The Technology and Law, at 33, 36.
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Thus, the third edition of The Sedona Principles seems to focus more on the accessi-
bility and functionality to receiving parties.”® Since the 2006 amendments, the failure
of a party to request metadata in the rule 26(f) conference has led some courts to
refuse to order the reproduction of discovery with metadata (once the party finally
requested it) or to order the late requesting party to pay the costs of reproduction.”
Beyond these basic considerations, the highly explosive variety of forms of ESI will
merit some thoughts as to production and preservation. These include text messages,
group chats, social media pages, and information stored on the cloud.

Courts continue to struggle with whether production in native format is necessary, but
the federal rules permit the requesting party to specify the format of production. For
example, in Morgan Hill Concerned Parents Ass’'n v. California Department of Edu-
cation,”® the plaintiffs moved to compel the defendant to produce e-mails in “native”
format with all metadata attached. The plaintiffs first set of requests for production
specified that “ESI should be produced ‘in their native electronic format together with
all metadata and other information associated with each document in its native elec-
tronic format.””® The California Department of Education (CDE) did not initially
object to the requested form of production, but produced the e-mails in an “industry
standard load format.”® CDE later argued that “[a] requesting party cannot demand
production in one format versus another just because one would allegedly ease a
party’s review process.”' The court rejected that argument stating: “This argument
runs directly contrary to the governing Rules, which expressly state just the opposite:
the requester ‘may specify the form or forms in which electronically stored informa-
tion is to be produced.””® “The Rule does not limit this authorization to any specific
set of circumstances, nor does it say that specifying the format is not available to
‘ease’ the review process. Indeed, CDE’s dismissive rejection of ‘ease’ of review as a

55. The Sedona Conference, The Sedona Principles, at 169 (emphasis added).
56. See Aguilar, 255 F.R.D. at 354.

57. Aguilar, 255 FR.D. at 360, 362 (denying motion to order discovery of e-mails with metadata
when the requesting party failed to request metadata before the document collection, and ordering the
plaintiffs to pay the costs of reproduction of word processing and PowerPoint documents with metadata
for failure to request prior to document collection); Chevron Corp. v. Stratus Consulting, Inc., No. 10-cv-
00047-MSK-MEH, 2010 WL 3489922, at *2—4 (D. Colo. Aug. 31, 2010) (ordering the requesting party
to pay costs of reproducing discovery with metadata when the party failed to make clear that its request
encompasses metadata in the specified format).

58. No.2:11-CV-3471 KIM AC, 2017 WL 445722, at *1 (E.D. Cal. Feb. 2, 2017).
59. Morgan Hill, 2017 WL 445722, at *2.

60. Morgan Hill, 2017 WL 445722, at *1.

61. Morgan Hill, 2017 WL 445722, *4.

62. Morgan Hill, 2017 WL 445722, at *4 (quoting Fed. R. Civ. P. 34(b)(1)(C)).
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valid reason for specifying the format is difficult to understand, since ease of review is
precisely why the requesting party would specify the format, and it is the very reason
the requester is permitted to do so0.”* The defendant also argued that it would be bur-
densome to require it to “reproduce” ESI in native format. The court rejected “this
argument because this is a problem of CDE’s own making. CDE created the problem
it now complains about by engaging :n an ESI production in a format of its choos-
ing—the ‘load file format’—rather than the native format, with all metadata attached,
as plaintiffs had requested.” Note that this is a dispute that could have been entirely
avoided had the parties agreed prior to production on the form of production.

For a somewhat different view at the state level, in In re State Farm Lloyds the Texas
Supreme Court applied the Tex. R. Civ. P. 192.4 proportionality factors to a request
for production that specified a “native” format for production.®’ It remanded the case
to the trial court to “assess whether any enhanced burden or expense associated with a
requested form is justified when weighed against the proportional needs of the
case.” State Farm argued that its static form was adequate, and it produced the
requested documents as they were kept in the ordinary course of business. The plain-
tiffs sought some of the static form data (primarily photographs and related data) in
their native format to capture what they believed was relevant metadata.

§ 6.4 Preservation

One of the most straightforward ways to avoid discovery disputes and ease the finan-
cial burden of preservation on the parties is for the parties to agree at the outset of liti-
gation on the scope of preservation. The advisory committee to the 2006 amendments
to the Federal Rules of Civil Procedure recognized that “[flailure to address preserva-
tion issues early in the litigation increases uncertainty and raises a risk of disputes.”™’
One way to limit the parties’ duty to preserve is for the parties to agree on a date range
for potentially relevant ESI based on the nature of claims and defenses. ESI outside of
the agreed on date range need not be preserved. The advisory committee notes direct
the parties to “pay particular attention to the balance between the competing needs to
preserve relevant evidence and to continue routine operations critical to ongoing
activities.”™ Thus, “[c]omplete or brozd cessation of a party’s routine computer oper-

63. Morgan Hill, 2017 WL 445722, at *4,

64. Morgan Hill, 2017 WL 445722, at *7 (emphasis in original).
65. 520 S.W.3d 595 (Tex. 2017).

66. In re State Farm Lloyds, 520 S.W.3d at 607.

67. Fed. R. Civ. P. 26(f) advisory commitiee’s note (2006).
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ations could paralyze the party’s activities.”® The goal at all times is to agree on “rea-

Essentials of E-Discovery

sonable” preservation steps.”

The Manual for Complex Litigation, a publication by the Federal Judicial Center for
judges, includes a sample case management order on “Preservation of Documents,
Data, and Tangible Things.””" This order directs the parties to attempt to reach an

agreement on the following preservation issues:

(a)

(b)

(©

(d)

(e)

®

(8)

the extent of the preservation obligation, identifying the types of
material to be preserved, the subject matter, time frame, the authors
and addressees, and key words to be used in identifying responsive
materials;

the identification of persons responsible for carrying out preservation
obligations on behalf of each party;

the form and method of providing notice of the duty to preserve to
persons identified as custodians of documents, data, and tangible
things;

mechanisms for monitoring, certifying, or auditing custodian compli-
ance with preservation obligations;

whether preservation will require suspending or modifying any rou-
tine business processes or procedures, with special attention to docu-
ment-management programs and the recycling of computer data
storage media;

the methods to preserve any volatile but potentially discoverable
material, such as voicemail, active data in databases, or electronic
messages;

the anticipated costs of preservation and ways to reduce or share
these costs; and

68.
69.
70.
AL

Fed. R. Civ. P. 26(f) advisory committee’s note (2006).
Fed. R. Civ. P. 26(f) advisory committee’s note (2006).
Fed. R. Civ. P. 26(f) advisory committee’s note (2006).

Federal Judicial Center, Manual for Complex Litigation, Fourth, § 40.25 (2004). This sample
order listing topics for discussion in a meet and confer was cited by the advisory committee in the notes

to the 2006 amendments to rule 26(f).
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(h) amechanism to review and modify the preservation obligation as dis-
covery proceeds, eliminating or adding particular categories of docu-
ments, data, and tangible things.”

Depending on the nature of the case, some of these topics will be more critical to the
rule 26(f) discussion than others. For example, in any case that will require preserva-
tion of ESI, the parties should attempt to agree on the time frame for preservation, the
subject matter, and key custodians. They should also address whether preservation
will require suspending or modifying any routine business processes, such as docu-
ment retention policies. Whether identification of the person responsible for carrying
out preservation obligations, and a discussion of the form and method of providing
notice to custodians of documents is something that should be addressed depends on
the needs of the case.”

To facilitate an informed discussion on the preservation methods and anticipated
costs, it is important for the parties to Ciscuss their information systems with opposing
counsel, and “for counsel to become familiar with those systems before the confer-
ence.”” One of the most expensive components of preservation is preserving backup
media.” The report of the civil rules committee described backup media as an exam-
ple of an inaccessible source because :t is “often not indexed, organized, or suscepti-
ble to electronic searching.””® While there are reported cases in which sanctions have
been given for failure to preserve backup tapes, the Sedona Principles suggest that
preservation obligations should not extend to backup media “absent special circum-
stances.””” One way in which the parties could compromise to alleviate the burden
and expense of retaining all backup tapes is to retain the most recent backup along
with select copies from relevant time periods.” Once these backup tapes are with-

72. Federal Judicial Center, Manual for Complex Litigation § 40.25.

73. Typically, the issuance of a litigation 20ld and ensuring compliance with preservation efforts is
a topic handled between counsel and client, with no input or interference from the other party. Advance
agreement as to these issues can head off any future disputes regarding failure to preserve.

74. Fed. R. Civ. P. 26(f) advisory committee’s note (2006).

75. See Allman, Managing Preservation Obligations, at 41 n.121 (“Large organizations often recy-
cle hundreds of backup tapes every two or three weeks and placing a litigation hold on recycling can
result in large expenses if the holds are mairtained even for a short period of time.”); see also The
Sedona Conference, The Sedona Principles, Comment 5.h., at 35. Backup tapes allow recovery of infor-
mation, a “snapshot” of data at a given point in time, in the event of loss or disaster and are typically
recycled and overwritten pursuant to routine document retention policies. Allman, Managing Preserva-
tion Obligations, at 40-41.

76. Allman, Managing Preservation Obligations, at 41 n.121 (citing report of the civil rules advi-
sory committee (July 25, 2005) at ¥1127).

77. Allman, Managing Preservation Obligations, at 41; The Sedona Conference, The Sedona Prin-
ciples, Principle 5, Comment 5.h., at 112,
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drawn from the routine recycling program, normal procedures could be reinstated.”
The recycling of future backup media should not normally be halted because alterna-
tive methods of preserving information, if effectively implemented, should be suffi-
cient. Indeed, the advisory committee suggested that early and practical agreement is
the best remedy for avoiding the quandary between expensive preservation of backup
tapes and the risk of sanctions for failure to preserve.” If the case involves the need to
preserve or produce dynamic information that is constantly overwritten, more creative
solutions will be necessary. For example, one author suggests that for database infor-
mation in which results are desired, the parties “work out an arrangement, by agree-
ment or court order, whereby agreed-upon queries of the database are made and
recorded. The results may be saved in imaged format . . . .”® This method preserves
the data requested but does not require impeding the usefulness of the database.

§ 6.5 Privilege

The third major component that must be addressed in the rule 26(f) conference per-
tains to assertions of privilege or work production protection. Parties should attempt
to agree on a procedure for the assertion of these claims to encourage the efficacy of
litigation and the discovery process.” The advisory committee specifically noted that
one of the goals of the conference is to avoid the burden and expense of extensive and
timely privilege review.” The committee stated that “[f]requently parties find it nec-
essary to spend large amounts of time reviewing materials requested through discov-
ery to avoid waiving privilege. . . . [and] [p]arties may attempt to minimize these costs
and delays by agreeing to protocols that minimize the risk of waiver.”* The advisory
committee went on to suggest two possible ways of minimizing this risk: (1) the
“quick peek,” in which the responding party provides requested materials for an initial
examination without waiving any privilege or protection and the requesting party then

78. Allman, Managing Preservation Obligations, at 41.

79. See, e.g., In re Celexa and Lexapro Products Liability Litigation, No. MDL 1736, 2006 WL
3497757, at *2 (E.D. Mo. Nov. 13, 2006) (designating thirty-five backup tapes to be preserved but per-
mitting the defendants to otherwise resume recycling backup tapes).

80. Fed. R. Civ. P. 26(b)(2)(B) advisory committee’s note (2006) (“Whether a responding party is
required to preserve unsearched sources of potentially responsive information that it believes are not rea-
sonably accessible depends on the circumstances of each case. It is often useful for the parties to discuss
this issue early in discovery.”).

81. Allman, Managing Preservation Obligations, at 48.

82. Fed. R. Civ. P. 26(f) advisory committee’s note (2006).
83. Fed. R. Civ. P. 26(f) advisory committee’s note (2006).
84. Fed. R. Civ. P. 26(f) advisory committee’s note (2006).
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designates the documents it wishes tc actually have produced (which are then pro-
duced after privilege review), and (2) “clawback agreements,” in which inadvertent
production does not result in a waiver as long as the responding party identifies the
document mistakenly produced and th2 document is returned.* To add some strength
to the proposed antiwaiver agreement reached by the parties, rule 26(f) permits the
court to include any such agreement in a case-management order.* Federal Rule of
Evidence 502 includes its own antiwaiver provision; if the disclosure is inadvertent,
the holder takes reasonable steps to prevent disclosure and the holder takes reasonable
steps to rectify the error.*”” But parties to the rule 26(f) conference can modify this rule
to fit the needs of their case by modifying or defining what is “reasonable” to prevent
disclosure. Additionally, parties could agree that if a receiving party obtains inadver-

tently produced information, it will notify the producing party of the inadvertent pro-
duction.®

The parties may also want to discuss methods for modifying production of a privilege
log to ease the costs associated with its creation and how to redact privileged informa-
tion from ESI and protect metadata that is to be produced.” Magistrate Judge Love
chastised the parties in SmartPhone Technologies LLC. v. Apple, Inc. for failing to
confer on production of privilege logs as required by rule 26(f) and the discovery and
docket control orders.” The court stated that “[s]uch a course of conduct disregarded
an explicit obligation” of the parties.”’

§ 6.6 What Else Might Be Addressed at the Rule 26(f) Conference?

Once the parties have addressed the ntain components of the discovery plan outlined
above, the potential for reaching agreement (or raising early issues of nonagreement)
on other issues can be tailored to the facts of the specific case.

85. Fed. R. Civ. P. 26(f) advisory committee’s note (2006).

86. See Fed. R. Civ. P. 26(f) advisory committee’s note (2006) (“Although these agreements may
not be appropriate for all cases, in certain cases they can facilitate prompt and economical discovery by
reducing delay before the discovering party obtains access to documents, and by reducing the cost and
burden of review by the producing party.”).

87. Fed. R. Evid. 502.

88. Michael D. Berman, “The Rule 26(f) Conference of the Parties,” in Managing E-Discovery and
ESI: From Pre-Litigation Through Trial 421, 429 (Michael D. Berman et al. eds., 2011).

89. Berman, “The Rule 26(f) Conference of the Parties,” at 428.
90. No. 6:10cv74 LED-JDL, 2013 WL 7£9285, at *4 (E.D. Tex. Mar. 1, 2013).
91. SmartPhone Technologies, 2013 WL 789285, at *2.
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§ 6.6:1 Admissibility

One thing the parties should consider before expending the time and expense to per-
form extensive ESI document collections, production, and review is the admissibility
of the ESI requested. As one court noted,

[Clonsidering the significant costs associated with discovery of ESI, it
makes little sense to go to all the bother and expense to get electronic
information only to have it excluded from evidence or rejected from con-
sideration during summary judgment because the proponent cannot lay a
sufficient foundation to get it admitted.”

The parties should ensure that the agreed-on production format or collection efforts
do not degrade the authenticity of the information.”® If the parties agree to production
in a static format, they should attempt to reach an agreement that the change of the
format will have no effect on admissibility. Similarly, if production of some types of
ESI is to be in native format, the parties need to agree on a method of use and produc-
tion that will avoid later claims that the information has been altered.”

§ 6.6:2 Keyword Searching vs. Predictive Coding

If a party intends to use keyword or other search techniques to retrieve and collect
documents for ultimate discussion, reaching early agreement on those search tech-
niques is essential to avoid later disputes and potential costs of repeated collection
efforts.” The court awarded sanctions in In re Seroquel Products Liability Litigation
partly based on the failure of counsel to work with the opposing party to “reach agree-
ment on appropriate and comprehensive search terms and methods.”™ In justifying
sanctions the court stated, “[i]n this case, AZ never discussed with Plaintiffs which

92. Lorraine v. Markel Am. Ins. Co., 241 F.R.D. 534, 538 (D. Md. 2007).

93. See Berman, “The Rule 26(f) Conference of the Parties,” at 431. Berman urges litigants to:
“[c]onsider the problems that may arise in a deposition and at trial if the Rule 26(f) conference results in
an agreement that no metadata need be produced and there later arises a genuine question over authentic-
ity of ESL. Or . . . [1]f ESI is converted from native to static format by Rule 26(f) agreement, without any
discussion of admissibility, and an authenticity issue is later presented.”

94. See chapter 12 of this book for common issues raised as to admissibility of ESI.

95. The Sedona Conference, The Sedona Conference Best Practices Commentary on the Use of
Search and Information Retrieval Methods in E-Discovery, August 2007 Public Comment Version, 8
Sedona Conf. J. 189, 212 (2007), (“Reaching an early consensus on the scope of searches has the poten-
tial to minimize the overall time, cost, and resources spent on such efforts, as well as minimizing the risk
of collateral litigation challenging the reasonableness of the search method employed.”).

96. 244 F.R.D. 650, 662 (M.D. Fla. 2007) (finding the keyword search “plainly inadequate™).
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search terms to use as part of the search. There was no dialogue to discuss the search
terms, as required by Rules 26 and 34.””" Areas for discussion include—

(a) identification of the systems to be searched and those not to be
searched,;

(b) restrictions or limitations on the search;

(c) the use of keyword searches, with an agreement on the words or
terms to be searched,;

(d) using sampling to search rather than searching all of the records;

(e) the number of hours that must be expended by the searching party or
person in conducting the search and compiling and reviewing ESI;
and

(f)  the amount of preproduction review that is reasonable for the produc-
ing party to undertake in lizht of the considerations set forth in Fed-
eral Rule of Civil Procedure 26(b)(2)(C).*

Significant advances in predictive coding, or technology-assisted review (TAR), may
mean that the parties opt out of key word searching and opt for TAR. Again, this
should proceed by agreement. Courts continue to tout the cost-savings of TAR even
while acknowledging that the ultimate process of production is in the hands of the
responding party.”

97. In re Seroquel, 244 FR.D. at 664. See clso Romero v. Allstate Insurance Co., 271 F.R.D. 96,
109-10 (E.D. Pa. 2010) (issuing an order compell:ng “the parties to confer and come to some agreement
on the search terms that Defendants intend to use, the custodians they intend to search, the date ranges for
their new searches, and any other essential details about the search methodology they intend to imple-
ment”); Thomas Y. Allman, Conducting E-Liscovery After the Amendments: The Second Wave, 10
Sedona Conf. J. 215, 223 (2009) (“The use of key words has been endorsed as a search method for reduc-
ing the need for human review of large volumes cf ESI. As noted in the case of In re Seroquel Products
Liability, however, it must be ‘a cooperative and informed process [which includes] sampling and other
quality assurance techniques.™).

98. See Suggested Protocol for Discovery of Electronically Stored Information, United States Dis-
trict Court for the District of Maryland (2007). available at http://www.mdd.uscourts.gov/news/news/
esiprotocol.pdf (providing a detailed checklist of requirements for the parties to discuss in the rule 26(f)
conference). These factors are adapted from the suggested protocol for conference discussions as to key-
word searches. While it is only required in that district, its contents are useful in preparing any e-discov-
ery-intensive case.

99. Hyles v. New York City, No. 10 Civ. 2119 (AT)(AJP), 2016 WL 4077114, at *2-3 (“TAR is the
best and most efficient search tool. That is perticularly so, according to research studies (cited in Rio
Tinto), where the TAR methodology uses continuous active learning (“CAL”), which eliminates issues
about the seed set and stabilizing the TAR tool.”).
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§ 6.6:3 Data Sampling

The rule 26(f) conference is also the appropriate place to initiate conversations about
data sampling. “Sampling,” as defined by the Sedona Conference, “usually refers to
the process of testing a database or a large volume of electronically stored information
(ESI) for the existence or frequency of relevant information.”'® Sampling can be a
useful tool in a number of ways. It can be used to decide which sources of data will
produce fruitful ESL. It can also be used to test the effectiveness of searches or other
data extraction procedures. Rule 34(a) now contemplates that a party may seek to
“test or sample” electronically stored information.'”" But as the advisory committee
commented, “[t]he addition of testing and sampling to Rule 34(a) with regard to doc-
uments and electronically stored information is not meant to create a routine right of
direct access to a party’s electronic information system, although such access might
be justified in some circumstances.”'”” Direct access requests may enter the picture
due to concerns over production or when the discovery compels production of infor-
mation from databases.'” Sampling may also be useful in testing whether keyword
searches are capturing material that is at the core of relevant information. Further,
Sedona Principle 11 specifically condones the use of data sampling or searching in
meeting one’s good faith obligation in responding to discovery.'® Taking this infor-
mation into account will aptly prepare counsel for the 26(f) meet and confer require-
ment.

§ 6.6:4 Phased Discovery

Implementing one or more of the proposals outlined above may call for phased dis-
covery. Discovery may be phased according to subject matter in any given case (for
example, an initial phase of product identification in products cases, or fact witness
testimony in a personal injury case followed by expert discovery). In cases involving
the production of voluminous amounts of ESI, the parties may agree to begin discov-
ery with production from the most relevant sources (including key custodians), with-

100. The Sedona Conference, The Sedona Conference Glossary, at 353.

101. Fed. R. Civ. P. 34(a) advisory committee’s note (2006) (noting that the amendment is to “make
clear that parties may request an opportunity to test or sample materials sought under the rule in addition
to inspecting and copying them”); see also Allman, Conducting E-Discovery, at 225 (“A typical example
[of when a party will seek a test or sample] occurs when a requesting party seeks direct access because of
its concerns over compliance with discovery obligations.”).

102. Fed. R. Civ. P. 34(a) advisory committee’s note (2006).
103. See Aguilar, 255 F.R.D. at 364.
104. The Sedona Conference, The Sedona Principles, Principle 11, at 164.
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out prejudice to the requesting party to seeck more discovery after conclusion of the
first stage review.'” Similarly, if the parties are employing various search techniques,
the initial phase of the discovery may be based on preliminary agreed-on searches,
with a secondary permissible phase in which the parties may seek information that
was expected, but not yielded, by the initial searches.

§ 6.6:5 Expert Discovery

The obligation to preserve and produce applies to some expert witness material, but
other material is work-product protected.'* To preempt later disputes, counsel should
confer early about what categories of material should be produced, what may be with-
held, and, even better, what does or does not need to be identified on a privilege log.

§ 6.7 Preparing for the Conference

“Cooperation . . . requires . . . that counsel adequately prepare prior to conferring with
opposing counsel to identify custodians and likely sources of relevant ESI, and the
steps and costs required to access that :nformation. It requires disclosure and dialogue
on the parameters of preservation.”'”” As this chapter suggests, planning for the rule
26(f) conference should not be a “fly by night” attempt to wing it and then stall on dis-
covery. Preparation begins with understanding the requirements of discovery under
the federal rules and the potential sources of ESI available. Reading this book is a
good start. Before embarking on any case involving ESI, counsel should also read
Federal Rules of Civil Procedure 16, 25, 34, and 37, and the 2006 advisory committee
comments explaining the changes to tkese rules that specifically address ESI.'"®

Counsel should also research whether the local rules or the presiding judge’s rules
require coverage of specific topics in the rule 26(f) conference, or a report in a spe-

105. See Moore v. Publicis Groupe, 287 F.R.D. 182, 193 (S.D.N.Y. 2012), adopted sub nom. Moore
v. Publicis Groupe SA, No. 11 Civ. 1279(ALC)(AJP), 2012 WL 1446534 (S.D.N.Y. Apr. 26, 2012).

106. Fed. R. Civ. P. 26(b)(4).

107. The Sedona Conference, The Case for Cooperation, 10 Sedona Conf. J. 339, 344 (2009)
(emphasis in original).

108. Rules 33 and 45 were also amended in 2006 and should also be read in preparation for any ESI
case. Additional recommended reading includes: The Sedona Conference, The Sedona Principles; The
Sedona Conference, Working Group One on Electronic Document Retention and Production (2009); and
The Sedona Conference Working Group Series, The Sedona Conference Cooperation Proclamation, 10
Sedona Conf. J. 331 (2009). These materials a-e also recommended for judges presiding over litigation
involving e-discovery. See The Sedona Conference, The Sedona Conference Cooperation Proclamation:

Resources for the Judiciary, at 9 (2014), available at https://thesedonaconference.org/publication/
Resources_for_the_Judiciary.
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cific form."” At least one federal district judge in Texas has drafted specific guide-
lines for attorneys to use in conducting their rule 26(f) conference.'"’

The next step should be strategically thinking about the case themes, goals of discov-
ery, and litigation plan. Some important questions to consider:
*  What are the elements of the cause of action pleaded?

*  What information will you need to prove your client’s case and how will
you get it from your client, opposing parties, or potential third parties?'"

*  Where is that information likely to reside and who are the key custodians
likely to have it?

*  What types of data are at issue? For example, are communications via e-
mail, text message, or voice message at issue?

. Is information contained in structured databases?

. Are some sources more likely to include relevant information than oth-
ers?'?

Developing a factual timeline from the outset can be invaluable.

The next step should be familiarizing yourself with your clients’ own information sys-
tems and document retention policy.'® The Sedona Conference has published “Jump-
Start Outline”: Questions to Ask Your Client & Your Adversary to Prepare for
Preservation, Rule 26 Obligations, Court Conferences & Requests for Production,'*

109. See The Sedona Conference, The Sedona Conference Cooperation Proclamation: Resources for
the Judiciary.

110. See The Honorable Xavier Rodriguez, Scheduling and Docket Control Order, available at
http://www.txwd.uscourts.gov/Rules/StandingOrders/SanAntonio/sched_xr.pdf.

111. In Rodriguez-Torres v. Government Development Bank of Puerto Rico, 708 F. Supp. 2d 195, 199
(D.P.R. 2010), the court awarded attorney’s fees to the defendants for having to respond to plaintiff’s
motions regarding preservation, the litigation hold, and to compel discovery, in part because the plaintiffs
had “the opportunity to request electronic discovery” at the rule 26(f) conference and the initial schedul-
ing conference, “but failed to do s0.”

112. See The Sedona Conference Working Group Series, The Sedona Conference: Cooperation
Guidance for Litigators & In-House Counsel, at 3 (2011), available at https:
//thesedonaconference.org/sites/default/files/publications/Cooperation_Guidance_for_Litigators
_and_In_House_Counsel.pdf. (“It is important to note that these early conversations will set the tone
for the case and counsel should approach each other with professionalism.”).

113. See Fed. R. Civ. P. 26(f) advisory committee’s note (2006) (“It may be important for the parties
to discuss those [information] systems and accordingly important for counsel to become familiar with
those systems before the conference.”).
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which is a good checklist of items to cover in preparing for a rule 26(f) conference.
The list urges counsel to seek information on the following items:

»  The client’s information systems structure.

*  Is there a network-based system? What is the configuration?

*  Are there any databases at ‘ssue with active information that may need to
be preserved?

*  How much of the ESI is duplicative of ESI that will be collected?
. How dispersed is relevant ESI with nonrelevant information?

. The client’s document retention policy, and whether it should be sus-
pended.

. Preservation efforts to date, including the issuance and scope of a litigation
hold.

. The need to preserve (or take a snapshot) of any active databases that may
change over time.

*  The need to preserve any archived or legacy data, including backup tapes.
(As a corollary, one should also seek information on the expense and bur-
den of restoring such legacy data should it be requested.)

. The locations and custodians of data, communications, or other ESI.

*  The time parameters for relevant ESI: Should litigation hold documents
cover future information? Should document collection efforts be ongoing?
Is there a cutoff in time for which there is not likely to be any relevant ESI
after a date certain?

. The use of external media by clients and employees and preservation of
that media.

*  The likelihood of relevant ESI on the employees’ or the client’s home
computers, smartphones, tablets, or other devices, and reasonable steps
that may be taken to preserve and collect such information.

*  The likelihood that relevant ESI is held by third parties.'"

114. Ariana J. Tadler, Kevin F. Brady, Kerin Scholz Jenson, The Sedona Conference “JumpStart
Outline"': Questions to Ask Your Client & Your Adversary to Prepare for Preservation, Rule 26 Obliga-
tions, Court Conferences & Requests for Production (March 2016), available at https:
/lthesedonaconference.org/publication/Jumpstart_Outline.

L15. Tadler et al., The Sedona Conference “JumpStart Outline.”
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The primary goal is to educate oneself about how and with whom potentially relevant
ESI is stored. This will involve interviewing your client about their practices: How is
e-mail created? How is it retained? How are business documents created and
retained? How is research conducted? Who are the key players who may have rele-
vant information? With respect to backups, you will want to know how often backups
are created and recycled pursuant to the normal document retention policy. To the
extent backup tapes exist, what is the cost and method of restoration?"'® Keep in mind
that rule 26(b)(2)(B) does not require the production of information “from sources
that the party identifies as not reasonably accessible because of undue burden or
costs.”"!” If you or your client claim some source of ESI is not reasonably accessible,
what information will you provide opposing counsel and the court to justify this
assessment? In conducting this investigation, you should discuss with your client the
scope of production the client is willing to undertake, the ultimate form of production
preferred, and whether there is any ESI that is not reasonably available. You will also
need to consider whether the ESI implicates privacy concerns or proprietary business
information necessitating a protective order.

Another consideration is whether your client has a suitable e-discovery representative
who can assist you in preparing for the rule 26(f) conference and even attend the con-
ference to provide substantive input. You may request that the opposing party simi-
larly bring a representative of the client fully informed in their information systems.
In large to medium-sized cases, it is recommended to meet in person with the client
and key custodians before the rule 26(f) conference to discuss your own checklist of
requests and visit with any information systems personnel and key factual players in

person.'*®

116. Tadler et al., The Sedona Conference “JumpStart Outline.”

117. See Fed. R. Civ. P. 26(b)(2)(B) (stating that although one might decide through consulting with
a client that information is not reasonably accessible, it may still be advisable to preserve such informa-
tion in the event a court does not agree with this assessment).

118. I have done this in cases with a willing client, and it has proved invaluable. In other cases in
which the client was less willing to engage in extensive research at the outset of the case, it invariably led
to discovery issues due to lack of adequate information. See Moze Cowper & John Rosenthal, Not Your
Mother's Rule 26(f) Conference Anymore, 8 Sedona Conf. I. 261, 263 (2007) (advocating a preconfer-
ence in-person meeting with the client). The question becomes, of course, whether such cost is justified.
See Steven S. Gensler, Some Thoughts on the Lawyer's E-Volving Duties in Discovery, 36 N. Ky. L. Rev.
521, 536-37 (2009) (discussing the various issues with costs and e-discovery noting that one such issue
is “changes in when and how costs are incurred [that] can alter the dynamics of settlement”); see also
The Sedona Conference, The Sedona Conference: Cooperation Guidance, at 22 (“Before the Rule 26(f)
Meet and Confer, in-house counsel should take the lead in coordinating meetings between outside coun-
sel, business units responsible for the responsive ESL, and appropriate IT department personnel that pro-
vide underlying administration support for the data.”).
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Much like preparing for a deposition, you should consider the tone with which you
would like the conference to proceed. The goal embraced by the federal rules and the
Sedona Conference guidance materials is to proceed with a cooperative spirit. Setting
this tone early in the conference is important.'"” To make the conference more effi-
cient, the attorneys should consider sending a pre-conference proposal for an agenda
and a letter outlining your client’s information systems structure, sources of poten-
tially relevant ESI, key custodians discovered to date, and proposals for each of the
components of the discovery plan discussed above. Given the needs of any particular
case it may make sense to involve third-party technical advisors, mediators, or a spe-
cial master to facilitate the understancing between the parties of sources of informa-
tion and search methodologies."” Finally, it is important to recognize that given the
iterative process of discovery, particularly when dealing with ESI, the meet and con-
fer requirement is a process. It may require several meetings or telephone calls over
time or as new hurdles present themselves. Encouraging cooperation and negotiation
from the outset of the case can set the stage for a more fruitful process.

§6.8 Cooperation

“The most straightforward reason for parties to cooperate throughout the discovery
process is simple economics—unnecessarily combative discovery wastes time and
money.”"*' Rule 26 imposes an obligetion of “good faith” in attempting to agree on
the proposed discovery plan, but beyoad this obligation does not clarify the degree to
which cooperation is required.'” As noted above, setting the cooperative tone and
decisions about the degree of disclosure the client is willing to make are strategies that
should be discussed before the rule 26(f) conference takes place.'”® The Sedona Con-
ference has published The Cooperation Proclamation, which calls for a “paradigm
shift” to “promote pre-trial discovery cooperation.”'** The Proclamation “promotel[s]
open and forthright information sharing, dialogue (internal and external), training, and

119. See The Sedona Conference, The Szdona Conference: Cooperation Guidance, at 3 (“It is
important to note that these early conversations will set the tone for the case and counsel should approach
each other with professionalism.”).

120. See The Sedona Conference, The Sedena Conference: Cooperation Guidance, at 5—6 (recogniz-
ing that “technical expertise asymmetry” coulc impede meaningful agreement, and encouraging the use
of third parties with expertise to “provide both sides comfort and practical solutions™).

121. The Sedona Conference, “The Case for Cooperation,” at 356 (discussing the economic incen-
tives to cooperation in ESI discovery).

122 5Fedi R Cive P2 6(h),
123. Fed. R. Civ. P. 26(f) advisory committee’s note (2006).

124. The Sedona Conference, The Sedona Conference Cooperation Proclamation, 10 Sedona Conf,
J.331, 333 (2009).
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the development of practical tools to facilitate cooperative, collaborative, transparent
discovery.”'” Not surprisingly, a number of federal and state judges have endorsed
The Cooperation Proclamation, including twelve Texas judges as of July 2019.'*

Since its publication, many courts have invoked the principles of The Cooperation
Proclamation in deciding discovery disputes.'?’ The authors of the conference posit
the well-founded argument that cooperation is required by the Federal Rules of Civil
Procedure,'®® and by ethical rules, including the duties to expedite litigation, provide
competent representation, and the duty of candor to the tribunal and fairness to the
opposing party.'”” But beyond what legal and ethical rules require, there is a second
level of cooperation promoted by the spirit of the e-discovery amendments to the fed-
eral rules and by the economics of e-discovery. Under this second level of coopera-
tion, as envisioned by the authors of the Proclamation:

125. The Sedona Conference, The Sedona Conference: Cooperation Proclamation, at 331. To this
end, The Sedona Conference, as Part I1I of the Cooperation Proclamation, develops “toolkits” to support
lawyers, judges, students, and other professionals in the techniques of cooperation. The Sedona Confer-
ence, The Sedona Conference: Cooperation Proclamation, at 333.

126. See The Sedona Conference Working Group Series, “Judicial Endorsements” in The Sedona
Conference Cooperation Proclamation (2019), available at https://thesedonaconference.org/sites/
default/files/publications/judicial_endorsements_0.pdf.

127. See, e.g., Cornell Pump Co. v. Thompson Pump Manufacturing Co., No. 6:17-cv-847-Orl-
41TBS, 2018 WL 3827248, at *3 (M.D. Fla. Feb. 22, 2018) (declining to resolve discovery dispute in
hopes parties will proceed cooperatively and noting “the parties are advised that the undersigned sub-
scribes to the views expressed in The Sedona Conference Cooperation Proclamation.”); Hyles v. New
York City, No. 10 Civ. 3119 (AT)(AJP), 2016 WL 4077114, at *2-3 (S.D.N.Y Aug. 1, 2016) (refusing to
force responding party to use predictive coding even while touting its advantages when the responding
party preferred a keyword search, based on The Sedona Principles and The Cooperation Proclamation),
Kleen Products LLC v. Packaging Corp. of America, No. 10 C 5711, 2012 WL 4498465, at *19 (N.D. II.
Sept. 28, 2012), objections overruled, 2013 WL 120240 (N.D. IlL Jan. 9, 2013) (following principles out-
lined in The Cooperation Proclamation and noting that collaborative “approach should be started early in
the case [because it] is difficult or impossible to unwind procedures that have already been imple-
mented.”); Tadayon v. Greyhound Lines, Inc., No. 10-1326 (ABJ/JMF), 2012 WL 2048257, at *6
(D.D.C. June 6, 2012) (declaring that “there is a new sheriff in town” and ordering “the parties, without
surrendering any of their rights, [to] make genuine efforts to engage in the cooperative discovery regimen
contemplated by the Sedona Conference Cooperation Proclamation.”); Cartel Asset Management v.
Ocwen Financial Corp., No. 01-cv-01644-REB-CBS, 2010 WL 502721, at *13-14 (D. Colo. Feb. 8,
2010) (putting counsel on notice that “this court will expect them to confer in good faith and make rea-
sonable efforts to work together consistent with well-established case law and the principles underlying
The Cooperation Proclamation™).

128. The Sedona Conference, The Sedona Conference: Cooperation Proclamation, at 332 (finding
the 2006 amendments to the Federal Rules of Civil Procedure to emphasize early communication and
cooperation and observing that discovery rules frequently compel parties to meet and confer with other
parties, and to certify that they have attempted in good faith to resolve discovery disputes).

129. The Sedona Conference, The Case for Cooperation, at 339—41.
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[T]he parties work together to develop, test and agree on the nature of
information being sought. They will jointly explore the best method of
solving discovery problems, especially those involving [ESI]. The parties
jointly address questions of burdzn and proportionality, seeking to narrow
discovery requests and preservation requirements as much as reasonable.'*

The Cooperation Proclamation recognizes the following methods to act coopera-
tively.

1. Utilizing internal ESI discovery “point persons” to assist counsel in prepar-
ing requests and responses.

2. Exchanging information on relevant data sources, including those not being
searched, or scheduling early disclosures on the topic of electronically
stored information.

3. Jointly developing automated search and retrieval methodologies to cull rel-
evant information.

4. Promoting early identification of form or forms of production.

5. Developing case-long discovery budgets based on proportionality princi-
ples.

6.  Considering court-appointed experts, volunteer mediators, or formal ADR
programs to resolve discovery disputes.'*!

What can be garnered from these exp anations is that cooperation is not a one-size-
fits-all metric. It must be tailored to the size, complexity, and players in the case. But
at its essence, it involves a mutually beneficial exchange of information that does not
undermine the substantive positions of the parties and that preserves the assertion of
privilege over such material.'*

130. The Sedona Conference, The Case for Cooperation, at 339. Cooperation is perhaps more easily
defined by what it is not. In one interesting Texas case, the Texas attorney general sought a declaratory
Judgment that the plaintiff’s pre-suit litigation hold violated the recently revised rules 26 and 34 as to the
electronic discovery requests. Texas v. City of Frisco, No. 4:07cv383, 2008 WL 828055, at *3 (E.D. Tex.
Mar. 27, 2008). The court dismissed the suit as nonjusticiable because it was not ripe, but went on to
note, “[fJurther, while they do not specifically address pre-suit litigation hold requests, the Rules of Civil
Procedure contemplate that the parties will act in good faith in the preservation and production of docu-
ments. See Fed. R. Civ. P. 37. The Court encourages both parties to handle the preservation of documents
in response to their respective litigation holds in such good faith.” City of Frisco, 2008 WL 828055, at
*4,

131. The Sedona Conference, The Sedona Conference: Cooperation Proclamation, at 332.

132. The formulation for this definition was provided by David Kessler, cohead of e-discovery and
information practice at Fulbright & Jaworski, LLP. Thanks to David for his thoughts in this area.
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The duty to cooperate is not simply a lofty ideal with no “teeth.” Courts have awarded
and will continue to award sanctions for failure to engage in the iterative “give and
take” process rule 26(f) envisions. In Mancia v. Mayflower Textile Services Co., Judge
Grimm invoked rule 26(g) as charging “those responsible for the success or failure of
pretrial discovery—the trial judge and the lawyers for the adverse parties—with
approaching the process properly.”'"* If the parties fail to do so, “the judge is expected
to impose appropriate sanctions to punish and deter.”** Referred to by Judge Grimm
as “one of the most important, but apparently least understood or followed” discovery
rules, rule 26(g) requires, at its most basic, that every disclosure, every discovery
request, response, or objection “must be signed by at least one attorney of record.”'*
The signature is the certification of the attorney “that to the best of the person’s knowl-
edge, information, and belief formed after a reasonable inquiry”:'*

(A) with respect to a disclosure, it is complete and correct as of the time it
is made; and

(B) with respect to a discovery request, response, or objection, it is:

(1) consistent with these rules and warranted by existing law or by
a nonfrivolous argument for extending, modifying, or reversing
existing law, or for establishing new law;

(i1) not interposed for any improper purpose, such as to harass,
cause unnecessary delay, or needlessly increase the cost of liti-
gation; and

(111) neither unreasonable nor unduly burdensome or expensive, con-
sidering the needs of the case, prior discovery in the case, the
amount in controversy, and the importance of the issues at stake
in the action."’

According to the advisory committee’s note to rule 26(g), it “imposes an affirmative
duty to engage in pretrial discovery in a responsible manner that is consistent with the
spirit and purposes of Rules 26 through 37.”"** Rule 26(g) curbs discovery abuse by
“explicitly encouraging the imposition of sanctions,” which should serve as a deter-

133. 253 ER.D. 354, 360 (D. Md. 2008).

134, Mancia, 253 F.R.D. at 356.

135. Mancia, 253 FR.D. at 357. See also Fed. R. Civ. P. 26(g).
136. Mancia, 253 F.R.D. at 357 (emphasis added).

137. Fed. R. Civ. P. 26(g)(1).

138. Fed. R. Civ. P. 26(g) advisory committee’s note (2006).
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rent to excessive discovery and evasion. Similarly, in Romero v. Alistate Insurance
Co., the court ordered the parties to meet and confer “in a cooperative, rather than
adversarial, manner to resolve discovery issues.”®” Among the issues the court
expected agreement on were search terms, custodians, and date ranges for the search
methodology.

The question posed by attorneys resis:ing the cooperative approach is how does one
pursue zealous advocacy of one’s client by giving information to the other side? But
this rests on the misfounded idea that adversarial conduct equals advocacy. As the
drafters of the Proclamation recognize: “[c]ooperation does not conflict with the
advancement of their clients’ interests—it enhances it. Only when lawyers confuse
advocacy with adversarial conduct arz these twin duties in conflict.”'’ Judge Peck
addressed the standard well in Moore v. Publicis Groupe:

Another way to phrase cooperation is “strategic proactive disclosure of
information,” i.e., if you are knowledgeable about and tell the other side
who your key custodians are end how you propose to search for the
requested documents, opposing counsel and the Court are more apt to
agree to your approach.'"!

§ 6.9 Conclusion

The rule 26(f) conference has traditionally been seen as just another procedural hurdle
to cross before case preparation can begin. The increasingly complex and simultane-
ous “everyday” nature of ESI and the 2006 amendments to rule 26 should change that
perception. The rule 26(f) conference is an excellent opportunity to cut discovery
costs, reach real agreements with opposing counsel that can speed discovery, and
result in fewer “document dumps” and less expensive review processes. The 2006
amendments support innovative strategies such as keyword searches, data sampling,
and quick-peek agreements all with an eye toward alleviating the massive e-discovery
costs that are crippling access to the courts. A fully prepared counsel with a healthy
eye toward cooperation can do much to avoid discovery pitfalls down the road, and at
the very least proceed through discovery with significant parameters in place.

139. 271 ER.D. 96, 109-110 (E.D. Pa. 2010) (citing The Sedona Conference, The Case for Cooper-
ation, at 344-45).

140. The Sedona Conference, The Sedona Conference: Cooperation Proclamation, at 331. See also
Cartel Asset Management, 2010 WL 502721 at *13-14 (recognizing that cooperative conduct in discov-
ery conferral does not conflict with the advocacy of the client’s interests).

141. 287 ER.D. at 193.
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Chapter 7
ESI Collection
Emma Cano

§7.1 Introduction

ESI collection can involve a considerable undertaking by parties responding to dis-
covery requests. But, with adequate planning and preparation, practitioners can
streamline the process and prepare for production of ESI in an efficient and compre-
hensive manner. While the time this process can take largely depends on the volume
of data, the size of the organization, and its technological capabilities and practices,
practitioners are well-advised to begin their ESI collection efforts early on in the liti-
gation. They should assess the universe of electronic data as early as possible to
enable them to plan their efforts accordingly and to determine whether ESI will be
produced through discovery. Waiting until a request for ESI is received may leave the
responding party without enough time to adequately identify, review, and produce
electronic data and may cause unnecessary frustrations. Depending on the volume of
existing data, the standard thirty-day period for responding to discovery may be insuf-
ficient. Thus, responding parties should begin their ESI collection efforts as soon as
reasonably practicable.

Practice Tip: If possible, do not wait until you have received discovery requests to
begin collecting ESI. That being said, costs may also be a significant consideration
affecting the decision of when to begin these efforts.

The subject of ESI collection can be genzrally divided into two steps, both of which
will be addressed separately in this chapter. First, the responding party must identify
responsive ESI. Then, it must actually collect the data. Each step is equally important,
and if not done carefully and comprehensively, the responding party can effectively
frustrate the discovery process.

& 1.2 Identifying Relevant ESI
The first step of a party’s ESI collection efforts entails a thorough investigation of the

client’s practices and technology operations to identify existing ESI. This investiga-
tion requires practitioners to delve intc the client’s customs, routines, and policies to
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identify the universe of potentially relevant data. The best way to do this is to consult
with the client’s IT department, if they have one, or to interview the individuals who
handle the client’s technology operations. The key is to identify the individuals who
best know the relevant technology structure and can assist the attorney to conduct a
thorough investigation. Once the attorney has a good understanding of the organiza-
tion’s technology structure and routine, he must then inquire about the relevant custo-
dians’ particular technology habits and practices, ideally through direct custodian
interviews. Practitioners must have a good grasp of the existing data before actually
beginning collection efforts. Therefore, this section discusses various topics that prac-
titioners should explore and strive to understand to maximize their collection efforts.

§7.2:1 Conducting IT Interviews

When interviewing an organization’s IT or technology representative(s), attorneys
should try to get as thorough a picture of the organization’s electronic structure to
ensure that the search for all potentially responsive data includes all likely locations
where data might reside.' In its most basic form, you should understand what type of
technology system the organization has, and how and where the organization stores its
electronic data. Obviously, the organization’s size and the sophistication of its tech-
nology operations will dictate the complexity of this part of the investigation. Regard-
less, attorneys must ask many questions and conduct as detailed an inquiry as
possible.

§ 7.2:2 Document/Record Retention Policies

When conducting IT or technology representative interviews, one of the first ques-
tions practitioners must ask is whether a document or record retention policy exists,
because its existence, or lack thereof, can have different implications for the respond-
ing party. A document retention policy is a systematic plan for reviewing, maintain-
ing, and destroying documents and data, including hard-copy and electronic
documents, databases, and e-mails, that are created, sent, and received in an organiza-
tion’s ordinary course of business.” See Chapter 3—Computer Usage Policies,
Records Management and Information Governance.

1. See Table 7-1 for a guide that can assist you in conducting IT or technology representative inter-
views.

2. See www.edrm.net/glossary/document-retention-policy/.
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A document retention policy, which allows for the routine and periodic destruction of
data after a prescribed period of time, can protect your client from allegations of spo-
liation (i.e., the negligent or intentional destruction of data). If the organization rou-
tinely discards old data in accordance with its document retention policy, it is unlikely
that the requesting party can establist: that the party breached any duty to preserve.
Obviously, the resulting protection afforded by complying with a company’s docu-
ment retention policy does not excuse the destruction of data when the party knows or
should know that it possesses evidence relevant to potential or ongoing litigation.’
The existence of the duty to preserve and the use of evidence preservation letters or
litigations holds are discussed in Chaper 1—Duty to Preserve and Chapter 2—Litiga-
tion Holds, respectively.

The existence of a document retention policy and an organization’s strict adherence to
that policy can significantly minimize the amount of potentially responsive data that
must be analyzed. For example, if the company’s document retention policy mandates
the destruction of e-mail older than six months and the company follows its policy,
you may find very few e-mail exchanges pertaining to a contract negotiation that
occurred four years earlier. However, if the organization lacks a document retention
policy, the relevant e-mail data likely still exists somewhere, and your client may be
forced to go back a significant length of time to collect the requested data.

§.7.2:3 Former Employees

Because employees come and go, attorneys must inquire about the organization’s pro-
cedures for handling departing employees. What happens to an employee’s electronic
data when that individual’s employment status changes—is the individual’s e-mail
and other electronic data somehow preserved (whether by saving the computer or
hard drive, or extracting and preserving the data), or is the computer wiped upon
departure? What happens to the individual’s hard-copy files—are they preserved or
discarded? If the electronic data or hard-copy files are saved or preserved in some
manner, the responding party has an obligation to produce it in response to applicable
requests for production.

3. See Wal-Mart Stores v. Johnson, 106 3.W.3d 718, 722 (Tex. 2003) (stating that party must pre-
serve evidence that is relevant to potential or ongoing litigation); Turner v. Hudson Transit Lines, Inc.,
142 FR.D. 68, 73 (S.D.N.Y. 1991) (noting that duty to preserve evidence begins with counsel, “who
[has] a duty to advise his client of the type of information potentially relevant to the lawsuit and of the
necessity of preventing its destruction™).
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§7.2:4 File Servers

Practitioners should understand the organization’s file servers because that is where
most of the electronic data will be stored. File servers are designed to allow for the
storage and retrieval of data by multiple computers or workstations on a shared net-
work. If the organization only has one server, the inquiry ends there. However, if mul-
tiple servers are used by the organization, then you have to identify which servers
might contain potentially relevant data. When the organization utilizes multiple serv-
ers, a data map might allow the producing party to minimize the number of unneces-
sary searches for data by generally identifying the content of those servers.

Practice Tip: Obtain or create a data map tracking the organization’s servers and
the data assigned to each particular server.

How many servers does the organization utilize? Oftentimes, particular servers are
assigned to certain departments or employees. Thus, if you need to produce e-mails
generated or received by one individual, you might be able to limit your inquiry to the
particular server that services that employee rather than having to search all the orga-
nization’s servers. Practitioners should understand whether there are multiple office
locations and how the servers are allocated with respect to those offices to determine
which servers need to be accessed in search of potentially relevant electronic data.
What type of servers does the organization utilize? Do they have dedicated servers for
e-mail, shared drives, user home drives, accounting, or other systems within the orga-
nization? Does the organization use third-party service providers to store its electronic
data? All of these questions are designed to identify particular locations of potentially
relevant ESI.

§ 7.2:5 System Details

Practitioners should also seek to understand details about the organization’s technol-
ogy systems. What kind of computers or equipment do individuals utilize? Do they
have desktops, laptops, or a combination of the two? Do they have smartphones or
other PDA-like equipment? What type and version of operating system does the orga-
nization use? What type of e-mail system is used? Do they have a shared network, and
what information is stored on that network? Do they utilize webmail? Do individuals
have POP3 e-mail accounts, such as Gmail, Hotmail, Yahoo, or other such accounts?
A thorough investigation that includes these type of questions will help ensure the
responding party searches all potential data storage locations.
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§ 7.2:6 Mobile Phones

In the ever-changing digital world, almost everyone uses mobile phones. Many of
those mobile phones have smart technology capable of retaining, accessing, and uti-
lizing more data than ever before. Because these technological advancements are so
prevalent in our everyday lives, any ESI collection efforts must specifically consider
mobile phones and whether they might contain relevant data that needs to be col-
lected. This includes e-mail stored on mobile phones, text messages, instant messag-
ing applications, etc. Such assessments should consider whether such data has been
otherwise collected or whether it is urique data that needs to be retrieved. For exam-
ple, people often access e-mail on their mobile phones as well as their computers. In
such instances, you only need to collect the data once to avoid unnecessary and extra
work. Thus, if the specific e-mail account has already been collected from the server
or directly from the computer, there -s no need to also collect that e-mail from the
mobile phone.

Text messages and instant messaging conversations can be a little trickier because of
the way that data is received and the format in which it is stored on the phone. Thank-
fully, there are specific tools and applications designed to ensure the collected data
includes the substantive message, as well as identifying information about the phone
numbers involved in the messages, the time and date of the message, etc. This data
can be very helpful when trying to utilize such communications, and is crucial to any
effort to make such communications admissible in court.

Practice Tip: Identify all mobile phones that could contain potentially relevant data
and information. If an e-mail account has otherwise been collected, do not duplicate
these efforts by also collecting from the mobile phone.

Use specialized tools or applications to help collect text messages and instant messag-
ing conversations, or consult with a professional who can help ensure these messages
are properly collected.

§7.2:7 Miscellaneous Considerations

When trying to identify all possible locations where electronic data might reside,
practitioners are advised to consider a few additional matters so as to adequately
assess existing data and determine its relevance. Does the organization or relevant
individual(s) participate on one of the many available and commonly used social net-
works? If so, there could be potentially relevant data stored on external sites or net-
works not controlled by the respondiag organization. Does the organization utilize
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instant messaging? If so, these communications would not be found in the various
custodian e-mail files. Instead, separate instant message logs that record those com-
munications likely exist and must be separately obtained. Are voice mails received by
individuals within an organization automatically converted to WAV files? If so, the
responsive data might look a little different than a standard e-mail file. Is the organi-
zation required to save email for a prescribed time period? For example, energy trad-
ers or other regulated industries are required to save e-mail for a certain period of time
during which it cannot be discarded. If so, data might be stored longer than usual and
responding parties must adequately search for the potentially responsive data.

Could connected home devices have relevant data or evidence? There are circum-
stances when this could happen, so consider any home devices such as Amazon’s
Alexa, Google Home, or Apple HomePod, and determine whether to collect informa-
tion from those devices’ storage locations. Instances of such information being sought
have already started surfacing in criminal prosecution cases, and it certainly is con-
ceivable that such information could be sought in civil cases as well.

What about personal wearable technology, such as Fitbit or Garmin devices? Such
devices might contain relevant information or data that should be considered. While it
is unlikely that such devices will lead to the discovery of relevant electronic data in
every instance, there are some circumstances in which such data might be relevant. In
January 2019, a British man was convicted for the murder of two gangsters because of
data recovered from his GPS watch.* Although police already suspected the runner,
cyclist, and mob hitman for the murders, GPS data from the man’s Garmin Forerunner
device linked him to the location of the murder and confirmed that he had visited his
target’s neighborhood in the short time before the murder occurred. Again, while
unlikely to be relevant in every instance, one should at least consider the existence of
such wearable devices and whether such data might be useful and/or relevant.

§7.3 Conducting Individual Custodian Interviews

Once the practitioner has a good understanding of the organization’s overall technol-
ogy systems and structure, he must then investigate the specific custodians that are
likely to possess the relevant data and their individual habits and practices.” While the
organization’s technology structure is certainly important, the custodians are the indi-
viduals who actually work with the data—creating, receiving, storing, and deleting it.

4. See www.runnersworld.com/news/a25924256/mark-fellows-runner-hitman
-murder/.

5.  See Table 7-2 for a guide that can assist you in conducting individual custodian interviews.
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The goal is to be as thorough as possiole so that relevant responsive data is captured
for eventual production. Therefore, practitioners should have detailed and thorough
conversations with relevant custodians to ensure that relevant electronic data is identi-
fied, and to the extent necessary, eventually collected.

8 7.3:1 Individual Workstations

When interviewing custodians, practitioners should first gather information about the
individual’s workstation and setup. Does the employee use a PC or Apple computer?
Is it a desktop, laptop, or both? What is the make/model of the computer? What oper-
ating system does the workstation use? What is the size of the hard drive? These basic
details about the computer setup are good background information that might be use-
ful in the impending collection efforts.

The distinction between PC and Apple computers is extremely relevant to collecting
and processing ESI and is one that merits further discussion.® Over the past decade,
there has been a significant increase in usage of Apple computers and devices by cor-
porate America. However, most ESI collection and review software was not initially
designed for Apple devices and collection efforts often result in generating “unsup-
ported” files, although tools and applications continue to evolve and have drastically
improved to better support collections from Apple devices. Thus, a party’s ESI collec-
tion (and subsequently, production) could result in a party failing to produce certain
responsive data in a reasonably usable and accessible form. However, despite being
“unsupported,” ESI from Apple devices is still discoverable, and parties are still obli-
gated to produce responsive, discoverable data. Thus, parties should take calculated
steps to ensure that their collection anc review efforts fully address any issues involv-
ing Apple devices and ESI. For example, certain collection tools can help process and
convert Apple ESI so that it can be adequately collected. Likewise, certain data pro-
cessing services address these issues in a manner that still protects the structural integ-
rity of the ESI’s metadata. When Apple ESI is involved or potentially involved in a
production, be sure to discuss with your e-discovery service provider their ability to
handle Apple ESI before committing to utilizing their services. Failing to adequately
address these issues can result in deficient collections and productions that fail to
comply with applicable rules of discovery.

6. For a detailed discussion of this issue, see Joshua Gilliland, Exotic Apples: Solutions In Collect-
ing & Processing Apple ESI, Bow Tie Law’s Blog (August 15, 2011), at http://bowtielaw
-wordpress.com/2011/08/15/exotic-apples-solutions-in-collecting-processing-apple-esi/.
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Practice Tip: When Apple devices are involved, always take adequate precautions
to ensure that the data is properly collected and processed so that it can be reviewed.

§7.3:2 Software

Custodian interviews should also include discussions about the type of software regu-
larly used by the individual. What software is used on a daily basis? For example,
Lotus Notes, Word, Excel, etc. Additionally, it is important to identify whether spe-
cialty software (e.g., AutoCAD, Photoshop, QuickBooks) is routinely used. Certain
precautions will have to be taken to ensure that specialty software files can actually be
viewed through the selected review platform. Sometimes the specialty software might
have to be obtained so that the files can be adequately viewed. Otherwise a work-
around must be created. It is important to discuss your vendor’s capabilities with
respect to specialty software that might be involved with your production.

§7.3:3 Network Information

Discussions with custodians should also address whether the individual is connected
to a network. If so, you must ascertain the location (i.e., the city or particular office) of
the server because that is where the data resides, and the relevant server(s) must be
included in any ESI collection efforts.

§7.3:4 Relevant Data

Collection efforts should extend to all individuals who possess relevant and respon-
sive data. Practitioners should therefore specifically address the existence of relevant
data with the identified custodians during the course of the ESI investigation. If the
custodian possesses relevant data, practitioners should understand the format of that
relevant data. For example, if it involves e-mail files, are they PST, OST, or MSG
files? If the individual is in the accounting department, are they QuickBooks files or
Excel files? If the individual maintains hard-copy data, where are the files stored or
maintained? All of these questions are crucial to your precollection efforts.

§7.3:5 Data Storage and Backup

Finally, practitioners should thoroughly understand the custodian’s data storage and
backup routine, habits, and practices because these will dictate where to look for rele-
vant ESI. Having a good understanding of where the individual actually saves data
will help target the collection efforts and could help limit unnecessary searches of
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locations that aren’t likely to house the data being sought. Is data saved locally on the
computer? Is it saved on a shared network? Is it saved on a home directory? Does the
individual use thumb drives or other external drives? Does the individual save data on
a smartphone or PDA-like device? Does the individual use cloud storage? What docu-
ment management system does the individual use? All of these questions will help
identify potential locations of ESI. Additionally, practitioners will want to identify all
databases that may contain responsive data and ascertain the path/folder name for rel-
evant data in preparation for collecticn. Understanding the individual’s backup rou-
tine could also help practitioners identify the existence of relevant ESI. If the
individual backs up his computer locally, what type of media and software does he use
for these efforts? Furthermore, how long is the backup data preserved? This informa-
tion can help the practitioner properly assess and identify the universe of relevant ESI
possessed by the client.

§74 Collecting ESI

Once practitioners have a good and detailed understanding of their client’s ESI, its
format, its location, and any particularities about the data, the next step involves actu-
ally collecting the data. While this can be done in a number of ways, the key to data
collection is to ensure that individual(s) actually doing the collection understand the
goal (i.e., to capture and collect as much targeted data and ESI as exists) and are pro-
ficient with the technology being utilized for the collection. Federal Rule of Evidence
902 was amended in 2017 to allow for authenticity of electronic evidence to be estab-
lished without having to incur the burden and expense of producing an authentication
witness if the person retrieving the data was qualified to do so and provides the requi-
site certification. Fed. R. Evid. 902(13) and 902(14). Thus, there is a certain compe-
tence inherently required in any efforts to collect the data, at least for purposes of
authenticity. (Such certification does not affect other objections.)

This section addresses various collection methods, provides pointers, and identifies
some dangers associated with ESI collections.

Practice Tip: All individuals involved in collecting ESI should possess a toolkit
consisting of at least the following;

1. FTPserver;’

7. An FTP (file transfer protocol) server allows for the exchange of files over the Internet. This can
be used to obtain data from clients or exchange data with opposing counsel.
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software for copying client files;
software for processing ESI;

early case assessment culling tools; and

AR S

review software if not using a hosted solution (i.e., solution offered by a ser-
vice provider).

§ 7.4:1 Collection Methods

There are several methods that can be used to collect ESI. While there is no right way
of doing it, practitioners must ensure that the collection is being done properly, thor-
oughly, and by someone who understands the process and the intricacies associated
with collecting electronic data. Various factors, including the nature of the case, the
industry involved, the organization’s technology structure, and proportionality, will
all affect the decision of which collection method to utilize. Practitioners want to be
thorough without being over-inclusive because this can lead to unnecessary expense.
Thus, proficiency is key.

Collecting ESI can involve either full replication of the data or targeted collections.
The decision of which method to employ should be made prior to beginning the col-
lection to eliminate any unnecessary steps and avoid redundancy. The full replication
method involves making a forensic copy of the identified datasets. Full data duplica-
tion may only be necessary in limited instances.” However, if this is the desired
method, the practitioner is advised to consult with a forensic technician who has the
required expertise. Rather than imaging all the data, a targeted collection involves
limiting the size and scope of the collection to certain parameters that meet the
intended collection, such as by limiting the custodians, limiting file types, or conduct-
ing keyword searches. Once the decision is made whether to conduct a full replication
or a targeted collection, there are several options available to actually conduct the col-
lection.

8. “[Florensic collections like this typically are necessary only in cases involving computer-based
fraud, IP theft, or when user-specific computer habits are at issue.” James Bernard, Michael Quartararo,
Jason Vinokur, E-discovery: What to do (and not do) when collecting ESI, Inside Counsel, October 16,
2012 (available at www.law.com/insidecounsel/sites/insidecounsel/2012/10/16/e-discovery-what-to-
do-and-not-to-do-when-collecting-esi/).
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§7.4:2 On-site Collections

On-site collections involve personnel visiting the client’s physical location with spe-
cial hardware and software that can create forensic images of computers. The identi-
fied custodians are scheduled to bring their laptops or make their computers available
for imaging, and technical personnel perform their tasks carefully once the computer
is provided. The technical personnel should document the procedure thoroughly by
completing a chain of custody form, identifying the make and model of the computer,
and taking adequate photographs of the serial number. Oftentimes the hard drive will
be pulled for imaging, and once properly imaged and documented, the hard drive will
be reinstalled on the computer.

Depending on the location of the individuals involved and the amount of data being
collected, on-site collections can be an expensive proposition. It may involve consid-
erable travel and personnel expenses since personnel must physically go to the client’s
location for the ESI collection. However, because the data is collected by experienced
technical personnel, this option may provide the practitioner with peace of mind that
the collection is done properly.

§7.4:3 Remote Collections Kits

Remote collection kits have become more common in recent times. This involves
sending software, hardware, and detailed instructions to the custodian to assist in the
data collection efforts. This kit will typically include a USB hard drive or other stor-
age device so that the custodian can make a forensically sound copy of the ESI in just
a few hours. Utilizing remote collection kits eliminates travel and other related
expenses. They also include information to properly authenticate the data and docu-
ment the procedure. This is a very good alternative to on-site collections because the
collection is still being handled by experienced personnel, albeit remotely.

§7.4:4 Collections via Internet

ESI collection over the Internet is another form of remote collection. It involves the
custodian installing software on the computer, after which the remote collection
begins. However, in this instance, forensic images are sent via the Internet, which can
result in slow and time consuming collections, depending on the size of the hard drive
being imaged and limited Internet bandwidth. Thus, larger collections may lead to
frustration by those involved due to the amount of time this process takes. This
method of collection is only preferable for smaller data sets.
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§ 7.4:5 Client Self-Collection

The final option for ESI data collection involves client self-collection. While this may
often be the least expensive option and can be suitable for smaller collections, practi-
tioners should be wary of permitting client-self collections in cases involving consid-
erable volume of ESI or in instances where the client does not have the technical
proficiency to adequately perform the self-collection. With this collection method, the
client copies files to a hard drive or other media and delivers it to counsel. If the data
needs to be received quickly, the client can also upload the data to an FTP site after
converting the data to a ZIP file.

However, because these client self-collection efforts are left to the individual, it can
be a risky endeavor since the employee may accidentally omit relevant information.
Or, even worse, the employee may intentionally try to conceal relevant information
they do not want to disclose.” Furthermore, employees attempting to collect ESI may
unintentionally alter the metadata and jeopardize the integrity of the ESI. While these
dangers can be avoided with adequate preparation, planning, and education of the
individuals collecting the data, practitioners must take considerable precautions to
ensure that the ESI is collected in a manner that protects the integrity of the data.

§7.5 Collection Tips and Pitfalls

This section provides some helpful tips and pointers for effective document collection
and also identifies some common dangers associated with the process.

1. E-mail should be collected using containers (e.g., PSTs' or NSFs'') so as to
protect the integrity of the data, retain e-mail folder structure, and not alter
the metadata.

2. Do not collect evidence through e-mail (i.e., do not let clients forward e-
mails to you) because it alters the metadata.

3. Use file copy software that can facilitate and expedite the process of copy-
ing files.

9. See, e.g., GN Netcom, Inc. v. Plantronics, Inc., 930 F.3d 76 (3rd Cir. 2019) (involving company
executives’ act of deleting relevant e-mails and instructions to employees to do the same).

10. A PST (personal storage table) is a Microsoft Outlook file that stores data from e-mail, contacts,
and calendars.

11. NSF files are files contained in Lotus Notes databases with the “.nsf” file extension.
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4.  Application data files shoulc be collected preserving the original folder and
file path to protect its integrity and to ensure functionality during the review
process.

5. Assign evidence numbers to all data as it is collected for internal use in pro-
cessing, review, and even invoicing (if passing the costs along to the client).
Track the identity of custocians originally possessing the dataset and the
source of the data for future reference.

6. Create an alias (i.e., assign a short name or custodian number that can be
easily identified later) so that the actual custodian name is excluded from
any searches in the dataset.

7.  Beware of problems processing and reviewing Apple files and Microsoft
Entourage e-mail and plan accordingly so that those files can be properly
accessed and reviewed.

8.  Plan for files that must be viewed in proprietary software (e.g., AutoCAD
drawings, QuickBooks, Photoshop) to ensure full functionality and accessi-
bility.

9. Be on the lookout for other technical issues, such as corrupt files, temporary

files, links to files not collected, or foreign language documents that can
affect the functionality and accessibility of the ESI.

§7.6 Conclusion

While ESI collection can be a daunting process, with proper planning and strategic
implementation of a well-thought-out plan, it can become a manageable experience.
A thorough and detailed investigation of the client’s operations and technology prac-
tices will be invaluable to practitioners engaged in e-discovery. Practitioners should
ask a lot of questions to obtain a full understanding of the universe of ESI that could
be relevant to ongoing litigation. Attorneys who do not have a good grasp of all the
potential electronic data that might pertain to a litigation matter are likely to have a
hard time complying with their professional and ethical obligations to fully and com-
pletely participate in the discovery process. Completing a detailed investigation will
provide the necessary foundation for the impending collection. Only then can practi-
tioners have confidence that their ESI collection is thorough and comprehensive.
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Table 7-1: Conducting I'T/Technology Representative Interviews

*  Document/Record Retention Policy
O Does the company have one? If so, what is it?
O Departing Employees:
0 What is the procedure for handling departing employees?
O  Are their computers preserved or wiped?
O  If preserved, relevant data must be produced.
O What happens to their hard-copy files?
O  If preserved, relevant data must be produced.
*  Servers
O  Are there multiple office locations with different servers?
O How many servers does the organization use?
O What types of servers are used?

O  Are there dedicated servers for e-mail, shared drives, account-
ing, or other systems?

O Does the organization use third-party service providers or cloud-
based systems to store data?

*  System Details
O What type and version of operating system is used?
What e-mail system is used?

O
O Do they have a network, and what information is stored on it?
O Do they use webmail?

O

Do individuals have POP3 accounts (e.g., Google, Hotmail, Yahoo,
or other such e-mail accounts)?

*  Mobile Phones
O Does the person/employee use a mobile phone?

O Does the person/employee use more than one mobile device?
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Does anyone else have access to the device? Need to consider possi-
ble uses by another party.

Does the company have a “Bring Your Own Device” policy, or is the
phone a personal one?

Has the e-mail accourt otherwise been collected?
Do text messages need to be collected?

Are there instant messages on the mobile device that need to be col-
lected?

Is mobile phone data backed up in the cloud?

. Miscellaneous Considerations

O

O

What kind of equipment do individuals use (e.g., desktops, laptops,
smart phones)?

Do individuals access social networks from company computers?
Does the organization utilize instant messaging?

O If so, messaging logs must be retrieved.

Is voice mail converted to WAV files?

Is the organization recuired to save e-mail for a prescribed time
period (e.g., energy traders or other regulated industries)?

Does the organization have a disaster recovery plan?
Do individuals have remote access to networks and other systems?

Does the organization utilize special systems that must be planned
for?

Would connected home devices (e.g., Amazon’s Alexa, Google

Home, Apple HomePod) be helpful or have relevant data or informa-
tion?

Does the person use personal wearable devices? If so, could they con-
tain helpful or relevant data or information?
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Table 7-2: Conducting Individual Custodian Interviews

Individual Workstations

O Does the employee use a PC or Apple computer?

O Is it a desktop, laptop computer, or both?

O What is the make/model of the computer?

O What operating system does the workstation use?
O What is the size of the hard drive?

Software

O What software is used on a daily basis (e.g., Lotus Notes, Word,
Excel)?

O Does the employee use any specialty software (e.g., AutoCAD, Pho-
toshop, QuickBooks)?

Network Information

O  Is the individual’s hardware connected to a network?
O  If so, what city or office is the server located?

Relevant Data

O Does the custodian have relevant data?

O In what form is the relevant data maintained (e.g., PST, OST,
MSG, hard copy)?

O Ifhard-copy data, where are the files stored or maintained?
Data Storage and Backup
O Where does the individual save data?
O Is data saved locally on the computer?
Is it saved on a shared network?
Is it saved on a home directory?

Does the individual use thumb drives or other external drives?

Bl B Bl

Does the individual save data on a smartphone or PDA-like
device?
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O  Does the individual use cloud storage?

What document management system does the individual use?

7.6

Identify all databases that may contain potentially responsive data.

Ascertain the path/folder name for potentially relevant data.
Does the individual backup the computer locally?

O  If so, what type of media and software is used to backup the
computer(s)?

How long is backup data preserved?
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Chapter 8
ESI Culling, Searching, and Reviewing

David J. Kessler, Keith M. Angle,
and Alexander S. Altman

§ 8.1 Introduction

Civil discovery is the process of identifying information, documents, and data that are
probative of the issues in dispute in the litigation. While discovery has many aspects
and phases, they are all part of this process. Requesting parties serve document
requests identifying the information they believe the other side has that is necessary
for resolving the issues in dispute. Responses to such document requests identify what
the responding party thinks the requesting party is entitled to and what it is willing to
search for in offices and computer systems. Preservation is often about the identifica-
tion of people and data stores that are likely to contain relevant information and taking
reasonable steps to prevent the deletion or modification of such potentially relevant
information.

At their essence, culling, filtering, sezrch, and review are about the identification of
specific relevant or responsive documents and segregating them from those docu-
ments that are irrelevant or nonresponsive. Traditional review involves lawyers or
their agents manually reading and anzlyzing documents and determining their value
to the matter: irrelevant, unresponsive, relevant, responsive, material, important, priv-
ileged, confidential, etc. Even in the digital age—even with technology-assisted
review—review is still about lawyers analyzing documents and identifying the ones
that matter. Now, however, technology allows lawyers to make decisions about more
documents, more quickly, more consistently, and, with the right process and people,
more effectively.

Moreover, culling and searching are two sides of the same e-discovery coin. With the
explosion of information in the digital age, it has become practically impossible to
review all documents and data by hand in order to identify what is relevant/respon-
sive/material/important to the matter rom one hard drive or one e-mail account or
database, much less all the documents from all the potential computers and locations.
In light of the renewed emphasis on proportionality, particularly in federal court and
the December 1, 2015, amendments to Federal Rule of Civil Procedure 26(b)(1), this
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is more true now than ever since reasonable searching and filtering may be the only
way to cost effectively conduct discovery. Therefore, electronically identifying docu-
ments of interest (“searching”) or electronically removing documents that are not of
interest (“culling” and *“filtering™), are a necessary and critical part of the discovery
process in the electronic age.

§8.2 Culling and Searching Electronically Stored Information
(ESI)

§ 8.2:1 Introduction

Like any aspect of discovery, culling and searching must be done in a reasonable man-
ner. In essence, parties who use programmatic methods to identify relevant or respon-
sive information must be reasonably certain that they do not exclude an unreasonable
amount of data such that it is not produced or disclosed to their opponent or court.
Moreover, a party should also consider that it does not want its search terms to iden-
tify an unreasonable amount of irrelevant or unresponsive data, as this will only clog
the discovery process and unnecessarily drive up the cost of discovery. This tension
between not excluding an unreasonable amount of relevant or responsive information
(a.k.a. having reasonable “recall””) and not including an unreasonable amount of irrel-
evant or unresponsive information (a.k.a. having reasonable “precision”) defines a
party’s search and culling obligations and is the focus of the first half of this chapter.

§ 8.2:2 Culling and Searching in Service of Proportionality

The use of culling and searching speaks directly to the principle of proportionality in
civil discovery. Although proportionality has long been considered in discovery,
recent amendments to the Federal Rules of Civil Procedure have made the need for
proportionality explicit. On December 1, 2015, the amended Fed. R. Civ. P. 26(b)(1)
went into effect, explicitly requiring that all discovery be—

proportional to the needs of the case, considering the importance of the
issues at stake in the action, the amount in controversy, the parties’ relative
access to relevant information, the parties’ resources, the importance of the
discovery in resolving the issues, and whether the burden or expense of the
proposed discovery outweighs its likely benefit."

By employing the culling and searching techniques described below, producing par-
ties can reduce the burden and expense of discovery. Conversely, requesting parties
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can suggest culling and searching to recalcitrant responding parties as a means to
reduce burden and expense, thus making the requested discovery more proportional
and enabling requesting parties to obtain the information to which they are entitled.
The cost of searching and culling—conducted well before review takes place—is
marginal, but the benefits may be significant. These techniques, as described below,
can significantly reduce the volume of ESI requiring review, creating substantial effi-
ciencies and supporting proportionality. Moreover, by sampling and testing different
techniques, responding parties can estimate the costs and benefits of tools and search

words to more effectively meet and confer and, if necessary, raise proportionality
arguments.

§8.2:3 Culling, Searching, and Reviewing in the E-Discovery
Framework

The E-Discovery Reference Model (EDRM) illustrates the phases that typically make
up the e-discovery process.” Culling and searching are not an explicit phase of e-dis-
covery, like preservation, collection, or review, but can be an important component of
many of the phases. In larger cases spanning many custodians, parties may use search
terms to identify documents for preservation.’ Likewise, search terms can be used to
collect documents, particularly from structured or semi-structured data sources like
databases and websites.* Parties can then search through their reviewed data to quality
check the review and identify potentially privileged documents for secondary review
and prevent inadvertent disclosure.

Where searching and culling are most commonly used is in “processing” between the
time the data is collected from the parties’ native IT environment and when the docu-
ments are reviewed. Reviewing documents manually is almost always the most
expensive per-document expense and can be the most expensive phase of the EDRM
lifecycle for any litigation. Thus, reducing the number of documents before review by
using more economic means is crucial, but many parties do not have the IT infrastruc-

I. Fed. R. Civ. P. 26(b)(1). A good discussion of the history of the amendments to rule 26(b)(1)
can be found in Judge Conti’s Cole’s Wexford Hotel, Inc. v. Highmark. Ine., Civ. A. No. 10-1609, 2016
WL 5025751 (W.D. Penn. Sep. 20, 2016) opinion.

2. See, e.g., EDRM, EDRM Stages, www.edrm.net/resources/frameworks-and-standards/edrm
-model/.

3. See Zubulake v. UBS Warburg LLC, 229 F.R.D. 422 (S.D.N.Y. 2004) ( “Zubulake Fi)

4. See The Sedona Conference, Database Principles: Addressing the Preservation & Production
of Databases & Database Information in Civil Litigation, 15 Sedona Conf. J. 171 (Sept. 2014), https://
thesedonaconference.org/sites/default/files/publications/ 171-216%20Database%20Principles
_0.pdf.
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ture to conduct efficient and effective searches in their native environment and, thus,
need to search and cull after they collect the data.

§83 Core Concepts

§ 8.3:1 Search

In the context of electronic discovery, “search” is the programmatic process of identi-
fying documents or information a party is looking for in a population of documents
and pulling them out for later review, analysis, and/or production. After a population
of data has been identified as the likely source of desired documents or information,
programmatic search is used to locate the specifically required data.

The vast majority of data searched in the e-discovery realm takes the form of docu-
ments containing text. To facilitate the search process, the text associated with docu-
ment data is indexed before it is searched. The search tool or another software
application is used to create a list of all words used throughout the documents in the
data population and then catalogs where they occur. In searching data containing text,
the most common search method is the use of keywords, either individually or in
groups. When input into a search application, the keywords direct the application to
identify the data containing, or excluding, specific text. While search is not the only
tool for targeting relevant data, it remains the most prominent one in the world of e-
discovery.

§8.3:2 Culling and Filtering

“Filtering” is a method of restricting data to predefined parameters. A common
method of filtering is by using date filters. Restricting a data set by using date filters
can be an effective way to quickly make an otherwise unwieldy set of data more man-
ageable. Documents and other data may have a number of different date fields that
can be filtered. E-mails can be sorted by the date sent. Word processing and spread-
sheet documents often have creation dates, modification dates, and even dates track-
ing when different drafts were saved. If a litigant knows that the opposing party
generated relevant documents over a specified time period, date filters can make
quick work of targeting the most useful data population.

“Culling” is the programmatic process of identifying nonresponsive or otherwise non-
discoverable documents or data and removing it from the data population. In this
sense, it is the flip side of search, and many of the same techniques used to locate
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responsive data can be used to cull nonresponsive data. The purpose of programmatic
culling is to winnow down an initial data population to a more manageable and
focused set of documents and information. To draw an analogy, consider the final,
desirable set of responsive data a sculpture and the nonresponsive data the marble that
must be carved away to get to the fina. work of art.

Given the explosive growth of electronic information, filtering and culling are critical
steps in making the entire discovery process more efficient.

§8.4 Role in the Discovery Process

§ 8.4:1 Reduce Overall Volume

More than 93 percent of information now manifests itself as ESI, and the average
business person generates 2.5 gigabytes of ESI annually.

§ 8.4:2 Reduce Time and Costs Associated with Reviewing Irrelevant
Data

With the increasing amount of storage capacity available, the tendency to use the e-
mail inbox as a filing cabinet increases, resulting in a data warehouse on every desk.
For the user, there may be no affirmative act required to keep data; instead, an affir-
mative act is generally required to destroy the data.

§ 8.4:3 Focus Review on Relevant Data

According to a Rand Corporation study, document review accounted for at least 70
percent of the total costs of document production.’ The culling of ESI begins at the
carliest stages of discovery by identifying relevant sources of information, key custo-
dians, critical dates, and a plan for managing the discovery process. Culling continues
throughout the discovery process, occurring at multiple stages and likely relying on
various methodologies.

5. Nicholas M. Pace and Laura Zakaras, Where the Money Goes: Understanding Litigant Expendi-
tures for Producing Electronic Discovery, RAND Institute for Civil Justice (2012), www.rand.org/
content/dam/rand/pubs/monographs/2012/RAND_MG1208.pdf, p. 21 fig. 2-2.
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§8.5 General Concepts

This section analyzes some of the basic, high-level concepts that generally apply to
the searching and culling process. In the following section, the specific methods avail-
able to assist counsel and their clients in searching for and identifying documents are
analyzed.®

§ 8.5:1 Precision and Recall

The concepts of precision and recall are related and are based on measures of rele-
vance to the search being conducted. Precision is the fraction of retrieved documents
identified as relevant by a search or document review.’ Recall is the fraction of rele-
vant documents that are retrieved by a search or document review.® In simple terms,
high recall means that a search engine returned most of the relevant results, while
high precision means that the search returned substantially more relevant results than
irrelevant. For example, perfect precision is achieved when a search brings back one
relevant document, and perfect recall is achieved when a search returns the entire doc-
ument population.

Often, there is an inverse relationship between precision and recall where it is possi-
ble to increase one at the cost of reducing the other. At one extreme, 100 percent recall
could be achieved by a search that returned the entire document population,” but pre-
cision would be low. At the other extreme, 100 percent precision could be achieved by
a search that returned a single relevant document, but recall would be low. More gen-
erally, a broader search returning many documents will have higher recall and lower

6. See Maura R. Grossman and Gordon V. Cormack, Glossary of Technology-Assisted Review,
Fed. Cts. L. Rev. 1 (2013), www.fclr.org/felr/articles/html/2010/grossman.pdf (listing of definitions of
the technical terms and concepts used in searching and culling solutions); see also The Federal Judge’s
Guide to Discovery, The Use of Advanced Technologies in Document Review, The Electronic Discovery
Institute, p. 80 2d ed. (2015).

7. See Grossman & Cormack, at 25 (“precision” defined). A value can be assigned to precision
using the number of relevant documents retrieved by a search, divided by the total number of documents
retrieved by that search. A perfect precision score of 1.0 means that every result retrieved by a search was
relevant (but says nothing about whether all relevant documents were retrieved); see also The Federal
Judge’s Guide to Discovery, The Use of Advanced Technologies in Document Review, p. 80.

8. See Grossman & Cormack, at 27 (“recall” defined). A value can be assigned to recall using the
number of relevant documents retrieved by a search divided by the total number of existing relevant doc-
uments (even those not retrieved). A perfect recall score of 1.0 means that all possible relevant docu-
ments were retrieved by the search (but says nothing about how many irrelevant documents were also
retrieved; see also The Federal Judge’s Guide to Discovery, The Use of Advanced Technologies in Docu-
ment Review, p. 80.

9. See Grossman & Cormack, at 14 (“document population” defined).
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precision, while a narrower search returning fewer documents will have lower recall
and higher precision.

§ 8.5:2 False Positive

A false positive is a nonrelevant document that is incorrectly identified by the search
method as a relevant document.'

§ 8.5:3 False Negative

A false negative is a relevant document that is incorrectly identified by the search
method as a nonrelevant document."!

§8.5:4  Hit Report

Search solutions will typically provide the user with a report that indicates the number
of documents containing relevant search terms and the number of times the search
terms appear in each document. This report identifies the quantity of the documents
identified by the search terms, but generally provides no details as to the quality of the
search terms (e.g., did they identify relevant documents?).

§ 8.5:5 Technology-Assisted Review (TAR)

Technology-assisted review, or TAR. is a term that covers the technology tools
described in this chapter to make document search and review more accurate and cost
effective. Such tools include data analytics, which identify metadata such as dates, file
type, and file size, as well as concept grouping or clustering, discussed below. TAR
also refers to predictive technologies, which consist of tools that prioritize or code a
collection of documents using a computerized system that harnesses human judg-
ments of one or more subject matter expert(s) on a smaller set of documents and then
extrapolates those judgments to the remaining document collection.”> Some such
methods use machine-learning algorithms that “learn” which documents have been
coded “relevant” and “nonrelevant” by human reviewers, and can then find more doc-

10.  See Grossman & Cormack, at 16 (“false positive” defined); see also The Federal J udge’s Guide
to Discovery, The Use of Advanced Technologies in Document Review, p. 80.

Il. See Grossman & Cormack, at 16 (“false negative” defined).

12. See The Federal Judge’s Guide to Discovery, The Use of Advanced Technologies in Document
Review, p. 74-77.
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uments like those already coded. Other methods derive systematic rules that emulate
expert decision-making. Predictive TAR processes generally incorporate statistical

models and/or sampling techniques to guide processes and measure overall system
effectiveness."

§ 8.5:6 Sampling

Sampling refers to a subset of a document population used to assess some characteris-
tic of that population.'* A random sample, for example, is a subset of a document pop-
ulation derived using a method that is equally likely to select any document from the
population for inclusion in the sample. Samples are typically used to calculate and
assess a statistical estimate of the reliability and accuracy of the search terms or meth-
ods employed.

§ 8.6 Searching and Culling Methods and Techniques

§ 8.6:1 Traditional “Hands-On” Review

Commonly referred to as “linear review” is the nonautomated practice where lawyers,
usually junior associates, perform a manual review of all potentially responsive docu-
ments."”” Each document is reviewed for relevance and privilege, often by multiple
lawyers. Although linear review is not a computer-assisted method of review, a party
will often test for quality using random sampling and subsequent review by more
senior lawyers.

Linear review has the benefit of assuring that every potentially responsive document
is scrutinized by at least one attorney, thus reducing the likelihood that the final pro-
duction will be challenged in court. On the down side, linear review can be time con-
suming and extremely expensive, particularly with large troves of electronically
stored information. Moreover, evidence is mounting that linear review is inferior to
automated methods in terms of precision, recall, and accuracy. While these risks can
be mitigated by using more experienced lawyers, this only increases the expense of
review.

13. For further explanation of technology assisted review, see Chapter 10—Predictive Coding and
Computer-Assisted Document Review.

14. See Grossman & Cormack, at 29 (“sampling” defined).

15. See Grossman & Cormack, at 22 (“linear review” defined).
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§ 8.6:2 System File Filtering

System file filtering is a culling method that scours the universe of potentially respon-
sive data and removes operating system files, executable files, and other ancillary
files used in the operation of software. Except in rare cases, these files are unlikely to
have information supplied by data custodians.

System file filtering is a simple way to improve subsequent review methods by reduc-
ing the volume of electronic data files requiring review. System file filtering may not
be appropriate, however, where such files would contain potentially responsive data.
For example, in patent prosecution cases where software development is at issue, sys-
tem file filtering may pose an unaccep:able risk.

§ 8.6:3 Deduplication

Deduplication is the process of culling duplicate data files from the universe of poten-
tially responsive data.'® How duplicates are identified depends on the e-discovery ser-
vice provider and its proprietary tools. The obvious benefit is that deduplication can
drastically reduce the volume of files requiring further review. If not carefully devel-
oped and configured, however, deduplication runs the risk of removing potentially
relevant files from the data universe. For example, two files may contain the same
content but have different metadata thzt may be of great value.

§ 8.6:4 Metadata and Date Filtering

Electronic documents consist of more than their textual or graphic contents. Most data
files have metadata, sometimes called “data about data,” associated with them. Details
such as creation and modification dates, authors, and system details and versions lie
embedded in the software code of many documents. Most electronic discovery tools
search through these hidden fields of data as well as the main content of data files.
One important means of searching and culling data is the use of data filtering, and the
metadata of most documents makes this possible through a quick and efficient pro-
cess. By setting date parameters, the volume of files to be reviewed can be quickly
winnowed down to only those that fit within a reasonable range. Creation dates, mod-
ification dates, and even version dates of documents may be used to perform filtering.
While this can help weed out many irrelevant documents, counsel must carefully
determine the correct date ranges to avoid culling out potentially relevant documents.

16. See Grossman & Cormack, at 14 (“decuplication” defined).
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§ 8.6:5 Keyword Searching

The most common means of searching electronically stored information has tradition-
ally been via keyword. Keywords are often coupled with instructions—expanders or
limiters—to ensure that the scope of data returned is neither too broad nor too narrow.
For example, a search of a data set using the keyword “claim” would only return those
documents containing the exact word “claim.” However, a search using the term
“claim*” would likely return a larger set of documents, with the words “claim,”
“claimant,” “claiming,” “claimed,” and “claims” all meeting the search criteria. Alter-
natively, one could construct the search terms to include “claim,” but not “claimant,”
thus returning a more limited and possibly more manageable set of documents. Cer-
tain classes of search terms are common in e-discovery, such as the names of key
players in the litigation, specific internet domain names, product names, and docu-
ment categories. Obviously, the application of keywords in cases involving non-text
data (e.g., images, schematics, video) is limited. Keywords may still have some use,
however, as such files usually have text-based file names that can be searched.

9% &6

One or more parties to a litigation will determine a list of words that they would
expect to find in responsive, text-based documents. The electronic discovery vendor
or forensic team can then programmatically search the data universe for matching
documents. Keyword searching can be highly effective if the parties take care in
developing keyword lists. However, careless keyword development without consult-
ing custodians, IT professionals, and others with specific knowledge of the documents
and data systems being searched can cause a party to overlook a large volume of
responsive documents. Moreover, keyword searches are largely unviable for non-text
files such as images, audio, and video.

“Keyword searching” is a simple term that encompasses various search methods and
techniques. Some of the most common techniques are described below.

Simple: A simple keyword search is conducted by merely looking for specific
words or phrases in the documents comprising the data universe. For example, if the
litigation concerns a product called a “widget,” the search tool may be programmed to
find all files containing the word “widget.” Other simple keywords might be the
names of key players, technical terms, project names.

Boolean: A Boolean search allows a party to apply a logical identifier to one or
more keywords to obtain more accurate results. For example, if the litigation concerns
a product called “Alpha widget,” the search tool could be configured to find all files
containing the word “alpha” and the word “widget,” even if they do not appear next to
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each other. Similarly, the tool could be configured to find only those files where the
word “beta” does not appear. Multiple Boolean expressions can be used in the same
search to target highly specific sets of data.

Wildcard: A “wildcard” is a means of searching for multiple variations of a key-
word. The characters “*”” or “!” function as wildcards in most search tools. For exam-
ple, searching for the word “litigation” might produce a relatively small volume of
documents. By applying a wildcard and searching for “litig*,” the search tool would
return documents containing “litigate,” “litigation,” “litigant,” and “litigious.”

Stemming: Stemming is a means of reducing a keyword to its “stem” and then
searching for any expanded words based on the stem. For example, if the keyword
“synchronize” were supplied to a search tool employing stemming, it would treat the
letters “chron” as the stem and search for documents containing the words “chronic,”
“chronometer,” or “chronograph.”

Complex: Obviously, no single keyword search technique needs to stand alone.
Highly complex searches can be designed using Boolean connectors, wildcards, and
stemming to arrive at more precise results. Caution must be used, however, as poorly
designed complex searches can be wildly over- or under-inclusive.

§ 8.7 Benefits and Limitations of Search

The benefits of electronic search and culling are easily stated. Used properly, search
and culling allows for a lawyer to either focus in on documents and data most likely to
be relevant or responsive, or to discard data that is not reasonably likely to contain rel-
evant information. Just as attorneys have been doing for decades at the macro level,
by focusing on relevant departments, people, offices, and filing cabinets and avoiding
irrelevant departments, people, offices. and filing cabinets, electronic search and cull-
ing allows lawyers to make these decisions at an electronic file level without having to
review each file by hand.

The limitations of search may not be as obvious. First, a document needs to be search-
able in order to be identified. Keywo-d search will not identify documents without
significant text, pictures, audio files, and TIFF files. Second, the quality of the search-
able text will impact the quality and efficacy of the search. Documents that have been
scanned and from which searchable text has been generated by an optical character
recognition (OCR) process'” may have significant errors depending on the quality of

17. See www.edrm.net/glossary/ocr/.
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the original text and the quality of the OCR engine. This could downgrade the quality
of the search. Likewise, a search by the “author” of a document may not be particu-
larly effective if, for example, the word processing program labels all documents with
the ex-CIO’s name as author. This is a classic “garbage in/garbage out” (“GIGO”)
problem, where the ability of a party to search its documents is dependent on the qual-
ity of the underlying information in the first place. Third and finally, not all search
programs and tools are created equal. How and where they search (and how much of a
document or database they search) can vary widely from tool to tool. Before using
any search tool, an attorney should become reasonably familiar with it to make sure it
will do a reasonable job at what it is being asked to do. It may be necessary for coun-
sel to engage an IT or search consultant to help the lawyer evaluate the search tool and
the quality of the search he or she is attempting to conduct.

§8.8 Other Search Methods and Techniques

In addition to keyword searching, some technologies offer automated processes to
help attorneys prioritize the review process.

§ 8.8:1 Similarity Grouping or Clustering

Some solutions involve finding related documents by using proprietary algorithms
that recognize patterns indicating similarities among the documents and “cluster”
them into groups. Documents are segregated into categories or groups with the goal
that the documents in any group are more similar to one another than to those in other

groups.

Similarity grouping or clustering is performed automatically by the computer system
and involves no human intervention, so the process can be fast and cost-effective.
Some systems perform the grouping behind the scenes as the data is loaded into the
document review platform and pose a low impact on the time it takes to process the
information. If the results are as expected, the grouping can greatly improve the effi-
ciency of the review process, because related documents can be assigned to the same
reviewers for faster and more consistent coding and tagging. Clustering is not always
reliable, however, and depending on the document population, the resulting categories
may or may not reflect distinctions that are valuable for the purpose of a search or
review effort.
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§ 8.8:2 Concept Searching

A concept search (or conceptual search) is an automated information retrieval method
that is used to search electronically stored unstructured text (e.g., digital file archives,
e-mail, network file directories) for information that is conceptually similar to the
information provided in a search query. In other words, the ideas expressed in the
information retrieved in response to a concept search query are relevant to the ideas
contained in the text of the query. Concept searches return documents sorted and
ranked by relevance and identify documents that would not be returned by a simple
keyword or Boolean search.

Concept search methods range from simple techniques to find variations or synonyms
of the original keyword to advanced statistical algorithms, such as latent semantic
indexing, that go beyond synonym or keyword matching to include all documents that
describe the same subject matter or concepts regardless of the specific terms or words
used. For example, concept searching understands that the words “terminate” and
“fire” and also the phrase “end association with” describe the same idea or meaning,
and would exclude results related to combustion activities.

By using full-text, natural language that is similar to what is likely to be contained in
the documents sought, concept searching can find documents that contain similar
ideas to those expressed in the search query. Concept searches should not be affected
by misspelled words or typographical errors in either the query or the documents
themselves.

The more advanced concept searching methods generally result in finding more rele-
vant documents than simple keyword or standard Boolean searching. If a query is
carefully crafted to include enough taxt to convey the concept while keeping the
query focused on one particular concept, then resulting document groups can be
strongly connected, allowing attorneys to review the documents most likely to be rel-
evant at an earlier time in the review. As with clustering, the quality of the results will
depend on the document population. Unlike clustering, however, which is an auto-
mated process, concept searching is also dependent on the accuracy of the terms and
phrases that are the basis for the search. A number of iterations may be needed to
refine the queries to obtain more relevant results.

§ 8.8:3 Visual Mapping

Tools are available to graphically depict the results of searches, clustering, and con-
cept grouping. One useful tool is software that displays related e-mail messages by
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recipient, sender, and keywords or concepts in a spoke-and-wheel format; this depic-
tion allows counsel to quickly identify who was communicating with whom about a
topic and the relative frequency of the communications, making it possible to identify
custodians who may have been overlooked and prioritize the custodians who have the
most message traffic.

§ 8.9 Searching and Culling Standards

§ 8.9:1 Statutory and Regulatory Guidelines

The Texas Rules of Civil Procedure that govern the scope and limitations of discovery
are similar to the Federal Rules of Civil Procedure. Tex. R. Civ. P. 192.3(a) governs
the broad scope of discovery and provides for the discovery of documents that are not
privileged and are relevant to the subject matter of the pending action. Tex. R. Civ. P.
192.3(b) provides for the discovery of documents, defined to include “data, and data
compilations,” the same terms used in the federal rules before the 2006 amendments.
Tex. R. Civ. P. 192.3 provides for proportionality in discovery and allows courts to
limit discovery if the burdens or expenses outweigh the likely benefit. As of this writ-
ing, the Texas rules have not been amended to mirror the 2015 amendments to Fed. R.

Civ. P. 26(b)(1), which explicitly proscribe the scope of discovery in terms of propor-
tionality.

The Texas rules do not address how or to what extent search techniques and method-
ologies should be used in the discovery process. The Texas Supreme Court has, how-
ever, instructed that the Texas rules governing discovery (including electronic
discovery) are sufficiently similar to the federal rules so that Texas courts can look “to
the federal rules for guidance.”"® Fed. R. Civ. P. 26(b)(2)(B) defines specific limita-
tions on the frequency and extent of the discovery of electronically store information,
including information that is not reasonably accessible because of undue burden or
cost. The Texas analog is rule 196.4, which requires a party to produce ESI responsive
to the request that is reasonably available to the responding party in its ordinary
course of business.

§ 8.9:2 Case Law

Unfortunately, there is a dearth of case law in Texas and in the Fifth Circuit regarding
searching, culling, and how to reasonably develop and implement search terms. That

18. Inre Weekley Homes, L.P, 295 S.W.3d 309, 317 (Tex. 2009) (orig. proceeding).
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being said, there are several federal cases, discussed below, that are useful in under-
standing how parties should approach search and their obligations in creating a rea-
sonable search and cull process.

One the leading cases on the use of search terms in discovery is Victor Stanley, Inc. v.
Creative Pipe, Inc."” While search term issues had been addressed by courts previ-
ously,”” Judge Grimm’s Victor Stanley opinion was a turning point in how courts
looked at search terms and whether a party’s conduct was reasonable.

Before discussing the opinion and what it can teach, it is important to note a few
unique things about this case that differentiate it from the standard search term case.
First, the primary issue in this case was whether defendants had waived their privilege
by inadvertently disclosing privileged documents to the plaintiffs. The question was
whether the defendants’ use of search terms to identify privileged material was a “rea-
sonable precaution” to avoid inadvertent disclosure. Thus, unlike in most discovery
cases where the opponent has to show the use of search terms was unreasonable (as
they have the burden on a motion to compel or for sanctions), in Victor Stanley the
user of search terms had the burden to show their use was reasonable. Moreover, this
required the party to disclose the search terms it used in order to meet its burden.

While the parties disagreed about how defendants reviewed for privilege, the defen-
dants asserted that after the joint ESI search protocol was implemented and respon-
sive ESI identified, their computer forensics expert conducted a privilege search using
approximately seventy keyword search terms. The potentially privileged documents
were segregated and provided to defense counsel “for the first phase of the pre-pro-
duction privilege review.”*' The privi.ege keyword search was performed on those
ESI files (4.9 gigabytes) that were in -ext-searchable format. For the other ESI files
that were not in text-searchable format (33.7 gigabytes), defense counsel and an indi-
vidual defendant stated they performed a manual privilege review. This “second
phase™ of the privilege review was a page-by-page review; however, “due to the com-
pressed schedule and time constraints in reviewing these tens of thousands of docu-
ments within the time permitted, this review was undertaken by reviewing the page
titles of the documents.”*

19. 250 FR.D. 251 (D. Md. 2008).

20. See, e.g., Qualcomm Inc. v. Broadcom Corp., No. 05¢v1958-B (BLM), 2008 WL 66932 (S.D.
Cal. Jan. 7, 2008).

21. Victor Stanley, 250 F.R.D. at 256.
22. Victor Stanley, 250 F.R.D. at 256.
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The court was not impressed with either the defendants’ description of their search or,
based on what it did disclose, what defendants actually did:

First, the Defendants are regrettably vague in their description of the sev-
enty keywords used for the text-searchable ESI privilege review, how they
were developed, how the search was conducted, and what quality controls
were employed to assess their reliability and accuracy. While it is known
that M. Pappas (a party) and Mohr and Schmid (attorneys) selected the
keywords, nothing is known from the affidavits provided to the court
regarding their qualifications for designing a search and information
retrieval strategy that could be expected to produce an effective and reli-
able privilege review. As will be discussed, while it is universally
acknowledged that keyword searches are useful tools for search and
retrieval of ESI, all keyword searches are not created equal; and there
is a growing body of literature that highlights the risks associated with
conducting an unreliable or inadequate keyword search or relying
exclusively on such searches for privilege review. Additionally, the
Defendants do not assert that any sampling was done of the text searchable
ESI files that were determined not to contain privileged information on the
basis of the keyword search to see if the search results were reliable. Com-
mon sense suggests that even a properly designed and executed keyword
search may prove to be over-inclusive or under-inclusive, resulting in the
identification of documents as privileged which are not, and non-privi-
leged which, in fact, are. The only prudent way to test the reliability of
the keyword search is to perform some appropriate sampling of the
documents determined to be privileged and those determined not to be
in order to arrive at a comfort level that the categories are neither over-
inclusive nor under-inclusive. There is no evidence on the record that the
Defendants did so in this case. Rather, it appears from the information that
they provided to the court that they simply turned over to the Plaintiff all
the text-searchable ESI files that were identified by the keyword search
Turner performed as non-privileged, as well as the non-text searchable
files that Monkman and M. Pappas’ limited title page search determined
not to be privileged.”

Judge Grimm’s analysis focuses on the question of what the search terms are failing to
identify (i.e., what documents of interest are they not hitting on). In the Victor Stanley
case, what information did defendants have that their search terms would identify a

23. Victor Stanley, 250 F.R.D. at 25657 (emphasis added).
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reasonably sufficient number of the potentially privileged documents? The only way
to determine this question, Judge Grimm concludes, is for the party to conduct some
reasonable investigation into the documents and data that the search terms do not
“hit.” Thus, to determine the quality oZ the search terms and to see if they are doing a
reasonable job of identifying all documents within the scope of the search, a party
should sample the documents that are not selected by the search terms.? Judge Grimm
does not provide a bright-line rule to determine when a search is reasonable or when a
search has missed an unreasonable number of documents. Nor does Judge Grimm
address how to balance a party’s desire to identify documents of interest when select-
ing too many irrelevant documents and unreasonably increasing the cost of review.

Another useful case related to search is William A. Gross Construction Associates,
Inc. v. American Manufacturers Mutual Insurance Co.,”> which discusses the recur-
ring theme of cooperation among parties when identifying search terms. In the Gross
case, Judge Peck stated that cooperation among the parties on search techniques is the
best way to avoid disputes as to the scope and quantity of search terms to cull ESI.
The judge put practitioners in the Southern District of New York on notice that “care-
ful thought, quality control, testing, and cooperation with opposing counsel” should
guide parties when designing search terms for the production of ESI.*® More specifi-
cally, the court cautioned against the practice of litigants and lawyers unilaterally
establishing search terms.”

In the case of In re Broiler Chicken Antitrust Litig., No. 1:16-cv-08637, 2018 WL
1146371 (N.D. I1L. Jan. 3, 2018), Magistrate Judge Jeffrey Gilbert approved a consent
order set forth by appointed Special Master Maura Grossman and agreed to by all the
parties that required the parties to engage in a highly transparent process of identify-
ing and reviewing documents through keyword searches or TAR. The special master
opined that it was crucial for producing parties to be transparent and cooperative and
to disclose a myriad of details regarding search terms and the use of TAR, such as
descriptions of search software and the software’s default stop and noise words, the
name of the party’s TAR vendor, a description of the TAR process and how it works,

24. Victor Stanley, 250 FR.D. at 257. See also City of Rockford v. Mallinckrodt ARD Inc., 326
F.R.D. 489, 494 (N.D. Il1. 2018) (“[S]ampling the null set when using key word searching provides for
validation to defend the search and production process™).

25. 256 FR.D. 134 (S.D.N.Y. 2009).
26. Gross, 256 FR.D. at 134.

27. While not specifically requiring parties to use expert testimony to establish the adequacy of
search terms, Judge Peck held that “something other than a lawyer’s guesses, without client input, and
without any quality control testing” would havz to inform the process of culling ESI through the use of
search terms. Gross, 256 F.R.D. at 136 n.3.
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information on how the party trains the TAR algorithms, and the producing party’s
quality control measures. Under the protocol, after conducting a sample of the results,
the parties would provide a table of each document and its coding and a copy of each
responsive, non-privileged document to the receiving party and to the special master.
This level of transparency and detailed disclosure is not typical, and it is unclear that a
court could order such a protocol over the objection of the parties under either federal

or Texas rules of civil procedure (see the discussion of search terms as work product
below).”

In the case of In re Biomet M2a Magnum Hip Implant Products Liability Litigation,”
instead of disputing the adequacy of search terms, the plaintiffs disputed whether key-
word searches should have been used at all to cull and find electronic documents. Fac-
ing numerous decentralized cases, defendant Biomet conducted keyword searches of
nearly 20 million documents in furtherance of its discovery obligations. Biomet then
employed predictive coding on the resulting set to arrive at 2.5 million responsive,
relevant documents. At that point, Biomet had incurred over one million dollars in e-
discovery costs. A steering committee of centralized plaintiffs objected to this meth-
odology, arguing that the initial use of keyword searches was unreliable and rendered
the use of predictive coding on the resulting set flawed. The steering committee urged
the court to compel Biomet to go back and use predictive coding to identify respon-
sive documents from the original 20 million document set. Judge Miller refused to
decide whether predictive coding was superior to keyword searching. Citing the pro-
portionality standard in Fed. R. Civ. P. 26(b)(2)(C)(iii), Judge Miller held that the bur-
den and expense requiring Biomet to recommence discovery outweighed its likely
benefit to the plaintiffs.*® Instead, Judge Miller sounded a familiar refrain and urged
cooperation between the parties to establish search terms to be used on the culled set
of documents.”!

Although parties should be cautious when unilaterally developing and deploying
search terms without first taking steps to verify their accuracy and efficacy (a process
often referred to as “search term calibration”), in the case of United States v. O 'Keefe
the court rejected a challenge to a party’s use of search terms without a specific evi-

28. It should be noted that while courts encourage transparency in discovery practices, requiring
parties to engage in this level of disclosure of their internal procedures is not traditional, as courts “[are]
not normally in the business of dictating to parties the process that they should use when responding to
discovery.” Rio Tinto PLC v. Vale S.4., 306 FR.D. 125, 127 (S.D.N.Y. 2015) (quoting Dynamo Holdings
L.Pv. Comm’r, 143 T.C. 183, 188 (2014)).

29. No. 3:12-MD-2391, 2013 WL 1729682 (N.D. Ind. Apr. 18, 2013).
30. Biomet,2013 WL 1729682, at *3.
31. Biomet, 2013 WL 1729682, at *3.
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dentiary showing under rule 702 of the Federal Rules of Evidence that the search
terms used were inadequate.” The issues were raised in the context of a criminal mat-
ter, and the court turned to the Federal Rules of Civil Procedure for guidance. Judge
Facciola observed that “for lawyers and judges to dare opine that a certain search term
or terms would be more likely to produce information than the terms that were used is
truly to go where angels fear to tread.”™ To successfully challenge a responding
party’s production of ESI, the court steted that the requesting party must do more than
speculate that additional search terms would yield more responsive results.

In the case of National Day Laborer Organizing Network v. U.S. Immigration and
Customs Enforcement Agency,”* a Frzedom of Information Act (FOIA) action, the
court highlights the dangers that arise when a responding party fails to conduct key-
word searches of ESI methodically. Responding to a FOIA request, several federal
agencies, including the FBI and the Department of Homeland Security, relied on cus-
todians of ESI to conduct keyword searches to find responsive documents. Each
responding agency, however, differed in its methodology—some supplied custodians
with “suggested” search terms, others required that specific search terms be used by
custodians, and in the FBI’s case, the court was given no indication at all which search
terms were used. In FOIA cases, the government must show that its search for docu-
ments was adequate. Where keyword searches are concerned, Judge Scheindlin first
observed that a court cannot determine the adequacy of a FOIA response if the gov-
ernment does not state which search terms and methodologies were used. Judge
Scheindlin went on to opine that keyword searches of ESI performed by the custodi-
ans themselves were likely to be inadequate because, while the use of keyword
searches has become routine for almost anyone creating or possessing ESI, complying
with FOIA requests poses unique challenges: “Searching for an answer on Google . . .
is very different from searching for all responsive documents in the FOIA or e-discov-
ery context.™ Lastly, Judge Scheindl:n noted that keyword searches of ESI may be
highly flawed and may be inadequate when emerging methodologies such as predic-
tive coding are becoming more reliable. In crafting an order, Judge Scheindlin ulti-
mately urged cooperation between the parties to determine the best search terms and
methodologies.

32. United States v. O’Keefe, 537 F. Supp 2d 14, 24 (D.D.C. 2007).
33. O’'Keefe, 537 F. Supp. 2d at 24.

34. 877F. Supp. 2d 87 (S.D.N.Y. 2012).

35. National Day, 877 F. Supp. 2d at 108.
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§ 8.9:3 Proportionality and Search

While the case law above does not directly address proportionality (Victor Stanley
comes the closest), the lesson from all these cases is that reasonable search and filter-
ing tools and techniques are well-established parts of a good discovery process. By
sampling and testing search terms and other tools that return estimated recall and pre-
cision levels, responding parties can better measure the expected effectiveness and
efficiency of their protocol. For example, if an opponent suggests a new search term,
does it improve recall? That is, will it bring back new responsive documents that pre-
vious searches failed to identify? Also, what is the effect on precision? Does it bring
back many nonrelevant documents from the sample and therefore increase the
expected amount of irrelevant documents that will need to be reviewed? By looking at
the benefits (or harm) of broadening (or narrowing) a search and comparing it to the
increase (or decrease) in the expected cost of review, the parties and the court can bet-
ter judge if the search was reasonable and proportionate.

§ 8.10 Other Uses of Search in Discovery

§ 8.10:1  Identification of Privilege

In addition to helping a user find relevant documents and eliminate nonrelevant docu-
ments, keyword searching can assist attorneys in identifying privileged information
by finding the names of law firms, attorneys, law firm e-mail addresses, and words
commonly associated with privileged communications, such as “attorney-client” and
“privilege.” Similarly, by working with custodians who have knowledge about the
business operations, attorneys can craft keyword searches to identify confidential and
trade secret data associated with an organization’s valuable business information. The
use of predictive technologies can also help counsel identify privileged documents by
having the system look for documents that are similar to those coded as privileged by
the reviewing attorneys. As noted above in the discussion of the Victor Stanley case,
reliance on key terms to identify privileged documents should be supported by quality
control processes that assess the reliability, accuracy, and reasonableness of the terms
used. Privilege waiver is discussed in greater depth in chapter 10 of this book.

§8.10:2  Search Terms as Work Product

Under Texas law, work product is defined as—
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1. material prepared or mental :mpressions developed in anticipation of litiga-
tion or for trial by or for a party or a party’s representatives, including the
party’s attorneys, consultants, sureties, indemnitors, insurers, employees, or
agents; or

2. a communication made in anticipation of litigation or for trial between a
party and the party’s representatives or among a party’s representatives,
including the party’s attorneys, consultants, sureties, indemnitors, insurers,
employees, or agents.*®

Such work product material is either not discoverable, if it is core work product, or
can only be discoverable if the other party can show a “substantial need” and cannot
obtain the materials elsewhere without “undue hardship.”’

Thus, even if search terms were considered relevant under Texas law, which is argu-
able as they are not probative of any issue on the merits, it is clear that most of the
time they would be considered work product as they are almost always prepared in
anticipation of litigation by a party’s attorneys. While there is no case exactly on
point, the Texas Court of Appeals did address an analogous issue in In re Exxon
Corp., 208 S.W.3d 70 (Tex. App. 2006). In In re Exxon, plaintiffs wished to depose a
corporate representative of Exxon who could explain “the process by which Exxon’s
representative responded to requests by production.”® As the court found: “this sub-
ject necessarily and almost exclusively concerns the ‘mental impressions developed
in anticipation of litigation or for trial by or for a party or a party’s representative.””
As search terms are a crucial aspect of how a party identifies documents to respond to
document requests, the court’s logic in /n re Exxon would appear to find search terms
nondiscoverable.

This does not mean that parties cannot choose to waive the work product protection
and exchange search terms or other culling and filtering tools. There are numerous
reasons why parties could decide that it is in their own best interest to disclose the
search terms they are using to their opponents or get their opponent’s input on how
they are conducting their search. It simply appears they cannot be forced to do it
under Texas law absent concrete evicence of a discovery failure (partics would be
wise to prepare to waive certain protections in order to use their discovery process to
defend their production).*’

36. Tex.R. Civ. P. 192.5(a).

37. See Tex. R. Civ. P. 192.5(b)(1), (b)(2).

38. 208 S.W.3d 70, 75.

39. In re Exxon Corp., 208 S.W.3d at 75 (juoting Tex. R. Civ. P. 192.5(a)(1)).
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§ 8.11 Review of Electronically Stored Information

§8.11:1  Overview

Document review is the process used to review the documents in a culled data set to
identify responsive documents to produce, documents to support defense efforts, and
privileged and confidential documents to withhold. A legal team uses the document
review process to gain a greater understanding of the factual issues in a case and
applicable legal strategy based on the type of information that is found in the collec-
tion of documents. Outside of issues related to privilege, there is a dearth of case law
because there is nothing to audit. Courts appear to presume that if a reasonably
informed person looks at the documents, they will identify those that are responsive.

§ 8.11:2  Review Process

The document review process represents a core component of contemporary legal
projects and is used to identify material relevant to the matter as well as privileged
and confidential material meriting additional safeguards and protection. The appropri-
ate process is crucial to provide the attorney with a framework to efficiently review
documents and thereby gain a more comprehensive understanding of the legal and
factual issues associated with the matter.

The exploding volume of ESI and the related costs of reviewing this material requires
attorneys to put careful thought into the staffing, resourcing, and organization of any
document review project. To establish an effective review process, attorneys must
understand the scope of the review project, select the vendors and technologies best
suited to handle the needs of the project, and properly prepare the review team. Like-
wise, attorneys must establish an effective management system to oversee and evalu-
ate the performance of the review team.

In this section, we will outline the critical elements attorneys must consider in the
organization of a document review project.

40. The Sedona Conference, Commentary on Defense of Process Principles and Guidelines for
Developing and Implementing a Sound E-Discovery Process (2016), www.ediscoverycouncil.com/sites/
default/files/The%20Sedona%20Conference%20Commentary%20on%20Defense % 200f
%20Process_Public%20Comment%20Version_Sept%202016.pdf.
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§8.11:3  Develop Review Strategy for Project

The rapidly expanding volume of ESI generated by individuals and corporations
makes it difficult to review each document collected by attorneys for relevance,
responsiveness to discovery requests. and privileged and/or confidential material.
Attorneys should take steps to control the scope of the review project to allow the effi-
cient identification of the desired information. The strategic collection and selective
filtering of data using date ranges is cne method of controlling the scope of review.
Additionally, attorneys should make effective use of federal rule 26(f) conferences
with opposing counsel to discuss and agree upon the scope (e.g., custodians, key
material, geographic scope, and temporal scope).

Review Protocols and Guidance Materials: Once scope is established, develop
protocols and documentation to guide the review project. The manager selected to
oversee a project must understand the matter and the related factual and legal issues.
Guidance materials must be clear and well-organized, provide background on the
matter, identify the core issues and concepts, define the scope of the review, and iden-
tify appropriate resource materials (e.g., discovery requests, exemplar documents).

Project Management: The attorneys and review manager must put careful thought
into the project timetable and into establishing the workflow to meet project goals. To
this end, it is important to consider a number of factors, including the volume of data
slated for review, established deadlines, and resources and staffing available to sup-
port the project. Attorneys should work with project managers to establish timelines
sufficient to address the needs of the matter, as well as performance metrics and mile-
stones to ensure the project is moving in the desired direction. It may be useful to
establish deadlines for deliverables, require managers to provide regular status

reports, as well as conduct periodic meetings or telephone conferences to assess prog-
ress.

Selection of Vendors and Technologies: At an early stage in the project, the attor-
neys should consult with knowledgeable internal or external resources to investigate
vendors and technologies available to support the review project. In conducting this
assessment, attorneys must consider the needs of the project and thoroughly vet pro-
spective candidates and technology platforms to assess their capabilities and perfor-
mance record.

Team Selection: The success of the review project will be inevitably linked to the

team built to conduct the review and manage the process. When creating the team, it
is important to evaluate the capabilities of the potential team members. As previously
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discussed in the context of vendor selection, attorneys should evaluate the needs of
the project in building the team (e.g., technical capabilities, experience with the sub-
Ject matter, and cost factors). It may be appropriate to build a core legal team to over-
see the vendor and review team, but this core legal team must have a firm grasp of the
scope of the review, the applicable deadlines, and the sensitivities of the subject mat-
ter. It is important each member of the team is thoroughly briefed on the matter and
knows their role in the project.

§8.11:4  Setup Review Room and Training the Team

Review Location: At an early stage, attorneys should assess the needs of the project
and determine if an on-site review room is appropriate or if the project may be con-
ducted at an off-site location (e.g., a vendor provided location). In any event, the
review room must be evaluated to ensure it will support the hardware and software
required for the review. Work with knowledgeable internal or external resources and
coordinate with the vendors providing the review technology to ensure the site meets
the requirements of the project. Ensure the review site is well-lit and free of distrac-
tion to create an environment conducive to an effective review.

Training and Reference Materials: The review team must have access to useful
training and reference materials at the review site. In preparing the room for the
review project, the core team should determine what materials must be readily avail-
able (electronically or physically) at the site to assist the review team and ensure an
effective and efficient review. If client materials will be made available at the review
site, the review team and project manager must ensure that proper safeguards are put
into place so the material does not leave the secure environment of the site.

Training Presentation: Prior to initiating the actual review, the core team should
meet with the review team and conduct a focused training session. At this training,
provide the review team with the key information needed to complete the project,
including (a) background of the matter, (b) scope of the review, (c) key legal and fac-
tual issues, (d) key custodians, (e) concise explanation of technical definitions and
concepts, and (f) project deadlines. Likewise, discuss the mechanisms for questions to
be submitted to the core team, as well as the opportunities for the review team and
core team to discuss the review project.
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§8.11:5  Conducting the Review

In advance of the review, collected ESI must be culled to narrow the review set to a
more manageable, focused set of materials. After culling and filtering the materials,
the review team is properly situated to initiate the review and identify the materials
appropriate for production, as well as the privileged and confidential materials.

In a large document set it is advisable to first assess the volumes of material and proj-
ect deadlines and then determine if there is a logical method to divide the review set to
ensure deadlines are met. It may, for example, be appropriate to have materials from
key custodians reviewed at the onset to identify documents and provide additional
information to expand the understanding of key factual issues. Likewise, it may also
be appropriate to identify key custodians or custodians with sensitive information and
then have senior members of the review team review the material to ensure additional
layers of scrutiny are applied to the document set.

§8.11:6  Status and Progress Reporting

Question and Answer Sessions: Once the review is underway, the core team
should conduct sessions with the review team. The sessions are excellent opportuni-
ties for the review team to get feedback from the core team on their performance.
More importantly, the sessions provide a forum for the review team to raise questions
about the document sets. In so doing, the core team is able to gain an understanding of
the issues being encountered by the review team and provide guidance on those issues
to ensure consistent treatment of documents by the review team.

Reviewer Input Opportunities: The core team should establish opportunities for
the review team to provide input to the core team on the core issues in the matter. In
training the review team at the onset of the review, the core team is likely operating
with limited information and without the benefit of in-depth review of the majority of
relevant documents associated with the project. Likewise, it is also important for the
review team to be able to report techn:cal issues, error files, and other types of feed-
back to the core team to enhance the review project.

§ 8.11:7  Quality Control and Validation

Quality control and validation measures should be put into place to ensure the review
is accurate and consistent. In most instances the review platform will provide the core
team with the ability to conduct quality control reviews of document subsets reviewed
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by the review team. This feature allows the core team and project manager to identify
common errors, poor-performing reviewers, or other issues that must be addressed as
early as possible to avoid undercutting the effectiveness of the review. This type of
quality control review may involve either a second-level review of all reviewed sets
or their subsets. Discuss quality control measures with the project manager and ven-
dor team before beginning the review to ensure a suitable system is in place.

§ 8.12 Conclusion

Neither the discovery rules nor the case law interpreting them have created any
bright-line rules to define a “reasonable” search. Parties are not expected to identify
every document, and responsive and relevant documents will be left behind by even
diligent searches.” While parties can estimate the recall and precision of their
searches based on sampling, these raw numbers by themselves do not automatically
determine if the search or culling process was reasonable, and there is certainly no
magic threshold for recall or precision. Relevance and responsiveness are not binary
concepts, and certain information and documents are more important than others. A
search that finds 99 percent of all the relevant documents but is expected to miss
numerous “smoking gun” documents is not likely to be considered reasonable. Like-
wise, a search that identifies a low number of interesting documents (e.g., less than 50
percent of the responsive documents) could still be a reasonable search if the remain-
ing documents are highly cumulative or marginally relevant.

Moreover, in order to improve recall, searches almost always have to be broadened,
which generally hurts precision. Thus the cost of conducting the review increases and,
more importantly, the cost of identifying each responsive document goes up because
more irrelevant documents must be manually reviewed. The question then becomes
whether the benefit of the improved recall (i.e., the higher percentage of responsive
documents identified) is worth the cost of reviewing additional irrelevant documents,
or if it is reasonable to not broaden the search to capture more relevant documents
since it will increase the cost of the review too much.

Finally, proper selection of the review team, developing a review strategy, and moni-
toring progress and quality are required.

41. See Da Silva Moore, et. al. v. Publicis Groupe & MSL Group, 287 F.R.D. 182, 189 (S.D.N.Y.
2012).
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Chapter 9
Format of Production

David J. Kessler and Sumera Khan'

§9.1 Introduction

Electronically stored information (“ESI”) exists and can be produced in various
forms, which often becomes a particularly contentious issue in litigation. Rules
adopted in the state of Texas as well as those implemented federally were designed to
resolve these disputes, but all too often parties still bring these issues to the court for
resolution.

Most of these disputes involve a tug-of-war regarding whether loose ESI files (like
Word documents, PowerPoints, e-mails, and Excel spreadsheets) should be produced
in “native” format or as some fixed image with appropriate searchable text and meta-
data (such as TIFF+, which is a combination of static images, extracted text files, and
metadata, and sometimes includes added content like the names of attributable custo-
dians and Bates control numbers). Wh:le Federal Rule of Civil Procedure 34 does not
explicitly require responding parties to produce documents in their native format,
some requesting parties argue that any other format is not “reasonably useable.” The
Texas state rules require that a requesting party specify the form in which it wants
documents produced, and outside of objections by the responding party, that form is
generally upheld.

Neither the Texas Rules of Civil Procedure nor the Federal Rules of Civil Procedure
require that ESI be produced in a certain format, though both sets of rules have a pro-
cedure for requesting format and, more specifically, federal rules have explicit default
formats. This chapter will briefly lay out the issue, the law, the choices, and the
aspects that should be taken into consideration regarding whether to require a native
production.

1. This chapter builds off of work done by David Kessler and Dan Regard in their chapter on For-
mat of Production in Electronic Discovery Institute’s Federal Judges’ Guide to E-Discovery 2.0. The
authors thank the Electronic Discovery Institute and Dan Regard.
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§9.2 Texas Rule of Civil Procedure 196.4

Notably, Texas was one of the first jurisdictions to recognize that many relevant docu-
ments exist electronically and are discoverable. This point was codified in 1999 in
Tex. R. Civ. P. 196.4, Electronic or Magnetic Media, which provides the following
guidance:

To obtain discovery of data or information that exists in electronic or mag-
netic form, the requesting party must specifically request production of
electronic or magnetic data and specify the form in which the request-
ing party wants it produced. The responding party must produce the elec-
tronic or magnetic data that is responsive to the request and is reasonably
available to the responding party in its ordinary course of business. If the
responding party cannot—through reasonable efforts—retrieve the
data or information requested or produce it in the form requested, the
responding party must state an objection complying with these rules.
[f the court orders the responding party to comply with the request, the
court must also order that the requesting party pay the reasonable expenses
of any extraordinary steps required to retrieve and produce the informa-
tion.

Tex. R. Civ. P. 196.4 (emphases added). While the Texas rules explicitly require the
requesting party to specifically request the electronic data it wishes to receive, rule
196.4 does not explicitly state how the responding party is required to adhere to the
format request, nor does it address how courts are supposed to weigh the requested
format versus the format that a responding party wants to use.

§9.2:1 Defining a Procedure for Requests for ESI

Although the notes and comments to the rule provided some guidance,” ten years
later, the Texas Supreme Court in /n re Weekley Homes, L.P., 295 S.W.3d 309 (Tex.
2009) and then more recently in In re State Farm Lloyds, 520 S.W.3d 595 (Tex. 2017)
addressed Tex. R. Civ. P. 196.4 more directly and suggested a protocol that parties
may follow when making requests for ESI, including requirements related to the for-
mat of production.

2. “A party requesting production of magnetic or electronic data must specifically request the data,
specify the form in which it wants the data produced, and specify any extraordinary steps for retrieval
and translation. Unless ordered otherwise, the responding party need only produce the data reasonably
available in the ordinary course of business in reasonably usable form.” Tex. R. Civ. P. 196.4 1999 advi-
sory committee notes and comments.
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For example, a party should specifically request the production of files located on
backup tapes rather than relying on a ~equest for “all electronic documents” to cover
these types of files. Tex. R. Civ. P. 196 4.* The Texas Supreme Court has now clarified
that a request for a certain format of production does not mean that the responding
party must automatically comply because “neither the requesting nor the producing
party has a unilateral right to specify the format of discovery.” In re State Farm
Lloyds, 520 S.W.3d at 604. The responding party must then produce any electronic
information that is “responsive to tke request and is reasonably available to the
responding party in its ordinary course of business.” In re State Farm Lloyds, 520
S.W.3d at 606. If “the responding party cannot—through reasonable efforts—retrieve
the data or information requested or produce it in the form requested,” the responding
party must specifically object on those grounds. In re State Farm Lloyds, 520 S.W.3d
at 606.*

To the extent the parties cannot resolve the dispute, either party may request a hearing
on its objection to the discovery request. At the hearing, the responding party must
demonstrate that the requested information or format is not reasonably available
because of undue burden or cost. In re Weekley Homes, 295 S.W.3d at 315. When a
reasonably useable form is readily available in the ordinary course of business, the
trial court must assess whether any enhanced burden or expense associated with the
requested form is justified when weigied against the proportional needs of the case.
The Texas Supreme Court weighed in on the proportionality inquiry, stating that it
requires a case-by-case balancing to weigh any burden or expense of producing data
in the requested form against the relative benefits of doing so, the needs of the case,
the amount in controversy, the parties’ resources, the importance of the issues at stake
in the litigation, and the importance of the requested format in resolving the issues. In
re State Farm Lloyds, 520 S.W.3d at 608. The court also stated that “if these factors
preponderate against production in the requested form, the trial court may order pro-
duction as requested only if the requesting party shows a particularized need for data
in that form and ‘the requesting party pay[s] the reasonable expenses of any extraordi-

3. See, eg., In re Methodist Primary Care Group, 553 S.W.3d 709 (Tex. App.—Houston [14th
Dist.] 2018, no pet.) (finding that although a party seeking discovery of electronic data did not reference
Tex. R. Civ. P. 196.4 in its requests for production, it sufficiently invoked the rule by making clear it
sought electronic data, and the responding parties thus had a duty to undertake reasonable efforts to pro-
duce responsive and reasonably available electronic data); In re Jordan, 364 S.W.3d 425, 426 {ilex,
App.—Dallas 2012, orig. proceeding) (holding that written requests merely asking for computer hard
drives are insufficient under rule 196.4).

4. See, e.g., Inre Shipman, 540 S.W.3d 562, 566-67 (Tex. 2018) (finding that because the produc-
ing party maintained a position that all respcnsive documents in his possession had been produced
already, he could not lodge a rule 196.4 objection without contradicting his position).
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nary steps required to retrieve and produce the information.””’ In re State Farm Lloyds,
520 S.W.3d at 600 (citation omitted).

§9.2:2 Specific Requests for ESI

The specificity requirement of Tex. R. Civ. P. 196.4 is designed “to ensure that
requests for electronic information are clearly understood and disputes avoided.” In re
Weekley Homes, 295 S.W.3d at 314. Nevertheless, Texas courts have found that a
request for documents in “reasonably useable” or a “reasonable manner” are suffi-
cient.

By way of example, in In re Waste Management of Texas, Inc., 392 S.W.3d 861 (Tex.
App.—Texarkana 2013) the court considered whether a responding party was entitled
to mandamus relief with respect to a court order that required the party to produce
data similar to what it had produced earlier (in PDF’ form without metadata) in
“native” format. In re Waste Management of Texas, Inc., 392 S.W.3d at 865. The
appellate court found that, given the procedural posture of the case, the responding
party was not entitled to mandamus relief because the difference of $3,000 between
the cost of producing metadata in PDF form and the trial court’s order was not signif-
icant. In re Waste Management of Texas, Inc., 392 S.W.3d at 876. As part of this anal-
ysis, the court examined the requesting party’s request for production of documents in
a “reasonable manner.” In re Waste Management of Texas, Inc., 392 S.W.3d at 874.
The court found this sufficient under the rules and determined that such a request was
the functional equivalent of the federal “reasonably useable form or forms.” In re
Waste Management of Texas, Inc., 392 S.W.3d at 874. As such, the requesting party
had not waived its right to production of documents in a form different than what the
responding party produced. In re Waste Management of Texas, Inc., 392 S.W.3d at
876. Importantly, the Waste Management court never examined the trial court’s deci-
sion to require native production or if the PDF format was “reasonably useable” or if
another production format would be more reasonably useable.

§9.2:3 Responding to Specific ESI Formats

The Texas Supreme Court has made it clear that unless a court orders otherwise, “the
responding party need only produce the data reasonably available in the ordinary

5. Portable Document Format (PDF): A file format technology developed by Adobe Inc. to facili-
tate the exchange of documents between platforms, regardless of originating application, by preserving
the format and content. The Sedona Conference Glossary: E-Discovery & Digital Information Manage-
ment (Fourth Edition), 15 Sedona Conf. J. 305 (2014).

182



Format of Production §9.2

course of business in reasonably useable form.” In re State Farm Lloyds, 520 S.W.3d
at 600. In that case, residential homeowners brought suit against their insurer, State
Farm, and other entities in Texas state court for alleged underpayment related to hail
damage claims. At the homeowners’ request, the trial court ordered that all ESI be
produced in native or near-native form (such as XLS for Excel spreadsheets) rather
than a searchable but static form (such as PDF) that State Farm proposed. The home-
owners argued that native production would allow them access to useable metadata
that would not otherwise be available in static form, such as formulas in Excel spread-
sheets. Their expert further opined that production of ESI in static form would be
more expensive for the homeowners due to the fact that storage costs rise with the size
of the file. Comparatively, the burden on State Farm to produce in native format
would be minimal, if any. State Farm, on the other hand, stated that it processes more
than 350,000 new claims a day and that the claims are routinely converted into static
format and maintained in an enterprisz claims database. Without quantifying time or
expense, State Farm argued that to produce information in native form would require
State Farm to create a new process that would depart significantly from their standard
business procedures. The Texas Supreme Court remanded the case and advised that
the trial judge should reweigh the State Farm discovery dispute in light of its new
guidance on proportionality. The court said that “litigants achieve a ‘just, fair, equita-
ble and impartial adjudication . . . with as great expedition and dispatch and at the
least expense . . . as may be practicable.” In re State Farm Lloyds, 520 S.W.3d at 615
(citing Tex. R. Civ. P. 1).

The Texas Supreme Court’s decision confirms that all discovery, whether electronic
or otherwise, must be appropriate and proportional in each case, which extends to the
format of production:

Under our discovery rules, neither party may dictate the form of electronic
discovery. The requesting party must specify the desired form of produc-
tion, but all discovery is subject to the proportionality overlay embedded in
our discovery rules and inherent in the reasonableness standard to which
our electronic-discovery rule is tethered. The taproot of this discovery dis-
pute is whether production in native format is reasonable given the circum-
stances of this case. Reasonableness and its bedfellow, proportionality,
require a case-by-case balancing of jurisprudential considerations, which is
informed by factors the discovery rules identify as limiting the scope of
discovery and geared toward the ultimate objective of “obtain[ing] a just,
fair, equitable and impartial adjudication” for the litigants “with as great
expedition and dispatch at the lezst expense ... as may be practicable.
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In re State Farm Lloyds, 520 S.W.3d at 599.°

§9.2:4 Permitting Inspection of ESI vs. Production

Tex. R. Civ. P. 196.2 requires that a response to a request for documents “state, as
appropriate, that . . . production, inspection, or other requested action will be permit-
ted as requested . . . .” By practice, it is in the responding parties’ discretion to choose
whether to allow inspection or to produce the responsive documents. See, e.g., Steen-
bergen v. Ford Motor Co., 814 S.W.2d 755 (Tex. App.—Dallas 1991, writ denied)
(permitting the responding party to make available its document production in a read-
ing room at its corporate headquarters where opposing counsel could inspect and pho-
tocopy documents because the production exceeded 100,000 documents). Generally,
like in federal court, Texas state courts only interfere with a responding party’s discre-
tion if production is infeasible or if the responding party has shown that it cannot or
will not properly produce the documents. Overall v. S.W. Bell Yellow Pages, Inc., 869
S.W.2d 629, 631 (Tex. App.—Houston [14th Dist.] 1994, no writ) (finding that a
party who responded to a request for production by stating that the three-document
production was available for inspection at its attorney’s office was not a valid
response because there was no justification or burden in producing photocopies of the
production).

§ 9.2:5 Organization of Production

Tex. R. Civ. P. 196.3(c) provides that “[t]he responding party must either produce doc-
uments and tangible things as they are kept in the usual course of business or organize
and label them to correspond with the categories in the request.” This requirement is a
separate consideration than the format of ESI production.

A responding party may choose to produce documents as they are kept in the usual
course or may organize them by categories under the requests for production. 7ex.
Gen. Land Office v. Porretto, 369 S.W.3d 276, 290 (Tex. App.—Houston [1st Dist.]
2011, pet. denied) (“a trial court cannot sanction a party for failing to organize respon-
sive material according to the method its opponent prefers when the discovery
response complies with an alternate method permitted under the rules”™); see also In re

6. The court further recognized that given this application of proportionality, the Texas rules now
align with the electronic discovery practice under the federal rules, whose plain language does not permit
either party to dictate the form of production for ESI. In re State Farm Lloyds, 520 S.W.3d at 655, n.7
(citing In re Weekley Homes, 295 S.W.3d at 309, 316-17). Texas courts may therefore be guided by fed-
eral court decisions addressing what is reasonably available in terms of production format.
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Colonial Pipeline Co., 968 S.W.2d 938, 941 (Tex. 1998) (orig. proceeding) (holding
that trial court abused its discretion in ordering party to produce inventory in response
to request for production); McKinney v. Nat’l Union Fire Ins. Co., 772 S.W.2d 72, 73
n. 2 (Tex. 1989) (declaring that rule governing requests for production “cannot be
used to force a party to make lists or reduce information to tangible form™).

§9.2:6 Production of Metadata

Metadata is described as “data about data” and is often requested to be produced in
most litigation. However, the high court in Texas has clarified that “production in a
metadata-friendly format is [not] necessarily required.” In re State Farm Lloyds, 520
S.W.3d 595, 605 (Tex. 2017). One of the reasons the homeowners in that case
requested native format was to get access to metadata. However, the court explained
that “metadata serves no genuinely useful purpose in many cases” and may be neces-
sary “to the litigation when the who, what, where, when, and why ESI was generated
is an actual issue in the case . . .” (such as in a wrongful termination case). In re State
Farm Lloyds, 520 S.W.3d at 608, 609. Except for where there is a specific need for
information, given the claims and defenses in the case, the Texas Supreme Court
appears to suggest that production of metadata should not be necessary. However,
there may be other reasons why a party may request metadata, such as identifying the
authors of documents in a complex I:tigation or confirming the document creation
date where that information may not be readily available on the face of the document.

While not addressed squarely by the Court in In re State Farm Lloyds, certain meta-
data (like author, date created, senders and recipients) can be helpful in document-
intensive cases to enable the requestirg party to search and sort the documents pro-
duced to reasonably identify the documents it wants to use in depositions, motions,
and hearings.

§9.3 Federal Rule of Civil Procedure 34

In format of production disputes, the »ertinent portion of the federal rules is as fol-
lows:

(a) Procedure
(1) Contents of the Request. The request:

(A) must describe with reasonable particularity each item or
category of items to be inspected;
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(B) must specify a reasonable time, place, and manner for the
inspection and for performing the related acts; and

(C) may specify the form or forms in which electronically
stored information is to be produced.

(2) Responses and Objections.

(A) Time to Respond. The party to whom the request is
directed must respond in writing within 30 days after
being served or—if the request was delivered under rule
26(d)(2)—within 30 days after the parties’ first rule 26(f)
conference. A shorter or longer time may be stipulated to
under rule 29 or be ordered by the court.

(B) Responding to Each Item. For each item or category, the
response must either state that inspection and related
activities will be permitted as requested or state with
specificity the grounds for objecting to the request,
including the reasons. The responding party may state
that it will produce copies of documents or of electroni-
cally stored information instead of permitting inspection.
The production must then be completed no later than the
time for inspection specified in the request or another
reasonable time specified in the response.

(C) Objections. An objection must state whether any respon-
sive materials are being withheld on the basis of that
objection. An objection to part of a request must specify
the part and permit inspection of the rest.

(D) Responding to a Request for Production of Electronically
Stored Information. The response may state an objection
to a requested form for producing electronically stored
information. If the responding party objects to a
requested form—or if no form was specified in the
request—the party must state the form or forms it intends
to use.

(E) Producing the Documents or Electronically Stored Infor-
mation. Unless otherwise stipulated or ordered by the
court, these procedures apply to producing documents or
electronically stored information:
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(i) A party must produce documents as they are kept in
the usual course of business or must organize and
label them to correspond to the categories in the
request;

(i1) If a request does not specify a form for producing
electronically stored information, a party must
produce it in a form or forms in which it is ordinarily
maintained or in a reasonably usable form or forms;
and

(iif) A party need not produce the same electronically
stored information in more than one form.

Fed. R. Civ. P. 34(b).

§9.3:1 Inspections vs. Production

Fed. R. Civ. P. 34(b)(2)(B) makes it clear that a responding party can choose between
producing copies of documents and ESI, or allowing the requesting party to inspect
the information at the responding party’s premises. Unless a responding party cannot
reasonably produce the information or fails to do so, the choice of producing doct-
ments instead of allowing inspection should be respected. The format of production
only matters if the responding party chooses to produce copies of ESI instead cf
allowing inspection.

§9.3:2 Determining Organization of Production

Fed. R. Civ. P. 34(b)(2)(E)(i) relates to the organization of production, which is dis-
tinct from the format of production that is addressed in Fed. R. Civ. P. 34(b)(2)(E)(ii).
The phrase that a responding party “must produce documents as they are kept in the
usual course of business” under rule 34(b)(2)(E)(i) should not be conflated with the
phrase under rule 34(b)(2)(E)(ii) that a party “must produce it in a form or forms in
which it is ordinarily maintained.”” Under this rule, a responding party has the discre-

7. At least one court has found that rule 34(b)(2)(E)(i) does not apply to ESI and thus producing
parties do not need to produce ESI either as it is ordinarily maintained or by document request. Anderscn
Living Trust v. WPX Energy Prod., LLC, 298 F.R.D. 514, 527 (D.N.M. 2014). Other courts have found
that rule 34(b)(2)(E)(i) does apply to ESI. See, e.g., McKinney/Pearl Rest. Partners, L.P. v. Metro. Life
Ins. Co., 322 F.R.D. 235, 253 (N.D. Tex. 2016); Chet Morrison Contractors, Inc. v. Medco Energi US
LLC, No. 08-1638, 2009 WL 2762049 at * 2 (E.D. La. Aug. 25, 2009); Valeo Elec. Sys., Inc. v. Cleveland
Die & Mfg. Co., No. 08-cv-12486, 2009 WL 1803216, at *2 (E.D. Mich. June 17, 2009).
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tion to produce the documents as they are organized in the ordinary course or to pro-
duce them by document request. This choice should not be overruled unless the
responding party fails to comply with its choice.® Generally, a responding party pro-
duces e-mails in the usual course when it provides sufficient information about the
email, typically including the custodian for the e-mail, information to link e-mails
with attachments, and the date and time the e-mail was sent or received. For non-e-
mail loose ESI, a responding party should provide the custodian and the file path.

§9.3:3 Determining Format of Production

Under Fed. R. Civ. P. 34(b)(1)(C), the requesting party may identify the format for
each document produced, including different formats for different types of docu-
ments. The responding party is allowed to object to such a request under rule
34(b)(2)(D). If the responding party objects or if the requesting party does not state a
particular format in its requests, the responding party must state the format (or for-
mats) in which it intends to produce ESI. If the parties cannot agree on a format and
the court needs to select one, then “the court is not limited to the forms initially cho-
sen by the requesting party, stated by the responding party, or specified in this rule for
situations in which there is no court order or party agreement.” See Fed. R. Civ. P. 34
2006 advisory committee notes.

§9.3:4 Baseline for Formats: Native and Reasonably Useable

Fed. R. Civ. P. 34(b)(2)(E)(ii) and 34(b)(2)(E)(iii) set the parameters of what formats
can be produced by the responding party. Absent some agreement between the parties,
the responding party cannot be forced to produce ESI beyond the native format in
which it is maintained in the ordinary course of business (though this can be a danger-
ous shortcut). At the same time, the responding party cannot choose to produce ESI in
a format that is both not how it is maintained in the ordinary course of business and
not reasonably useable.

Generally speaking, this means that the responding party is free to produce its ESI in
any reasonable format and does not have to produce the documents in the form in
which they are ordinarily maintained. See Fed. R. Civ. P. 34 2006 advisory committee
notes. Moreover, a responding party generally does not have to produce the same doc-
uments in more than one format. See Fed. R. Civ. P. 34(b)(2)(E)(iii); see also Fed. R.

8. See, e.g., CooperVision, Inc. v. Ciba Vision Corp., No. 2:06-CV-149, 2007 WL 2264848, at *5
(E.D. Tex. Aug. 6, 2007) (“simply placing documents in boxes and making them available does not con-
form to [federal rlule [34].”).
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Civ. P. 34(b)(2)(C)(1) (““On motion or cn its own, the court must limit the frequency cr
extent of discovery otherwise allowed by these rules or by local rule if it determines

that . . . the discovery sought is unreasonably cumulative or duplicative” (empha-
sis added)).

§9.3:5 Reasonably Useable

The phrase “reasonably useable” is not defined in the federal rules, and the 2006 adv:-
sory committee notes only say—

[T]he option to produce in a reasonably usable form does not mean that a
responding party is free to convert electronically stored information from
the form in which it is ordinarily maintained to a different form that makes
it more difficult or burdensome for the requesting party to use the informa-
tion efficiently in the litigation. If the responding party ordinarily main-
tains the information it is producing in a way that makes it searchable
by electronic means, the information should not be produced in a form
that removes or significantly degrades this feature.

Fed. R. Civ. P. 34 2006 advisory comrnittee notes (emphasis added). Given this com-
ment, it is clear that the searchability of the production format is one key feature to
determine whether it is reasonably useable. However, beyond searchability, the focus
of “reasonably useable” is a practical one: how will the ESI be used in the litigation?
In most cases, ESI is searched and reviewed to identify key documents that are then
shown to witnesses, opponents, and the court to present facts and to advocate pos:-
tions. This is why the advisory committee considered searchability so important—to
allow the requesting party to find documents in the large volumes produced. On the
other hand, if the documents need to be used for other purposes in the litigation, those
needs can impact the format in which documents should be produced. Because there
are costs to the responding party for different formats, both direct and indirect, the
marginal value of different formats needs to be balanced with the additional costs.

“Reasonably useable” does not mean reasonably equivalent or that the parties have
parity in their use of produced documants. In re Benicar (Olmesartin) Products Lic-
bility Litigation, No. 15-2606 (RBK-JS), 2016 WL 5817262, at 11 (D.N.J. June 30,
2015) (oral op.), (“[P]laintiffs repeatedly argue that plaintiffs should have parity with
defendants. This argument is not compelling. The federal rules only require that
defendants produce their ESI in a reasonably usable format.”). Moreover, the request-
ing party cannot demand production in one format versus another just because one
would allegedly ease a party’s review process. See U.S. ex rel. Carter v. Bridgepoirt
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Educ., Inc., 305 FR.D. 225 (S.D. Cal. 2015). This evaluation is case-specific, and
courts are “tasked with evaluating the necessity of the information requested by Plain-
tiffs against the burden on Defendants of producing the information in the requested
format.” Dizdar v. State Farm Lloyds, 2015 U.S. Dist. LEXIS 186873, at *34-35
(S.D. Tex. Jan. 7, 2015) (finding that any burden incurred by the responding party in
producing information in “native” or “near native” format is too much, and granting
the responding party’s request to produce ESI in the searchable static image files rou-
tinely prepared for litigation).

§9.4 Formats of Production—Loose Files

Most ESI produced in litigation consists of e-mail (e.g., Outlook messages) and loose,
stand-alone documents like word processing files (e.g., Word), presentations (e.g.,
PowerPoint), or spreadsheets (e.g., Excel). For these files, the biggest production for-
mat conflict between parties is whether they should be produced in native or TIFF+
format (which is described in more detail below, but is essentially a static image of the
file with extracted text and metadata to make it searchable).

§9.4:1 Native Format

As discussed above, the phrase “native format” does not appear in either the Texas
state or federal rules. Rather, it is the “form or forms in which [ESI] is ordinarily
maintained.” Practically speaking, most parties use the phrase “native format” to
mean an unaltered, default format of how information is kept in the normal course of
business. See The Sedona Conference Glossary: E-Discovery & Digital Information
Management (4th ed. Apr. 2014) (“Native Format: Electronic documents have an
associated file structure defined by the original creating application. This file structure
is referred to as the native format of the document.”).

For individual loose ESI, such as Microsoft Office files, the native format appears
easy to define, typically with a one-to-one correspondence between an individual file
and what is intended to be produced (redactions notwithstanding). However, even for
these files there is some ambiguity because many companies may create a file in one
format and store it another. For example, a party may create a memo in Word format
and archive it in PDF format (with or without embedded text to make it searchable) so
that it cannot be edited. At most, native should mean how the company maintained the
document as of the date of preservation, not how it was created or how any third party
may have created, stored, or transmitted it.
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E-mails, perhaps the most common form of ESI in litigation, can be stored in multiple
locations, and the native format could represent a mailbox, a MSG, an EML, an OST,
a PST, or a variety of other formats all supported by e-mail systems or reflective of the
actual file format of the e-mail as it moves from one location and application to
another. This is because e-mails usually start as, and end up as, complex hybrid
records stored in complex relational databases.’

As ESI file format becomes more individualized and dynamic, and as its metadata
becomes more extensive and more dispersed throughout the computer system, the
burden of preserving integrity, collection, management, review, redaction, production,
and practical usage within a litigation context becomes exponentially greater. Com-
puters create and store information in a manner that is convenient for the computer,
the application, or the “user experience,” not necessarily for future use in litigation.

Two arguments for native production are based on misconceptions of how e-discovery
technology works. First, some have arzued that the newest data analytic software and
technology-assisted review (TAR) tools need native production, or at least they will
work better with native files. The argument is that native files contain more informa-
tion and therefore help the tools and software work. This is incorrect; except for
forensic technology (which is rarely used on productions), none of this technology
operates on native formats. In fact, when provided with native files, the technology
actually will extract the text and metadata needed—exactly like TIFF+ productions.
Similarly, some have argued that native productions are more searchable (based on
the same theory: that more information makes it more searchable). This is not accu-
rate because to build an index to search across files, the discovery technology, again,
needs to extract the text out the files. Thus, native production is no more searchable
than TIFF+ and, in fact, TIFF+ is more searchable than the files as they exist in the
ordinary course of business because they can be easily searched across file types.

§9.4:2 TIFF+

Over the last twenty years, law firms and litigation support firms have developed
technologies to manage paper and, increasingly, ESI through the conversion of files to
a static image as a Tagged Image Format File (TIFF). When these images are aug-
mented with logistical information, fielded information (metadata), and full-text

9. For other database records, which can be less complicated or more complicated than e-mails,
the challenges can be greater simply because most litigants have less familiarity with these databases
than they do with an e-mail system. These are ciscussed in more detail below.
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extraction files, this collection is referred to as a TIFF+ production. Each of these
component parts is discussed below.

Because of the sheer number of years and cases that TIFF+ has been used, virtually all
e-discovery tools (old, current, and emerging) accommodate, if not prefer, TIFF+ pro-
ductions. Therefore, when faced with a situation where parties fail to agree, the most
common ground continues to be TIFF+ format. Moreover, when the primary use by
the requesting party is to find and read a document and then potentially use it as an
exhibit as evidence in a deposition, motion, or hearing, then TIFF+ is as useful, if not
more useful, then native production. That being said, because of one-off ad hoc con-
cerns about individual documents, requesting parties should be able to obtain native
production of specific documents. These exceptions, however, should not swallow the
general proposition. '’

Static Image, or TIFF: The conversion of the native file to a static image, or TIFF,
creates a frozen picture of each page of the document. This normalizes the evidence
and ensures that everyone who uses and sees the document in the litigation sees it the
same way. Because this freezes the document, it is important that any relevant hidden
or embedded data'" is exposed so that everyone can see them throughout the litigation.
By creating the TIFF image,'” the document is not only much more difficult to edit,
but it can be branded with Bates labels, which makes identifying unique pages easier,
and confidentiality designations, which are crucial from a data security perspective.

Moreover, static images (as opposed to native files) can be redacted, which is crucial
for withholding privileged information. Also, given the rise of more and more privacy
and data protection laws in the U.S. and abroad, redaction is important for protecting
the personal data of third parties, employees, consumers, and vendors. Finally, given

10. For a countervailing position on why a native file form of production is advisable under certain
circumstances, see Craig Ball, The Case for Native Production, Practice Law Journal, p. 32 (Oct./Nov.
2014), www.craigball.com/LIT_OctNov2014_EDiscoveryBulletin.pdf.

11. Many ESI formats allow for both hidden and embedded data. Hidden data is information within
the ESI that the user can view or not view depending on filters within the application (e.g., comments,
redlines on Word processing files, or speaker notes in presentation files). Embedded data is informa-
tion—or even whole additional files—that is included in the content of ESI that may not be easily view-
able by results in viewable information (e.g., spreadsheets in presentations or formulas in spreadsheets).
Because hidden and embedded data can come in many forms and presented in many different ways, it is
generally most fair to programmatically expose this information so that all reviewers and witnesses can
review it equally.

12. The static image does not need to be TIFF. It can be PDF or other images, but TIFF is the most
common. Because TIFF does not render in color, many parties use JPEGs for documents whose color is
important to their meaning. Because JPEGs are much, much larger than TIFFs, parties prefer not to use
them for run-of-the-mill black-and-white documents.
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the increased sensitivity to data breaches and requesting parties being targeted as a
vulnerable trove of valuable data, redactions will become more common and neces-
sary to protect irrelevant but commercially sensitive data.

Extracted Text: Extracted text is one half of the “plus” in TIFF+ and is what makes
the content of documents searchable when producing in this format. Modern process-
ing software can extract virtually all text, both revealed and hidden, in a systematic
way from a native file and create a text file that can be linked to its TIFF images. This
allows a requesting party to apply search terms, conduct concept analytics, and apply
other TAR, such as predictive coding, regardless of original format.

Metadata: Metadata load files are most of the second half of the “plus” in TIFF+.
These load files not only allow searching and TAR across the documents, but, as
fielded data, load files make it easy to sort and filter (e.g., all e-mails sent by Steve
Smith). Though metadata is often called the “data about data,” this vague description
does not help determine what it is, when it should be produced, and if it requires
native production.

Most ESI contains information (or has information associated with it) that is useful in
using, searching, and identifying the document that may not be contained within the
content of the file or, if it is, extracting the content into a separate data field that
makes the information more useful. For example, filename and author fields are not
contained within the body of much ESI, but these tend to have relevant information
(e.g., the filename “XYZContract v2 1-1-12” could tell a party that someone believed
this document was the second version of the contract and put the date January 1, 2012,
on it). On the other hand, the recipierts and subject lines of an e-mail are contained
within its content, so extracting them makes them easier to search, and they can be fil-
tered or sorted in alphanumeric order.

Metadata is often created automatically by a computer or IT system, but it can also be
created by the user. Examples include “date created”” metadata, which is populated by
the IT system, and the subject line of an e-mail, which is created by the sender. Like
all ESI, the mere fact that a metadata field contains information does not mean that
the information is accurate or true. Consider document author metadata. This is auto-
populated by the system based on who is the owner of the software license or who is
logged into the computer, but that may not be the person who actually wrote the docu-
ment.

To be effectively used, metadata needs to be extracted from the document. As such,
even if native productions are made, the metadata they contain cannot effectively be
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used until it is pulled and placed in load files that are identical to what is produced in
TIFF+ format.

Metadata is different for every type of file format; many files have hundreds of poten-
tial pieces of metadata. The table at the end of this chapter shows a list of metadata
that is typically exchanged and is generally considered to make TIFF+ reasonably
useable. In specific matters, more or less metadata may be necessary depending on the
needs of the case and what the responding party needs to do with the production.

The “load file” portion of “metadata load file” also acknowledges that a metadata file
often contains generated information specific to the collection and production process
that may not exist in the original native data, such as the starting and ending Bates
numbers for a given document, the starting and ending Bates numbers for a family of
documents, and the custodian source.

§9.4:3 Native+

One of the most common dangers of using the word “native” is that it can be abused if
defined to mean something more than how a file was kept in the ordinary course of
business. A request for native files with extracted text files and certain extracted
metadata in a load file is not a request for native production because in the ordinary
course of business a party does not store extracted text and metadata in a load file. As
explained above for TIFF+ format, the extracted text file and the metadata load file
are artifacts of discovery processing that allow the static image to be searchable
across its content and key metadata. Requesting parties typically want these process-
ing artifacts because native files are not as easy to use without them and the request-
ing parties do not want to spend the money to process the files themselves. However,
under the parameters of Fed. R. Civ. P. 34(b)(2)(E)(ii), this request is not within the
ordinary course of how a document would be kept and is therefore beyond the scope
of what responding parties can be compelled to provide. Most Native+ requests mas-
querade as requests for native format production since both parties will shortcut to
that phrase inadvertently or intentionally.

§9.5 Hidden Costs of Native Production

To understand why certain responding parties resist the production of native format
across their entire production of loose ESI, it is important to understand the cost of
native production and the costs of native format to the overall discovery and to the
case.
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Expense: It is often stated that producing in native format is cheaper than producing
in TIFF format. While it is true that native production avoids the cost of formatting to
TIFF, this is usually less than three ceats per page and is a de minimis amount when
compared to the cost of processing and reviewing the files. Given other costs of native
production detailed below, it is not cheaper. Almost all software designed for hosting
and reviewing documents in litigation can process TIFF+ productions at little to no
cost. On the other hand, a true native production needs to be processed to extract text
and metadata to make it searchable.

Review of native files can also be very time consuming. While one could theoretically
review each native file in its native application, this method is practically impossible
because of the burden of not only needing every application, but also because of the
time it would require to open and accass each application and document. Therefore,
one must question whether a native file requester truly intends to review each and
every file in a native application. In other words, what is the real intent behind the
request for native?

In most cases, native review would sc greatly increase the time of the review that it
would render most discovery schedules nearly impossible to comply with. Moreover,
reviewing in this fashion, even for small matters, runs the risk of inadvertently alter-
ing the produced document and therefore destroying the integrity of the evidence.
Impracticalities only cascade from there; for instance, how are documents to be used
in depositions? In hearings? In motions? At trial? How do the parties grapple with real
authentication concerns? Why invite accusations of alteration? While static images
are possible to edit, it is impossible to do so accidentally, and it takes incredible skill
to do so in a way that is not easily detected by the naked eye. This problem leads to
two other great costs of native productions.

Data Security Issues: Because native files are so easily editable, producing native
documents is a significant data security concern for producing parties. In essence,
once native files are presented to requesting parties, they are then vulnerable to inad-
vertent or purposeful tampering. A single added space in the text will change the
MDS5 hash of the native file, making it impossible to trace for forensic authentication.
As discussed above, native files canno: be Bates labeled or designated as confidential
on a page level, which means the filenzme is the only designatable part, and filenames
are easily changed. This means it can be very difficult to establish where a document
was leaked and actually enforce any protective order. Given that many cases involve
valuable, confidential, and private information, the security risk of native files is a
significant and real concern for producing parties.
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Evidentiary Concerns: Each application, computer, and printer treat native docu-
ments slightly different, therefore the native evidence can inadvertently (or intention-
ally) look different to different witnesses, parties, and to the court. Many lawyers and
parties print out ESI to use in depositions or motions, but different printers (or even
the same printers with different settings) will change pagination. Depending on how
spreadsheet software is configured, the order in which columns and rows will print
can differ. Moreover, depending on how the lawyer configures his or her software,
whole portions of a file may not be visible (e.g., speaker notes in presentations or hid-
den columns in Excel). Except for very good reason, evidence should be normalized
so that everyone can agree on what the evidence is. Imagine a scenario where the
same document looks different in each party’s 30(b)(6) deposition, and then is differ-
ent again as a trial exhibit."

In short, normalization removes the logistical chaos otherwise introduced in the entire
discovery phase of litigation via unlabeled exhibits with variable formatting and pagi-
nation. Disorganization, battles of imprecision, and loss of time in depositions and
hearing are all avoided by the use of TIFF+.

Authentication Issues: The ability to easily edit native files can lead to significant
issues when authenticating documents in depositions. Understandably, parties do not
want their witnesses testifying about files that may have been inadvertently or inten-
tionally altered by their opponents.

Given the size and complexity of many files, a careful manual inspection of the files
is not practically possible during the deposition, so the parties are faced with equally
unattractive options of authenticating before, during, or after the deposition via MD5
hash. However, comparing MD5 hash values is not practical during the deposition due
to time constraints. At the same time, the party taking the deposition typically does
not want to tip its hand as to what documents it is going to show the witness, and com-
paring the values afterwards can cause testimony problems when the hash values do
not match. This leads to complex deposition processes to validate exhibits that
increase time and cost.

Moreover, in large productions of pure native documents, it can be hard to establish
that documents used in motions or depositions were even produced, particularly if

13. Of course, this assumes that it is possible for you (or the circuit court) to accept the native ver-
sion of a document as evidence and include it in the record. There are potential problems, especially in
state courts, if a native file cannot be kept in the record of the proceeding all the way through an appeal.
Given the limited number of documents that are produced in cases that are actually presented as trial
exhibits, these issues can be handled by the court on a one-off basis.
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non-native documents (e.g., printouts) are used. Without the ability to search hash val-
ues, it may be hard to find the original document in the production, especially if the
document has little or no searchable text.

§ 9.6 When TIFF+ Production Is Not Reasonably Useable

Experience has shown that the vast majority of productions can be facilitated with a
static image of the document and a handful of common metadata fields, especially
when the parties provide for the production on an as-needed basis of (a) dynamic
“native” or alternative format copies. or (b) more extensive metadata. There have
been litigations where the correct and full understanding of the entire life cycle of a
handful of documents is central to the issues in the case. In these instances, metadata,
forensic images, expansive discovery, and third party subpoenas have been appropri-
ate. But again, this accounts for a sma’l percentage of cases. Most cases require noth-
ing more than TIFF+, and those that -equire more typically only require more for a
handful of documents.

Despite all of these potential issues, there are limited instances where native produc-
tion may be appropriate for specific reasons. That is, the following should be the
exception, not the rule:

*  Where the value of the ESI is not in text, like a voice mail or security
video, and TIFF+ will not produce the relevant information

*  Where the value of the ESI is dynamic and cannot be frozen (like a specific
PowerPoint that contains animation)

*  To show the authenticity of a specific e-mail or other specific ESI

. To reasonably use (e.g., to sort by column or row as an expert may need)
certain types of documents (e.g., Excel files)

*  To provide a reasonably useable format to a requesting party when a
responding party has, after several attempts, failed to produce information
as agreed to or in a reasonably useable format

§ 9.7 The Tricky Thing about Databases

Databases can be, but do not have to bz, more complex and difficult than stand-alone,
loose ESI.'* When the information from databases is going to be treated as a series of
individual reports or documents (like invoices, contracts, or adverse event reports) for
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review and presentation to witnesses, then such database information is comparable
to, and is generally reasonably useable as, static images in TIFF+ format.

Alternatively, for tabular extractions that need to be analyzed, sorted, or tested by wit-
nesses and experts, either spreadsheets or a delimited flat file (e.g., a comma-sepa-
rated values file, or CSV) would be the most reasonable format for production. This
allows import into generic database management tools for further analysis. Often,
such productions also contain “header” information, which label the columns of data
for the benefit of the receiving party.

However, it is rarely practical (or reasonable) to provide most databases in native for-
mat since these systems are highly complex, proprietary, and customized, and the
requesting party would not be able to operate or view the database information with-
out the underlying database management tools, software licenses, and institutional
knowledge required to navigate such systems. It is also usually the case with most
databases (as with most mailboxes or most computer hard drives) that while some of
the data, or even most of the data, is responsive to data requests, typically all of the
data is not. Producing databases in native format treats the entire container as respon-
sive, as opposed to limiting production to that data that truly is responsive. The chal-
lenges of redacting a database in native format are also a subject of much delay and
expense.

14. For a more thorough discussion of databases and structured information, please review The
Sedona Conference, Database Principles: Addressing the Preservation & Production of Databases &
Database Information in Civil Litigation, 15 Sedona Conf. J. 171 (Sept. 2014), https:/
thesedonaconference.org/sites/default/files/publications/171-216%20Database%20Principles_0
pdf.
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Table: Metadata List

§9.7

Field Name Description
Begin Bates Beginning Bates number
End Bates Ending Bates number
Begin/End Attachment Bates range of full family
Att Count Number of attachments to an e-mail
Parent/Child ID Bates number of either the attachment
(if parent e-mail) or parent e-mail (if
attachment)
Custodian/Source Name of the custodian or source of the
document produced
Confidentiality A document’s confidential designation
should be included in a field value as
well as burned onto the images
Field Name E-Mail or Non-E-Mail | Description
Subject/Title E-mail Subject/Re: Line of the e-
mail
File Name Non-e-mail Name of the application
file or attachment
Date and Time Sent E-mail E-mail sent date and time
Date and Time Received | E-mail E-mail received date and
time
Received Date E-mail E-mail received date
Date and Time Created Non-e-mail Date e-mail or application
file was created
Date and Time Last Non-e-mail Date e-mail or application
Modified file was last modified
Author Non-e-mail Author of the application
file
From E-mail Sender of the e-mail
Recipient E-mail Recipients of the e-mail
Copyee E-mail CCs of the e-mail
BCC E-mail BCCs of the e-mail
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Field Name E-Mail or Non-E-Mail | Description
Directory/Folder Name Both Name of the folder (or

folder structure) from
where the file or e-mail
was stored

File Extension/File Type | Both Suffix to the name of the
file; indicates the file
format

File Size Both Document file size

Record Type Both Indicates whether
document is an e-mail,
attachment, or neither

Hash Value Both MDS or SHA-1 hash

value used to deduplicate
the data
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Chapter 10

Predictive Coding and Computer-Assisted
Document Review

Eric J. Mayer'

§ 10.1 Introduction

With the explosive growth in digital information, practitioners and their clients need
additional tools to help reduce the cost and time required to review and identify rele-
vant documents in discovery. Predictive coding, now commonly referred to as tech-
nology-assisted review (TAR), is one such tool. It uses technologies from information
retrieval science along with human insut to more effectively and efficiently identify
relevant (and nonrelevant) documents and reduce the time and cost involved in
reviewing and producing electronically stored information (ESI). Predictive coding
“has emerged as a far more accurate means of producing responsive ESI in discovery.
Studies show it is far more accurate than human review or keyword searches, which
have their own limitations.” Predictive coding can be used to identify and locate
more than just relevant documents. With the proper training and input, more sophisti-
cated predictive coding programs can identify and locate privileged documents, “hot
documents,” or other specific categories of documents of interest.

Predictive coding “is a type of machine-learning technology that enables a computer
to automatically predict how documents should be classified based on limited human
input.”™ The process begins by having skilled attorneys review and code (for rele-
vance, privilege, or some other category) a small number of documents called a “seed
set” into a computer system. The coding decisions are then fed into the computer to
create an algorithm that ranks and codes the remaining documents automatically.

Predictive coding may seem like exctic technology. It is not. Technology-assisted
document review is something lawyers use every day. Most law firm e-mail systems

I. The author would like to thank and acknowledge Rania Mohsen for her assistance in the prepa-
ration of this article.

2. Progressive Cas. Ins. Co. v. Delaney, No. 2:11-CV-00678-LRH, 2014 WL 3563467, at *8 (D.
Nev. July 18, 2014).

3. Matthew Nelson, Shining a Light into the Black Box of E-Discovery Predictive Coding, Corpo-
rate Counsel (May 29, 2012), www.law.com/ccrpcounsel/almID/1202556081861/.
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use filters to identify and then segregate junk or other unwanted e-mails. That useful
and important technology is a species of predictive coding. These filters examine
incoming digital information based on specific information provided by human pro-
grammers, and through the use of that information, algorithms in the software then
rank and filter the digital information into relevant or nonrelevant categories.

§ 10.2 Need for Experienced Specialist

Predictive coding should only be done with the assistance of an experienced e-discov-
ery specialist. All e-discovery vendors now offer predictive coding. Using an experi-
enced e-discovery vendor is essential for two reasons. First, most predictive coding
programs use proprietary technology, and the products can be used only by agreement
or license, which is obtained through e-discovery vendors. Second, successful use of
predictive coding requires the implementation of a system that can validate and verify
the accuracy of the predictive coding search technology. An experienced e-discovery
vendor can design and implement such a system.

Practitioners should also understand that technology and product offerings in this area
change and improve constantly. For this reason, some e-discovery vendors license
what they believe is the best current technologies and offer those to their customers.
Other e-discovery vendors have opted to invest in and develop their own proprietary
(and often patented) technology. For these reasons, before selecting an e-discovery
vendor to employ predictive coding, practitioners should consult with more than one
e-discovery vendor, investigate current technologies, and collect competitive bids. In
so doing, request the names and contact information of previous customers and inter-
view them regarding their experience with the vendor and program under consider-
ation. (The authors of this chapter are not associated with any e-discovery company or
program, and accordingly, no one vendor or platform is recommended in this chapter.)

§10.3 Skilled Attorney Review Essential

Predictive coding requires active involvement and input by skilled human reviewers.
For predictive coding to work, an experienced attorney familiar with the case and
issues presented in the litigation must train the software to recognize and locate rele-
vant documents. This is done by having the attorney go through a subset of the docu-
ments assembled for review. This subset is the seed set. The attorney reviews
documents in the seed set and identifies or codes them into specific categories, like
relevant or responsive, or nonrelevant or nonresponsive. Those coding decisions are
then used to teach the software to recognize (and code) the remaining documents sim-
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ilarly so that large quantities of ESI can be quickly, economically, and accurately
reviewed.

§10.4 Not Appropriate for All Cases

Predictive coding is not recommended “or all litigation. Currently, due to the cost
associated with predictive coding technclogy, most e-discovery vendors do not rec-
ommend its use in cases where fewer than 150,000 documents need to be reviewed.
Nor are cases with large quantities of graphic documents, spreadsheets, or nontextual
materials good candidates for predictive coding, because existing software does not
lend itself to identifying these types of ncntextual, non-English ESI.

§ 10.5 Benefits

Advocates of predictive coding claim -hat it combines the best of two features: (1) an
automated review process and (2) experienced human review. Unlike keyword
searches followed by a manual review by scores of individual contact attorneys, pre-
dictive coding uses manual review by a small team of experienced attorneys with a
small group of seed set documents. O~ce this process identifies relevant and import-
ant documents, technology is used to autcmatically replicate finding those documents.
The computer automatically categorizes and prioritizes documents based not just on
keyword frequency, but also on other qualities like document type, language, content,
party, time frame, individual name, and concept meaning. These attributes allow the
computer to group and prioritize similar documents in a more accurate and consistent
manner than teams of human reviewers can. Studies have indicated that when per-
formed correctly, predictive coding is more accurate than traditional manual review in
locating and identifying relevant documents. This is attributed to the use of complex
algorithms in a more predictable review process, which is less prone to human error
or variation.”

In the proper case, and with appropriate training and implementation, predictive cod-
ing allows the practitioner to review large quantities of ESI more quickly and cheaply
than the cost of linear (manual) review. One e-discovery vendor claims that its predic-
tive coding technology, properly trained and administered, will accurately review and
rank ESI for relevance at speeds of 150,000 documents per hour. At this pace, mil-
lions of documents can be accurately raviewed and ranked for relevance in just a mat-

4. Charles Yablon & Nick Landsman-Foos, Predictive Coding: Emerging Questions and Con-
cerns, 64 5.C. L. Rev. 633, 678 (2013).
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ter of days, during which, according to this e-discovery vendor, large quantities of
nonrelevant materials are also identified and eliminated from further review. Since
reviewing documents for relevance can be one of the single biggest costs in discov-
ery,’ predictive coding is a tool that practitioners need to understand and consider.

Predictive coding offers other benefits. Predictive coding can be used to provide prac-
titioners with early insight into key issues in their case. Identifying the controlling
issues of a case at the outset of the litigation allows a skilled attorney (armed with pre-
dictive coding technology) to locate and review the most important documents early
in a case. This then allows an attorney to provide clients focused early legal analysis
and risk assessment-real benefits to litigants. Finally, predictive coding allows for
new and additional materials to be reviewed efficiently and accurately. Most cases
evolve with time, and issues and claims may change as the litigation matures. Predic-
tive coding is designed to allow new ESI to be added and then reviewed and coded
quickly and efficiently, all at a fraction of the cost of manual review.

§ 10.6 Building the Seed Set

Currently, there are two accepted methods of building the seed set: (1) random selec-
tion and (2) judgmental or subjective selection. Random selection is just that, a prede-
termined number of documents from the total universe of documents randomly
selected for inclusion in the seed set. These documents are then coded or categorized
into specific categories like “responsive,” “nonresponsive,” “privileged,” “hot,” or
any similar variation. This process is typically done by a manual review of the seed
set by an experienced attorney knowledgeable about the litigation.

EE 1Y

The second accepted method involves more subjective decisions by those involved in
the process. Under this method, attorneys with knowledge of the case specifically
select documents for inclusion in the seed set because they represent categories of
documents the attorneys feel are representative of issues in the case and are clear
examples of relevant, nonrelevant, privileged, or hot documents. Proponents of this
method believe that predictive coding works best with a “rich” seed set—a seed set
intentionally full of relevant and case-specific documents—because training the pre-
dictive coding software is easier and more efficient. The type of seed set that works
best will depend on the volume of material to be reviewed, the complexity of the

5. See Nicholas M. Pace & Laura Zakaras, Where the Money Goes: Understanding Litigant
Expenditures for Producing Electronic Discovery, p. 97 (RAND Institute for Civil Justice 2012),
www.rand.org/content/dam/rand/pubs/monographs/2012/RAND MG1208.pdf.
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issues involved, input from your predictive coding e-discovery specialist, and your
familiarity with the process and the spzcific algorithm used.’

§ 10.7 Culling Is Required

Before creation of the seed set, culling is necessary. ESI will frequently contain dupli-
cates of e-mails, documents, spreadsheets, and other digital information. There is no
reason to spend time and money using predictive coding on duplicates. Before cre-
ation of the seed set, both vertical (within a single custodian’s documents) and hori-
zontal (across all custodians) deduplication needs to occur. Your e-discovery vendor
can assist with this essential step. Given the availability of commercial deduplication
programs, your client’s internal IT department may also be able to perform this essen-
tial step.

§ 10.8 Training the Computer

Because predictive coding requires skilled human intervention and input, it is an
interactive and iterative process. Skilled document reviewers familiar with the case
review the seed set and categorize the documents. Algorithms contained in the soft-
ware then create a model to be used to analyze other documents. The algorithm typi-
cally assigns a numerical score to each document that reflects the probability that the
document fits within the model. Attoraevs then take this random set of ranked docu-
ments and manually examine them to see how well the computer algorithm captured
the issues “taught” by the reviewers. In other words, did the algorithm correctly deter-
mine the relevant and nonrelevant docuraents? This interactive examination must be
repeatedly performed to ensure that the algorithm used by the computer is effective in
finding and categorizing the documens. The algorithm must then be tested on a con-
trol set. This is typically done by selecting a random set of documents separate and
apart from the seed set and having the predictive coding software attempt to identify
the relevant documents in this control set. The output of the control set analysis are
examined by a skilled attorney document reviewer to see if the software is correctly
identifying relevant documents and correztly identifying or predicting the other docu-
ment categories (nonrelevant and privileged). This is a continuing process and must
be performed until the algorithm is deemzd accurate enough so that when run against
a control set, it will predict a certain percentage of the categories correctly. This mea-
sure of accuracy is sometimes known as precision, that is, the percentage of docu-

6.  See Charles Yablon & Nick Landsman-Roos, Predictive Coding: Emerging Questions and Con-
cerns, 64 S.C. L. Rev. 633 (2013) at 639 for a morz in-depth discussion of different types of seed sets.
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ments identified as relevant by a review effort that are in fact relevant. To summarize,
the seed set is used to train the computer while the control set is used to measure accu-
racy of the predictive coding algorithm.’

§ 10.9 Quality Control

For predictive coding to be effective and usable there must be a way to test whether
the system predictions are accurate. This is typically done by examining the control
set of documents and checking the accuracy of calls made within that set of the mate-
rials. All categories should be reviewed for accuracy. Documents deemed nonrespon-
sive should be sampled to ensure that the relevance categorizations were accurately
done. This is particularly important because predictive coding documents categorized
as nonresponsive or irrelevant rarely get reviewed again. Responsive or relevant doc-
uments are typically reviewed before they are produced, thus providing a de facto
quality check on this category.® Privileged documents are also typically manually
reviewed and logged, thus providing assurance that the categorizations were accu-
rately done.

§ 10.10 How Predictive Coding Software Works

Predictive coding technology is proprietary. For that reason, information on exactly
how the software works is not often public or available. In all cases, this proprietary
software requires attorney input to predict how certain documents in the larger uni-
verse of documents will be coded or categorized. Some algorithms look at only the
text used and then attempt to predict similar documents based on textual patterns.
Other software algorithms analyze the metadata contained in a document along with
the text. Examples of predictive coding algorithms include—

*  Nearest Neighbor: a supervised learning algorithm in which a new docu-
ment is classified by finding the most similar document in the training set.

»  Support Vector Machine: a state-of-the-art supervised learning algorithm
that separates relevant from nonrelevant documents by using geometric
methods. Each document is considered to be a point in space whose coor-
dinates are determined by the features contained in the document. The
machine then looks at the training set and determines the plane that best

7. Yablon & Landsman-Roos, Predictive Coding at 640.

8. Daniel B. Garrie & Yoav M. Griver, Unchaining E-Discovery in the Patent Courts, 8 Wash. J.L.
Tech. & Arts 487 (2013).
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separates the relevant from the nonrelevant document and uses that geo-
metric plane to identify documents in the general population depending on
which side of the geometric plane the documents fall into.

*  Bag of Words: an algorithm that categorizes each document as a set of spe-
cific words. Documents are then chosen as relevant or nonrelevant depend-
ing on the Bag of Words they contain.

§ 10.11 Example of the Process

Predictive coding requires a detailed and specific protocol. Practitioners contemplat-
ing its use should review the case management orders from Rio Tinto PLC v. Vale
S.A.° and In re Actos (Pioglitazone) Prod. Liab. Litig."’ In both cases, the parties
worked together to create an agreed upon predictive coding protocol. The protocols
explain exactly how the parties (1) created their seed set, (2) trained the predictive
coding software, (3) handled privileged information from the seed set, and (4) verified
the accuracy of the predictive coding software used.

§ 10.12 Producing Documents

Once the predictive coding software has been sufficiently trained so that the attorneys
are comfortable with its results and the materials are reviewed, the attorneys in charge
of the document review process have several options. They can manually review all
documents selected as relevant and then produce the non-privileged documents to
their opponent; another option is simply to produce all documents above a threshold
relevancy percentage with a snap-back order allowing for return of any privilege doc-
uments without waiver of privilege (see chapter 12 of this book). Documents below a
certain relevancy score are typically deemed irrelevant and thus not produced. Docu-
ments deemed nonresponsive should be sampled to ensure that the relevance categori-
zations were accurately done.

§ 10.13 Seed Set Disclosure

The most significant discovery issue associated with predictive coding is the extent to
which the seed set must be shared with your opponent. Most of the published judicial

9. 306 F.R.D. 125 (S.D.N.Y. 2015) (Stipalation and Order Re: Use of Predictive Coding in Discov-
ery).

10. No. 6:11-md-2299, 2012 WL 6061973 (W.D. La. July 27, 2012) (Case Management Order: Pro-
tocol Relating to the Production of Electronically Stored Information (“ESI™)).
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opinions on predictive coding (see section 10.15 below) advocate transparency and
thus encourage disclosure of the seed set. The type of seed set used (random versus
judgmental) is also impacted. A random seed set does not disclose attorney-work
product, while a judgmental seed set would, because it involves the selection of cer-
tain documents deemed to be representative of issues in the case. One possible solu-
tion is to have the parties agree to build the seed set collaboratively. That is precisely
the methodology agreed to by the parties in the /n re Actos case management order
and in the Rio Tinto stipulation and order." For example, in In re Actos the parties
agreed to each appoint three experts specifically to create a seed set and to then train
the predictive coding software used in the case.

While courts continue to encourage increased transparency, case law is split on how to
proceed when the parties cannot agree on the degree of transparency. Some courts
have not required disclosure, but have still encouraged it."” Some courts have required
disclosure," and one court cited a lack of cooperation and transparency as a reason to
disallow the use of TAR where such use would deviate from an already agreed upon
ESI protocol.'*

Overall, courts encourage transparency but have generally avoided mandating the
technical aspects of TAR, such as whether parties have to provide seed sets or their
audit practices, and by establishing “confidence levels” (see next section)."” Instead,
parties are encouraged to create an agreed upon protocol.'® One court noted that if par-

11. See In re Actos (Pioglitazone) Prod. Liab. Litig., No. 6:11-md-2299, 2012 WL 6061973 (W.D.
La. July 27, 2012); Rio Tinto PLC v. Vale S.4.,306 F.R.D. 125 (S.D.N.Y. 2015).

12. See In re Biomet M2a Magnum Hip Implant Prod. Liab. Litig., No. 3:12-MD-2391, 2013 WL
6405156 (N.D. Ind. Aug. 21, 2013) (court concluded that it did not have the “authority to compel” dis-
covery of non-responsive seed set materials, but noted that Biomet’s level of cooperation was below what
the Sedona Conference endorses); see also Aurora Coop. Elevator Co. v. Aventine Renewable Energy-
Aurora W, LLC, No. 4:12CV230, 2015 WL 10550240 (D. Neb. Jan. 6, 2015) (court declined to require
defendants to produce irrelevant documents stating defendants’ argument against production was sup-
ported by the rules of procedure, but encouraged the defendants to “reconsider their position and work
cooperatively”); Entrata, Inc. v. Yardi Sys., Inc., No. 2:15-CV-00102, 2018 WL 5470454 (D. Utah Oct.
29, 2018) (court declined to require plaintiff to produce “the complete methodology and results of” its
TAR proces