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Foreword 

Imagine how our lives have changed in just one generation. Few students gradu
ating from law school in 2014 have any memory of life before personal computers, 
smart phones, e-mail, text messaging, streaming music and video, or online legal 
research. On the other hand, few lawyers who graduated from law school before 1984 
had to deal with information technology more sophisticated than an electric typewriter 
or fax machine before they were called to the bar.  

The impact of digital information technology on the legal profession is small 
compared with its impact on business, government, and individuals-the lawyer's cli
ents. The issues these clients bring to their lawyers are now entirely infused with 
information technology. While we have come to expect that all large enterprises rely 
on computer systems and the data those systems generate and store, it has only been in 
the past few years that we have come to realize that digital information technology 
touches every aspect of our lives. From the corporate merger to the common divorce, 
from the complex securities fraud action to the speeding ticket, nearly every case 
liUltod Ti# office will involve some "electronically stored information" or 

ESI-the catch-all term designed by the framers of our Rules of Civil Procedure to 
include all forms of digital information.  

The explosion of ESI-and our nearly complete dependence on it-presents the 
lawyer with a paradox. On the one hand, there is potentially far more relevant 
recorded evidence in every case. Not only are we creating records where none existed 
before (such as text messages or Internet log files), but these records are replicated on 
numerous devices and storage media and are very difficult to destroy. On the other 
hand, the sheer volume of discoverable ESI, together with its dispersion and technical 
complexity, requires that the lawyer approach the collection, review, request, and pre
sentation of ESI with much more sophistication and judgment than was required of 
paper evidence.  

Part of this new level of sophistication is a realization that, in contested matters, 
the lawyers on both sides must cooperate in the discovery process to a much higher 
degree than they were trained for or accustomed to in the twentieth century. Without 
compromising their clients' legal positions, lawyers on both sides must work together 
to provide the court with the factual evidence needed to render a just determination
or, in the majority of cases, for both sides to reach a just settlement of their differ
ences. Today's lawyer needs to know how the client and opposing party create, use, 
and store ESI; how to identify ESI relevant to the disputed factual issues in the case; 
how to most efficiently preserve, collect, and review that ESI; and how to authenticate 
and present that evidence before the trier of fact. Both the federal and Texas rules 
implicitly recognize that this requires cooperation, but it is up to each individual prac
titioner to make this work.

xxv



I commend the Honorable Xavier Rodriguez for undertaking to assemble, in one 
volume, these Essentials of E-Discovery, based on his own experience as a judge in 
federal court and those of leading Texas practitioners. I suspect that this project was 
motivated in no small measure by self-interest. The more sophisticated the lawyers 
who appear in court are regarding e-discovery, the easier the judge's job. But I also 
hope that the practitioners who study this volume will benefit the civil and criminal 
justice systems as a whole, by gathering and presenting the facts that their clients need 
for a just determination of their legal rights, at a cost they can afford.  

Ken Withers 
. Deputy Executive Director 

The Sedona Conference
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Editor's Preface 

The various chapters of this book have been compiled to serve as a desktop ref
erence to attorneys practicing in the Texas state courts and the federal district courts 
located in Texas. In addition, this book should be of assistance to in-house counsel as 
they struggle to understand their company's preservation obligations and adopt appro
priate information governance protocols.  

I would like to acknowledge and thank the authors of the various chapters in this 
book. The individuals who have contributed to this book have done so solely in their 
individual capacities and not on behalf of a law firm, any court, or the State Bar of 
Texas.  

The legal issues surrounding e-discovery are evolving. Some of the principles 
are well-settled; many others are not. In addition, changes in technology and concerns 
over privacy rights make this area one that requires continuing study. The editor and 
the authors of this book are not providing legal advice, and attorneys should conduct 
their own independent research in addressing any ESI issues they may encounter.  

Select portions of the Federal Rules of Civil Procedure are attached as an appen
dix to this book. We have provided the most current version of the proposed Decem
ber 1, 2015, amendments. The reader should be aware, however, that these 
amendments are subject to further changes.  

Finally, given the evolving nature of e-discovery it is likely that future editions 
of this book will be published. If you are aware of any revisions or corrections that 
should be made to this edition, or if you wish to contribute any new or supplemental 
material for any future edition, I would appreciate the assistance.  

Judge Xavier Rodriguez

xxviI
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CHAPTER 1

Duty to Preserve 

Karen A. Monsen 

I. Introduction 

Electronically stored information (ESI), like documents and tangible things, 
must be preserved pursuant to state and federal regulations, state and federal case law, 
and internal document retention policies, if any. If a person or entity is subject to 
almost any type of audit, such as a bank audit or Equal Employment Opportunity 
Commission or Department of Labor review, ESI should be subject to a hold, which is 
a policy that requires relevant ESI to be maintained for a period of time. Finally, 
ESI-along with documents and tangible things-must be preserved when a party 
knows they are relevant to litigation, or should know the evidence may be relevant to 
future litigation. Breaching this duty to preserve ESI can result in a variety of sanc
tions, from monetary damages to adverse jury instructions to complete dismissal of a 
lawsuit in favor of the nonbreaching party. See chapter 13 of this book.  

Parties or potential parties must take various steps that are paramount to avoid
ing sanctions: identifying the point at which the duty to preserve ESI attaches, issuing 
a legal hold describing the duty to preserve to all relevant and potentially relevant ESI 
custodians, and, most importantly, preserving the ESI in whatever storage system it 
resides.  

II. Statutory and Regulatory Duties 

Texas law requires business records be kept no less than three years, unless 
another statutory or regulatory retention period applies. See Tex. Bus. & Com. Code 

72.002. Retention of a reproduction of an original record will satisfy state law reten
tion requirements. Tex. Bus. & Coin. Code 72.003.  

A number of state and federal statutes and regulations require certain documents 
be kept for specific minimums. For example, the Occupational Safety and Health Act 
requires retention of testing records, medical records, and environmental records for 
periods between twenty and forty years. Notwithstanding requirements in each state 
where an entity does business, federal laws such as the Employee Retirement Income
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Security Act, labor laws, and the Foreign Corrupt Practices Act establish certain reten
tion periods and the types of records to be retained.  

Statutes of limitations for causes of actions where an entity does business play a 
role in dictating how long records should be kept. Importantly, the statute of limita
tions for breach of contract can vary broadly across states and countries. In Texas, the 
limitations period for breach of contract is four years, while in Ohio, for example, it is 
eight years.  

A. Records Retention Policies 

Many entities put document retention and destruction policies in place to address 
the burden of maintaining records for lengthy periods of time, and of controlling the 
immense amount of information on their computer systems. See chapter 3 of this 
book. The policies can address protection of vital records and records required to be 
kept on specific type of media, such as IRS requirements that certain information be 
kept on magnetic tape. In addition, if an entity has a reasonable policy and destroys 
documents pursuant to that policy but before litigation is anticipated, courts are less 
likely to draw an adverse inference from the destruction of documents that otherwise 
would have been expected to be produced in litigation.  

B. Litigation 

1. Federal Common Law 

A duty to preserve documents and tangible things arises when a party has notice 
the evidence is relevant to litigation, or the party should know that the evidence may 
be relevant to future litigation. Rimkus Consulting Group, Inc. v. Cammarata, 688 F.  
Supp. 2d 598, 612 (S.D. Tex. 2010). The duty extends to individuals likely to have 
discoverable information that the disclosing party may use to support its claims or 
defenses. Rimkus, 688 F. Supp. 2d at 612-13. Imminency of litigation, however, is not 
required. In Kronisch v. United States, 150 F.3d 112, 130 (2d Cir. 1998), a duty to pre
serve evidence arose many years before litigation commenced. The duty to preserve 
exists when a party "is on notice that documents and information in its possession are 
relevant to litigation, or potential litigation, or are reasonably calculated to lead to the 
discovery of admissible evidence." Bayoil, S.A. v. Polembros Shipping Ltd., 196 
F.R.D. 479, 482 (S.D. Tex. 2000) (citation omitted); see also Sarmiento v. Montclair 
State University, 513 F. Supp. 2d 72, 94 (D. N.J. 2007).  

Once litigation is reasonably anticipated, a potential party to that litigation must 
not destroy unique, relevant evidence that might be useful to an adversary. Ashton v.  
Knight Transportation, Inc., 772 F. Supp. 2d 772, 800 (N.D. Tex. 2011) (citing Toth v.  
Calcasieu Parish, No. 06-998, 2009 WL 528245, at * 1 (W.D. La. Mar. 2, 2009)). The
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duty extends to the potential parties' key players likely to have relevant information.  
Ashton, 772 F. Supp. 2d at 800 (citing Toth, 2009 WL 528245, at *1). "The duty to 
preserve is owed to the court, not to the party's potential adversary... ." Ashton, 772 
F. Supp. 2d at 800 (citing Victor Stanley, Inc. v. Creative Pipe, Inc., 269 F.R.D. 497, 
525-26 (D. Md. 2010)) (emphasis in original). The duty persists throughout the litiga
tion. Davis S R Aviation, LLC v. Rolls-Royce Deutschland Ltd. & Co. KG, No. A-10
CV-367 LY, 2012 WL 175966, at *2 (W.D. Tex. Jan. 20, 2012) (citing Silvestri v. Gen
eral Motors Corp., 271 F.3d 583, 591 (4th Cir. 2001), among others).  

"Whether preservation ... is acceptable in a case depends on what is reasonable, 
and that in turn depends on whether what was done-or not done-was proportional 
to that case and consistent with clearly established applicable standards. Rimkus, 688 
F. Supp. 2d at 613; see also In re Delta/AirTran Baggage Fee Antitrust Litigation, 770 
F. Supp. 2d 1299, 1312 (N.D. Ga. 2011). In In re Delta, the Department of Justice 
(DOJ) issued a civil investigative demand (CID) on Delta on February 2, 2009. Delta 
began preserving data following a telephone conference with the DOJ on May 13, 
2009. While Delta should have taken action sooner, the court said, it did not act in bad 
faith. The CID was limited in scope, taking place within a discrete period of time, and 
involving a readily defined group of employees at Delta's Atlanta headquarters.  
"Delta's failure to act more quickly to suspend its standard document destruction pol
icies is arguably understandable and was not tantamount to bad faith." In re Delta, 770 
F. Supp. 2d at 1313. But see Pippins v. KPMG LLP, No. 11 Civ. 0377(CM)(JLC), 2011 
WL 4701849, at *8 (S.D.N.Y. Oct. 7, 2011) (cautioning against using proportionality 
to determine scope of preservation).  

The obligation to preserve electronic data and documents requires reasonable 
and good faith efforts to retain information that may be relevant to pending or threat
ened litigation. Some commentators argue that it is unreasonable to expect parties to 
take every conceivable step to preserve all potentially relevant ESI. See The Sedona 
Conference, The Sedona Principles: Best Practices Recommendations & Principles 
for Addressing Electronic Document Production (July 2005) (hereinafter The Sedona 
Principles). They even maintain certain metadata need not be preserved unless it is 
"material to resolving the dispute," or there is "agreement of the parties or order of the 
court." Kay Beer Distributing, Inc. v. Energy Brands, Inc., No. 07-C-1068, 2009 WL 
1649592, at *6 (E.D. Wisc. June 10, 2009) (quoting The Sedona Principles).  

A party's failure to preserve and disclose relevant ESI has resulted in an adverse 
jury instruction being given in a jury charge,' summary judgment being granted 

1. Zubulake v. UBS Warburg LLC, 229 F.R.D. 422, 440 (S.D.N.Y 2004) (Jury instruction, in part: 
"If you find that UBS could have produced this evidence, and that the evidence was within its control, 
and that the evidence would have been material in deciding facts in dispute in this case, you are permit
ted, but not required, to infer that the evidence would have been unfavorable to UBS. In deciding whether 
to draw this inference, you should consider whether the evidence not produced would merely have dupli
cated other evidence already before you. You may also consider whether you are satisfied that UBS's 
failure to produce this information was reasonable.").
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against the party engaged in repeated discovery failures, 2 and significant monetary 
sanctions. 3 

To ensure compliance with preservation obligations, counsel should

1. issue a litigation hold at the beginning of litigation or whenever litigation is 
reasonably anticipated. Reissue the hold periodically so that new employ
ees are aware of it and all employees are reminded of their duties; 

2. communicate directly with "key players" in the litigation; and 
3. instruct all employees to produce electronic copies of their relevant active 

files and make sure that all backup media which the party has a duty to 
retain is identified and stored in a safe place.  

Zubulake v. UBS Warburg LLC, 229 F.R.D. 422, 434-35 (S.D.N.Y. 2004) (Zubulake 
V).  

In 2010, the Southern District of New York revisited the groundbreaking case on 
the duty to preserve under the Federal Rules of Civil Procedure, Zubulake V and 
explained the failure to preserve relevant documents exists along a spectrum of culpa
bility: negligence, gross negligence, and willfulness. See Pension Committee of Uni
versity of Montreal Pension Plan v. Banc of America Securities, LLC, 685 F. Supp. 2d 
456, 465 (S.D.N.Y. 2010). Failure to take all appropriate measures to preserve ESI, 
such as failure to obtain records from all employees as opposed to key players, is most 
likely negligence. Examples of gross negligence or willfulness, when the duty to pre
serve has attached, include the failure to: issue a written litigation hold; identify key 
players and to ensure that their electronic and paper records are preserved; cease the 
deletion of e-mail or to preserve the records of former employees that are in a party's 
possession, custody, or control; and preserve backup tapes if they are the sole source 
of relevant information or relate to key players. Pension Committee, 685 F. Supp. 2d at 
471. Recognizing the need to treat the spoliation charges leveled against each of mul
tiple plaintiffs separately, the court painstakingly analyzed the preservation efforts of 
each plaintiff. The court opined it took close to three hundred hours to resolve the 
sanctions motion. Pension Committee, 685 F. Supp. 2d at 471 n.56.  

Among the deficiencies in the plaintiffs' duty to preserve relevant evidence was 
the fact that, after the duty to preserve attached, counsel's first letter to the clients in 

2. Metropolitan Opera Ass 'n, Inc. v. Local 100, Hotel Employees & Restaurant Employees Inter
national Union, 212 F.R.D. 178. (S.D.N.Y. 2003).  

3. United States v. Philip Morris USA, Inc., 327 F. Supp. 2d 21, 26 (D. D.C. 2004) ("A monetary 
sanction is appropriate. It is particularly appropriate here because we have no way of knowing what, if 
any, value those destroyed emails had to Plaintiffs case; because of that absence of knowledge, it was 
impossible to fashion a proportional evidentiary sanction that would accurately target the discovery viola
tion. Despite that, it is essential that such conduct be deterred, that the corporate and legal community 
understand that such conduct will not be tolerated, and that the amount of the monetary sanction fully 
reflect the reckless disregard and gross indifference displayed by Philip Morris and Altria Group toward 
their discovery and document preservation obligations. Consequently, Philip Morris and Altria Group 
will be jointly required to pay a monetary sanction of $2,750,000 .... ").
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2003, asking them to begin document collection, was not actually a preservation letter 
at all. It only requested that employees search and select documents that each 
employee felt was responsive. Counsel repeatedly asked for documents, but the clients 
were not told in writing not to destroy records. When a preservation letter was finally 
sent in 2007, the court found this was too late because by mid-2004, Zubulake V had 
issued, and it was clear that failure to institute written litigation holds constituted gross 
negligence. Pension Committee, 685 F. Supp. 2d at 476-77. Despite rather harsh find
ings throughout the opinion, the court did not dismiss the case but rather ordered that a 
spoliation jury charge be given and an award of attorney's fees against the grossly 
negligent plaintiffs. Further, while the jury would be bound to find that plaintiffs had 
destroyed documents, it would still be up to a jury to determine whether those 
destroyed documents were relevant. Pension Committee, 685 F. Supp. 2d at 496-77.  

A month after Pension Committee was decided, Judge Lee H. Rosenthal issued 
Rimkus, highlighting the differences among federal circuits in their approaches to spo
liation, and distinguished Rimkus from the Pension Committee decision. Where Pen
sion Committee involved allegations of negligence in preservation of ESI, Judge 
Rosenthal tackled the more difficult allegations of intentional spoliation of ESI after 
the duty to preserve had arisen. The significance of Rimkus is emphasized by the fact 
that Judge Rosenthal is a former chair of the Committee on Rules of Practice and Pro
cedure of the Judicial Conference of the United States.  

In Rimkus, Rimkus Consulting Group sued former employees for misappropria
tion of confidential and proprietary business records to support the launch of U.S.  
Forensic, L.L.C., to compete with Rimkus, in violation of those former employees' 
noncompetition and nonsolicitation agreements with Rimkus. The duty to preserve, 
however, arose prior to the lawsuit. The ex-employees had filed preemptory lawsuits 
in Louisiana state court seeking declaratory judgment that the noncompetition and 
nonsolicitation clauses were unenforceable. They had consulted with attorneys, and 
on November 11, 2006, they discussed the final steps of their plan to sue Rimkus. The 
Rimkus court held that their duty to preserve documents was triggered no later than 
November 11, 2006. See Rimkus, 688 F. Supp. 2d at 641.  

Over the course of discovery, the defendant employees' responses were inconsis
tent and production "chaotic." E-mails had clearly been deleted, but through extraor
dinary efforts, Rimkus was able to obtain some of those deleted e-mails through third 
parties. Incredibly, one former employee donated his laptop to charity after litigation 
had been instituted. The ex-employees argued that their preservation obligation was 
limited to documents or e-mails related to the claims of breach of their fiduciary obli
gations. The court rejected this argument as unpersuasive. The parties' earlier declara
tory judgment actions had addressed the enforceability of the noncompetition and 
nonsolicitation clauses so they could operate U.S. Forensic. "It was reasonable for 
[defendants] to anticipate that Rimkus would seek to enforce those contractual provi
sions as to all the U.S. Forensic employees who left Rimkus, as well as the contractual 
and common-law duty not to disclose Rimkus's confidential and proprietary informa
tion." Rimkus, 688 F. Supp. 2d at 641-42.
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Complicating the matter, U.S. Forensic had in place a document retention policy, 
raising the question whether the documents were destroyed during the routine opera
tion of the company's computer system, in good faith, which would foreclose a hold
ing of sanctions under Federal Rule of Civil Procedure 37. The court rejected this safe 
harbor in light of the defendants' conduct: the policy of deleting e-mails more than 
two weeks old was put in place after the duty to preserve had arisen, the policy applied 
almost exclusively to e-mails that should have been subject to the duty to preserve, the 
e-mails were manually and selectively deleted, and laptops were given away or 
destroyed during the period in which they should have preserved. Rimkus, 688 F.  
Supp. 2d at 642.  

Due to a few ameliorating facts, including that some of the deleted e-mails 
would have helped the defendants' case, the deletions did not give rise to the level of a 
death-penalty sanction but rather a jury instruction to determine whether the defen
dants intentionally deleted e-mails. Importantly, the court awarded Rimkus attorneys' 
fees and costs reasonably incurred in investigating the spoliation, obtaining e-mails 
from third-party subpoenas, taking additional depositions, and moving for sanctions.  
Rimkus, 688 F. Supp. 2d at 653.  

Subsequently, a New York District Court Judge took the Rimkus decision to task 
for setting an "amorphous" standard as to when a duty to preserve arises. See Orbit 
One Communications, Inc. v. Numerex Corp., 271 F.R.D. 429, 436 (S.D.N.Y. 2010).  
Awaiting a "more precise definition," the court advised parties to "retain all relevant 
documents (but not multiple identical copies) in existence at the time the duty to pre
serve attaches," while acknowledging that "relevance is an extremely broad concept." 
Orbit One, 271 F.R.D. at 436-37 (citing Zubulake v. UBS Warburg LLC, 220 F.R.D.  
212, 216 (S.D.N.Y. 2003) (Zubulake IV)). Relevant information, of course, encom
passes information that need not be admissible at the trial if the discovery appears rea
sonably calculated to lead to the discovery of admissible evidence. Fed. R. Civ. P.  
26(b)(1).  

2. When Duty Is Triggered 

a. Notice of Criminal Prosecution 

Being on notice of a criminal investigation or prosecution does not mean a civil 
action is reasonably foreseeable. While a duty to preserve exists as to the criminal 
matter, the duty to preserve evidence for a civil suit does not arise until the party sub
ject to the criminal matter has notice that a civil action may be filed.  

A school district's duty to preserve certain e-mails and surveillance video of a 

teacher's conduct with students arose no earlier than when plaintiffs counsel sent a 
letter to the school district requesting that various documents be preserved, even 

though the teacher earlier confessed to an inappropriate relationship with a student.  
Doe v. Northside I.S.D., 884 F. Supp. 2d 485, 489 (W.D. Tex. 2012). When the teacher
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admitted to the wrongdoing, the school district was on notice that criminal prosecution 
would result, but it took approximately another week for the district to become aware 
that a civil suit may be filed, at which time the duty to preserve attached.  

Clearly, a party has a duty to preserve all relevant documents when it is subject 
to a criminal investigation. In re Delta, 770 F. Supp. 2d at 1307. In In re Delta, a bag
gage fee antitrust litigation case, the plaintiffs took the position that private parties in 
litigation can enforce preservation requirements following issuance of a CID. How
ever, the DOJ took no action against Delta for failure to comply with the CID, and the 
CID was issued more than three months before the first civil case in the action had 
been filed. In re Delta, 770 F. Supp. 2d at 1307. "[T]he Court is unwilling to conclude 
that upon service of a DOJ-issued CID, a duty to Plaintiffs to preserve documents 
devolved upon Delta even though Plaintiffs did not file this action until three months 
later." In re Delta, 770 F. Supp. 2d at 1308. Delta simply did not immediately owe the 
same duty to Plaintiffs that it owed the DOJ. The court refused to adopt the presump
tion that when a business is served with a CID that civil litigation against the business 
was reasonably foreseeable. In re Delta, 770 F. Supp. 2d at 1308.  

b. Existence of Company Preservation Policy 

Even before litigation arises, a company policy that certain types of documents 
should be kept in a personnel file may create a duty to preserve those documents.  

In Harper v. Caldwell County, No. A-10-CV-631-LY (W.D. Tex. May 16, 2012), 
the court considered plaintiff's argument that a surveillance tape should have been 
preserved due to the existence of a personnel policy requiring the tape be kept in her 
personnel file. Plaintiff employee complained that she had witnessed lewd sexual con
duct in a common area of the county jail and was fired in retaliation for filing the 
grievance. The surveillance tape in question had recorded the encounter. The policy 
stated that "[c]opies of all documentation relating to the grievance will be forwarded 
to the personnel officer's office immediately upon conclusion of each step in the 
grievance process and will be placed in the employee's personnel file." Harper, No.  
A-10-CV-631-LY, slip op. at 4 n.2. The court acknowledged that the policy would be 
applicable, except that the employer did not consider the tape relevant to her grievance 
and did not place it there. The court stated, "[I]f [the tape] did not relate to the griev
ance, the policy did not require the [employer] to maintain a copy." Harper, No. A-10
CV-631-LY, slip op. at 5. Holding that there was no duty to preserve the tape in the 
personnel file, the court accepted the explanation that the tape was not relevant to the 
grievance.  

c. Attorney's Notice of Impending Lawsuit 

In an unusual case, and one likely not to be followed in Texas, a court refused to 
hold that giving notice to a party's attorney of the need to preserve e-mails gave rise to
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a duty to preserve when the attorney was not retained for the purposes of litigation.  
Despite specific notice to a party's attorney to preserve evidence, the court in Larkin v.  
Trinity Lighting, Inc., No. 3:10cv109-TSL-MTP, 2011 WL 1496248 (S.D. Miss. Apr.  
20, 2011), refused to determine whether a duty to preserve e-mails on a laptop existed.  
Trinity Lighting terminated Jonathan Larkin and directed him to return his laptop to 
the company. Larkin did so, after deleting all of the files on the laptop. Trinity argued: 

In addition to communicating with Larkin regarding his duty to preserve 
files, Trinity maintains that it contacted an attorney-who Trinity believed 
to be Larkin's legal representative-in an attempt to communicate to Lar
kin that he was to preserve the computer files. Conversely, Larkin asserts 
that this information was never conveyed to him by the attorney; thus, he 
had no actual notice. Moreover, Larkin argues that the attorney was never 
retained for the purposes of litigation, but rather was serving in an advisory 

role as to Larkin's ongoing severance negotiations with Trinity. Accord
ingly, Larkin asserts that he had no reason to know that a lawsuit would be 
forthcoming.  

Larkin, 2011 WL 1496248, at *2.  
The court stated that it was undisputed that Larkin deleted documents on the lap

top, but "whether Larkin deleted the files in bad faith, whether Trinity has suffered 
any real prejudice and whether the information to be retrieved is likely to be of any 
substantial benefit are questions whose answers are far from clear at this point." Lar
kin, 2011 WL 1496248, at *3. Despite Trinity's convincing argument that Larkin had 
notice to preserve documents, the court did not reach whether the duty to preserve had 
attached and denied Trinity's motion requesting that Larkin pay the $8,000 to $10,000 
to recover the deleted files. Larkin, 2011 WL 1496248, at *2-3; but see Felman Pro
duction, Inc. v. Industrial Risk Insurers, No. 3:09-0481, 2011 WL 4547012 (S.D. W.V.  
Sept. 29, 2011) (if party's attorney was already in touch with nonparty entity, it was 
not unreasonable for litigation hold to be given to nonparty entity for its key players to 
preserve relevant ESI).  

d. Demand Letter without Threat or Preservation Request Does 
Not Trigger Duty 

An attempt to resolve differences between parties does not trigger a duty to pre
serve evidence unless the communication threatens litigation or includes a demand to 
preserve evidence. In Cache La Poudre Feeds, LLC v. Land O'Lakes, Inc., 244 F.R.D.  
614 (D. Colo. 2007), the court noted: 

In most cases, the duty to preserve evidence is triggered by the filing of a 
lawsuit. However, the obligation to preserve evidence may arise even ear
lier if a party has notice that future litigation is likely. . . . While a party 
should not be permitted to destroy potential evidence after receiving
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unequivocal notice of impending litigation, the duty to preserve relevant 
documents should require more than a mere possibility of litigation. Ulti
mately, the court's decision must be guided by the facts of each case.  

Cache La Poudre Feeds, 244 F.R.D. at 621 (citations omitted). The court held that a 
letter indicating that the party preferred and was willing to explore a negotiated reso
lution did not trigger a duty to preserve evidence.  

[A] demand letter alone may be sufficient to trigger an obligation to pre
serve evidence and support a subsequent motion for spoliation sanctions.  
However, such a letter must be more explicit and less equivocal [than the 
one in this case]. Although [the demand letter] noted the potential for cus
tomer confusion and alluded to Land O'Lakes' possible "exposure," [the] 
letter did not threaten litigation and did not demand that Land O'Lakes pre
serve potentially relevant materials.  

Cache La Poudre Feeds, 244 F.R.D. at 623. Once the complaint was filed, defendants 
clearly were obligated to preserve relevant evidence. In this way, deletion of a com
puter file is akin to erasing words written in pencil: the original writing can still be 
vaguely seen as an impression on the paper made by the pencil point, until it is later 
rendered indecipherable by new words written in the same place as the writing that 
was erased.  

3. Duty Is Ongoing 

a. Duty to Preserve in Readable Format 

In Ashton v. Knight Transportation Inc., 772 F. Supp. 2d 772, 777 (N.D. Tex.  
2011), the plaintiff claimed that Knight Transportation failed to preserve Qualcomm 
e-mail-type messages (among other investigatory items) between it and a driver sur
rounding the driver's automobile accident with Don Ashton on August 11, 2007, and 
what was produced was illegible. Ashton, 772 F. Supp. 2d at 777. Knight had pre
served messages in a screen-shot type fashion for August 13 and 14 following the 
accident, but failed to do so for August 8 through the 12th, which it claimed to be an 
"oversight." Ashton, 772 F. Supp. 2d at 789. As a result, the information could only be 
retrieved from a tape and exported into an excel spreadsheet format. Knight admitted 
that that format was easily manipulated and information could be deleted. Knight 
failed to explain why it had deleted the more readable Qualcomm records even though 
it had received a written request to save them on August 27. Within a year, they were 
automatically deleted, proving that no effort was made to preserve the records from 
August 8 to August 12 by screen shot, even in the face of a criminal investigation and 
a law enforcement agency request. The court held that by failing to preserve the Qual
comm data and then having deleted it for the hours surrounding the accident, the com
pany violated its duty to preserve. Ashton, 772 F. Supp. 2d at 802.
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b. Obligation to Suspend Routine Document Retention and 
Destruction Policy 

Document destruction of relevant ESI should be suspended once litigation 
begins or a party is on notice of threatened litigation. Failure to do so can result in the 
destruction of relevant ESI that should have been produced and could otherwise be 
produced but for the destruction.  

Green v. Blitz U.S.A., Inc., No. 2:07-CV-372 (TJW), 2011 WL 806011 (E.D.  
Tex. Mar. 1, 2011), was one in a series of personal injury cases involving gas cans 
manufactured by Blitz. The plaintiff alleged the gas cans should have included flame 
arresters, which would have prevented Mr. Green's death. When the lawsuits began, 
Blitz put Larry Chrisco, who had headed up Blitz's research and investigation of 
flame arresters, in charge of responding to discovery. Chrisco did not institute a litiga
tion-hold of documents, do any electronic word searches for e-mails, or talk to the IT 
department about how to search for electronic documents. Accordingly, the plaintiff in 
the Green case sought to reopen the case or, in the least, be awarded sanctions, after 
documents came to light which the plaintiff claimed were extremely relevant and 
material. The court agreed, and found a willful violation of its discovery order to pro
duce relevant documents within forty-five days, particularly given "the ease in which 
this document could have been discovered and produced in this case. Any competent 
electronic discovery effort would have located the email [entitled 'FW: Flame 
Arrester']." Green, 2011 WL 806011, at *6. Further, the court continued, Chrisco, 
who admitted his lack of computer prowess, did not even attempt to talk to the IT 
department about how to discover electronic information.  

"When litigation commences, a party must suspend its routine document reten
tion and destruction policy and establish a 'litigation hold' to ensure the preservation 
of relevant documents." Green, 2011 WL 806011, at *7. Not only did Blitz fail to 
institute a litigation hold, but it encouraged employees to destroy electronic docu
ments on a routine basis during the years representing the height of litigation against 
Blitz. Employees were not told to retain e-mails relevant to the litigation. One e-mail 
said, "Will everyone delete all old emails that you can, please? (And then remember to 
go into the deleted folder, select all items, and delete that as well.)" Green, 2011 WL 
806011, at *8.  

To make matters worse, Blitz rotated backup tapes every two weeks during this 
time. Old backup tapes-which would have contained the deleted e-mails-were per
manently erased. Green, 2011 WL 806011, at *9.  

The court found Blitz's failure to preserve electronic documents sanctionable.  
Even if Chrisco did not know how to perform the search, "Blitz had an obligation to 
conduct such a search." Green, 2011 WL 806011, at *9 (emphasis added). Further, the 
court said, Blitz should not have appointed someone who was admittedly computer 
illiterate to coordinate discovery.
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4. Duty Versus Proportionality 

Circuits differ on whether proportionality plays a role in the duty to preserve 
ESI. In Texas courts, proportionality to the case plays an important role in determin
ing whether preservation efforts are acceptable. See Rimkus, 688 F. Supp. 2d at 613; 
see also In re Delta, 770 F. Supp. 2d at 1312. Clearly parties must preserve relevant 
information for key players, but what about less obvious players in more abstract dis
putes? 

In AMC Technology, LLC v. Cisco Systems, Inc., No. 11-cv-3403 PSG, 2013 WL 
3733390 (N.D. Ca. July 15, 2013), the court took up this question in AMC's motion 
for sanctions against Cisco for failing to preserve a retired employee's ESI. An agree
ment between the parties was the source of the dispute, and at the inception of litiga
tion the parties identified the key players, for example, those who had worked to 
negotiate the agreement. Neither party identified Terry McKeon as a key player, even 
though he had input informing the computation of a royalty schedule (which was not 
in dispute) in the agreement. Within days of the lawsuit, McKeon retired and his lap
top was reformatted and his e-mail archives deleted thirty days after his retirement.  

The court held that Cisco did not have a duty to preserve McKeon's ESI, 
explaining the scope of the duty to preserve is not limitless: 

It is critical to underscore that the scope of this duty is confined to what is 
reasonably foreseeable to be relevant to the action. Requiring a litigant to 
preserve all documents, regardless of their relevance, would cripple parties 
who are often involved in litigation or are under the threat of litigation.  

AMC Technology, 2013 WL 3733390 at *3.  
In contrast, New York courts are hesitant to consider proportionality to deter

mine the scope of preservation obligations. In Pippins, 2011 WL 4701849, at *1, 
KPMG sought a protective order to limit the scope of its preservation obligation. Spe
cifically, was KPMG required to preserve computer hard drives for thousands of for
mer employees who fell into a potential claim under the Fair Labor Standards Act and 
state law? 

KPMG asserted preservation of hard drives had already cost more than $1.5 mil
lion, and it faced preserving 7,500 additional hard drives for potential opt-in plaintiffs 
and 1,500 putative class members in New York. In addition to long-term costs, KPMG 
argued the cost to continue to make them available and subject to discovery would 
"swallow the amount at stake" in the litigation. Pippins, 2011 WL 4701849, at *3.  

In reviewing KPMG's request for a protective order, the court considered a num
ber of factors to determine the scope of KPMG's preservation obligations including 
whether the materials Plaintiffs sought to have preserved were relevant; whether the 
material was created by or for key players, meaning those likely to have relevant 
information; and whether the preservation of hard drives was duplicative of other 
materials already preserved.
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In New York at least, courts have cautioned against the application of a propor
tionality test as it relates to preservation. Pippins, 2011 WL 4701849, at *8 (citing 
Orbit One, 271 F.R.D. at 436 n.10). At the time KPMG moved for the protective 
order, discovery had not progressed to the point to know whether the data on the hard 
drives was either of "little value" or "not unique." Pippins, 2011 WL 4701849, at *8.  

The court denied KPMG's request, in part because of its failure to work with the 
plaintiffs to generate a reasonable sample to test both cost and yield, now a "main
stream approach to electronic discovery." Pippins, 2011 WL 4701849, at *9 (citing 
S.E.C. v. Collins & Aikman Corp., 256 F.R.D. 403, 418 (S.D.N.Y. 2009)). The court 
also refused to shift costs of preservation to the plaintiffs, when KPMG failed to show 
the hard drives contained materials of marginal relevance. Pippins, 2011 WL 
4701849, at *10.  

5. Duty When Documents Not in Party's Custody 

In Felman Production, Inc. v. Industrial Risk Insurers, No. 3:09-0481, 2011 WL 
4547012 (S.D. W.V. Sept. 29, 2011), Felman operated a silicon manganese plant in 
which a furnace failed. It filed an insurance claim for business interruption due to the 
eight months it took to perform repairs. Industrial Risk Insurers (IRI) investigated for 
a full year and refused to settle the claim. Felman filed suit and IRI counterclaimed for 
fraud, basing its allegations on documents discovered between Felman and an entity 
called Privat discussing backdating contract orders and other efforts to bolster Fel
man's insurance claim. Felman actively concealed its relationship with Privat, but 
inadvertently produced other documents that referred to the fact that Privat, a Ukra
nian organization, was Felman's controlling entity during the relevant time frame. Fel
man alleged, however, that it had no legal duty to preserve Privat's documents 
because at the time suit was filed, the consulting relationship between Privat and Fel
man had ended, and it had no control over Privat's documents. Felman, 2011 WL 
4547012, at *11.  

The court held that it was not an unreasonable or disproportional effort for Fel
man to institute a legal hold to key Privat players. Felman, 2011 WL 4547012, at * 12.  
It had already been determined that Felman's outside counsel was in contact with 
these key players and could have issued a litigation hold without significant effort.  
Privat's location in the Ukraine represented a minimal barrier to preserving docu
ments. "Your clients need to understand that they chose this country to do business, 
and they chose court to file a lawsuit, and they will be held to the standards of this 
[country] and these rules, not their culture and their rules." Felman, 2011 WL 
4547012, at * 12. Accordingly, the court held that Felman had a duty to preserve Pri
vat's documents. See chapter 21 of this book.
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6. Preservation of Disaster Recovery Records 

A litigation hold does not apply to inaccessible backup tapes, those typically 
maintained solely for the purpose of disaster recovery, absent an exception otherwise.  
Gaalla v. Citizens Medical Center, No. V-10-14, 2011 WL 2115670, at *2 (S.D. Tex.  
May 27, 2011). Such tapes may continue to be recycled on the schedule set forth in the 
company's policy. However, if the backup tapes are accessible, for example, are 
actively used for information retrieval, the tapes would be subject to the litigation 
hold. Further, if a company can identify where particular employee documents are 
stored on backup tapes, "then the tapes storing the documents of 'key players' to the 
existing or threatened litigation should be preserved if the information contained on 
those tapes is not otherwise available." Gaalla, 2011 WL 2115670, at *2 (quoting 
Zubulake IV, 220 F.R.D. at 218).  

In Gaalla, the Citizens Medical Center (CMC) had not immediately put a litiga
tion hold on the disaster recovery tapes, and they continued in rotation. However, it 
did issue a hold for all employees to cease deletion of e-mails. Soon after, the CMC 
took "snapshots" of e-mail accounts for employees who were identified as having rel
evant knowledge. Gaalla, 2011 WL 2115670, at *2. Then, it began preserving "first of 
the month" backups of the e-mail system, which were capable of being searched.  
Gaalla, 2011 WL 2115670, at *2. The court held that CMC took reasonable preserva
tion steps in the context of the case. Gaalla, 2011 WL 2115670, at *2 (citing Rimkus, 
688 F. Supp. 2d at 613).  

7. Proposed Revision to Rule 37(e) 

Federal Rule of Civil Procedure 37(e) currently states the following: 

Failure to Provide Electronically Stored Information. Absent exceptional 
circumstances, a court may not impose sanctions under these rules on a 
party for failing to provide electronically stored information lost as a result 
of the routine, good-faith operation of an electronic information system.  

Fed. R. Civ. P. 37(e).  
The rule may be interpreted as a "safe harbor" when ESI is destroyed pursuant to 

a routine record retention/destruction policy and litigation follows, as long as data is 
not intentionally destroyed or allowed to be lost.  

In an attempt to reduce the wasteful "over-preservation," the Civil Rules Advi
sory Committee is proposing to revise rule 37(e) to provide a uniform standard in fed
eral court for failure to preserve. As is clear with the inconsistent application of 
proportionality to preservation in the different circuits, the failure to preserve backup 
tapes, interrupt auto-deletion of mail, cease over-writing of videotapes or customer 
calls, or make changes to a Web site may be spoliation in some circuits but not others.  
Thomas Y. Allman, Proposed Rule 37(e): Once More Into the Spoliation Morass, in 
Advanced In-House Counsel Course, State Bar of Texas (2013), at 1 (hereinafter All-
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man) (citing Little Hocking Water Ass 'n, Inc. v. E.I. Du Pont de Nemours & Co., No.  
2:09-cv-1081, 2013 WL 1196606 (S.D. Ohio. Mar. 25, 2013); Apple Inc. v. Samsung 
Electronics Co., Ltd., 888 F. Supp. 2d 976 (N.D. Cal. 2012); Cottle-Banks v. Cox Com
munications, Inc., No. 10cv2133-GPC (WVG), 2013 WL 2244333, at *15 (S.D. Cal.  
May 21, 2013); Laboratory Corp. of America v. United States, 108 Fed. Cl. 549, 561 
(Ct. Claims 2013)).  

The proposed revision to the rule lists factors to be considered in determining 
whether a party failed to preserve discoverable information and acted culpably: 

a. The extent to which the party was on notice that litigation was likely and 
that the information would be discoverable; 

b. The reasonableness of the party's effort to preserve the information; 
c. Whether the party received a request to preserve information, whether the 

request was clear and reasonable, and whether the person who made it and 
the party consulted in good faith about the scope of preservation; 

d. The proportionality of the preservation efforts to any anticipated or ongo
ing litigation; and 

e. Whether the party timely sought the court's guidance on any unresolved 
disputes about preserving discoverable information.  

Allman, at 6.  

By focusing on the reasons for failure to preserve in order to determine culpabil
ity, the Committee recognizes "that a party that adopts reasonable and proportionate 
preservation measures should not be subject to sanctions." Allman, at 8 (citation omit
ted).  

The proposed revision to the rule includes an exception that would permit sanc
tions when prejudice from loss of evidence is so clear and unfair, and a party is irrepa
rably deprived of a meaningful opportunity to present or defend a claim, even absent a 
predicate showing of willfulness. The exception is based on these circumstances that 
occurred in Silvestri v. General Motors Corp., 271 F.3d 583, 593 (4th Cir. 2001). All
man, at 9 (citation omitted).  

Concerns remain about how the proposed revision may be interpreted. Will the 
factors become per se preservation requirements without which sanctions will be 
issued? Will the Silvestri exception swallow the rule? What is clear at this point is that 
proposed revision to rule 37(e) will completely replace the current rule in an attempt 
to bring a modicum of predictability to the obligation and scope of preservation.  

8. Texas Rules 

When a party finds itself in Texas state court, the party has a common-law duty 
to preserve evidence when it knows or reasonably should know that (1) there is a sub-
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stantial chance that a claim will be filed and (2) evidence in its possession or control 
will be material and relevant to that claim. Wal-Mart Stores, Inc. v. Johnson, 106 
S.W.3d 718, 722 (Tex. 2003). An objective test for anticipation of litigation is whether 
a reasonable person would conclude from the severity of the circumstances surround
ing it that there was a substantial chance for litigation. Trevino v. Ortega, 969 S.W.2d 
950, 956 (Tex. 1998); see also National Tank Co. v. Brotherton, 851 S.W.2d 193, 204
07 (Tex. 1993).  

The party is not required to keep or retain every item or document in its posses
sion, but it is required to preserve evidence that it knows or reasonably should know is 
relevant in the action, is reasonably calculated to lead to the discovery of admissible 
evidence, is reasonably likely to be requested during discovery, or is the subject of a 
pending discovery sanction. Adobe Land Corp. v. Griffin, L.L.C., 236 S.W.3d 351, 
357-58 (Tex. App.-Fort Worth 2007, pet. denied). While parties are not required to 
take extraordinary measures to preserve evidence, the parties have a duty to exercise 
reasonable care in preserving potentially relevant evidence. Adobe, 236 S.W.3d at 359.  

Evidence is relevant if it has "any tendency to make the existence of any fact that 
is of consequence to the determination of the action more probable or less probable 
than it would be without the evidence." Tex. R. Evid. 401. If there is some logical con
nection either directly or by inference between the evidence and a fact to be proved, 
the evidence is relevant. See Service Lloyds Insurance Co. v. Martin, 855 S.W.2d 816, 
822 (Tex. App.-Dallas 1993, no writ).  

9. Texas Case Law 

Becoming familiar with the relevant systems early in litigation is critical due to 
the volume and dynamic nature of ESI. In re Weekley Homes, L.P, 295 S.W.3d 309, 
321-22 (Tex. 2009) (orig. proceeding). Failure to do so "can greatly complicate pres
ervation issues, increase uncertainty in the discovery process, and raise the risk of dis
putes." In re Weekley Homes, 295 S.W.3d at 322.  

a. Ability to Access ESI 

Maintaining a software license to be able to read electronic data relevant to liti
gation may be a reasonable preservation effort. Matlock Place Apartments, L.P v.  
Druce, 369 S.W.3d 355 (Tex. App.-Fort Worth 2012, pet. denied). Matlock involved 
the sale of property in 2004 and a lawsuit filed in March 2006. The party selling the 
property claimed not to have relevant ESI for various reasons: the ESI was deleted 
shortly after the sale, it failed to maintain the software license for access to the data, 
and a fire in June 2007 destroyed the company's computers. Even so; the court held 
the selling party had a duty to preserve relevant evidence. Matlock, 369 S.W.3d at 381.  
Requests for production were served in September 2006, but the selling party did not 
respond until December 2007. Up until that time, there had been no mention that ESI
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had been deleted in 2005 or that the software license had expired. Only after the fire 
were those explanations provided. The inconsistent positions were enough to support 
a finding that a duty to preserve existed. Matlock, 369 S.W.3d at 381.  

b. Preservation of Backup Tapes 

In Texas, a party is not required to preserve all backup tapes because it is aware 
of litigation. MRT, Inc. v. Vounckx, 299 S.W.3d 500, 510 (Tex. App.-Dallas 2009, no 
pet.). At issue in Vounckx was whether trial was premature given discovery disputes 
over the preservation of computer backup tapes-magnetic tapes used for information 
retrieval in the case of database corruption or disaster recovery, not archival preserva
tion. The backup tapes were destroyed after the lawsuit had been filed. Because the 
tapes were used for disaster recovery and not archival preservation, and there was no 
evidence they contained relevant information or e-mails, there was no spoliation.  
Importantly, the party had changed software to retrieve the information from the back
ups and it could no longer read the older backup tapes that had been destroyed.  
Vounckx, 299 S.W.3d at 507 n.10.  

c. Duty to Preserve All Relevant ESI 

A party cannot selectively preserve ESI and delete the rest. See Brookshire Bros., 
Ltd. v. Aldridge, No. 12-08-00368-CV, 2010 WL 2982902 (Tex. App.-Tyler July 30, 
2010), pet. granted, 55 Tex. Sup. Ct. J. 701 (Tex. May 18, 2012) (mem. op.). Plaintiff 
Aldridge slipped and fell in a Brookshire Brothers store. The store preserved small 
segments of surveillance video, showing Aldridge entering, falling, and leaving. The 
remainder of the videotape was recorded over. The court held Brookshire Brothers 
was on notice and had a duty to preserve the entire video: it had already started paying 
for Aldridge's treatment and Aldridge had asked to see the remainder of the video 
before it was recorded over. Brookshire Bros., 2010 WL 2982902, at *7. The video 
could have shown the spill, whether employees encountered the spill, the amount of 
time the spill was present, and the effort taken to clean up the spill. Brookshire Bros., 
2010 WL 2982902, at *7. The Texas Supreme Court has granted petition for review.  

III. Conclusion 

Texas has well-developed law on the duty to preserve ESI, particularly in the 
federal courts. Rimkus provides significant insight into preservation obligations and 
distinguishes the East Coast cases that seem to draw the most academic attention. In 
contrast to East Coast jurisprudence, Texas courts consider proportionality as an 
important analysis for determining the extent of a legal hold. In many ways, Texas 
courts are already addressing the wasteful over-preservation of ESI in the wake of the
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impending revised Federal Rule of Civil Procedure 37(e). The same appears to be true 
in the state courts as well, where only under certain circumstances should backup 
tapes be preserved. Parties cannot, however, just ignore backup tapes or any class of 
ESI when the duty to preserve arises. They must educate themselves about what rele
vant ESI may exist and how it can be preserved; then they must preserve that ESI and 
remain vigilant that potentially relevant ESI continues to be subject to an effective 
legal hold. Only then will their actions be deemed reasonable in the face of spoliation 
accusations.
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CHAPTER 2 

Litigation Holds 

Lawrence Morales II 

Attorneys beware: "The utter failure to establish any form of litigation hold at 
the outset of litigation is grossly negligent."' Indeed, there seems to be no easier path 
to committing negligence-and even gross negligence-than failing to implement a 
sufficient litigation hold promptly after the duty to preserve is triggered. Yet, 55 per
cent of litigants do not issue or track litigation-hold letters.2 Not implementing a litiga
tion hold is a perilous road because "[a] failure to conform to this standard is negligent 
even if it results from a pure heart and an empty head."3 A specific intent to "thwart 
the litigation process" or to destroy relevant documents is not a prerequisite to receiv
ing sanctions.4 

To avoid sanctions, counsel and clients must take deliberate steps to ensure that 
relevant records are preserved, collected, and produced. 5 One of these steps is distri
bution of a litigation-hold memorandum that instructs employees to (1) preserve all 
relevant documents and (2) suspend document retention/destruction policies that may 
delete such documents. However, the litigation-hold memorandum is just one step
albeit, an important step-in satisfying the duty to preserve. Contrary to common 
belief, the litigation-hold memorandum is not, by itself, sufficient to satisfy a party's 
preservation duties. "A party's discovery obligations do not end with the implementa
tion of a 'litigation hold'-to the contrary, that's only the beginning."6 

If done properly, the steps required to satisfy the duty to preserve are 
time-consuming, expensive, and disruptive to clients operations. Moreover, because 

1. Heng Chan v. Triple 8 Palace, No. 03C1V6048(GEL)(JCF), 2005 WL 1925579, at *7 (S.D.N.Y.  
Aug..11, 2005); see also Toussie v. County of Suffolk, No. CV 01-6716(JS)(ARL), 2007 WL 4565160, at 
*8 (E.D.N.Y Dec. 21, 2007) ("The law is very clear that the failure to implement a litigation hold at the 
outset of litigation amounts to gross negligence."); see also Pension Committee of University of Montreal 
Pension Plan v. Banc ofAmerica Securities, LLC, 685 F. Supp. 2d 456, 460 (S.D.N.Y. 2010) ("[T]he fail
ure to issue a written litigation hold constitutes gross negligence because that failure is likely to result in 
the destruction of relevant information.").  

2. eDJGroup, http://ediscoveryjournal.com/2012/09/signs-of-information-governance 
-maturity/.  

3. Pension Committee, 685 F. Supp. 2d at 460.  
4. Triple 8 Palace, 2005 WL 1925579, at *7.  
5. Pension Committee, 685 F. Supp. 2d at 460 ("[T]he courts have a right to expect that litigants 

and counsel will take the necessary steps to ensure that relevant records are preserved when litigation is 
reasonably anticipated, and that such records are collected, reviewed, and produced to the opposing 
party.").  

6. Zubulake v. UBS Warburg LLC, 229 F.R.D. 422, 432 (S.D.N.Y. 2004) (Zubulake V).
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many attorneys do not take these steps, clients may be uncooperative, and may per
ceive counsel's preservation efforts as a method to increase fees. However, the poten
tial consequences for failing to satisfy the duty to preserve cannot be understated.  
Indeed, litigants have recently been sanctioned $1.4 million and $250,000, respec
tively, for failing to properly preserve relevant documents.' Therefore, it is imperative 
that counsel advise their clients in their litigation-hold memorandum of the stakes 
involved in preserving all relevant records and obtain their clients' full cooperation in 
satisfying their preservation duties.  

This chapter identifies the standards for crafting an effective litigation-hold 
memorandum, and discusses cases where a party's litigation hold was held to be insuf
ficient. In addition, this chapter compiles litigation hold practices that, if imple
mented, would have allowed these parties to escape sanctions. These practices 
include

1. meeting with key players and counsel to determine the issues that may be 
raised in the litigation; 

2. identifying the custodians who are likely to have records relevant to these 
issues; 

3. conferring with information-technology personnel to identify where these 
records are stored; 

4. distributing an adequate litigation-hold memorandum to all employees and 
third-parties under the client's control who may possess relevant records; 

5. suspending procedures that may automatically delete relevant records; 

6. monitoring and tracking clients and third parties to ensure they are comply
ing with the litigation hold;8 and 

7. revising and redistributing the litigation-hold memorandum as issues in the 
litigation develop and expand.  

Some may characterize these measures as best practices; however, the courts that 
have imposed sanctions for failing to implement sufficient litigation holds have 
admonished the parties for failing to take one or more of these preservation measures.  
So, litigants that neglect these steps, proceed at their own peril.  

7. See Keithley v. Home Store.com, Inc., No. C-03-04447 SI (EDL), 2008 WL 3833384 (N.D. Cal.  
Aug 12, 2008); Green v. Blitz USA., Inc., No. 2:07-CV-372 (TJW), 2011 WL 806011 (E.D. Tex. Mar. 1, 
2011); see also Merck EprovaAG v. Gnosis SPA., No. 07 Civ. 5898 (RJS), 2010 WL 1631519 (S.D.N.Y.  
Apr. 20, 2010) (awarding plaintiff attorneys' fees, costs, and a $25,000 fine because the defendant did not 
issue a litigation hold or prevent the automatic deletion of relevant e-mails).  

8. See Major Tours, Inc. v. Colorel, No. 05-3091 (JBS/JS), 2009 WL 2413631, at *2 (D. N.J. Aug.  
4, 2009) ("Counsel must oversee compliance with the litigation hold, monitoring the party's efforts to 
retain and produce relevant documents.").
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I. Implementing an Effective Litigation Hold 

A. 'Must Litigation-Hold Letters Be in Writing? 

The concept of "litigation holds" as a method for litigants to satisfy their preser
vation obligations was popularized by Judge Shira A. Scheindlin's 2003 decision in 
Zubulake v. UBS Warburg LLC (Zubulake IV), in which the court noted that "[o]nce a 
party reasonably anticipates litigation, it must suspend its routine document retention! 
destruction policy and put in place a 'litigation hold.'"9 In a subsequent 2010 decision 
in Pension Committee v. Banc of America Securities, LLC, the same court held that 
"the failure to issue a written legal hold constitutes gross negligence because the fail
ure is likely to result in the destruction of relevant information." 10 

However, not all courts require a written litigation hold.11 For example, in Davis 
S R Aviation, LLC v. Rolls-Royce Deutschland, Ltd. & Co. KG, a Texas district court 
stated, "the failure tq send a written 'litigation hold' memo is largely irrelevant in the 
actual spoliation analysis because-litigation hold or not-to show spoliation one 
must still demonstrate the loss or destruction of evidence." 12 

Although some courts may not require written litigation holds, there are few, if 
any, legitimate reasons for a party not to document its preservation efforts by distribut
ing a written litigation-hold memorandum. One court has opined that written 
litigation-hold letters may be counterproductive in small organizations because "such 
a hold would likely be more general and less tailored to individual records custodians 
than oral directives could be."13 And even Judge Scheindlin has clarified that if you 
are a company of one, you "don't [need to] write a letter to yourself." 14 However, 
small organizations are by no means immune from sanctions for failing to preserve 
evidence. Indeed, at least one court has sanctioned a small company $10,000 for, 
among other things, failing to issue a written litigation hold.15 

In summary, while there may be a disagreement between courts over whether 
written litigation holds are required, the safest practice is to use them because "the 
utter failure to establish any form of litigation hold at the outset of litigation is grossly 

9. 220 F.R.D. 212, 218 (S.D.N.Y. 2003).  
10. 685 F. Supp. 2d at 460.  
11. The Sedona Conference, The Sedona Conference Commentary on Legal Holds: The Trigger & 

The Process, 11 Sedona Conf. J. 265 (2010).  
12. No. A-10-CV-367 LY, 2012 WL 175966, at *3 n. 3 (W.D. Tex. Jan. 12, 2012); see also Kinnally 

v. Rogers Corp., CV-06-2704-PHX-JAT, 2008 WL 4850116, at *7 (D. Ariz. Nov. 7, 2008) (holding that 
sanctions do not lie merely because of the "absence of a written litigation hold" when a party has taken 
"the appropriate actions to preserve evidence."); Orbit One Communications, Inc. v. Numerex Corp., 271 
F.R.D. 429, 441 (S.D.N.Y. Oct. 26, 2010) ("Indeed, under some circumstances, a formal litigation hold 
may not be necessary at all.").  

13. Orbit One, 271 F.R.D. at 441.  
14. Judge Shira A. Scheindlin, address at Georgetown University Law Center Advanced 

E-Discovery Institute (Nov. 18-19, 2010).  
15. See Passlogix, Inc. v. 2FA Technology, LLC, 708 F. Supp. 2d 378, 422 (S.D.N.Y. 2010).
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negligent."' 6 If there is no written litigation-hold memorandum, counsel will likely be 
unable to precisely identify the dates and the recipients of any oral directives to pre
serve evidence. As the saying goes, "if it's not written, it didn't happen." To avoid this 
presumption, counsel should always distribute a litigation-hold memorandum, and, as 
discussed below, take steps to verify that it was received and followed.  

B. What Should Be Included in the Litigation-Hold 
Memorandum? 

The purpose of a litigation-hold memorandum is to (1) identify the litigation, (2) 
specify the parties to the litigation, (3) specifically identify the documents to be pre
served, (4) suspend automatic document retention/destruction policies that may delete 
relevant information, (5) provide a contact point within the company to answer ques
tions, (6) explain the importance of compliance with the hold memorandum, and (7) 
provide a formal process to verify the recipient received the memorandum and is tak
ing steps to comply with it.' 7 While several of these items are self-explanatory (nos. 1, 
2, 5, and 6), the remaining items are discussed below because they have been cited as 
reasons for a party's failure to comply with their preservation duties.  

SAMPLE LITIGA TION HOLD NOTICE'8 

DOCUMENT PRESERVATION NOTICE 
IMMEDIATE ACTION REQUIRED 

TO: Distribution List 
From: General Counsel 

The Company has recently been sued by Jane Doe for age discrimination and 
alleged violations of the Fair Labor Standards Act ("FLSA"). Specifically, Ms.  
Doe alleges that she was not promoted to a sales manager in June 2013 because 
of her age, and that she was required to work off-the-clock and, consequently, 
was not paid wages and/or overtime for all hours worked. We intend to vigor
ously defend this lawsuit.  
The law requires us to take immediate steps to preserve all paper records and 
electronic data that is relevant to the litigation. Paper records and electronic data 
(including duplicates) must be preserved at all storage locations including your 
office computer, home computers, and other portable electronic media such as 
discs and thumb drives. Failure to preserve all paper records and electronic data 

16. Triple 8 Palace, 2005 WL 1925579, at *7 (emphasis added); see also Toussie, 2007 WL 
4565160 at *8.  

17. See Shira A. Scheindlin et al., Electronic Discovery and Digital Evidence, Cases and Materials 
2nd ed. at 191 (West Academic Publishing, 2012).  

18. Scheindlin, at 189-90. Reprinted with the permission of West Academic Publishing.
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may result in legal sanctions, including, but not limited to, fines, instructions to 
the jury that any deleted data would have been harmful to our defense, and even 
a finding that the Company is precluded from defending Ms. Doe's case.  
Please immediately review the following list of preservation categories of docu
ments (paper and electronic data) which must be preserved. All electronic data 
and paper documents including drafts, e-mail negotiations and communications 
related to or about any of these categories must be preserved.  

1. All documents contained in Ms. Doe's personnel file.  
2. All documents related to any contract, negotiation, or communication with 

Ms. Doe.  
3. . All job descriptions for the positions held by Ms. Doe during her employ

ment with the company.  
4. All job descriptions for the positions that Ms. Doe applied for during her 

employment with the company.  
5. All communications with Ms. Doe concerning the hours she worked.  
6. All timesheets and other records reflecting the hours worked by Ms. Doe.  
7. All applications submitted for the sales manager position sought by Ms.  

Doe.  
8. All performance evaluations evaluating the work performance of Ms. Doe.  
9. All performance evaluations evaluating the work performance of all appli

cants for the sales manager position sought by Ms. Doe.  
10. All notes, memoranda, and spreadsheets related to Ms. Doe.  
11. All communications concerning the selection of a candidate to fill the sales 

manager position sought by Ms. Doe.  
12. All work schedules for Ms. Doe during her employment with the Company.  

Please determine immediately whether you have in your possession, custody, 
or control any paper or electronic data about, concerning, or related to any of the 
above preservation categories. Such paper documents or electronic data are 
called responsive paper documents or electronic. data.  

Please determine whether any responsive data is located on your laptop or 
office computer, home computer, Iphone, Ipad, PDA, discs, CDs, DVD's, mem
ory sticks, or thumb drives, voicemail, or any other electronic storage location.  
Please immediately suspend the deletion (manual or automatic) of relevant elec
tronic data from any location where you believe responsive data may be found.  

With respect to paper documents, please check all your office files and home 
files. Please immediately suspend the destruction of any responsive paper docu
ments.  

This litigation hold should remain in place until you are notified otherwise by 
written correspondence from my office.  

If you have any doubts about what paper or electronic data to preserve, please 
contact me. If you have any responsive paper documents, please immediately 
advise your supervisor. If you have any responsive electronic data held or stored
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at any location or on any media other than your office laptop, please immediately 
advise your supervisor.  

1. Specifically Identifying the Documents to Be Preserved 

Notably, "[t]he preservation obligation runs first to counsel, who has a duty to 
advise his client of the type of information potentially relevant to the lawsuit and of 
the necessity of preventing its destruction." 19 To satisfy its preservation obligations, an 
organization "must inform its officers and employees of the actual and anticipated liti
gation, and identify for them the kinds of documents that are thought to be relevant to 
it." 20 "It is no defense to suggest ... that particular employees were not on notice .. .  
To hold otherwise would permit an agency, corporate officer, or legal department to 
shield itself from discovery obligations by keeping its employees ignorant." 21 

A standard cookie-cutter litigation-hold memorandum will not suffice. Rather, to 
satisfy their preservation obligations, counsel must tailor the contents of each litiga
tion-hold memorandum to describe the specific issues and documents that are relevant 
to each case. In fact, a common shortcoming cited by courts concerning litigation 
holds is the failure to adequately instruct employees what types of documents are rele
vant. For example, in Jones v. Bremen High School District 228, the court sanctioned 
the defendant because it only instructed three individuals to cull through their personal 
documents and preserve anything related to the case.22 However, these individuals 
were not provided any specific guidance on how to conduct their searches or how to 
determine what documents were relevant. Although there was no evidence of bad 
faith, the court sanctioned defendant with an adverse jury instruction, and an order to 
pay plaintiff's costs and attorney's fees because there was a "distinct possibility that 
emails relevant to plaintiff's case were destroyed." 23 

Similarly, in Pension Committee, Judge Scheindlin held that a general instruc
tion to collect and preserve evidence did not meet the standard for a litigation hold 
because it did not direct employees to preserve all relevant paper documents, and did 
not "create a mechanism for collecting the preserved records so that they [could] be 
searched by someone other than the employee." 24 Counsel's instruction only directed 
the employees to search and select records that employees thought were responsive to 
discovery requests; however, the instruction failed to instruct the plaintiffs not to 

19. Triple 8 Palace, 2005 WL 1925579, at *6.  
20. Cannata v. Wyndham Worldwide Corp., No. 2:10-cv-00068-PMP-LRL, 2011 WL 3495987, at 

*2 (D. Nev. Aug. 10, 2011) (citation omitted).  
21. Triple 8 Palace, 2005 WL 1925579, at *6.  
22. No. 08 C 3548, 2010 WL 2106640, at *8 (N.D. Ill. May 25, 2010).  
23. Bremen High School, 2010 WL 2106640, at *8.  
24. Pension Committee, 685 F. Supp. 2d at 473.
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destroy documents. Consequently, Judge Scheindlin held that plaintiffs were grossly 
negligent, and imposed sanctions.25 

To adequately identify the types of relevant documents that may exist in a par
ticular case, it is advisable for counsel to convene a "claims and defense assessment" 
meeting to identify the issues that may be raised in the potential litigation.2 6 The pur
pose of the assessment meeting is to compile a list of the types of documents that may 
be relevant to the claims and defenses in the litigation and to identify the individuals 
who may have those documents. The resulting list of documents should then be 
inserted in the litigation-hold memorandum.  

The claims and defense assessment meeting will typically include in-house 
counsel (if any), outside counsel, and the key players involved in the dispute. 2 7 Coun
sel's role during the assessment meeting is to educate the client on the claims and 
defenses asserted, and to describe the specific elements required for each claim and 
defense. Thus, it is important that counsel familiarize themselves with the law relating 
to the relevant claims and defenses before the assessment meeting. Because a produc
tive assessment meeting takes preparation, it may not be possible to have the meeting 
immediately after the preservation-triggering event. Therefore, it is wise to first issue 
a high-level general hold notice to all employees notifying them of the need to pre
serve generally, pending more specific instruction to follow shortly.28 

2. Suspending Document Retention and Destruction Policies 

Once litigation is anticipated, parties must at the very least suspend their routine 
document retention and destruction policies and establish measures to ensure the pres
ervation of relevant documents and information. 29 This point was made clear in Judge 
Scheindlin's decision in Pension Committee, in which the defendants moved for sanc
tions "alleging that each plaintiff failed to preserve and produce documents . . . and 
submitted false and misleading declarations" regarding plaintiffs document collection 
and preservation. 30 The court held that plaintiffs' continued deletion of electronically 

25. Pension Committee, 685 F. Supp. 2d at 473.  
26. See Scheindlin, at 188.  
27. Scheindlin, at 188.  
28. Scheindlin, at 188.  
29. Pension Committee, 685 F. Supp. 2d at 466; see also Peskoff v. Faber, 244 F.R.D. 54, 60 

(D.D.C. 2007); Cache La Poudre Feeds, LLCv. Land O'Lakes, Inc., 244 F.R.D. 614, 629 (D. Colo. 2007) 
(noting that once litigation hold has been established, party cannot continue routine procedure that effec
tively ensures potentially relevant and readily available electronically stored information is destroyed).  

30. Pension Committee, 685 F. Supp. 2d at 463.
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stored information after the duty to preserve was triggered amounted to gross negli
gence and imposed appropriate sanctions.31 

3. Providing a Formal Tracking and Verification Process 

"While instituting a 'litigation hold' may be an important first step in the discov
ery process, the obligation to conduct a reasonable search for responsive documents 
continues through the litigation." 32 A litigation hold, without more, will not suffice to 
satisfy the "reasonable inquiry" requirement in rule 26(b)(2) of the Federal Rules of 
Civil Procedure. 33 "Counsel retains an on-going responsibility to take appropriate 
measures to ensure that the client has provided all available information and docu
ments which are responsive to discovery requests." 34 

How does counsel ensure that the client has received and followed the litigation
hold memorandum? First, numerous software programs are commercially available 
that allow litigants to, among other things, track litigation-hold letters. Other compa
nies spare the expense of purchasing software and track litigation holds manually 
through spreadsheets or other informal methods. Another effective method is to require 
each custodian to sign a certification/acknowledgment that the litigation-hold memo
randum has been received, understood, and implemented, similar to the following: 

Acknowledgment 35 

(Please provide to your general counsel or your immediate supervisor) 

I acknowledge I have read the above attached Litigation Hold memorandum. I 
will forthwith conduct a reasonable search for responsive documents and elec
tronic data. I will preserve any such electronic data and paper documents. I will 
not delete any data from any locations that I believe may contain responsive 
electronic data. I understand that this preservation request is on-going and 
requests the continuing preservation of data, including data created or received 
both before and after receipt of the Notice.  

Employee Name Date 

Employee Signature 

31. Pension Committee, 685 F. Supp. 2d at 463.  
32. Cache La Poudre Feeds, 244 F.R.D. at 630.  
33. Cache La Poudre Feeds, 244 F.R.D. at 630.  
34. Cache La Poudre Feeds, 244 F.R.D. at 630.  
35. Scheindlin, at 188. Reprinted with the permission of West Academic Publishing.
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In addition to requiring that custodians sign certifications that they have read, 
understood, and will comply with the litigation-hold memorandum, it is wise to sched
ule interviews with each custodian to review what data the custodian holds and how it 
must be preserved.36 Moreover, taking these measures creates a well-documented trail 
of counsel's efforts to preserve all relevant documents, which will provide compelling 
evidence in any potential spoliation battle. See also chapter 13 of this book.  

II. Are Litigation-Hold Memoranda Discoverable? 

Generally, unless spoliation is at issue, a litigation-hold letter is not discoverable, 
particularly where it is shown that the letter includes material protected by the 
attorney-client privilege or the work product doctrine. 37 However, the basic details 
surrounding the litigation hold are typically not privileged. 38 A party is entitled to 
know what kinds and categories of electronically stored information the opposing 
party was instructed to preserve and collect, and what specific actions they were 
instructed to take.39 

For example, in Cannata v. Wyndam Worldwide Corp.,40 the plaintiffs alleged 
that they were subjected to widespread sexual harassment and discrimination. The 
plaintiffs served the defendants with a rule 30(b)(6) deposition notice, wherein they 
requested to depose a corporate representative concerning the company's litigation 
hold and electronically stored information.41 The defendant filed a motion for protec
tive order, requesting that the court limit the scope of the litigation-hold topic to the 
identity of persons who received litigation-hold notices and the information regarding 
what such recipients were instructed to do to preserve evidence. 42 

36. Scheindlin, at 193.  
37. Cannata, 2011 WL 3495987, at *2; see also Ingersoll v. Farmland Foods, Inc., No. 10-6046

CV-SJ-FJG, 2011 WL 1131129, at *17 (W.D. Mo. Mar. 28, 2011); In re Ebay Seller Antitrust Litigation, 
No. C 07-01882 JH (RS), 2007 WL 2852364, at *2 (N.D. Cal. Oct. 2, 2007); Gibson v. Ford Motor Co., 
510 F. Supp. 2d 1116, 1123 (N.D. Ga. 2007) (finding that defendants are not required to produce litiga
tion-hold letters because "[n]ot only is the document likely to constitute attorney-work product, but its 
compelled production could dissuade other businesses from issuing such instructions in the event of liti
gation"); Muro v. Target Corp., 250 F.R.D. 350, 360 (N.D. Ill. 2007) (denying plaintiff's objection to 
magistrate's ruling that Target's litigation-hold notices are subject to the attorney-client privilege and to 
work-product protection); Turner v. Resort Condominium International, LLC, No. 1:03-cv-2025-DFH
WTL, 2006 WL 1990379, at *7-8 (S.D. Ind. July 13, 2006) (accepting defendant's assertion that its liti
gation-hold document is privileged and denying plaintiff's motion to compel defendant to produce the 
document in discovery).  

38. Cannata, 2011 WL 3495987, at *3.  
39. Cannata, 2011 WL 3495987, at *3; see also Fed. R. Civ. P. 26(b)(2), advisory committee's note 

("The responding party must also identify, by category or type, the sources potentially responsive infor
mation that it is neither searching nor producing.").  

40. Cannata, 2011 WL 3495987, at *1.  
41. Cannata, 2011 WL 3495987, at *1.  
42. Cannata, 2011 WL 3495987, at *2.
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The court denied the defendant's motion for protective order, stating that 
"[a]lthough the [litigation-hold] letters may be privileged, the basic details surround
ing the litigation hold are not." 43 "To the extent ... that defendants seek to foreclose 
any inquiry into the contents of those [litigation-hold] notices at deposition or through 
other means, such a position is not tenable." 44 The court determined that plaintiffs' 
requests were reasonable and would "allow the parties to craft a narrow, manageable 
ESI plan." 45 The court also noted that defendants' litigation-hold letter and practices 
may actually benefit the defendants if questions ever arise concerning their efforts to 
preserve ESI.46 

Although litigation-hold letters are generally privileged, the prevailing view is 
that when spoliation occurs, the letters are discoverable. 47 For example, in Major 
Tours, Inc. v. Colorel, the plaintiffs requested that the defendants produce their litiga
tion-hold letters to allow an examination of the scope of the defendants' document 
production and whether they spoliated relevant evidence. 48 The plaintiffs claimed that 
the litigation-hold letters were no longer subject to the attorney-client privilege or the 
work-product exemption because they had made a preliminary showing of spolia
tion.49 The defendants disagreed and filed a motion for protective order.50 

The court denied the defendants' motion for protective order, concluding that 
there had been a "preliminary showing of spoliation of evidence."5 ' The court largely 
based its finding on the testimony of the defendants' corporate representative. 52 

Specifically, when asked whether he was advised by his attorneys to preserve his 
relevant e-mails, the corporate representative testified that he was "probably" told by 
his lawyers to do so, but admitted, "I don't sa[v]e anything." 53 Another defense wit
ness testified that, "no one ever talked to her about creating a litigation hold policy and 

43. Cannata, 2011 WL 3495987, at *3.  
44. Cannata, 2011 WL 3495987, at *2 (citation omitted).  
45. Cannata, 2011 WL 3495987, at *3.  
46. Cannata, 2011 WL 3495987, at *3.  
47. See Major Tours, 2009 WL 2413631, at *2; United Medical Supply Co., Inc. v. United States, 77 

Fed. Cl. 257 (Fed. Cl. 2007) (ordering defendants to file and produce copies of their litigation-hold 
notices after plaintiffs made preliminary showing of spoliation); Keir v. Unumprovident Corp., No. 02
CV-8781 (DLC), 2003 WL 21997747, at *6 (S.D.N.Y. Aug. 22, 2003) (allowed detailed analysis of 
e-mails pertaining to defendant's preservation efforts after fading that electronic records that had been 
ordered preserved had been erased); Zubulake V, 229 F.R.D. at 425 nn.15-16 (S.D.N.Y. 2004) (disclosing 
details of counsel's litigation-hold communication after discovery that at least one e-mail had never been 
produced); Cache La Poudre, 244 F.R.D. at 634 (permitting plaintiff to take rule 30(b)(6) deposition to 
explore procedures defendants' counsel took "to identify, preserve and produce responsive documents" 
after finding that defendants expunged hard drives of several former employees after present litigation 
had begun).  

48. 2009 WL 2413631, at *1.  
49. Major Tours, 2009 WL 2413631, at *1.  
50. Major Tours, 2009 WL 2413631, at *1.  
51. Major Tours, 2009 WL 2413631, at *3.  
52. Major Tours, 2009 WL 2413631, at *3.  
53. Major Tours, 2009 WL 2413631, at *3.
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that she was not sure what a litigation hold policy was." 54 Based on this testimony, the 
court held there had been a preliminary showing of spoliation and ordered defendants 
to produce their litigation-hold letters.5 5 

III. Lifting Litigation Holds 

A litigation hold may be lifted after the litigation is finally resolved, assuming 
that the preserved data is not required to be preserved pursuant to some federal or state 
regulation or relevant to any other existing or anticipated litigation. 56 However, the 
decision to lift a litigation hold should be made only after conducting due diligence to 
ensure that the preserved data is not relevant to any claims or defense for other litiga
tion matters, including audits and investigations. 57 

54. Major Tours, 2009 WL 2413631, at *3.  
55. Major Tours, 2009 WL 2413631, at *5.  
56. Scheindlin, at 194; see also chapter 1 of this book.  
57. Scheindlin, at 194.
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CHAPTER 3

Computer Usage Policies, Records 
Management, and Information 

Governance 

Jonathan Lass and Dustin S. Sachs' 

I. Introduction 

Topics covered in this chapter include information governance management 
issues in the context of electronic discovery, including how document retention poli
cies, records management, and computer usage policies affect a party's risk manage
ment position when dealing with electronic discovery issues. This chapter will 
conclude with recommendations concerning specific computer usage policies to assist 
in developing an effective information governance and document management and 
retention policy, to best protect a party from e-discovery issues that may arise during 
litigation, investigations, or audits. 2 

Companies involved in litigation are concerned with electronic discovery as a 
means to obtain information about the adverse party persuasive to a party's claims or 
defenses. To avoid sanctions for failing to preserve data relevant to the litigation or a 
presumption that deleted data was beneficial to the claims of the adverse party, com
panies have developed document retention policies (DRPs) aimed at regulating the 
destruction of data, including electronically stored information (ESI) that the company 
holds in its or its employees' possession. Companies have included DRPs that, if 
effective, reflexively respond to receipt pf litigation hold letters from adverse parties 
in litigation, thereby avoiding failure-to-preserve-data claims (also known as spolia
tion claims) from requesting parties.  

1. Special thanks to Eve Searls of Jackson Walker, LLP.  
2. Additional helpful guidance may be found in The Sedona Conference, The Sedona Conference 

Commentary on Information Governance (2013), available at https://thesedonaconference.org 
/publication/The%20Sedona%20Conference%C2%AE%20Commentary%20on 
%20Information%20Governance, and the Information Governance Reference Model (IGRM), 
www.edrm.net/projects/igrm.
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II. Computer Usage Policies 

While the ability to save large amounts of data at lower and lower costs per giga
byte or terabyte is appealing to operating companies, it also means that these compa
nies are storing ever larger amounts of data. The risk of holding so much unnecessary 
data becomes apparent when a company is the subject of a litigation, investigation, or 
audit where large amounts of ESI will need to be preserved and later reviewed to 
determine whether it is within the scope of the subject litigation, investigation, or 
audit, and then whether the ESI is subject to a privilege, such as an attorney-client 
privileged communication or attorney work product. Information governance policies 
assist companies in regulating the placement and volume of stored data, including 
ESI. Computer usage policies, namely DRPs, address the problem of managing the 
accumulation of ESI and the systematic processes that purge unnecessary data on a 
regular basis.  

An effective computer usage policy provides clear rules for storage of data (that 
is, proper places for storage and types of data to be stored), timing of deletion of such 
data, and suspension of deletion of data in the context of a legal hold or litigation hold 
that pertains to an actual or threatened litigation, audit, or investigation.  

To be effective, computer usage policies clearly explain the rules for storage of 
electronically stored data and have systems that congruently act to initially deploy and 
then manage the computer usage policies. In the face of litigation hold letters or 
requests for production, having computer usage policies pays for itself several times 
over.  

When companies have computer usage policies intended for employees to 
review and acknowledge upon date of employment, the terms generally cover the fol
lowing areas: 

1. No Right of Privacy. For company employees residing in the United 
States, it is standard for companies to place a disclaimer that any electronic 
communications and any documents stored on the company's servers or 
computers shall be the property of the company and subject to review and 
use by the company, and that the employee should not expect any right of 
privacy with respect to electronic communications.  

2. Use of Internet on Company Devices. Internet usage policies typically 
request that employees refrain from inappropriate use of the Internet, 
including accessing Web sites that have inappropriate, harassing, sexually 
explicit, or illegal content. Compliance reduces a company's legal risk.  

3. Storage of Nonwork Documents on Company Devices. Companies' 

computer usage policies typically include a restriction that company 

devices issued to employees should not be used for nonbusiness purposes.  

Further, more sophisticated company policies include a provision specifi

cally restricting employees from storing nonwork documents or e-mails.
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Failure to enforce this policy may subject the company in an electronic dis
covery context to unfavorable facts previously unknown to the company 
that supports the adverse party's case.  

4. Storage of Work Documents on Nonwork Devices. The concept 
explored here relates to bring-your-own-device (BYOD) policies and prac
tices that encourage employees to not only bring their personal devices to 
work but also use these personal devices to engage in work with the com
pany. BYOD policies are fraught with electronic discovery issues, espe
cially within the context of preservation of documents and spoliation, 
which could result in incomplete responses to e-discovery in some cases 
and personal claims by employees and former employees in other cases.  

5. Use of E-Mails. E-mail usage policies typically focus on prohibiting per
sonal use of e-mails. E-mail usage policies generally place a prohibition on 
use of e-mails in a way that could be interpreted as offensive or harassing 
and specifically place a prohibition on viewing or sending any e-mail that 
could be viewed by a person as disparaging to any group, including those 
protected by Title VII of the Civil Rights Act. These policies generally 
request that any employee who is aware of such a violation report the viola
tion to either his manager or the human resources department. A, com
pany's failure to monitor compliance with e-mail usage policies may 
subject the company to increased litigation risk in the event that this failure 
is discovered in context to litigation where such e-mails become relevant 
(for example, a former employee files a sexual harassment and hostile 
work environment claim, and harassing e-mails previously unknown to the 
company's management are discovered). E-mail usage policies generally 
require that employees treat work-related e-mails as confidential informa
tion and for use or disclosure in the performance of job-related duties. Even 
more sophisticated companies place a restriction on forwarding e-mails, 
especially those that are with legal counsel (either external or internal), are 
of a legal nature, or could end up in a legal context or litigation. Further, 
these policies request that employees retain or include an attorney-client 
notation on e-mails that they receive from legal counsel or employees act
ing on behalf of their legal counsel in the context of a legal investigation or 
litigation. All of these restrictions set forth in common e-mail policies 
should also be considered for instant-messaging communications and text 
message communications.  

6. Retention of Electronic Communication Content. Computer usage 
policies should instruct employees to cease deletion of any electronic com
munication content, data, or documents that relate to any known claim, 
lawsuit, investigation, or audit that is ongoing or expected. Except for the 
documents of legal concern set forth in the prior sentence, computer usage 
policies require employees to retain documents for only the period pro-
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scribed by the DRP. Such policies also inform employees that documents 
and electronic communications properly stored on the appropriate servers 
will be deleted in accordance with the retention policies set forth by the 
company. Company DRPs should request that employees store electronic 
communications and documents only in the designated servers and gener
ally discourage saving such ESI in other servers. Compliance with this pol
icy is important in the context of e-discovery, as the company may not be 
aware of relevant ESI, in the form of .pst files or otherwise, that are directly 
relevant to a particular litigation, audit, or investigation.  

7. Treatment of Confidential Content. Computer usage policies should 
include a restriction against disclosure of confidential and proprietary 
information. Disclosure includes forwarding any content (by electronic 
means or otherwise) to third parties. Further, companies should include a 
provision that restricts employees from disclosure of personal identifica
tions and passwords to company systems, including e-mails.  

8. Personal or External Storage Devices. Computer usage policies should 
regulate the downloading of company data to employees' personal storage 
devices or other sites (for example, Dropbox or other cloud storage sites or 
remote backup services). In some contexts, third-party storage devices may 
make certain job functions more effective, by allowing movement of proj
ects between company-owned and employee-owned devices or between 
company-owned and customer-owned devices. Without regulating such 
devices or having certain guidelines followed, however, the company may 
find it difficult to respond to litigation hold letters that pertain to data stored 
on employee-owned devices.  

Companies should take seriously best practices and the steps to mitigate exposure 
when preservation and production of ESI is required. What follows is a discussion of 
policies-those calculated to provide the best return on investment to reduce legal 
risk.  

1. Explicit Use Policy. Companies should establish clear policies on the 
use of personal devices including definitions regarding the use of the com
pany network, devices located on company property, and when devices can 
be used in the normal course of business. An example of why an explicit 
use policy is necessary to limit liability is to prevent employees from using 
their personal devices to access Web sites with offensive or harassing con
tent while engaged in regular business activities.  

2. Litigation Hold/Discovery Policy. It is vital for employees to identify 
the devices they have used to access, create, or modify company docu
ments. This policy must make clear that if a personal device is used for 
business purposes, the employer has the right and obligation to forensically 
preserve information used from that device. Additionally, employees must 
be informed and trained that deletion of company data from these devices
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during litigation holds will not be tolerated and severe consequences will 
be in place for violation of this policy.  

3. Terminated-Employee Policy. One of the most overlooked policies 
relating to employee-owned devices and e-discovery covers preserving 
data from recently terminated employees. Companies can potentially miti
gate or avoid sanctions by instituting a policy of forensically acquiring all 
devices that have accessed the corporate network as part of the termination 
process. There may be a fine line between the personal data stored on such 
devices and business data stored on such devices, so a thoughtful procedure 
should be developed and deployed to ensure that the company is not over
collecting data from the former employee's personal device but is at the 
same time meeting its duties to preserve relevant data.  

4. White-Listing. A company can track devices used to connect to the com
pany network via a method known as white-listing. Employees would be 
required to submit a request to the company network support team before 
being allowed to access their employer's secure network. The network sup
port team would then activate access to the network for only the devices 
identified by the employee. A strict adherence to the white-listing proce
dure would create a log of all devices that have access to the network, thus 
guaranteeing proper scoping of ESI collections.  

5. VPN Policies. It is important to consider the ways in which devices can 
be used to connect to the network. One of the most common methods used 
to access a company network from a device not directly connected to the 
network is by using virtual private network (VPN) software. This software 
creates a secure connection between the device and the network. Proper 
VPN logging combined with white-listing can allow employees the flexi
bility to work from any location, while protecting company information, 
assets, and vulnerabilities.  

6. Password Policies. If an employee introduces a personally owned device 
into the company network via e-mail or VPN, a company may require that 
the device meets minimum password complexity requirements. These poli
cies must extend to all devices that interact with a company's network, 
regardless of ownership.  

III. Document Retention Policies (DRPs) 

A DRP is an internal document that regulates the time frame documents (mainly 
including ESI) may be retained on the company's servers, hard drives, or other storage 
devices. The DRP is the nexus between and among the human resources (HR) depart
ment, the information technology (IT) department, and the legal department. The DRP 
also allows for exceptions in the case of litigation hold letters, at least to the extent that
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certain ESI may be reasonably within the scope of the litigation hold letter. A DRP 
should (1) reduce the cost of storage (by reducing ESI or limiting the continuous 
expansion of ESI stored on the company's systems or in the cloud); (2) ensure that 
data that is no longer relevant to the company's business (that is, unuseful from an 
operational or historical perspective) is deleted and future similar data is not retained 
on a systematic basis; (3) ensure that useful data is retained, properly placed, and 
stored in a useful location where information may be readily accessible by intended 
users; and (4) ensure that where data is stored makes sense from a data accessibility 
perspective. An effective DRP has the added benefit of reducing storage costs and 
limiting exposure to unknown claims where deleted data might otherwise have been 
the subject of e-discovery.  

Key attributes of a successful and effective DRP include a policy that (1) pro
tects important business information; (2) deletes unimportant or obsolete information; 
(3) trains employees on the rules of the policy so it may be effectively enforced; (4) 
encourages employees to enforce the rules; (5) encourages retention of final docu
ments (that is, setting rules to delete prior drafts when applicable); (6) enables the HR 
department to work with the IT department to deploy rules; (7) sets a limited duration 
for saving voice mail messages; (8) permanently deletes documents, without other 
ways to retrieve data once deleted; and (9) covers all company-related documents cre
ated by employees and representatives of the company in furtherance of the business; 
(10) sets up processes that reflexively protect deletion of documents that may be sub
ject to any threatened or actual litigation, governmental investigation, or audit; and 
(11) schedules an annual audit of the DRP to confirm it functions as proscribed in the 
DRP rules. If issues arise from an audit, such deficiencies should be addressed and 
corrected. If corrections are not workable, the company's management should reset 
rules of the DRP that are workable and can be complied with going forward.  

IV. ESI and Duty to Preserve 

Effective document retention policies assist companies dealing with the legal 
duty to preserve ESI when faced with a litigation hold letter. In the 1998 case Kro
nisch v. United States, the court identified when the duty to preserve ESI begins, stat
ing that

[The] obligation to preserve evidence arises when the party has notice that 
the evidence is relevant to litigation-most commonly when suit has 
already been filed, providing the party responsible for the destruction with 
express notice, but also on occasion in other circumstances, as for example 
when a party should have known that the evidence may be relevant to 
future litigation.3 

3. 150 F.3d 112, 126 (2d Cir. 1998).
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Once the internal or external legal team has established that a duty to preserve 
exists, a party to litigation must determine the scope of ESI to be collected. In Zubu
lake v. UBS Warburg LLC, the court stated that

while a litigant is under no duty to keep or retain every document in its pos
session . . . it is under a duty to preserve what it knows, or reasonably 
should know, is relevant in the action, is reasonably calculated to lead to 
the discovery of admissible evidence, is reasonably likely to be requested 
during discovery and/or is the subject of a pending discovery request.4 

When proper accounting of company-owned devices is conducted (and, if relevant, in 
the BYOD context), a company can substantiate in court that its ESI collection activi
ties were reasonably comprehensive.  

V. Spoliation 

Because the burden of preservation and production of all relevant ESI-regard
less of the location-falls to the company, it is critical that organizations understand 
how to respond when they cannot meet their discovery obligations. Spoliation has 
been broadly defined as the intentional, reckless, or negligent destruction, loss, mate
rial alteration, or obstruction of evidence that is relevant to litigation.5 Obstruction 
occurs when a person "influences, obstructs, or impedes, or endeavors to influence, 
obstruct, or impede, the due administration of justice."6 When discussing ESI collec
tion of personal devices, it is important to remember that spoliation extends beyond 
destruction of evidence to include negligence and obstruction of evidence.  

To successfully prove spoliation, a party must show that the offending party vio
lated the bad-faith requirement of rule 37(e) of the Federal Rules of Civil Procedure, 
which provides: "[a]bsent exceptional circumstances, a court may not impose sanc
tions under these rules on a party for failing to provide electronically stored informa
tion lost as a result of the routine, good-faith operation of an electronic information 
system." 7 The key to this rule is a showing of good faith.  

Converse to the good faith requirement of rule 37(e), bad faith necessitates

(1) that the party having control over the evidence had an obligation to pre
serve it at the time it was destroyed; (2) that the records were destroyed 

4. 220 F.R.D. 212, 217 (S.D.N.Y. 2003) (quoting Turner v. Hudson Transit Lines, Inc., 142 
F.R.D. 68, 72 (S.D.N.Y. 1991)).  

5. See Richard Griffith & R. Jeffrey Layne, Spoliation of Evidence: Remedies and Implication, in 
Texas Tech/St. Mary's Medical Malpractice Conference, 1 (April 1995); Steffen Nolte, The Spoliation 
Tort: An Approach to Underlying Principles, 26 St. Mary's L.J. 351, 361-64 (1995); Philip A. Lion
berger, Interference with Prospective Civil Litigation by Spoliation of Evidence: Should Texas Adopt a 
New Tort, 21 St. Mary's L.J. 209, 219-23 (1989-1990).  

6. 18 U.S.C. 1503(a).  
7. Fed. R. Civ. P. 37(e).
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with a "culpable state of mind" and (3) that the destroyed evidence was 
'relevant' to the party's claim or defense such that a reasonable trier of fact 
could find that it would support that claim or defense.8 

There are three main areas where a court will typically levy sanctions when spo
liation is proved: (1) instructions to the jury, (2) attorney's fees, and (3) referring the 
offending attorney to the appropriate bar association for sanctioning. See chapter 13 of 
this book.  

Zubulake and a long list of other decisions have established that "the determina
tion of an appropriate sanction for spoliation, if any, is confined to the sound discre
tion of the trial judge and is assessed on a case-by-case basis."9 Therefore, from the 
company's risk management and legal risk perspective, this variability in outcomes 
for failing to preserve relevant ESI should encourage companies to set up practices, 
policies, and systems that reduce the potential for such claims being brought against 
the company in future litigation.  

There have been numerous cases involving the financial impacts of spoliation. In 
the 2011 case of E.I. du Pont de Nemours & Co. v. Kolon Industries, Inc., involving 
theft of trade secrets, it was found during the discovery phase that the defendant, a 
Korean company, 

breached its duty to preserve when key employees, who were directly 
implicated in the company's efforts to recruit consultants . . . and obtain 
information about Kevlar for use in developing Heracron, deleted files and 
email items from their personal computers in the days after DuPont filed 
the action and after being apprised of their duty to preserve relevant infor
mation.0 

The court was quick to note that while two separate litigation holds were issued, both 
were insufficient. The first litigation hold was issued to only upper-level employees, 
with no instruction to filter this hold down to subordinates. The second hold was 
issued in English to Korean employees, without consideration for the language barrier 
that undoubtedly existed.  

To make matters worse, the court found that, "key employees intentionally, and 
in bad faith, deleted files and email items from their personal computers after they 
learned of DuPont's Complaint."1 ' Specifically, several employees of the defendant 
company, "marked items in their personal e-mail accounts for deletion by taking 
screenshots, circling relevant materials, and notating the documents with directions 
such as 'Delete,' 'Need to Delete,' and 'Get Rid of.""2 

8. Zubulake v. UBS Warburg LLC, 229 F.R.D. 422, 430 (S.D.N.Y. 2004) (citing Byrnie v. Town of 
Cromwell, 243 F.3d 93, 107-12 (2d Cir. 1998)).  

9. Zubulake, 229 F.R.D. at 430 (quoting Fujitsu Ltd. v. Federal Express Corp., 247 F.3d 423, 436 
(2d Cir. 2001)).  

10. 803 F. Supp. 2d 469, 500 (E.D. Va. 2011).  
11. Kolon Industries, 803 F. Supp. 2d at 501.  
12. Kolon Industries, 803 F. Supp. 2d at 501.
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As a sanction, the court in the DuPont matter awarded $4.5 million in attorney's 
fees to DuPont, one of the largest attorney fee judgments in a spoliation case to date.  

VI. Responding to E-Discovery Requests 

Both parties are required to meet and confer about electronic discovery and to 
develop a plan for appropriate discovery of ESI. The party receiving the request (the 
responding party) should note that "[a] party need not provide discovery of ESI from 
sources that the party identifies as not reasonably accessible because of undue burden 
or cost." 13 The responding party must identify the sources and must prove inaccessi
bility. However, even if inaccessible, "the court may nonetheless order discovery from 
such sources if the requesting party shows good cause."'4 The most accessible data is 
generally active data (that is, online and in use), then near-line data (for example, CDs 
or flash drives), then off-line archives (for example, indexed or organized tapes), then 
off-line storage (that is, hard copy documents), then erased or fragmented files (that is, 
deleted files), and then legacy data (that is, data that related to systems no longer in 
use). Further, the requesting party must identify the format; if the responding party 
objects, it must identify an alternative format. Generally the default format for ESI is 
the format in which it is ordinarily maintained and reasonably usable. Alternative for
mats are not required.  

VII. Problem of Costs of Reviewing ESI 

Companies tend to accumulate increasing amounts of ESI because the cost of 
storing such data is continuously less expensive. The cost of e-discovery requests 
during litigation, investigations, or audits, however, can be quite substantial. The cost 
to review each gigabyte of data has been estimated to be $18,000 or more.15 With 
respect to responding to discovery requests, it is important for a company to under
stand where data is housed. Data generally resides on named servers with employee 
access. The structures of on-site and off-site servers vary. Knowing where data is 
housed, whether on-site or off-site, and which servers to review before responding to 
discovery will make the rigorous job of retrieving and then reviewing documents 
more efficient and less costly. See chapter 6 of this book. The existence of a viable 
DRP will assist in the meet-and-confer process.  

13. Fed. R. Civ. P. 26(b)(2)(B).  
14. Fed. R. Civ. P. 26(b)(2)(B).  
15. Nicholas M. Pace & Laura Zakaras, Where the Money Goes: Understanding Litigant Expendi

tures for Producing Electronic Discovery 21 fig. 2-2 (RAND Institute for Civil Justice 2012), available 
at www.rand.org/content/dam/rand/pubs/monographs/2012/RANDMG1208.pdf.
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VIII. Responding to Litigation Demands 

Once a company receives a litigation hold letter, audit request, or investigative 
request, the legal department, acting in concert with the IT department, should 
respond by fencing off specific areas where responsive ESI is held. Within the context 
of e-discovery, all ESI that may be responsive to the request should be retained, and 
any and all destruction of such ESI should be halted until such time as the request is 
no longer active. How well a company executes its fencing off of ESI will determine 
whether or not it will be able to successful defend against a claim of spoliation and 
protect itself from unwanted inferences or sanctions.  

A well drafted DRP should flexibly respond to litigation and threats of litigation.  
Upon receipt of a demand letter requesting that the company cease destroying docu
ments that may be related to anticipated litigation, the DRP should be looked to as a 
guide post to the next steps relating to data or ESI.  

Upon receipt of a litigation hold letter, the company should promptly dissemi
nate the litigation hold directive throughout the organization and fence off deletion 
activities that may affect relevant ESI (that is, ESI responsive to the litigation hold let
ter). 16 One area plaguing companies attempting to respond to litigation hold letters in 
the context of e-discovery is how to treat transitory data. Therefore, a DRP should 
address how it will deal with deletion of transitory data or temporary caches of data in 
the context of a litigation hold letter. 17 

When particular individual hard drives house relevant data, mirror-imaging the 
hard drive is the best course of action rather than pulling specific data for preservation.  
A mirror image of the hard drive will defend against arguments of neglectful data 
preservation subject to either a litigation hold letter or a court order requiring the pres
ervation of certain data. Arguments may be addressed as to irrelevant data housed on a 
particular hard drive from inside the company or from specific personnel who have 
been assigned the hard drive, but creating a mirror image does not mean that all of the 
data will be produced or, if it is produced in whole, that it will be disclosed without a 
protective order.  

IX. Conclusion 

Within the context of electronic discovery and litigation, a company's records 
management and information governance policies and practices play an important 
role. A well drafted DRP with clear terms, consistent deployment, and effective 
enforcement will serve a company well in the midst of actual or threatened litigation, 

16. See Pension Committee of the University of Montreal Pension Plan v. Banc of America Securi
ties, LLC, 685 F. Supp. 2d 456 (S.D.N.Y. 2010).  

17. Convolve, Inc. v. Compaq Computer Corp., 223 F.R.D. 162, 176 (S.D.N.Y. 2004).
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investigation, or audit. Alternatively, failure by a company to develop, deploy, and 
enforce a DRP may negatively impact the company by focusing its executives and 
lawyers on defensive issues like spoliation of data and sanctions, rather than offensive 
strategic matters that are of the upmost importance to the company prevailing in the 
subject litigation, investigation, or audit. In other words, a DRP can mean the differ
ence between responding to litigation or an investigation in an offensive, effective, 
and strategic manner and responding in a more costly, defensive, ineffective, and less 
tactical manner.
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CHAPTER 4

Introduction to Computers, Hard 
Drives, and Servers 

Craig Ball 

In 1774, a Swiss watchmaker named Pierre Jaquet-Droz built an ingenious 
mechanical doll resembling a barefoot boy. Constructed of six thousand handcrafted 
parts and dubbed "l'6crivain" (The Writer), Jaquet-Droz's automaton uses quill and 
ink to handwrite messages in cursive, up to forty letters long, with the content con
trolled by interchangeable cams. The Writer is a charming example of an early pro
grammable computer.  

The monarchs that marveled at Jaquet-Droz's little penman didn't need to under
stand how it worked to enjoy it. Lawyers, too, once had little need to understand the 
operation of their clients' information systems to conduct discovery. But the volume 
of electronically stored information (ESI) has exploded, and the forms and sources of 
ESI continue to morph and multiply. Lawyers conducting electronic discovery can no 
longer ignore the watch works. New standards of competence demand that lawyers 
master some fundamentals of information technology and electronic evidence.  

I. Digital Data 

Despite its daunting complexity, all digital content-photos, music, documents, 
spreadsheets, databases, social media, and communications-exists in one common 
and mind-boggling form: as an unbroken string of ones and zeroes, most memorial
ized as impossibly tiny reversals of magnetic polarity. These minute fluctuations must 
be read by a detector riding above the surface of a spinning disk on a cushion of air 
one-thousandth the width of a human hair in an operation akin to a jet fighter flying 
around the world at more than eight hundred times the speed of sound, less than a mil
limeter above the ground.. .and precisely counting every blade of grass it passes.  

That's astonishing, but what should astound you more is that there are no pages, 
paragraphs, spaces, or markers of any kind to define the data stream. That is, the his
tory, knowledge, and creativity of humankind have been reduced to two different 
states (on/off. . . one/zero) in an unbroken, featureless expanse. Moreover, it's a data 
stream that carries not only the information we store but all of the instructions needed 
to make sense of that data as well. The data stream holds all of the information about
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the data required to play it, display it, transmit it, or otherwise put it to work. It's a 
reductive feat that'll make your head spin-or at least make you want to buy a com
puter scientist a beer.  

II. Data, Not Documents 

Lawyers-particularly those who didn't grow up with computers-tend to 
equate data with documents when, in a digital world, documents are just one variant of 
the many forms in which electronic information exists. Documents, like the letters, 
memos, and reports of yore, account for a dwindling share of ESI relevant in discov
ery, and documents generated from electronic sources tend to convey just part of the 
information stored in the source. The decisive information in a case may exist as noth
ing more than a single bit of data that, in context, signals whether the fact you seek to 
establish is true or not. A Facebook page doesn't exist until a request sent to a data
base triggers the page's assembly and display. Word documents, PowerPoint presenta
tions, and Excel spreadsheets lose content and functionality when printed to screen 
images or paper.  

With so much discoverable information bearing so little resemblance to docu
ments, and with electronic documents carrying much more probative and useful infor
mation than a printout or screen image conveys, competence in electronic discovery 
demands an appreciation of data more than documents.  

III. Binary 

When we were children starting to count, we had to learn the decimal system.  
We had to think about what numbers meant. When our first-grade selves tackled a big 
number like 9,465, we were acutely aware that each digit represented a decimal multi
ple. The nine was in the thousands place, the four in the hundreds, the six in the tens 
place, and so on. We might even have parsed 9,465 as (9 x 1000) + (4 x 100) + (6 x 

10)+(5 x l).  
But soon it became second nature to us. We'd unconsciously process 9,465 as 

nine thousand four hundred sixty-five. As we matured, we learned about powers often 
and saw 9,465 as (9 x 103) + (4 x 102) + (6 x 101) + (5 x 10). This was exponential, or 
"base ten," notation.  

Mankind probably uses base ten to count because we evolved with ten fingers.  
But, had we slithered from the ooze with eight or twelve digits, we'd have gotten on 
splendidly using a base eight or base twelve number system. It really wouldn't matter, 
because any number-and consequently any data-can be expressed in any number 
system. So it happens that computers use the base two, or "binary," notation, and com-
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puter programmers are partial to base sixteen, or "hexadecimal," notation. It's all just 
counting.  

IV. Bits 

Computers use binary digits in place of decimal digits. The word bit is even a 
shortening of the words "Binary digiT." Unlike the decimal system, where any num
ber is represented by some combination of ten possible digits (0-9), the bit has only 
two possible values: zero or one. This is not as limiting as you might expect when you 
consider that a digital circuit-essentially an unfathomably complex array of 
switches-hasn't got any fingers to count on, but is very good and very fast at being 
"on" or "off." 

In the binary system, each binary digit-bit-holds the value of a power of two.  
Therefore, a binary number is composed of only zeroes and ones, like this: 10101.  
How do you figure out what the value of the binary number 10101 is? You do it in the 
same way we did it above for 9,465, but you use a base of two instead of a base often.  
Hence: (1 x 2 4)+(0 x 2 3 )+(1 x 2 2)+(0 x 2')+(1 x 2 )= 16+0+4+0+ 1 =21.  

Moving from right to left, each bit you encounter represents the value of increas
ing powers of two, standing in for zero, two, four, eight, sixteen, thirty-two, sixty-four, 
and so on. That makes counting in binary pretty easy. The binary equivalents to the 
decimal digits zero through twenty-one are shown in table 4-1.  

Table 4-1 
Decimal and binary equivalents 

DEC =BIN DEC =BIN 

0=00000 11=01011 

1=00001 12=01100 

2=00010 13=01101 

3=00011 14=01110 

4=00100 15=01111 

5=00101 16=10000 

6=00110 17=10001 

7=00111 18=10010 

8=01000 19=10011 

9=01001 20=10100 

10=01010 21=10101
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V. Bytes 

A byte is a sequence, or "string," of eight bits. The biggest number that can be 
stored as one byte of information is 11111111, equal to 255 in the decimal system. The 
smallest number is zero, or 00000000. Thus, there are 256 different numbers that can 
be stored as one byte of information. So what do you do if you need to store a number 
larger than 256? Simple! You use a second byte. This affords you all the combinations 
that can be achieved with sixteen bits, being the product of all the variations of the 
first byte and all of the second byte (256 x 256, or 65,536). So, using bytes to express 
values, any number greater than 256 needs at least two bytes (called a "word" in geek 
speak), any number above 65,536 requires at least three bytes, a value greater than 
16,777,216 (2563, or 224) needs four bytes (called a "long word"), and so on.  

Let's try it: Suppose we want to represent the number 51,975. It's 
l100101100000111 (see table 4-2).  

Table 4-2 
Binary equivalent of 51,975 

25 214 213 2 2 210 29 28 27 26 25 24 23 22 21 20 

32,768 16,384 8,192 4,096 2,048 1,024 512 256 128 64 32 16 8 4 2 1 

1 1 0 0 1 0 1 1 + 0 0 0 0 0 11 l 

(32,768+16,384+2,048+512+256) or 51,968 + (4+2+1) or 7 

Why is an eight-bit sequence the fundamental building block of computing? It 
just sort of happened that way. In this time of cheap memory, expansive storage, and 
lightning-fast processors, it's easy to forget how scarce and costly these resources 
were at the dawn of the computing era. Seven bits (with a leading bit reserved) was 
basically the smallest block of data that would suffice to represent the minimum com
plement of alphabetic characters, decimal digits, punctuation, and control instructions 
needed by the pioneers in computer engineering. It was, in another sense, about all the 
data early processors could chew on at a time, perhaps explaining the name "byte" 
(coined by IBM scientist Dr. Werner Buchholz in 1956).  

VI. The Magic Decoder Ring Called ASCII 

Back in 1935, American kids who listened to the Little Orphan Annie radio show 
(and who drank lots of Ovaltine) could join Radio Orphan Annie's Secret Society and 
obtain a device with rotating disks that allowed them to decipher and write secret mes
sages in numeric code.
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Similarly, computers encode words as numbers. Binary data stand in for the 
upper- and lowercase English alphabet, as well as punctuation marks, special charac
ters, and machine instructions (like carriage return and line feed). The most widely 
deployed U.S. encoding mechanism is known as ASCII (for American Standard Code 
for Information Interchange, pronounced "ask-key"). By limiting the ASCII character 
set to just 128 characters, any character can be expressed in just seven bits (2', or 128) 
and so occupies less than one byte in the computer's storage and memory. Table 4-3 
shows binary (byte) values, their decimal equivalents, and the corresponding ASCII 
text values (including some machine codes and punctuation).  

Table 4-3 

ASCII character set

Binary 

00000000 

00000001

Decimal 

000 

001

Character 

NUL 

SOH

00000010 002 STX 

00000011 003 ETX 

00000100 004 EOT 

00000101 005 ENQ 

00000110 006 ACK 

00000111 007 BEL 

00001000 008 BS 

00001001 009 HT 

00001010 010 LF 

00001011 011 VT 

00001100 012 FF 

00001101 013 CR 

00001110 014 SO 

00001111 015 SI 

00010000 016 DLE 

00010001 017 DC1 

00010010 018 DC2 

00010011 019 DC3 

00010100 020 DC4 

00010101 021 NAK

Binary 

00101011 

00101100 

00101101

Decimal 

043 

044 

045

Character 

+

00101110 046 

,00101111 047 / 

00110000 048 0 

00110001 049 1 

00110010 050 2 

00110011 051 3 

00110100 052 4 

00110101 053 5 

00110110 054 6 

00110111 055 7 

00111000 056 8 

00111001 057 9 

00111010 058 

00111011 059 ; 

00111100 060 <

00111101 

00111110 

00111111 

01000000

061 

062 

063 

064

01011010 090 Z 

01011011 091 [ 

01011100 092 \ 

01011101 093 

01011110 094 ^ 

01011111 095 

01100000 096 

01100001 097 a 

01100010 098 b 

01100011 099 c 

01100100 100 d 

01100101 101 e 

01100110 102 f 

01100111 103 g 

01101000 104 h 

01101001 105 i

01101010 

01101011

106 j 

107 k

Binary Decimal Character
Binary 

01010110 

01010111 

01011000 

01011001

Character 

V 

W 

X 

Y

> 

?

''''
Decimal 

086 

087 

088 

089
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So "E-Discovery" 
0100010100101101010001

would be written in a binary ASCII sequence as 
[000110100101110011011000110110111101110110011001

010111001001111001.  
Now that you have some sense of how information can be written as digital data, 

let's take a look at some of the devices that store and use digital data.  

VII. Introduction to Data Storage Media 

Mankind has been storing data for thousands of years, on stone, bone, clay, 
wood, metal, glass, skin, papyrus, paper, plastic, and film. In fact, people were storing 
data in binary formats long before the emergence of modern digital computers.

50

Binary Decimal Character Binary Decimal Character Binary Decimal Character 

00010110 022 SYN 01000001 065 A 01101100 108 1 

00010111 023 ETB 01000010 066 B 01101101 109 m 

00011000 024 CAN 01000011 067 C 01101110 110 n 

00011001 025 EM 01000100 068 D 01101111 111 o 

00011010 026 SUB 01000101 069 E 01110000 112 p 

00011011 027 ESC 01000110 070 F 01110001 113 q 

00011100 028 FS 01000111 071 G 01110010 114 r 

00011101 029 GS 01001000 072 H 01110011 115 s 

00011110 030 RS 01001001 073 1 01110100 116 t 

00011111 031 US 01001010 074 J 01110101 117 u 

00100000 032 SP 01001011 075 K 01110110 118 v 

00100001 033 ! 01001100 076 L 01110111 119 w 

00100010 034 01001101 077 M 01111000 120 x 

00100011 035 # 01001110 078 N 01111001 121 y 

00100100 036 $ 01001111 079 O 01111010 122 z 

00100101 037 % 01010000 080 P 01111011 123 { 

00100110 038 & 01010001 081 Q 01111100 124 

00100111 039 01010010 082 R 01111101 125 } 

00101000 040 ( 01010011 083 S 01111110 126 

00101001 041 ) 01010100 084 T 01111111 127 DEL 

00101010 042 * 01010101 085 U
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Records from ninth-century Persia describe an organ playing interchangeable cylin
ders. Eighteenth-century textile manufacturers employed perforated rolls of paper to 
control looms, and Swiss and German music box makers used metal drums or platters 
to store tunes. At the dawn of the Jazz Age, no self-respecting American family of 
means lacked a player piano capable (more-or-less) of reproducing the works of the 
world's greatest pianists.  

Whether you store data as a perforation or a pin, you're storing binary data. That 
is, there are two data states: hole or no hole, pin or no pin. Zeroes or ones.  

Though ESI resides on a dizzying array of media and devices, by far the largest 
complement of same occurs within three closely related species of computing hard
ware: computers, hard drives, and servers. A server is essentially a computer dedi
cated to a specialized task or tasks, and both servers and computers routinely employ 
hard drives for program and data storage.  

VIII. Conventional Electromagnetic Hard Drives 

A hard drive is an immensely complex data storage device that's been engi
neered to appear deceptively simple. When you connect a hard drive to your machine, 
the operating system detects the drive, assigns it a drive letter, and-presto!-you've 
got trillions of bytes of new storage! Microprocessor chips garner the glory, but the 
humdrum hard drive is every bit a paragon of ingenuity and technical prowess.  

A conventional personal computer hard drive is a sealed aluminum box measur
ing (for a desktop system) roughly 4" x 6" x 1". A hard drive can be located almost 
anywhere within the case and is customarily secured by several screws attached to any 
of ten prethreaded mounting holes along the edges and base of the case. One face of 
the case will be labeled to reflect the drive specifications, while a printed circuit board 
containing logic and controller circuits will cover the opposite face.  

A conventional hard disk contains round, flat discs called "platters" coated on 
both sides with a special material able to store data as magnetic patterns. Much like a 
vinyl record, each platter has a hole in the center, allowing multiple platters to be 
stacked on a spindle for greater storage capacity.  

The platters rotate at high speed-typically 5,400, 7,200, or 10,000 rotations per 
minute-driven by an electric motor. Data is written to and read from the platters by 
tiny devices called "read/write heads" mounted on the end of a pivoting extension 
called an "actuator arm" that functions similarly to the tone arm that carried the pho
nograph cartridge and needle across the face of a record. Each platter has two read/ 
write heads, one on the top of the platter and one on the bottom. So a conventional 
hard disk with three platters typically sports six surfaces and six read/write heads.  

Unlike with a record player's needle, the read/write head never touches the spin
ning platter. Instead, when the platters spin up to operating speed, their rapid rotation 
causes air to flow under the read/write heads and lift them off the surface of the disk-
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the same principle of lift that operates on aircraft wings and enables aircraft to fly. The 
head then reads the magnetic patterns on the platter while flying just 0.5 millionths of 
an inch above the surface. At this speed, if the head bounces against the surface, there 
is a good chance that the head will burrow into the surface of the platter, obliterating 
data, destroying both read/write heads, and rendering the hard drive inoperable
called a "head crash." 

Cover Mounting Holes 
(cover not shown) 

Base Casting 

Spindle , 

Slider (and Head) 

Actuator Arm 

Actuator Axis 

. Case 
Actuator Mounting 

- Holes 

I1' Platter 

SCSI Interface Ribbon Cable SCI- (attaches heads 
Connector Jumper o ogc Boa) 

Pins Jumper 
Power Tape Seal 
Connector 

Figure 4-1 
Conventional personal computer hard drive 

The hard disk drive has been around for more than fifty years, but it was not until 
the 1980s that the physical size and cost of hard drives fell sufficiently for their use to 
be commonplace.  

Introduced in 1956, the IBM 350 Disk Storage Unit was the first commercial 
hard drive. It was sixty inches long, sixty-eight inches high, and twenty-nine inches 
deep (so it could fit through a door). It held fifty magnetic disks of fifty thousand sec
tors, each storing one hundred alphanumeric characters. Thus, it held 4.4 megabytes, 
or enough for about two cell phone snapshots today. It weighed a ton (literally), and 
users paid $130 per month to rent each megabyte of storage.  

Today, that same $130 buys a 3- to 4-terabyte hard drive that stores three million 
times more information, weighs less than three pounds, and hides behind a paperback 
book.
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Over time, hard drives took various shapes and sizes (or "form factors," as the 
standard dimensions of key system components are called in geek speak). Three form 
factors are still in use: 3.5" (desktop drive); 2.5" (laptop drive); and 1.8" (iPod and 
microsystem drive, now supplanted by solid-state storage).  

Hard drives connect to computers by various mechanisms called "interfaces" 
that describe both how devices "talk" to one another as well as the physical plugs and 
cabling required. The five most common hard drive interfaces in use today are

1. PATA, for parallel advanced technology attachment (sometimes called 
EIDE, for extended integrated drive electronics); 

2. SATA, for serial advanced technology attachment; 
3. SCSI, for small computer system interface; 
4. SAS, for serial attached SCSI; and 

5. FC, for fibre channel.  

PATA SATA 

SATA PATA 

Figure 4-2 
PATA and SATA hard drive interfaces 

Though once dominant in personal computers, PATA drives are rarely found in 
machines manufactured after 2006. Today, virtually all laptop and desktop computers 
employ SATA drives for local storage. SCSI, SAS, and FC drives tend to be seen 
exclusively in servers and other applications demanding high performance and reli
ability.  

From the user's perspective, PATA, SATA, SCSI, SAS, and FC drives are indis
tinguishable; however, from the point of view of the technician tasked to connect to 
and image the contents of the drive, the difference implicates different tools and con
nectors.

53



Essentials of E-Discovery

The five drive interfaces divide into two employing parallel data paths (PATA 
and SCSI) and three employing serial data paths (SATA, SAS, and FC). Parallel ATA 
interfaces route data over multiple simultaneous channels necessitating forty wires, 
where serial ATA interfaces route data through a single high-speed data channel 
requiring only seven wires. Accordingly, SATA cabling and connectors are smaller 
than their PATA counterparts. (See figure 4-2.) 

Fibre channel employs optical fiber (the spelling difference is intentional) and 
light waves to carry data at impressive speeds. The premium hardware required by FC 
dictates that it will be found in enterprise computing environments, typically in con
junction with a high-capacity/high-demand storage device called a SAN (for storage 
attached network) or a NAS (for network attached storage).  

It's easy to become confused between hard drive interfaces and external data 
transfer interfaces like USB or FireWire seen on external hard drives. The drive within 
the external hard drive housing will employ one of the interfaces described above 
(except FC); however, to facilitate external connection to a computer, a device called a 
"bridge" will convert data written to and from the hard drive to a form that can tra
verse a USB or FireWire connection. In some compact, low-cost external drives, man
ufacturers dispense with the external bridge board altogether and build the USB 
interface right on the hard drive's circuit board.  

IX. Flash Drives, Memory Cards, and Solid-State 
Drives 

Computer memory storage devices have no moving parts, and the data resides 
entirely within the solid materials which compose the memory chips, hence the term 
"solid-state." Historically, rewritable memory was volatile (in the sense that contents 
disappeared when power was withdrawn) and expensive. But beginning around 1995, 
a type of nonvolatile memory called "NAND flash" became sufficiently affordable to 
be used for removable storage in emerging applications like digital photography. Fur
ther leaps in the capacity and dips in the cost of NAND flash led to the near
eradication of film for photography and the extinction of the floppy disk, replaced by 
simple, inexpensive, and reusable USB storage devices called, variously, flash drives, 
thumb drives, pen drives, and memory sticks or keys.  

As the storage capacity of NAND flash has gone up and its cost has come down, 
the conventional electromagnetic hard drive is rapidly being replaced by solid-state 
drives in standard hard drive form factors. Solid-state drives are significantly faster, 
lighter, and more energy-efficient than conventional drives, but they currently cost 
anywhere from ten to twenty times more per gigabyte than their mechanical counter
parts. All signs point to the ultimate obsolescence of mechanical drives by solid-state 
drives, and some products (notably tablets like the iPad and ultralightweight laptops
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like the MacBook Air) have eliminated hard drives altogether in favor of solid-state 
storage.  

Currently, solid-state drives assume the size and shape of mechanical drives to 
facilitate compatibility with existing devices. The size and shape of mechanical hard 
drives, however, were driven by the size and operation of the platters they contain.  
Because solid-state storage devices have no moving parts, they can assume virtually 
any shape. It's likely, then, that slavish adherence to 2.5" and 3.5" rectangular form 
factors will diminish in favor of shapes and sizes uniquely suited to the devices that 
employ them.  

With respect to e-discovery, the shift from electromagnetic to solid-state drives 
is inconsequential. The move to solid-state drives will, however, significantly impact 
matters necessitating computer forensic analysis. Because the NAND memory cells in 
solid state drives wear out rapidly with use, solid-state drive controllers must con
stantly reposition data to ensure usage is distributed across all cells. Such "wear level
ing" hampers techniques that forensic examiners have long employed to recover 
deleted data from conventional hard drives.  

X. RAID Arrays 

Whether local to a user or in the cloud, hard drives account for nearly all the 
electronically stored information attendant to e-discovery. In network server and cloud 
applications, hard drives rarely work alone. That is, hard drives are ganged together to 
achieve greater capacity, speed, and reliability in redundant arrays of independent 
disks, or RAIDs.  

RAIDs serve two ends: redundancy and performance. The redundancy aspect is 
obvious-two drives holding identical data safeguard against data loss due to mechan
ical failure of either drive-but how do multiple drives improve performance? The 
answer lies in splitting the data across more than one drive using a technique called 
"striping." 

A RAID improves performance by dividing data across more than one physical 
drive. The swath of data deposited on one drive in an array before moving to the next 
drive is called the "stripe." If you imagine the drives lined up alongside one another, 
you can see why moving back and forth across the drives to store data might seem like 
painting a stripe across the drives. By striping data, all drives can deliver their share of 
the data simultaneously, increasing the amount of information handed off to the com
puter's microprocessor.  

But when you stripe data across drives, information is lost if any drive in the 
stripe fails. You gain performance but surrender security. This type of RAID configu
ration is called a "RAID 0." It wrings maximum performance from a storage system, 
but it's risky.
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If RAID 0 is for gamblers, "RAID 1" is for the risk-averse. A RAID 1 configura
tion duplicates everything from one drive to an identical twin, so that a failure of one 
drive won't lead to data loss. RAID 1 doesn't improve performance, and it requires 
twice the hardware to store the same information.  

Other RAID configurations strive to integrate the performance of RAID 0 and 
the protection of RAID 1. Thus, a "RAID 0+1" mirrors two striped drives, but it 
demands four hard drives delivering only half their total storage capacity, safe and 
fast, but not cost-efficient.  

The solution lies in a concept called "parity," key to a range of other sequentially 
numbered RAID configurations. Of those other configurations, the ones most often 
seen are called RAID 5 and RAID 7.  

To understand parity, consider the simple equation 5 + 2 = 7. If you didn't know 
one of the three values in this equation, you could easily solve for the missing value.  
That is, presented with "5 + _ = 7," you can reliably calculate the missing value is 2.  
In this example, "7" is the "parity value" or checksum for "5" and "2." 

The same process is used in RAID configurations to gain increased performance 
by striping data across multiple drives while using parity values to permit the calcula
tion of any missing values lost to drive failure. In a three-drive array, any one of the 
drives can fail, and we can use the remaining two to recreate the third (just as we 
solved for 2 in the equation above).  

RAID 5 

Stripe 1 Stripe 2 Parity (1, 2) 

Stripe 3 Parity (3, 4) Stripe 4 

Parity (5, 6) Stripe 5 Stripe 6 

Figure 4-3 

Three drives in RAID 5 configuration 

In figure 4-3, data is striped across three hard drives, HDA, HD,B and HDC.  
HDC holds the parity values for data stripe 1 on HDA and stripe 2 on HDB. It's shown 
as "Parity (1, 2)." The parity values for the other stripes are distributed on the other 
drives. Again, any one of the three drives can fail and all of the data is recoverable.  
This configuration is RAID 5 and, though it requires a minimum of three drives, it can 
be expanded to dozens or hundreds of disks.
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XI. Computers 

Historically, all sorts of devices-and even people-were "computers." During 
World War II, human computers-women for the most part-were instrumental in 
calculating artillery trajectories and assisting with the challenging number crunching 
needed by the Manhattan Project. Today, laptop and desktop personal computers 
spring to mind when we hear the term "computer"; yet smart phones, tablet devices, 
GPS devices, video gaming platforms, televisions, and a host of other intelligent tools 
and toys are also computers. More precisely, the central processing unit (cpu) or 
microprocessor of the system is the "computer," and the various input and output 
devices that permit humans to interact with the processor are termed peripherals. The 
key distinctions between a mere calculator and a computer are the latter's ability to be 
programmed and its use of memory and storage. The physical electronic and mechan
ical components of a computer are its hardware, and the instruction sets used to pro
gram a computer are its software. Unlike with Pierre Jaquet-Droz's mechanical doll 
and its interchangeable cams, modern electronic computers receive their instructions 
in the form of digital data typically retrieved from the same electronic storage medium 
as the digital information upon which the computer performs its computational wiz
ardry.  

When you push the power button on your computer, you trigger an extraordi
nary, expedited education that takes the machine from insensible illiterate to worldly 
savant in a matter of seconds. The process starts with a snippet of data on a chip called 
the "ROM BIOS" storing just enough information in its "read-only memory" to grope 
around for the "basic input and output system" peripherals (like the keyboard, the 
screen, and most importantly, the hard drive). The ROM BIOS also holds the instruc
tions that permit the processor to access more and more data from the hard drive in a 
widening gyre, "teaching" itself to be a modern, capable computer.  

This rapid, self-sustaining self-education is as magical as if you lifted yourself 
into the air by pulling on the straps of your boots, which is truly why it's called "boot
strapping," or just "booting," a computer.
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Figure 4-4 
Computer interior

Computer hardware circa 2014 shares certain common characteristics. Within 
the cpu, a microprocessor chip is the computational "brains" of the system and resides 
in a socket on the motherboard, a rigid surface etched with metallic patterns serving as 
the wiring between the components on the board. The microprocessor generates con
siderable heat, necessitating the attachment of a heat dissipation device called a heat 
sink, often abetted by a small fan. The motherboard also serves as the attachment 
point for memory boards (grouped as modules, or "sticks") called "RAM," for 
random-access memory. RAM serves as the working memory of the processor while it 
performs calculations; accordingly, the more memory present, the more information 
can be processed at once, enhancing overall system performance.  

Other chips make up a graphics processor unit (GPU) residing on the mother
board or on a separate expansion board called a video card or graphics adapter. The 
GPU supports the display of information from the processor onto a monitor or projec
tor and has its own complement of memory dedicated to superior graphics perfor
mance. Likewise, specialized chips on the motherboard or an expansion board called a 
"sound card" support the reproduction of audio to speakers or a headphone. Video and 
sound-processing capabilities may even be fully integrated into the microprocessor 
chip.  

The processor communicates with networks through an interface device called a 
"network adapter," which connects to the network physically, through a LAN port, or 
wirelessly using a Wi-Fi connection.  

Users convey information and instructions to computers using tactile devices 
like a keyboard, mouse, or track pad but may also employ voice or gestural recogni
tion mechanisms.
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Persistent storage of data is a task delegated to other peripherals: optical drives 
(CD-ROM and DVD-ROM devices); floppy disk drives; portable solid-state media 
(such as thumb drives); and most commonly, hard drives.  

All of the components just described require electricity, supplied by batteries in 
portable devices or by an adapter converting AC power to the lower DC voltages 
required by electronics.  

From the standpoint of electronic discovery, it's less important to define these 
devices than it is to fathom the information they hold, the places it resides, and the 
forms it takes. Parties and lawyers have been sanctioned for what was essentially their 
failure to inquire into and understand the roles computers, hard drives, and servers 
play as repositories of electronic evidence. Moreover, much money spent on elec
tronic discovery today is wasted as a consequence of parties' efforts to convert ESI to 
paper-like forms instead of learning to work with ESI in the forms in which it custom
arily resides on computers, hard drives, and servers.  

XII. Servers 

Servers were earlier defined as computers dedicated to a specialized task or 
tasks. But that definition doesn't begin to encompass the profound impact on society 
of the "client-server" computing model. The ability to connect local "client" applica
tions to servers via a network, particularly to database servers, is central to the opera
tion of most businesses and to all telecommunications and social networking. Google 
and Facebook are just enormous groupings of servers, and the Internet is merely a 
vast, global array of shared servers.  

A. Local, Cloud, and Peer-to-Peer Servers 

For e-discovery, let's divide the world of servers into three realms: local, cloud, 
and peer-to-peer server environments.  

Local servers employ hardware that's physically available to the party that owns 
or leases the servers. Local servers reside in a computer room on a business's premises 
or in leased equipment "lockers" accessed at a colocated data center where a lessor 
furnishes, for example, premises security, power, and cooling. Local servers are easi
est to deal with in e-discovery because physical access to the hardware supports more 
and faster options when it comes to preservation and collection of potentially respon
sive ESI.  

Cloud servers typically reside in facilities not physically accessible to users, and 
discrete computing hardware is typically not dedicated to a particular user. Instead, the 
cloud computing consumer is buying services via the Internet that emulate the opera
tion of a single machine or a room full of machines, all according to the changing 
needs of the cloud consumer. Web mail is the most familiar form of cloud computing,
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in a variant called "SaaS" (for software as a service). Web mail providers like Google, 
Yahoo, and Microsoft make e-mail accounts available on their servers in massive data 
centers, and the data on those servers is available solely via the Internet, no user hav
ing the right to gain physical access to the machines storing their messaging.  

Peer-to-peer (P2P) networks exploit the fact that any computer connected to a 
network has the potential to serve data across the network. Accordingly, P2P networks 
are decentralized; that is, each computer, or "node," on a P2P network acts as client 
and server, sharing storage space, communication bandwidth, and/or processor time 
with other nodes. P2P networking may be employed to share a printer in the home, 
where the computer physically connected to the printer acts as a print server for other 
machines on the network. On a global scale, P2P networking is the technology behind 
file-sharing applications like BitTorrent and Gnutella that have garnered headlines for 
their facilitation of illegal sharing of copyrighted content. When users install P2P 
applications to gain access to shared files, they simultaneously (and often unwittingly) 
dedicate their machine to serving up such content to a multitude of other nodes.  

B. Virtual Servers 

Though we've so far spoken of server hardware (physical devices), servers may 
also be implemented virtually, through software that emulates the functions of a phys
ical device. Such "hardware virtualization" allows for more efficient deployment of 
computing resources by enabling a single physical server to host multiple virtual serv
ers.  

Virtualization is the key enabling technology behind many cloud services. If a 
company needs powerful servers to launch a new social networking site, it can raise 
capital and invest in the hardware, software, physical plant, and personnel needed to 
support a data center, with the attendant risk that it will be overprovisioned or under
provisioned as demand fluctuates. Alternatively, the start-up can secure the computing 
resources it needs by using virtual servers hosted by a cloud service provider like 
Amazon, Microsoft, or Rackspace. Virtualization permits computing resources to be 
added or retired commensurate with demand, and being pay-as-you-go, it requires lit
tle capital investment.  

It's helpful for attorneys to understand the role of virtual machines (VMs), 
because the ease and speed with which VMs are deployed and retired, as well as their 
isolation within the operating system, can pose unique risks and challenges in 
e-discovery, especially with respect to implementing a proper legal hold and when 
identifying and collecting potentially responsive ESI.
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C. Server Applications 

Computers dedicated to server roles typically run operating systems optimized 
for server tasks and applications specially designed to run in a server environment. In 
turn, servers are often dedicated to supporting specific functions such as serving Web 
pages (Web server), retaining and delivering files from shared storage allocations (file 
server), organizing voluminous data (database server), facilitating the use of shared 
printers (print server), running programs (application server), or handling messages 
(mail server). These various server applications may run physically, virtually, or as a 
mix of the two.  

XIII. Practice Tips for Computers, Hard Drives, and 
Servers 

Your first hurdle when dealing with computers, hard drives, and servers in 
e-discovery is to identify potentially responsive sources of ESI and take appropriate 
steps to inventory their relevant contents and preserve them against spoliation. As the 
volume of ESI to be collected and processed bears on the expense and time required, 
it's useful to get a handle on data volumes and distribution as early in the litigation 
process as possible.  

Start your ESI inventory by taking stock of physical computing and storage 
devices. For each machine or device holding potentially responsive ESI, collect the 
following information (as applicable): 

- manufacturer and model; 
- serial number and/or service or asset tag; 
- operating system; 
- custodian; 
- location; 
- type of storage (don't miss removable media, like SD cards); 
" aggregate storage capacity (in MB, GB, or TB); 
" encryption status; 
- credentials (user IDs and passwords), if encrypted; 
- prospects for upgrade or disposal; and 
" if preserving ESI by drive imaging, device interfaces.  

For servers, further information might include

- purpose(s) of the server (for example, Web server, file server, or print server); 
" name(s) and contact information of server administrator(s); 
- time in service; 
- whether hardware virtualization is used;
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" RAID implementation(s); 
- users and privileges; 
" logging and log retention practices; 
- backup procedures and backup media rotation and retention; and 
- whether the server is "mission-critical" and cannot be taken offline or can be 

downed.  

When preserving the contents of a desktop or laptop computer, it's typically 
unnecessary to sequester any component of the machine other than its hard drive(s), 
because the ROM BIOS holds little information beyond the rare forensic artifact.  
Before returning a chassis to service with a new hard drive, be sure to document the 
custodian, manufacturer, model, and serial number/service tag of the redeployed chas
sis, retaining this information with the sequestered hard drive.  

The ability to fully explore the contents of servers for potentially responsive 
information hinges on the privileges extended to the user. Be sure that the person 
tasked to identify data for preservation or collection holds administrator-level privi
leges.  

Above all, remember that computers, hard drives, and servers are constantly 
changing while in service. Simply rebooting a machine alters system metadata values 
for large numbers of files. Accordingly, you should consider the need for evidentiary 
integrity before exploring the contents of a device, at least until appropriate steps are 
taken to guard against unwitting alteration. Note also that connecting an evidence 
drive to a new machine effects changes to the evidence unless suitable write-blocking 
tools or techniques are employed.
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CHAPTER 5

E-Mail 101 

Heather Kubiak 

I. Introduction 

In lawsuits today, e-mail messages and their attachments provide the vast major
ity of discoverable information. By giving the reader an understanding of the history 
and purpose of e-mail, as well as some of the technical attributes of e-mail, this chap
ter should assist in answering the following questions: 

- How can I be sure that my client has properly searched for, preserved, 
and produced requested e-mail messages? 

- How can I request e-mail in a way to get what I really want? 
- What do I do if my opponent does not produce e-mail? 
" How can I best mine e-mail messages and their attachments for informa

tion to further my case? 

" How can I determine if an e-mail message is really what it purports to be 
so that I can introduce it into evidence or rely on it for my case? 

E-mail, of course, is only one component of electronic communication. This 
chapter does not discuss text messages, chat communication, (both of which are dis
cussed in chapter 16 of this book) or exchanges made on collaborative work sites,' 
although data created in these forms is likely to continue to grow in size and impor
tance.  

A. Ethics Requires Lawyers to Understand E-Mail 

In August 2012, the American Bar Association amended Model Rule of Profes
sional Conduct 1.1 (Competence) to include a comment explaining that lawyers have 
a duty to understand changing technology and how it affects their clients in litigation: 

1. A collaborative work site is a term given to computer programs that allow multiple people to 
share information and work together simultaneously. This could include sharing calendar information 
together with available conference rooms. It could also refer to programs, such as Google Docs, that 
allow multiple authors to work on the same document together. Some of these programs allow the track
ing of each author's input and could leave a trail of electronic information. In a case regarding an ambig
uous contract, for example, it might be helpful to know which author made which change or suggestion.
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To maintain the requisite knowledge and skill, a lawyer should keep 
abreast of changes in the law and its practice, including the benefits and 
risks associated with relevant technology, engage in continuing study and 
education and comply with all continuing legal education requirements to 
which the lawyer is subject.2 

This comment reflects a growing concern that lawyers do not adequately under
stand electronic discovery and how it can have an impact on their clients.  

As case law has made clear, it is not enough for a lawyer to plead ignorance 
when faced with electronic discovery questions. On the other hand, lawyers need not 
be perfect either; only a good-faith effort must be made. What is a good-faith effort? 

First, lawyers must understand their clients' information technology systems, 
know the key players in the litigation, and take an active role in preserving documents 
that may relate to the litigation.3 Further, the lawyer must continue to remain involved 
to oversee the electronic discovery process.4 Understanding e-mail and how it works 
technically can be the first step in discharging the duty.  

B. History of E-Mail 

The concept of electronically messaging for communication first arose in 1971 
when Ray Tomlinson first sent some text from one computer in his office to another.5 

This first message transfer is most analogous to instant messaging as we know it 
today. Tomlinson was the person who decided to use the "@" symbol that the world 
has come to use for addressing e-mail.6 The information before the "@" symbol 
denotes the specific addressee, much like the name written on the first line of an enve
lope. The information after the "@" symbol indicates the location to which the infor
mation should be sent; this is much like the next two lines of an address on an 
envelope. Interestingly, Tomlinson chose this symbol because it was physically pres
ent on the standard keyboard, and it was the only representation of a preposition avail
able on the keyboard.' 

E-mail as we know it today was born several years later in 1978. A group of doc
tors at the University of Medicine and Dentistry in Newark, New Jersey hired four
teen-year-old V.A. Shiva Ayyadurai to convert their traditional interoffice mail system 
into an electronic one.8 Ayyadurai attempted to literally replicate the process of physi
cal mail into an electronic format. To do this, Ayyadurai observed how the doctors at 

2. Model Rules of Prof'l Conduct R. 1.1 cmt.8 (2012).  
3. Zubulake v. UBS Warburg LLC, 229 F.R.D. 422, 432-33 (S.D.N.Y. 2004).  
4. Zubulake, 229 F.R.D. at 432-33.  
5. The Man Who Made You Put Away Your Pen: All Things Considered (NPR radio broadcast Nov.  

21, 2009).  
6. The Man Who Made You Put Away Your Pen.  
7. The Man Who Made You Put Away Your Pen.  
8. Doug Aamoth, The Man Who Invented Email, Time Techand, 1 (2011), available at http:// 

techland.time.com/2011/11/15/the-man-who-invented-email.
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the hospital created, sent, and received physical mail. 9 He watched as secretaries typed 
memoranda, attached actual carbon copies of relevant attachments, and placed the 
communication in a container that was then sent through a physical tube like the ones 
used in some bank drive-through services today.10 He knew that he needed to create a 
system-one that included inboxes, outboxes, and file folders-for users to adopt this 
new method of communication." 

Today, the public has accepted electronic mail, and the volume of e-mail contin
ues to grow. This means that e-mail is here to stay in our society, and it is here to stay 
for discovery in lawsuits.  

C. Volume of E-Mail Compared to Physical Mail 

By way of illustration, the following chart shows the volume of the U.S. Postal 
Service in relation to the estimate of world-wide e-mail. As a caveat, I may agree with 
a quote popularized in Mark Twain's autobiography: "There are three kinds of lies: 
lies, damned lies, and statistics." In researching the volume of mail versus e-mail, it 
was easy to determine the actual volume of physical mail in the United States, because 
the U.S. Postal Service submits an annual report to Congress each year that includes 
the number of pieces of mail it handled. The volume of world-wide e-mail, however, 
varies by orders of magnitude, depending on the source. Nonetheless, everyone seems 
to agree that world-wide e-mail vastly outpaces physical mail. The following num
bers, for the most part, come from research completed by Ayyadurai."2 

9. Aamoth, at 2.  
10. Aamoth, at 2.  
11. Aamoth, at 2.  
12. The estimate of U.S. postal mail volumes from 1978 to 1980 comes from research compiled by 

V.A. Shiva Ayyadurai and displayed in a helpful graphic timeline at www.vashiva.com/innovation 
/email/vashiva-the-history-of-email-vs-usps-snail-mail.asp. The volume of U.S. postal mail from 2008 
to 2012 comes from the U.S. Postal Service's annual report to Congress and can be found at 
http://about.usps.com/publications/annual-report-comprehensive-statement-2012/annual-report
comprehensive-statement-2012.pdf.
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Year Physical Mail E-mail 

1979 100 billion 10,000 

1981 110 billion 750,000 

1983 119 billion 500 million 

1985 140 billion 1.5 billion 

1988 161 billion 3 billion 

1989 162 billion 5 billion 

1991 166 billion 15 billion 

1993 171 billion 50 billion 

1995 181 billion 100 billion 

1997 191 billion 550 billion 

1999 202 billion 4 trillion 

2003 202 billion 40 trillion 

2005 212 billion 50 trillion 

2007 212 billion 70 trillion 

2008 203 billion 85 trillion 

2009 177 billion 100 trillion 

2010 171 billion 120 trillion 

2011 168 billion 150 trillion 

2012 160 billion 180 trillion 

2020 (projected) 130 billion 500 trillion
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To put the e-mail volume in perspective, the Radicati Group reports that 3.375 
billion registered e-mail addresses existed in 2012, and that it expects the number to 
swell to over 4.3 billion accounts by the end of 2016."3 Seventy-five percent of these 
accounts are held by consumers, and the remaining 25 percent are business e-mail 
accounts.  

Registered Email Accounts in 2012 

u Consumer Business 

To complicate matters, 17 percent of Americans create a new e-mail address 
every six months, and 30 percent of Americans change e-mail addresses annually.' 4 

With the mass adoption of mobile devices, the Radicati Group reports there were 730 
million mobile e-mail users in 2012 and that 34 percent of all e-mail users access their 
e-mail on a mobile device. To further complicate matters, many users open the same e
mail on a mobile device and on a computer. To use myself as an example, I have three 
active e-mail accounts, and I have directed all three of them to arrive on my iPhone, 
my iPad, and my home iMac. On my work computer, I access my work e-mail through 
Microsoft Outlook and access my Gmail and iCloud accounts through Web sites. As 
will be discussed later, this practice of opening accounts from different devices can 
seriously impact efforts to collect and maintain e-mail in discovery, depending on the 
user's e-mail provider.  

13. Sara Radicati, ed., Email Statistics Report, 2012-2016 at 3 (The Radicati Group, Inc. 2012), 
available at www.radicati.com/wp/wp-content/uploads/2012/04/Email-Statistics-Report-2012-2016 
-Executive-Summary.pdf.  

14. Jay Baer, 1.5 Email Statistics That Are Shaping The Future, Convince & Convert, 
www.convinceandconvert.com/email-marketing-advice/15-email-statistics-that-are-shaping-the 
-fut are/.
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E-mail pervades communication in the corporate world. A 2012 study from 
McKinsey Global Institute reveals that the average worker "in the knowledge econ
omy spends 28 percent of his or her time reading and answering e-mail." 5 That comes 
to 11.2 hours per week.  

The volume of e-mail and its pervasive use tells only part of the story of how e
mail has an impact on discovery. In the world of paper files, people were more careful 
in deciding what to keep and maintain. Paper files take up valuable physical space, 
which encourages people to limit what they save. Paper files also require more admin
istrative time in creating folders, copying the paper, and filing it in the appropriate 
place. E-mail, on the other hand, allows each user to arbitrarily determine what to 
keep, how to keep it, and where to put it. The only limitation on e-mail is the size of 
the e-mail storage account-and that is assuming that users don't export the data else
where (for example, forwarding e-mail messages from one account to another or 
downloading it to another media source). Further, unlike physical files in file cabinets, 
e-mail is stored in massive data sets that require software to read and organize it.  

D. What Is E-Mail? 

E-mail, as discussed in this chapter, refers to the electronic system of communi
cation that most closely resembles physical correspondence. The word system should 
be the focus, because not all e-mail is transmitted in the same way. These differences 
in transmission can be important when determining how to preserve, locate, and pro
duce e-mail.  

By way of analogy, think of the United States Postal Service (USPS). The USPS 
has multiple, complex subsystems that process, store, and transport tangible commu
nication and things. The systems and locations of various cities can vary. But, these 
variations can only work together if users of the USPS follow certain rules to ensure 
proper delivery. 16 These rules, which are called protocols in the e-mail world, dictate 
the size of the envelope, the placement of the address and return address, the amount 
of postage, and the use of a zip code. These parameters allow the system of electroni
cally scanning and application of a bar code to ensure proper delivery.'" 

Similarly, a number of e-mail providers provide subsystems for e-mail creation, 
storage, and transmission. At its core, an e-mail message is a plain text file. Any non

text attachment-such as a picture, MS Word document, or other application-based 
data file-may only be transmitted through e-mail by encoding or changing that non
text information into a text file. When the e-mail message reaches the recipient, the 
recipient's e-mail provider translates this code to allow access to the attachment. The 

15. Jennifer Senior, How E-mail Is Swallowing Our Lives, New York News & Politics (July 31, 2013, 
7:27 a.m.), http://nymag.com/daily/intelligencer/2013/07/how-e-mail-is-swallowing-our-lives.html.  

16. Lee Ann Obringer, How the U.S. Postal Service Works http://people.howstuffworks.com/ 
usps.htm.  

17. See Obringer.
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programming in the recipient's e-mail system determines the way the resulting e-mail 
appears.  

To illustrate, below is the image of an e-mail as it appears in my Outlook sent 
file:

Status of Emrai Art1icle Me ssag (HiTML) 7 A-- ME SAGE McAfeeE 

" Reply 

r$2 Reply Al[ 

, Delete sd 

Delete Respond 

Wedc 03/ 213 1:0.  

SHeather Ku

Wsingtri9/2 A7 
70 To anager 's , 

; Te a Eni( Mo [f ar 

Quma~k Steps r Mo rve

C Mark Uread 

lie Categorize .  

a 

Follow Up 

Tags ts

Iranslate 

Edting

Zoom

Status at Email Article 
c yled a Krik 

CL I r r

Just checking with myself on the status of the chapter assigned to me for texas 
Perspectives on E-Discovery, entitled "Email 101."

Heather

r } A 3ctr Heathr uia

Outlook shows the date and time that I sent the e-mail message, my name (and 
picture) as the person sending the message, the recipients (including my paralegal 
extraordinaire, who was copied), the text of the e-mail, and my e-mail signature. In 
addition, I have my Outlook e-mail linked to Facebook with an Outlook add-on called 
"Outlook Social Connector," which then display a photo for the parties to the e-mail.' 
If I expand the bottom pane, I will see the most recent social media posts for the par
ties to the e-mail. Big Brother really is watching! 19 

18. See Introduction to the Outlook Social Connector, Micosoft.com, http:/loffice.microsoft.com/ 
en-us/outlook-help/introduction-to-the-outlook-social-connector-HA010361857.aspx.  

19. I have interviewed several e-mail processing vendors to ask if Outlook Social Connector provides 
additional information in the e-mail. They said, "no." However, I can predict that the linked information 
could be captured by a vendor if asked. This presents a whole host of additional privacy and confidential
ity concerns in litigation.
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The remaining, or hidden information, such as the locations of the systems send
ing and receiving the e-mail message can also be seen, captured, and used in litigation.  
These fields, known as metadata,20 are not always easy to see. In fact, in the response 
to the e-mail above that Lynda sent back to me, the e-mail header (or the hidden meta
data) was: 

20. Metadata "means: (i) information embedded in a Native File that is not ordinarily viewable or 
printable from the application that generated, edited, or modified such Native File; and (ii) information 
generated automatically by the operation of a computer or other information technology system when a 
Native File is created, modified, transmitted, deleted, or otherwise manipulated by a user of such sys
tem." Suggested Protocol for Discovery of Electronically Stored Information 2-3 (United States District 
Court for the District of Maryland 2007), available at www.mdd.uscourts.gov/news/news/ 
ESIProtocol.pdf.
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Received: from OPD2M0BX1Rex05msrrvrcom f[fe80;;1f:i 79:3 d..)dby 
ORD2HUB2t.me&mlr.com ([feO::be3O:Sbftf.e4:9240%1Slwith . id 1.03D5&001; 
Wed, 23 Oct 2013 13:27:43 -0 

Content-Type: appfication/tr. name=":;nmrn da?" 

Content-Transfer-Encoding: binary 

From: Lynda Hart <Ihar thekubiakiawfirn.com> 

To: Heather Kubfak <h biek icloud com>, Heather Kubiak 

<hkubak@thekubiakrwirmco> 

Subject: RE Status of E-Discovery Article 

=Thread-Topic: Status of E-scovery Ace 

Thread-lndex AQHOOB1IOZb2Zt7MyEyjHb4yTuuqJoCOr:  

Date: Wed 23 Oct 2013 13:27:42 -050 

Message-ID: 
<C8F0625F241 F1E47A45052752B3410A27A0C176E@ORD2X01X1H.n.rvrcam> 

References: <5ct8b33o-6044-cd-b 63-ad1 53edb31 agme-com> 

In-Repty-To: <3cffb33a-6044-4acd-b663-ad53ed~b3la@me con 

Accept-Language: en-US 

Content-Language: en-US 

X-MS-Has-Attach: 

X-MS-Exchange-Organization-SCL: -1 

X-MS-TNEF-Q gJf: 
<C8F0625F241F1E47A45052752B3410A27A0C176E@ORD2X01 Hrne>5.m rvrcom> 

MIME-Version: LO 

X-MS-Exchange-Organization- .:: :.. 0RD2HUB26rnemx0mrvr.cor 

X-MS-Exchange-Organization- j I :Internal 

X-MS-Echange-Organration-A gp:04 

X-Originating-IF: {67200230.146] 

X-MS-Exchange-Organization -4.: ai.box: 1035900; ;This mail has 

penscanned by Trend Micro cangaj: for Microsoft Exchange; 

All of the information contained in the header is in reverse chronological order 
and tracks the journey that the message took from the sender to the recipient. The first 
word found in the e-mail header is "Received," which indicates that the message has 
successfully been transmitted and delivered. The bottom of the header contains the

71



Essentials of E-Discovery

"Originating-IP" address. Much like a letter goes through several post offices on its 
way from the sender to the recipient, an e-mail may go through multiple mail servers.  
Because of the reverse chronological order, the information at the top of the header is 
the last stop along that journey, for example, "received" (which would be more accu
rately described as "delivered").  

The e-mail header also contains identification codes which are assigned by the 
various servers it encounters. These codes are unique and allow system administrators 
to track the message in the server logs. The identification code for this e-mail is: 

Message-ID: 
<C8F0625F241F1E47A45052752B3410A27A0C176E@ORD2MBXO1H 
.mex05.mlsrvr.com> 

Near the bottom of the e-mail is the originating Internet protocol (IP) address, 
which more specifically identifies the location of the Internet connection (not the 
location of the sender) from which the message was transmitted: 

X-Originating-IP: [67.200.230.146] 

The IP address is potentially the most critical information contained in the 
header. It can be used to trace the message back to an Internet connection and often to 
the actual device that sent the message. Using this information can allow a user to 
identify the origination of the e-mail to assess potential fraud. The "from" section can 
be thought of as the return address on an envelope, whereas the IP address is more 
closely related to the postmark. It is more difficult to fake, although not impossible.  

The lines just above the "Originating-IP" show the path that the message took 
from the sender to the recipient. It passed through an MS-Exchange server identified 
as "ORD2HUB25.mex05.mlsrvr.com." The information also shows that the message 
was formatted in MIME Version 1.0 (computer language), was transmitted in 
English (US), and had no attachments.  

Accept-Language: en-US 
Content-Language: en-US 
X-MS-Has-Attach: 
X-MS-Exchange-Organization-SCL: -1 
X-MS-TNEF-Correlator: 
<C8F0625F241F1E47A45052752B3410A27A0C176E@ORD2MBXO1H 
.mex05.mlsrvr.com> 
MIME-Version: 1.0 
X-MS-Exchange-Organization-AuthSource: 
ORD2HUB26.mex05.mlsrvr.com 
X-MS-Exchange-Organization-AuthAs: Internal
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X-MS-Exchange-Organization-AuthMechanism: 04 

These lines indicate that Lynda is replying to an e-mail and references the e-mail 
identification which was assigned to the original e-mail: 

References: <8cf8b33a-6044-4acd-b663-ad153edOb3la@me.com> 

In-Reply-To: <8cf8b33a-6044-4acd-b663-ad153edOb3la@me.com> 

Just below the notation that the e-mail has been received is information which 
identifies the content-type and how (and if) the e-mail was encoded.  

Content-Type: application/ms-tnef; name="winmail.dat" 
Content-Transfer-Encoding: binary 

The following information contained in the e-mail header identifies the sender, 
recipient, subject, and date and time that the message was transmitted: 

From: Lynda Hart <lhart@thekubiaklawfirm.com> 

To: Heather Kubiak <hkubiak@icloud.com>, Heather Kubiak 
<hkubiak@thekubiaklawfirm.com> 

Subject: RE: Status of E-Discovery Article 
Thread-Topic: Status of E-Discovery Article 
Thread-Index: AQHO0B11OZb2Zt7MyEyEjHb4yT8uqJoCmrjQ 

Date: Wed, 23 Oct 2013 13:27:42 -0500 

The "from" field is the least reliable part of the e-mail header. Scammers can insert 
anything they want into the "from" field, including an address that they made up or the 
address of innocent third parties.  

It is important to note that the time for the message is given as the sender's local 
time (based on the clock settings on the sending device) followed by "-0500," which 
indicates the number of hours' difference between the sender's time and Coordinated 
Universal Time (UTC) or Greenwich Mean Time (GMT). This time offset information 
gives an indication as to the location of the device that sent the message. If the offset 
time does not accurately correspond with the purported sender's time zone, that is fur
ther indication of potential fraud.  

Interestingly, when I retrieved the e-mail from my iCloud account, the look and 
feel of the e-mail differs, and no picture automatically appears; I have to download it 
by clicking on the attachment entitled "image003.jpg." I include this to show you that 
the e-mail message that you send and receive may look very differently depending on 
the user's e-mail system:
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Status of Email Article 

From Heather Kubk H 
To Heate Kuba 

Cc Lyda Hart 

$ [L imgeCO3.jp 2. KB) 

Just checking with myself on the status of the chapter assigned to me for Texas 
Perspectives on E-Discovery, entitled "Email 101." 

Heather 

E. How Does E-Mail Work? 

To help you locate responsive e-mail messages in discovery (and in implement
ing legal holds), it is helpful to understand how e-mail works. To illustrate, I have cre
ated the following graphic:

iCloud Mal d- stitu of Emait icle - a Firefox 

. ts i-p: ; m U:s aty , ^ .icloud.com aenr s ' -useet er _e g._ a e 3A 1:: 
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How Email Works
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For e-mail to be properly delivered, each user has a unique e-mail address that is 
composed of his personal identification (recipient name) followed by "@" and the 
domain name.  

When an e-mail is composed, and the sender hits "send," then e-mail connects to 
the sender's Simple Mail Transfer Protocol (SMTP) server which takes the "to" 
address and breaks it down into the two parts separated by the "@" symbol. The 
SMTP server is similar to the local post office which confirms that the e-mail is prop
erly addressed and directs the e-mail to the next stop along its journey to the recipient.  
The SMTP server then communicates with the Domain Name Server (DNS), which
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translates the recipient's e-mail domain to an IP, or Internet protocol, address. Once 
the sender's SMTP server has this destination information, then the e-mail is able to 
be transferred to the recipient's SMTP server. The recipient's SMTP server routes the 
message to a Mail Transfer Agent (MTA) (similar to a local postal carrier in this post 
office analogy) which is then able to take the recipient name (portion before the "@" 
symbol) and direct the incoming mail to the appropriate mailbox.  

Now comes the tricky part: different e-mail services deliver and maintain e-mail 
messages differently. On the above chart that shows "My Server," the type of protocol 
that my e-mail system uses will determine where e-mail will reside. Here is a chart of 
the common types of e-mail systems, how they work, and examples of providers using 
these systems: 

Protocol Type How It Works 

"POP3" - Post Office Post Office Protocol 3 (POP3) servers hold incoming 
Protocol (Version 3) e-mail messages until you check your e-mail, at which 

point they're transferred to your computer. POP3 is the 
most common account type for personal e-mail. Mes
sages are typically deleted from the server when you 
check your e-mail. Unless configured properly, an e
mail message will only appear on the first device that 
accesses the e-mail.  

IMAP Internet Message Access Protocol (IMAP) servers let 
you work with e-mail messages without downloading 
them to your computer first. You can preview, delete, 
and organize messages directly on the e-mail server, 
and copies are stored on the server until you choose to 
delete them. IMAP e-mail messages allow all of a 
user's devices to receive the same e-mail message.  
IMAP is commonly used for business e-mail accounts.  

MAPI Microsoft calls its proprietary e-mail protocol MAPI, or 
Messaging Application Programming Interface. Out
look is used in conjunction with a Microsoft Exchange 
Server mail server. MAPI requires a secure internet 
connection. It also allows for "synching." Deleting or 
filing an e-mail message on one device will also do the 
same task on other devices.
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Protocol Type How It Works 

HTTP Hypertext Transfer Protocol (HTTP) is used to display 
Web pages, but it can also be used to send and receive 
e-mail. HTTP protocol allows a user to access e-mail 
from remote locations from the cloud. Usually, a user 
has a limited amount of space on that server and must 
delete or move information before creating or receiving 
additional information.  

As the above chart explains, the location of potentially responsive e-mail mes
sages can depend upon the e-mail system used by the sender and recipient. It also 
illustrates the need to thoroughly understand the client and opposing party's technol
ogy.  

II. Emerging Trends and Products Affecting 
E-Discovery 

It used to be that most corporate e-mail lived on that corporation's own server.  
The corporation controlled the server and determined how information would be han
dled and deleted. Because many corporations would also make back-ups of the data on 
its server, information sought in discovery may also be found on back-up devices and 
locations.  

Today, more and more service providers are selling cloud services. The term 
cloud describes a place that holds information, accessible by the subscriber, but not 
housed on a local computer. When using Lexis/Nexis or Westlaw, lawyers have been 
accessing and using the cloud for many years; it is not new. The cases that show up on 
the user's screen were not located on that subscribers' computer. Instead, the cases 
reside in a database located elsewhere and accessed by the subscriber.  

Google Apps is one of the more common resources used to store information and 
process e-mails, especially for small and medium-sized businesses. In keeping with 
the need to freeze information and prevent automatic, unintentional, or even inten
tional manipulation of information, Google Apps now allows the user to place a litiga
tion hold on the stored information.' Google advertises that the litigation hold will 
preserve all e-mail messages and attachments in a user's mailbox at the time the hold 
is placed, including sent mail, drafts, trash, and spam. Google also states that e-mail 

21. Detailed instructions about placing a litigation hold in Google Apps are at https:// 
support.google.com/vault/answer/2473591?hl=en.
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can be searched by custodian, date, and time. Finally, Google Apps allows the admin
istrator to prevent users from deleting certain information from their accounts.  

Microsoft Exchange 2013-another comprehensive e-mail provider-also 
allows the user to set up an "In-Place eDiscovery & Hold" which allows the user to 
search for items and preserve them for as long as they are required. 22 A litigation hold 
in Microsoft Exchange preserves the original version of each mailbox item, calendar 
item, and task from modification by the user.  

Google Apps and Microsoft Exchange represent a shift from clients having com
plete control over their servers and information to technology, something that may 
greatly impact electronic discovery in the near future.  

III. One Word: COOPERATE!!! 

If there is only one thing you take from this chapter, I hope it is my admonish
ment to do whatever you can to cooperate on issues of electronic discovery. Not only 
do the rules require it,23 but the level of cooperation between opposing counsel and 
third-parties has a direct impact on the cost of electronic discovery.  

I highly recommend an in-person meet and confer because dealing with a live 
body fosters cooperation more than talking on the telephone. Before you go to the 
meeting, it is helpful to send your opponent a list of questions you would like to dis
cuss at the meeting. Of course, be sure to answer these questions about your own cli
ent before you arrive at the meeting.  

The twenty-five questions I find helpful are

1. What are the disputed issues in the case? 
2. Who are the witnesses or document custodians who might have knowledge 

of the case? 
3. Do the parties anticipate discovery of electronically stored information 

(ESI), including metadata? 
4. Who is the best person to explain the parties' information technology sys

tems? 

22. Instructions for placing an "In-Place eDiscovery and In-Place Hold" in Microsoft Office 365: 
http://technet.microsoft.com/en-us/library/dd298021(v=exchg.150).aspx#hold; see also http:// 
help.outlook.com/en-us/140/ms.exch.ecp.editlitigationhold.aspx.  

23. Federal Rule of Civil Procedure 26(f) requires parties to confer about e-discovery and to develop 
a plan. The parties must now report "any issues about disclosure or discovery of electronically stored 
information, including the form or forms in which it should be produced." Fed. R. Civ. P. 26(f)(3)(C).  
Although the Texas rule does not require a meet and confer, the Texas Supreme Court expects parties to 
meet and confer also. See In re Weekley Homes L.P, 295 S.W.3d 309, 315 n.6 (Tex. 2009) (orig. proceed
ing). In addition, the Conference of Chief Justices' Guidelines For State Trial Courts Regarding Discov
ery of Electronically-Stored Information, at 2 (2006), available at http://cdm15574.contentdm.oclc.org/ 
cdm/ref/collection/civilid/56, specifically directs trial judges to require a meet and confer by the parties.
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5. When did the events involved in the lawsuit occur? 
6. What electronic programs did the parties use during the relevant time 

period? 
7. What types of information do the parties expect to exchange? Paper? E

mails? Databases? Spreadsheets? Voicemail? Instant messaging? Security 
tapes or other video? 

8. Are personal e-mail accounts in play? 
9. What are the parties' data retention policies and practices, and how are 

those policies and practices implemented? 
10. What is the anticipated volume of paper and ESI? 
11. Will paper documents be scanned? If so, at what resolution, will they be 

Bates labeled, or processed for optical character recognition? Who will pay 
for the scanning? 

12. What steps have been taken to preserve ESI? 
13. Do third-parties have discoverable information about the case? If so, who 

should contact that party to ensure preservation of evidence? 
14. When did preservation duties arise and how far into the future will they 

exist? 

15. When did various privileges come into play, and who are the potential peo
ple creating privileged material? 

16. Do the parties need a protective order? 
17. How will the parties handle inadvertent disclosure of privileged material? 
18. If the volume is large, how will the parties identify responsive and privi

leged material? 
E19 t iaiegree to keyword searches? If so, how will those words be 

E identi ie'7 Wil there be an opportunity after the initial searching to add or 
modify the key word searches? 

20. How will de-duplication be handled? 
21. What format will the data take on production? Will load files accompany 

the data; if so, what format is required? What fields will be in the load 
files? 

22. Can the parties agree to share the costs of the production, of the same e
discovery vendor, or a special master? 

23. How will the parties handle evidentiary issues at depositions and trial? 
Authenticity issues raised by the chain of custody? Hearsay? 

24. Who from each team will be designated as the liaison for e-discovery 
issues? Will technical personnel be allowed to directly communicate with 
each other? 

25. What is the timetable for collection and production in light of the need for 
depositions, expert designations, and trial?
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The ultimate desire for the meet and confer is to determine the potential cost and 
need for the discovery of ESI, and to determine if any extraordinary measure will be 
necessary.  

Be specific in your conversation. For example, discuss how you are going to 
copy information. Some methods of copying can have implications on the metadata 
associated with the information. This may not be an issue in your case; both sides may 
agree that no metadata or only certain metadata is necessary.  

You will also want to decide what form your production will take. For example, 
will it be formatted for a litigation database? If so, who will pay the cost of transform
ing the data? Can the parties share a vendor? 

At the end of your original meet and confer, it might be appropriate to enter into 
an agreement with respect to ESI and how it will be handled. Note the word "origi
nal." For the smooth handling of electronic discovery, all parties should designate one 
lawyer from each team to continue to field any questions or concerns regarding' con
tinued production of electronic information.  

I cannot stress the importance of meeting with the other side and reaching mutu
ally beneficial agreements early in the case. You must cooperate.  

If you cannot agree on a protocol for handling ESI, seek a conference with the 
court. You may also be entitled to formal discovery on the way your opponent handles 
ESI. See also chapter 6 of this book.  

IV. Has My Client Properly Searched for, Preserved, 
and Produced Requested E-Mail? 

This next section depends greatly on the client and the type of case before you.  
In other words, some cases require more attention to e-mail messages than others.  
Some cases justify expending more money on locating and processing e-mail mes
sages than others.  

A. Importance of E-Mail to a Particular Case-Weighing 
the Costs24 

By way of example, the following chart represents various types of civil suits 
and the typical importance or volume of e-mail. The chart moves from the types of 

24. See Litigation Cost Survey of Major Companies, 2010 Conference on Civil Litigation presented 
to Committee on Rules of Practice and Procedure Judicial Conference of the United States (2010), avail
able at www.uscourts.gov/uscourts/RulesAndPolicies/rules/Duke%20Materials/Library/Litigation 
%20Cost%20Survey%20of%20Major%20Companies.pdf.
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cases that are most likely to involve high volumes of e-mail messages to those where 
e-mail messages may be less important.

Type of Case E-mail Concerns

Intellectual property Look for e-mails being forwarded to home or 
noninternal e-mail addresses 

Antitrust; securities Internal e-mails reviewing the market and 
attempting to corner it 

Theft of trade Look at accused user's personal e-mail traffic; 
secrets; noncom- synchronization files (if multiple devices are 
pete; tortious inter- used); look for evidence of export to external 
ference devices 

Products liability; .Look for consumer complaints or correspondence 
consumer class with governmental entities (FDA, CPSC, 
action NHTSA) 

Malpractice E-mails discussing related complaints or attempts 
to cover-up

Employer/employee 
cases (termination, 
harassment, discrim
ination, embezzle

ment)

Look for deleted e-mails; e-mails sent to personal 
e-mail addresses

Family (divorce, Inappropriate communications or evidence of 
child custody) abuse or mistreatment; also look at social media 

Debt/contract If contract is in dispute or unsigned, may need to 
look for e-mails that show the thought processes 
and understandings of the participants 

Personal injury/ Likely to gain more information from social 
worker's compensa- media (e.g., went out dancing last night while 
tion claiming in the lawsuit that they were too injured 

to work) 

The type of case and the volume and importance of e-mail should drive the par
ties' agreements on the scope of e-mail discovery.
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B. Locating E-Mail 

Simply assuming that e-mail resides only on the company's server and that all e
mail on the server has been properly purged according to the company's e-mail reten
tion policy causes problems. See chapter 3 of this book. The location of e-mail 
depends on a number of factors, including the type of e-mail system (remember, dif
ferent e-mail systems employ different protocols-once downloaded, certain proto
cols automatically purge that message from the server); user habits (some users will 
override company policy by forwarding important e-mail to their personal accounts or 
save information on thumb drives or other external media); hardware configuration 
(recall that some people access e-mail messages from multiple devices); and back-up 
procedures.  

Some questions that might be important: 

1. What are the business and personal e-mail addresses for each potential wit
ness? 

2. What type of e-mail protocols do each of those e-mail addresses use? 

3. What devices do each of these witnesses have to access e-mail? 

4. Do different document retention habits pertain to different types of e-mail 
accounts? 

By way of reference, the following places may hold relevant e-mail messages: 

Location Examples 

File Server Company-owned operating system 
" Active e-mail server 
" Archived e-mail 
" E-mail residing on former e-mail systems 

(for example, when a company changes 
its e-mail system from Lotus Notes to 
Outlook) 

Computing Devices Desktops, laptops, tablets, mobile phones; include those 
that have been traded in by a user to obtain a new 
device 

External Back-up Thumb drives, external hard drives 
Devices

82



E-Mail 101

Location Examples 

Nonparty Servers Gmail, iCloud, Yahoo, other cloud-based e-mail pro
viders. This may be a source of e-mails that have been 
forwarded by a custodian from a business to a personal 
account. This could also include former e-discovery 
vendors if the client has been involved in other, similar 

litigation.  

Paper print-outs Filing cabinets, notebooks, etc.  

V. How Can I Request E-Mail in Discovery to Get 
What I Really Want Cost-Effectively? 

First words of advice: meet and confer with opposing counsel to help limit the e
mail messages sought by the parties. Once the parties have identified the key players, 
the key time periods, and the issues in the case, the parties may want to agree to key
word searches25 and/or limits to custodians and time periods.  

Absent agreement, in state court, a party seeking discovery of e-mail or other 
electronic data must "specifically request production of electronic or magnetic data 
and specify the form in which the requesting party wants it produced." 26 Similarly, in 
federal court, a request for electronic information "may specify the form of forms in 
which electronically stored information is to be produced." 27 

Of course, the best way to specify the form of electronic discovery is to learn 
about the opponent's electronic systems and to communicate with opposing parties. A 
failure to do so may result in having to produce e-mail messages and other electronic 
discovery in multiple formats. 28 In Waste Management, the trial court required Waste 
Management to go back and reproduce all of its thousands of pages of production in 
native format. 29 The plaintiff had only asked that the documents be produced in a "rea
sonable manner." 30 Waste Management argued that the failure to specify an exact 
computer format allowed it the discretion to produce the documents in PDF format 
with no metadata associated with the production. The court disagreed, citing the fed
eral rules that electronic data should be produced in a useable form.31 Thus, Waste 

25. Key word searches have many flaws; however, they can be appropriate in most cases.  
26. Tex. R. Civ. P. 196.4.  
27. Fed. R. Civ. P. 34(b)(1)(c).  
28. In re Waste Management of Texas, Inc., 392 S.W.3d 861, 876 (Tex. App.-Texarkana 2013, orig.  

proceeding).  
29. In re Waste Management, 392 S.W.3d at 876.  
30. In re Waste Management, 392 S.W.3d at 874.  
31. In re Waste Management, 392 S.W.3d at 874.
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Management's failure to confer with plaintiff in that case cost it a considerable amount 
of money; this should be avoided! 

VI. What Do I Do When My Opponent Does Not 
Properly Produce Requested E-Mail? 

Assume that you have narrowly tailored your request for e-mail by custodian, 
date, topic, and perhaps even keyword, but your opponent has not produced e-mail 
that you believe exists? What should you do? 

A number of courts have ordered the opponent to turn over raw electronic data to 
third-party experts. However, absent some clear showing that the opponent has 
defaulted on its discovery obligations, the courts of appeals have routinely overturned 
broad orders for hard drives.  

In March 2013, Houston's first court of appeals directed a Harris county district 
court to vacate its discovery order compelling production of certain computer and net
work server hard drives for a forensic review.32 

In Pinnacle Engineering, the parties were co-shareholders and employees of two 
closely-held corporations. Two of the shareholders, fired the third, Raymond Houde, 
alleging that he had falsified his educational background before joining the organiza
tion.33 During discovery, Houde requested a number of documents related to his edu
cational background and the defendants' knowledge of it and also requested network 
servers and computer hard drives. Defendants objected and responded that they "pro
duced the responsive documents in their possession 'after a diligent search.' "34 Ini
tially, the trial court sustained the defendants' objections to production of the hard 
drives. However, Houde filed a later motion to compel, arguing that the metadata 
related to the documents was key to his case and that he had exhausted all other meth
ods of discovery.35 Houde further offered to pay for any expense incurred in the foren
sic review. The trial court ordered the production of the drives.36 After an initial filing 
for writ of mandamus, arguing that the trial court failed to hold an evidentiary hearing, 
the trial court held an evidentiary hearing and limited the review of the server and 
drives for very specific information.37 

The court of appeals overturned the order compelling the hard drives for four 
primary reasons. First, the court found that a request for and order compelling "the 
documents and hard drives" and "electronic communications and resumes" was not 

32. In re Pinnacle Engineering, Inc., 405 S.W.3d 835, 838-39 (Tex. App.-Houston [1st Dist.] 2013, 
orig. proceeding).  

33. In re Pinnacle Engineering, 405 S.W.3d at 836-37.  
34. In re Pinnacle Engineering, 405 S.W.3d at 837.  
35. In re Pinnacle Engineering, 405 S.W.3d at 837.  
36. In re Pinnacle Engineering, 405 S.W.3d at 838.  
37. In re Pinnacle Engineering, 405 S.W.3d at 838.
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specific enough to meet the requirements of Texas Rule of Civil Procedure 196.4.38 
Referring to Weekley Homes, the court of appeals reminded the parties that rule 196.4 
exists to "ensure that requests for electronic information are clearly understood and 
disputes avoided." 39 Second, the court of appeals found that Houde had not adequately 
proven that defendants had failed to comply with their discovery duties. Bald allega
tions that defendants had not adequately searched for discoverable documents were 
not enough to warrant carte blanche access to hard drives. Specifically, counsel for 
defendants had responded to the motion stating that they had conducted diligent 
searches and produced the documents they found, and Houde failed to show that coun
sel's statements were false or made in bad faith. Third, Houde failed to make a show
ing that the retrieval of the requested data was feasible. 40 Fourth, Houde failed to show 
that the expert proffered to do the forensic analysis was qualified and that the expert's 
searches were appropriately limited to protect privilege, privacy, and confidentiality 
concerns. 41 

What can we learn from the Pinnacle case and others like it?42 

First, clearly and concisely request, in writing, the specific information you seek.  
To the extent you seek the information electronically only, specify the format you 
seek. For example, you may request the information in its "native format," which 
would provide you with Microsoft Word documents in Word format. I usually include 
an instruction in my request for production which requests that all files and other elec
tronic information or images be produced in their native form, which includes any 
associated metadata or other hidden data. "Other hidden data" is defined as any data, 
in addition to metadata, that is not apparent from a paper or image version of an elec
tronic file or communication, such as editorial notes added by an author to a document 
that do not print.  

VII. How Can I Best Mine E-Mail and Attachments to 
Further My Case? 

Your approach to reviewing e-mails will depend entirely on the volume of e
mails expected and received in the litigation. It may be appropriate to simply review 
the e-mail messages in their native (original) system. For example, if the e-mails were 

38. In re Pinnacle Engineering, 405 S.W.3d at 842.  
39. In re Pinnacle Engineering, 405 S.W.3d at 841-42 (citing In re Weekley Homes, 295 S.W.3d at 

314).  
40. In re Pinnacle Engineering, 405 S.W.3d at 843-44.  
41. In re Pinnacle Engineering, 405 S.W.3d at 845-46.  
42. For a similar, federal case, see Nola Spice Designs, LLC v. Haydel Enterprises, No. 12-2515, 

2013 WL 2974535, at *2 (E.D. La. Aug. 2, 2013). In this case, the court acknowledged that electronic 
discovery is specifically allowed by Federal Rule Civil Procedure 34(a)(1)(A), but must also be limited 
by the proportionality requirements of Federal Rule of Civil Procedure 26(b)(2)(C).
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created and maintained in Outlook, the e-mail messages could be loaded into a com
puter devoted to review in a dummy Outlook account. If the case may involve volumi
nous e-mail messages, you may consider investing in a review platform.  

A document review platform allows the user to search and organize the produced 
information. It can show captured metadata. Common metadata fields that can be cap
tured and produced to a review platform are: 

- Beginning Bates num- " To 
ber 

" From 
" Ending Bates number 

- CC 
- Beginning Attachment 

" BCC 
" Ending Attachment 

" Subject 
- Page Count 

- Location 
" Date Sent 

- Document Title 
" Time Sent 

" File Extension 
- Date Received 

" Native Hash (a unique identifier of 
" Time Received e-mail) 

" Date Created - Application 

" Custodian " Conversation Index 

- Author " Native Link 

After having spent many years using Concordance, Summation, and Ringtail, I 
have been using Gabriel Docs, a proprietary software developed and owned by The 
Common Source for several years in appropriate cases. It has been easy to use and is 
more affordable than some of the other products I have used.4 3

43. See www.commonsource.com/.
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VIII. Is This E-Mail Reliable Evidence?44 

E-mail is generally a reliable form of evidence. And most of the time, the e-mails 
received are from exactly who it appears to be. Unfortunately, much like the U.S. mail 
and caller I.D., there are ways to trick the system and cause it to look like the message 
is coming from a trusted friend, when it is actually a malicious e-mail or an attempt to 
pass an e-mail off as having certain traits that it does not have.  

Just as there have always been questions about paper forgery, there is no way to 
prevent this type of abuse because the wrong-doer does not need access to the actual 
e-mail account from which the e-mail originates, only the e-mail address. The user can 
examine the e-mail header information for some clues regarding the authenticity of 
the e-mail. The following are some ways to identify whether an e-mail is valid or 
trustworthy: 

- Check the e-mail address. Although this is not a fail-safe method, some
times the e-mail address is off by a single character or contains a mis
spelling.  

- Look at the time and time zone.  
" If the e-mail originated from a time zone other than the location where 

you know the sender to reside, that is an indicator that the sender of the 
e-mail may not be who you think it is.  

" Examine the IP address which can be found by examining the e-mail 
header. An IP address is a series of numbers that is assigned to45 hard
ware (laptop, mobile phone, etc.) that is accessing the internet. Each IP 
address is unique to the actual location from which the e-mail originated.  
Hardware can have differing IP addresses, based upon how and where 
the connection is being made. For example, a laptop that is connected 
via an Ethernet cable at an office will have an IP address associated with 
the internet at the office. But if you take that laptop to a location where it 
accesses the e-mail via public WIFI, then it will be assigned a temporary 
IP address associated with that WIFI connection. E-mails capture the IP 
address of the sender and the IP address can then be used to track back to 
the physical location where the e-mail originated.  

None of these tips are completely perfect. Experienced hackers have figured out 
methods to get around all of these preventative measures, but an amateur may not be 
sophisticated enough to trick the system. If you suspect that an e-mail may be mali
cious or fake, do not click on any links or open any attachments. If the validity of the 

44. For a further discussion of this topic, see chapter 15 of this book.  

45. Step-by-step instructions for accessing the header information, which is to track the path an 
e-mail message took from the sender to the recipient using the most popular Web-mail providers and e
mail clients, are at https://support.google.com/mail/answer/22454?hl=en.
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e-mail is denied by the purported sender, you may need to consult with a technology 
expert.  

Just because electronic data can be manipulated does not preclude its admissibil
ity at trial. In United States v. Safavian, the court noted: 

The possibility of alteration does not and cannot be the basis for excluding 
emails as unidentified or unauthenticated as a matter of course any more 
than it can be the rationale for excluding paper documents (and copies of 
those documents). We live in an age of technology and computer use where 
email communication now is a normal and frequent fact for the majority of 
this nation's population, and is of particular importance in the professional 
world. The defendant is free to raise this issue with the jury and put on evi
dence that emails are capable of being altered before they are passed on.  
Absent specific evidence showing alteration, however, the Court will not 
exclude embedded emails because of the mere possibility that it can be 
done. 46 

Because of the increasing popularity of e-mail, it is becoming more interwoven 
into lawsuits. Therefore, it is important to identify and analyze the admissibility of the 
e-mails at the earliest possible phase of the litigation. Because of the cost of employ
ing a technology expert, it is recommended that counsel cooperate and obtain agree
ments with opposing counsel regarding the authenticity and admissibility of e-mails 
produced in litigation.  

IX. Conclusion 

Understanding e-mail messages, how they work, and their history helps lawyers 
locate, preserve, produce, and use what may be the most important evidence in a case.  
It also assists lawyers in discharging their ethical duty to efficiently and effectively 
represent their clients in today's world. Just remember my words of wisdom: Cooper
ate! Cooperate! Cooperate!

46. 435 F. Supp. 2d 36, 41 (D.D.C. 2006).
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CHAPTER 6

Rule 26(f) Meet and Confer 

Ramona L. Lampley 

I. Introduction 

The "meet and confer" requirement of rule 26(f) of the Federal Rules of Civil 
Procedure is a bit like performing the tango-the choreography requires the partners 
to take long pauses in seemingly difficult positions. 2 This rings particularly true if a 
party faces overwhelming e-discovery requests and has not adequately prepared for or 
participated in the rule 26(f) conference. Rule 26(f)'s requirement that the parties meet 
to discuss the case in its initial stages is not new. It has long required that the parties 
meet to discuss the nature and basis of their claims and defenses, the possibilities of 
prompt settlement or case resolution, and to arrange or make initial disclosures. 3 But 
the 2006 amendments added a critical component to this discussion. Parties must now 
discuss "issues about disclosure or discovery of electronically stored information" 
(ESI). 4 Rule 26(f) applies "[e]xcept in a proceeding exempted from initial disclo
sure[s] under Rule 26(a)(1)(B) or when the court orders otherwise[.]" 5 

This chapter only addresses the requirements for the meet and confer meeting(s) 
pursuant to Federal Rule of Civil Procedure 26. While Texas has not adopted identical 
language patterning the 2006 amendments to the federal rules, in In re Weekley 
Homes, L.P., the Texas Supreme Court stated: 

1. Thank you to David Kessler and Professor Albert Kauffman for their contributions to this chapter.  
My thanks are also due Judge Xavier Rodriguez for this opportunity to comment on this important area of 
developing law. Finally, I owe a special thank you to my two diligent research assistants, Leigh Ann 
Woitena and Christopher Chaffee, for their thoughtful comments and tireless editing.  

2. Merriam-Webster's dictionary defines the "tango" as a "ballroom dance of Latin-American ori
gin in 2/4 time with a basic pattern of step-step-step-step-close and characterized by long pauses and styl
ized body positions" or as "interaction marked by a lack of straightforwardness." 

3. Fed. R. Civ. P. 26(f). The rule 26(f) concept was first established by the 1980 amendments to the 
Federal Rules of Civil Procedure and was primarily put in place to curb "widespread criticism of abuse of 
discovery." Fed. R. Civ. P. 26 advisory committee's note (1980). These discovery meetings became man
datory with the 1993 amendments unless a local rule provided otherwise. The 2000 amendments to rule 
26(f) made the meet and confer requirement mandatory by removing the local rules provision. Fed. R.  
Civ. P. 26 advisory committee's note (2000).  

4. Fed. R. Civ. P. 26(f)(3)(C).  
5. Fed. R. Civ. P. 26(f)(1).
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[a] fundamental tenet of our discovery rules is cooperation between parties 
and their counsel, and the expectation that agreements will be made as rea
sonably necessary for efficient disposition of the case. Tex. R. Civ. P.  
191.2. Accordingly, prior to promulgating requests for electronic informa
tion, parties and their attorneys should share relevant information concern
ing electronic systems and storage methodologies so that agreements 
regarding protocols may be reached or, if not, trial courts have the infor
mation necessary to craft discovery orders that are not unduly intrusive or 
overly burdensome. The critical importance of learning about relevant sys
tems early in the litigation process is heavily emphasized in the federal 
rules. Due to the "volume and dynamic nature of electronically stored 
information," failure to become familiar with relevant systems early on can 
greatly complicate preservation issues, increase uncertainty in the discov
ery process, and raise the risk of disputes.6 

Thus, the Texas Rules of Civil Procedure draw heavily on guidance from the 
Federal Rules of Civil Procedure, including instructions regarding rule 26(f).  

The following provides an at-a-glance overview of the "nuts and bolts" of rule 
26(f)'s requirements.  

When Must the Conference Take Place? As "soon as practicable" and "at least 21 
days before a scheduling conference is to be held or a scheduling order is due under 
Rule 16(b)." 7 But as discussed in this chapter, the rule 26(f) meet and confer concept 
is an iterative process and may require multiple meetings throughout the case.  

Who Must Attend the Conference? The attorneys of record and any unrepresented 
parties must attend the conference. 8 Although many rule 26(f) conferences do not take 
place in person, the court can require it.9 Further, meeting in person may make it more 
likely that the parties will reach agreement on some matters.  

What Must Be Discussed? At the conference, the issues that must be discussed 
include

1. the nature and basis for the claims and defenses; 

2. the possibilities of promptly settling or resolving the case; 

3. making or arranging for initial disclosures required by rule 26(a)(1); 

4. any issues about preserving discoverable information; and 

5. a proposed discovery plan. 10 

6. In re Weekley Homes, L.P, 295 S.W.3d 309, 321-22 (Tex. 2009) (orig. proceeding) 
(emphasis added) (citing Fed. R. Civ. P. 26(f) advisory committee's note to the 2006 amend
ments).  

7. Fed. R. Civ. P. 26(f)(1). Of course, in my experience some parties will convene a rule 26(f) con
ference to simply discuss delaying the time of the conference, a tactic that flies in the face of the spirit of 
the rule.  

8. Fed. R. Civ. P. 26(f)(2).  
9. Fed. R. Civ. P. 26(f) advisory committee's note (2000).  
10. Fed. R. Civ. P. 26(f)(2).
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The parties bear joint responsibility "for arranging the conference, for attempting in 
good faith to agree on the proposed discovery plan," and for developing the proposed 
discovery plan." What must be included in the proposed discovery plan, and how 
does that bear on the issue of ESI? 

The Proposed Discovery Plan. Rule 26(f) must be read in conjunction with its 
counterpart-Federal Rule of Civil Procedure 16. Pursuant to rule 16, the judge must 
issue a scheduling order after receiving the parties' rule 26(f) report or after consulting 
with the parties' attorneys and unrepresented parties.'2 The scheduling order will 
likely reflect any agreements reached by the parties in the rule 26(f) conference that 
are adopted by the presiding judge.'3 Understanding what must be discussed at a rule 
26(f) conference with respect to ESI for any particular case begins with understanding 
the purposes of the 2006 amendments: "When the parties do anticipate disclosure or 
discovery of electronically stored information, discussion at the outset may avoid later 
difficulties or ease their resolution."'4 Thus, the goal of the conference and counsel's 
obligations to cooperate is to avoid late arising discovery disputes and increased costs 
due to the failure to foresee a potential problem. The discovery plan requires that the 
parties address the following, with the ESI-specific components underlined:'5 

- Changes to "the timing, form, or requirement for" initial disclosures, 
"including a statement of when" the initial disclosures will be made.'6 

" "[S]ubjects on which discovery may be needed;""7 whether discovery 
should be phased,' 8 and when discovery should be completed.' 9 

11. Fed. R. Civ. P. 26(f)(2).  
12. Fed. R. Civ. P. 16(b)(1) (local rules may exempt some actions).  
13. See Fed. R. Civ. P. 16(b)(3)(B) (permitting scheduling order to "provide for disclosure or discov

ery of electronically stored information" and "include any agreements the parties reach for asserting 
claims of privilege").  

14. Fed. R. Civ. P. 26(f) advisory committee's note (2006).  
15. By now it should be apparent that it is impossible to discuss the production of ESI in a vacuum. It 

would be a mistake to try to tackle only the form of production of ESI without first discussing the nature 
and basis of the parties claims and defenses, or the subjects on which discovery should be made. See Fed.  
R. Civ. P. 26(f)(2)-(3).  

16. Fed. R. Civ. P. 26(f)(3)(A).  
17. Fed. R. Civ. P. 26(f)(3)(B).  
18. For example, in a products case in which the manufacturer is not certain, the first phase may 

involve discovery as to product identification. Alternatively, discovery may be split between an initial 
phase for fact discovery followed by expert discovery, depending on the complexity of the case.  

19. Fed. R. Civ. P. 26(f)(3)(B).
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" "[A]ny issues about disclosure or discovery of [ESI]."2 0 This should 
include whether any form of ESI is "not reasonably accessible because 
of undue burden or cost."21 

- "[T]he form or forms in which" ESI is to be produced.22 

- Issues regarding claims of privilege or protection of "trial-preparation 
materials" (work product), including whether to ask the court to include 
any agreements reached on procedure for asserting these claims after 
inadvertent production (for example, claw back agreements). 23 

- What changes should be made in discovery limitation imposed by the 
Federal Rules of Civil Procedure or by local rule, and whether other lim
itations should be imposed. 24 

- "[A]ny other orders the court should issue under" rule 26(c) (Protective 
Orders) or rule 16(b) (Scheduling Order) and (c) (Pretrial conference). 25 

Thus, it has been said that rule 26(f) requires the parties to discuss the three P's of ESI: 
production, privilege, and preservation.26 This chapter addresses each component, 
then proposes additional topics for discussion and follows with some pointers on how 
to prepare for the rule 26(f) conference.  

20. Fed. R. Civ. P. 26(f)(3)(C).  
21. Fed. R. Civ. P. 26(b)(2)(B). See also The Sedona Conference, The Sedona Principles: Best 

Practices, Recommendations & Principles for Addressing Electronic Document Production, Principle 3, 
at 21 (2d ed. 2007), available at https://thesedonaconference.org/publication/ 
The%20Sedona%20Principles ("Parties should confer early in discovery regarding the preservation 
and production of electronically stored information when these matters are at issue in the litigation and 
seek to agree on the scope of each party's rights and responsibilities."). The Sedona Conference is a "non
profit, 501(c)(3) research and educational institute dedicated to the advanced study of law and policy in 
the areas of antitrust law, complex litigation, and intellectual property rights." The Sedona Conference 
Web page, https://thesedonaconference.org. It has generated valuable publications in the area of 
e-discovery, that are widely relied on by judges and lawyers.  

22. Fed. R. Civ. P. 26(f)(3)(C).  
23. Fed. R. Civ. P. 26(f)(3)(D). Rule 26(b)(5)(B) sets forth the clawback provision adopted by the 

Federal Rules. See chapter 10 of this book. Its basic requirements are that for information produced (one 
would assume inadvertently) that is subject to a claim of privilege or work product protection, the party 
asserting the claim may notify any party receiving the information of the claim and the basis for the 
claim. The receiving party must then "promptly return, sequester, or destroy" the specified information 
and any copies, must not use the information, and must take reasonable steps to retrieve the information if 
it has already been disclosed. Fed. R. Civ. P. 26(b)(5)(B). If the receiving party contests the privilege or 
work product assertion, he or she may present it "to the court under seal for a determination" of the issue.  
Fed. R. Civ. P. 26(b)(5)(B); see also Fed. R. Evid. 502.  

This procedure is not without some problems, of course. It does not provide for a true safe harbor 
against inadvertent production in which the party asserting the information can simply demand it back, 
without any contest. Indeed, rule 26(b)(5)(B) envisions a contest to the legitimacy of the privilege asser
tion. It is no wonder, therefore, that parties continue to spend much time and effort in reviewing ESI for 
privilege. The parties are free to come to their own agreements as to the procedure for handling inadver
tently produced privileged material pursuant to rule 26(f)(3)(D).  

24. Fed. R. Civ. P. 26(f)(3)(E).  
25. Fed. R. Civ. P. 26(f)(3)(F).  
26. Ronald J. Hedges, "The ESI Amendments to the Federal Rules of Civil Procedure: A Rule-By

Rule Look," in Managing E-Discovery and ESI: From Pre-Litigation Through Trial 35-36 (Michael D.  
Berman et al. eds., 2011).
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II. Production 

An essential component of the rule 26(f) conferences is that the parties should 
attempt to come to an agreement on the form of production.27 "Form of Production" 
may refer both to "file format (for example, native vs. imaged format) and the media 
on which the documents are produced (paper versus electronic)." 28 

Before the parties can come to an educated agreement as to form or forms of pro
duction, the parties should have a reasonable idea of the subject matter of the discov
ery sought and the form in which it is usually held in the ordinary course of business.  
Rule 34(b) outlines a procedure for reaching agreement on the form or forms of pro
duction of ESI, and, if no agreement is specified, the responding party must produce 
ESI "either in a form or forms in which it is ordinarily maintained or in a form or 
forms that are reasonably usable." 29 The most common file formats used in production 
are: TIFF, PDF, and native format. 30 The technical definitions of each of these formats 
are: 

TIFF (Tagged Image File Format): A widely used and supported graphic 
file formats for storing bit-mapped images, with many different compres
sion formats and resolutions. File name has .TIF extension. Can be black 
and white, gray-scaled, or color. Images are stored in tagged fields, and 
programs use the tags to accept or ignore fields, depending on the applica
tion. The format originated in the early 1980s.' 

27. Fed. R. Civ. P. 26(f) advisory committee's note (2006) ("Early identification of disputes over the 
forms of production may help avoid the expense and delay of searches or productions using inappropriate 
forms."); see also The Honorable Xavier Rodriguez, Scheduling and Docket Control Order, at 2.06, 
available at http://www.txwd.uscourts.gov/Rules/StandingOrders/SanAntonio/sched_xr.pdf.  
(requiring counsel or the parties to make a "good faith" effort "to agree on the format(s) for production of 
ESI (whether native or some other reasonably usable form)"). Judge Rodriguez's protocol specifies that 
the requesting party is generally responsible for the "cost of creating its copy of' the requested informa
tion and encourages early discussion of cost-sharing "for optical character recognition (OCR) or other 
upgrades" to "paper documents or non-text-searchable electronic images[.]" 

28. The Sedona Conference, The Sedona Conference Glossary: E-Discovery & Digital Information 
Management, at 23 (3d ed. 2010), available at https://thesedonaconference.org//publication/ 
The%2520Sedona%2520Conference%25C2%25AE%2520Glossary.  

29. Fed. R. Civ. P. 34 advisory committee's note (2006).  
30. Judge David J. Waxse, The Technology and Law of the Form of Production of Electronically 

Stored Information, Judges' J., Summer 2010, at 33, 35. Although there is no need to produce a respon
sive document in multiple forms, Fed. R. Civ. P. 34 advisory committee's note (2006), the form of pro
duction may vary depending on the nature of the ESI. See Craig Ball, E-Discovery: A Special Master 's 
Perspective, 51 The Advocate 42, 44 (State Bar of Texas 2010) ("Counsel often don't grasp the impor
tance of specifying the forms of production sought or mistakenly assume that they must select one form 
to be applied to all production. One size doesn't fit all.").  

31. The Sedona Conference Glossary, at 50.
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PDF (Portable Document Format): A file format technology developed 
by Adobe Systems to facilitate the exchange of documents between plat
forms regardless of originating application by preserving the format and 
content.32 

Native Format: Electronic documents have an associated file structure 
defined by the original creating application. This file structure is referred to 
as the "native format" of the document. Because viewing or searching doc

uments in the native format may require the original application (for exam
ple, viewing a Microsoft Word document may require the Microsoft Word 

application), documents may be converted to a neutral format as part of the 
record acquisition or archive process.... It should be noted that not all ESI 
may be conducive to production in either the Native Format or imaged for
mat, and some other form of production may be necessary. Databases, for 

example, often present such issues.33 

Some ESI is more suitable for production in imaged forms, such as e-mail, mem
oranda, image-files or basic presentations. 34 If this information is ordinarily main
tained in a way that makes it searchable by electronic means, the parties should agree 
on a form that preserves the electronically searchable feature.35 These imaged formats 
are typically accompanied by "load files," for example, ancillary files containing tex
tual content and relevant metadata.3 6 Other ESI may necessitate a form of production 
that is native, or near-native, so that the receiving party can actually utilize the infor
mation. 37 This might include spreadsheets, particularly if one is interested in the for

32. The Sedona Conference Glossary, at 39.  
33. The Sedona Conference Glossary, at 35.  
34. Ball, at 44. ("Some ESI lends itself to paper like forms. For example, e-mail remains reasonably 

usable when produced as searchable images (i.e., Adobe PDF files or TIFF images accompanied by load 
files holding searchable text and metadata). But other ESI, such as formulae underlying spreadsheet cells, 
animated presentations or contents of databases, require forms of production closer or identical to the 
native forms used by the producing party."); Thomas Y. Allman, Managing Preservation Obligations 
After the 2006 Federal E-Discovery Amendments, 13 Rich. J.L. & Tech. 9, 31 (2007) ("Parties frequently 
agree to produce e-mail in convenient and difficult to alter forms that faithfully preserve the appearance 
of the content so that the images of individual pages can be Bates numbered and readily used in deposi
tions and at trial.").  

35. Fed. R. Civ. P. 34 advisory committee's note (2006).  
36. Allman, Managing Preservation Obligations, at 31. See also Aguilar v. Immigration & Customs 

Enforcement Division of US. Department of Homeland Security, 255 F.R.D. 350, 356 (S.D.N.Y. 2008) 
(concluding that "even if native files are requested, it is sufficient to produce memoranda, emails, and 
electronic records in PDF or TIFF format accompanied by a load file containing searchable text and 
selected metadata" (citing The Sedona Principles, cmt. 12b illus. i)).  

37. Covad Communications Co. v. Revonet, Inc., 260 F.R.D. 5, 9 (D.D.C. 2009) (chastising produc
tion of spreadsheets in hard copy by stating, "taking an electronic document such as a spreadsheet, print
ing it, cutting it up, and telling one's opponent to paste it back together again, when the electronic 
document can be produced with a keystroke is madness in the world in which we live").
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mulas used, animations, or databases. 38 The parties should also work to make sure that 
the form of production (format and media) is compatible with the tools one has to con
duct the review. Receiving a database in native format, for example, is of little use if 
one does not have the program necessary to run it.39 The advisory committee notes to 
rule 34 contemplate that in some circumstances, the producing party may need to pro
vide some "reasonable amount of technical support, information on application soft
ware, or other reasonable assistance to enable the requesting party to use the 
information." 40 Failure to communicate-and agree-early in the case on the appro
priate form of production may result in a party facing reproduction of discovery 
already reviewed and produced or further sanctions. In Covad Communications Co. v.  
Revonet, Inc., the court ordered reproduction of e-mails in native format that had orig
inally been converted to hard copy and produced as such. 41 The court ordered that the 
parties share the costs of having a paralegal remove privileged e-mails from the pro
duction set and advised that, "courts have reached the limits of their patience with 
having to resolve electronic discovery controversies that are expensive, time consum
ing and so easily avoided by the lawyers' conferring with each other on such a funda
mental question as the format of their productions of electronically stored 
information." 42 

Another issue that should be addressed in the rule 26(f) conference is the produc
tion (or nonproduction) of metadata and embedded data. The advisory committee dis
tinguished between embedded data and metadata: 

For example, production may be sought of information automatically 
included in electronic files but not apparent to the creator or to readers.  
Computer programs may retain draft language, editorial comments, and 
other deleted matter (sometimes referred to as "embedded data" or 
"embedded edits") in an electronic file but not make them apparent to the 
reader. Information describing the history, tracking, or management of an 

38. From the producing party's standpoint, native format poses some issues, none of which are insur
mountable. The native files may be difficult or impossible to redact, Bates number or use in deposition or 
trial. How might one quote or reference a native file in a motion? The parties will also want to ensure that 
the reviewer does not corrupt the information in the native file. The native file format may complicate the 
privilege review. If native format is contemplated, the parties should strive to reach agreement on these 
additional burdens associated with native file production. See, e.g., Allman, Managing Preservation Obli
gations, at 28 n.84.  

39. See Allman, Managing Preservation Obligations, at 28 n.84. Craig Ball advises that if requesting 
native file formats, the review platform must be able to open the various types of data received without 
corrupting its content or metadata.  

40. Fed. R. Civ. P. 34 advisory committee's note (2006).  
41. 254 F.R.D. 147, 151 (D.D.C. 2008).  
42. Covad Communications, 254 F.R.D. at 151.
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electronic file (sometimes called "metadata") is usually not apparent to the 
reader viewing a hard copy or a screen image. 43 

As Magistrate Judge Frank Moss said in 2008, "Metadata has become 'the new black,' 
with parties increasingly seeking its production in every case, regardless of size or 
complexity."44 The Sedona Principles advise that there are two primary considerations 
as to form of production: "(1) the need for, or probative value of both apparent and 
metadata; and (2) the extent to which the production of metadata will enhance the 
functional utility of the electronic information produced and allow the parties to con
duct a more cost-effective and efficient review. These considerations should be 
weighed against the negative aspects associated with each format." 45 Some courts 
have recognized that "the more interactive the application, the more important the 
metadata" is to using the application's output.46 Before the 2006 amendments, the 
Sedona Conference took the position that metadata need not be produced unless it 
bore some material relevance to the dispute. 47 But the 2006 amendments to the Federal 
Rules contemplated the production of embedded data or metadata in certain cases, 
without giving any indication as to when such production should be required. 48 Fol
lowing these amendments, Sedona Principle 12 was revised to provide "a more neutral 
view of the need for metadata." 49 Sedona Principle 12 now reads, 

Absent party agreement or court order specifying the form or forms of pro
duction, production should be made in the form or forms in which the 
information is ordinarily maintained or in a reasonably usable form, taking 
into account the need to produce reasonably accessible metadata that will 
enable the receiving party to have the same ability to access, search, and 
display the information as the producing party where appropriate or nec
essary in light of the nature of the information and the needs of the case.5 0 

43. Fed. R. Civ. P. 26(f) advisory committee's note (2006). For example, the date a document was 
created or modified is metadata. For a discussion of the different types of metadata that may be at issue in 
a particular case, see Aguilar, 255 F.R.D. at 354.  

44. Aguilar, 255 F.R.D. at 359.  
45. The Sedona Principles, Comment 12.b., at 62.  
46. Aguilar, 255 F.R.D. at 353-54 (noting that "'[a] spreadsheet application lies somewhere in the 

middle' and the need for its metadata depends upon the complexity and purpose of the spreadsheet") 
(quoting Williams v. Sprint/United Management Co., 230 F.R.D. 640, 647 (D. Kan. 2005)).  

47. The pre-2006 amendment Sedona Principles provide that "[u]nless it is material to resolving the 
dispute, there is no obligation to preserve and produce metadata absent agreement of the parties or order 
of the court." The Sedona Conference, The Sedona Principles: Best Practices Recommendations & Prin
ciples for Addressing Electronic Document Production (July 2005), available at https:// 
thesedonaconference.org/publication/The%2OSedona%2OPrinciples.  

48. Fed. R. Civ. P. 26(f) advisory committee's note (2006) ("[P]roduction may be sought of informa
tion automatically included in electronic files but not apparent to the creator or to readers." (discussing 
metadata and embedded data)).  

49. Waxse, at 33, 36.  
50. The Sedona Principles, at 60 (emphasis added).
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Thus, the second edition of the Sedona Principles seems to focus more on the 
accessibility and functionality to receiving parties.1 Since the 2006 amendments, the 
failure of a party to request metadata in the rule 26(f) conference has led some courts 
to refuse to order the reproduction of discovery with metadata (once the party finally 
requested it) or to order the late requesting party to pay the costs of reproduction. 52 

III. Preservation 

One of the most straightforward ways to avoid discovery disputes and ease the 
financial burden of preservation on the parties is for the parties to agree at the outset of 
litigation on the scope of preservation. The advisory committee to the 2006 amend
ments to the Federal Rules of Civil Procedure recognized that "[f]ailure to address 
preservation issues early in the litigation increases uncertainty and raises a risk of dis
putes." 53 One way to limit the parties' duty to preserve is for the parties to agree on a 
date range for potentially relevant ESI based on the nature of claims and defenses. ESI 
outside of the agreed on date range need not be preserved. The advisory committee 
notes direct the parties to "pay particular attention to the balance between the compet
ing needs to preserve relevant evidence and to continue routine operations critical to 
ongoing activities." 54 Thus, "[c]omplete or broad cessation of a party's routine com
puter operations could paralyze the party's activities."55 The goal at all times is to 
agree on "reasonable" preservation steps.56 

The Manual for Complex Litigation, a publication by the Federal Judicial Center 
for judges, includes a sample case management order on "Preservation of Documents, 
Data, and Tangible Things."57 This order directs the parties to attempt to reach an 
agreement on the following preservation issues: 

51. See Aguilar, 255 F.R.D. at 354.  
52. Aguilar, 255 F.R.D. at 360, 362 (denying motion to order discovery of e-mails with metadata 

when the requesting party failed to request metadata before the document collection, and ordering the 
plaintiffs to pay the costs of reproduction of word processing and PowerPoint documents with metadata 
for failure to request prior to document collection); Chevron Corp. v. Stratus Consulting, Inc., No. 10-cv
00047-MSK-MEH, 2010 WL 3489922, at *2-4 (D. Colo. Aug. 31, 2010) (ordering the requesting party 
to pay costs of reproducing discovery with metadata when the party failed to make clear that its request 
encompasses metadata in the specified format).  

53. Fed. R. Civ. P. 26(f) advisory committee's note (2006).  
54. Fed. R. Civ. P. 26(f) advisory committee's note (2006).  
55. Fed. R. Civ. P. 26(f) advisory committee's note (2006).  
56. Fed. R. Civ. P. 26(f) advisory committee's note (2006).  
57. Federal Judicial Center, Manual for Complex Litigation, Fourth, 40.25 (2004). This sample 

order listing topics for discussion in a meet and confer was cited by the advisory committee in the notes to 
the 2006 amendments to rule 26(f).
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(a) the extent of the preservation obligation, identifying the types of 
material to be preserved, the subject matter, time frame, the authors and 
addressees, and key words to be used in identifying responsive materi
als; 

(b) the identification of persons responsible for carrying out preserva
tion obligations on behalf of each party; 

(c) the form and method of providing notice of the duty to preserve to 
persons identified as custodians of documents, data, and tangible things; 

(d) mechanisms for monitoring, certifying, or auditing custodian com
pliance with preservation obligations; 

(e) whether preservation will require suspending or modifying any rou
tine business processes or procedures, with special attention to docu
ment-management programs and the recycling of computer data storage 
media; 

(f) the methods to preserve any volatile but potentially discoverable 
material, such as voicemail, active data in databases, or electronic mes
sages; 

(g) the anticipated costs of preservation and ways to reduce or share 
these costs; and 

(h) a mechanism to review and modify the preservation obligation as 
discovery proceeds, eliminating or adding particular categories of docu
ments, data, and tangible things.58 

Depending on the nature of the case, some of these topics will be more critical to 
the rule 26(f) discussion than others. For example, in any case that will require preser
vation of ESI, the parties should attempt to agree on the time frame for preservation, 
the subject matter, and key custodians. They should also address whether preservation 
will require suspending or modifying any routine business processes, such as docu
ment retention policies. Whether identification of the person responsible for carrying 
out preservation obligations, and a discussion of the form and method of providing 
notice to custodians of documents is something that should be addressed depends on 
the needs of the case. 59 

To facilitate an informed discussion on the preservation methods and anticipated 
costs it is important for the parties to discuss their information systems with opposing 
cousel, and "for counsel to become familiar with those systems before the 
conference." 60 One of the most expensive components of preservation is preserving 

58. Manual for Complex Litigation, Fourth, 40.25.  
59. Typically, the issuance of a litigation hold and ensuring compliance with preservation efforts is a 

topic handled between counsel and client, with no input or interference from the other party. Advance 
agreement as to these issues can head off any future disputes regarding failure to preserve.  

60. Fed. R. Civ. P. 26(f) advisory committee's note (2006).
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backup media. 61 The report of the Civil Rules Committee described backup media as 
an example of an inaccessible source because it is "often not indexed, organized, or 
susceptible to electronic searching."62 While there are reported cases in which sanc
tions have been given for failure to preserve backup tapes, the Sedona Principles sug
gest that preservation obligations should not extend to backup media "absent special 
circumstances." 63 One way in which the parties could compromise to alleviate the bur
den and expense of retaining all backup tapes is to retain the most recent backup along 
with select copies from relevant time periods. 64 Once these backup tapes are with
drawn from the routine recycling program, normal procedures could be reinstated. 65 

The recycling of future backup media should not normally be halted because alterna
tive methods of preserving information, if effectively implemented, should be suffi
cient. Indeed, the advisory committee suggested that early and practical agreement is 
the best remedy for avoiding the quandary between expensive preservation of backup 
tapes and the risk of sanctions for failure to preserve. 66 If the case involves the need to 
preserve or produce dynamic information that is constantly overwritten, more creative 
solutions will be necessary. For example, one author suggests that for database infor
mation in which results are desired, the parties "work out an arrangement, by agree
ment or court order, whereby agreed-upon queries of the database are made and 
recorded. The results may be saved in imaged format.. ." 67 This method preserves 
the data requested but does not require impeding the usefulness of the database.  

IV. Privilege 

The third major component that must be addressed in the rule 26(f) conference 
pertains to assertions of privilege or work production protection. Parties should 

61. See Allman, Managing Preservation Obligations, at 41 n.121 ("Large organizations often recycle 
hundreds of backup tapes every two or three weeks and placing a litigation hold on recycling can result in 
large expenses if the holds are maintained even for a short period of time."); see also The Sedona Princi
ples, Comment 5.h., at 35. Backup tapes allow recovery of information, a "snapshot" of data at a given 
point in time, in the event of loss or disaster and are typically recycled and overwritten pursuant to routine 
document retention policies. Allman, Managing Preservation Obligations, at 40-41.  

62. Allman, Managing Preservation Obligations, at 41 n.121 (citing Report of the Civil Rules Advi
sory Committee (July 25, 2005) at * 1127).  

63. Allman, Managing Preservation Obligations, at 41; The Sedona Principles, Principle 5, Com
ment 5.h., at 35.  

64. Allman, Managing Preservation Obligations, at 41.  
65. See, e.g., In re Celexa and Lexapro Products Liability Litigation, No. MDL 1736, 2006 WL 

3497757, at *2 (E.D. Mo. Nov. 13, 2006) (designating thirty-five backup tapes to be preserved but per
mitting the defendants to otherwise resume recycling backup tapes).  

66. Fed. R. Civ. P. 26(b)(2)(B) advisory committee's note (2006) ("Whether a responding party is 
required to preserve unsearched sources of potentially responsive information that it believes are not rea
sonably accessible depends on the circumstances of each case. It is often useful for the parties to discuss 
this issue early in discovery.").  

67. Allman, Managing Preservation Obligations, at 48.
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attempt to agree on a procedure for the assertion of these claims to encourage the effi
cacy of litigation and the discovery process. 68 The advisory committee specifically 
noted that one of the goals of the conference is to avoid the burden and expense of 
extensive and timely privilege review.69 The committee stated that, "[f]requently par
ties find it necessary to spend large amounts of time reviewing materials requested 
through discovery to avoid waiving privilege... .[and] [p]arties may attempt to mini
mize these costs and delays by agreeing to protocols that minimize the risk of 
waiver."70 The advisory committee went on to suggest two possible ways of minimiz
ing this risk: (1) the "quick peek," in which the responding party provides requested 
materials for an initial examination without waiving any privilege or protection and 
the requesting party then designates the documents it wishes to actually have pro
duced (which are then produced after privilege review), and (2) "clawback agree
ments," in which inadvertent production does not result in a waiver as long as the 
responding party identifies the document mistakenly produced and the document is 
returned.7 1 To add some strength to the proposed antiwaiver agreement reached by the 
parties, rule 26(f) permits the court to include any such agreement in a case-manage
ment order.72 Federal Rule of Evidence 502 includes its own antiwaiver provision; if 
the disclosure is inadvertent, the holder takes reasonable steps to prevent disclosure 
and the holder takes reasonable steps to rectify the error.73 But parties to the rule 26(f) 
conference can modify this rule to fit the needs of their case by modifying or defining 
what is "reasonable" to prevent disclosure. Additionally, parties could agree that if a 
receiving party obtains inadvertently produced information, it will notify the produc
ing party of the inadvertent production.74 

The parties may also want to discuss methods for modifying production of a 
privilege log to ease the costs associated with its creation and how to redact privileged 
information from ESI and protect metadata that is to be produced.75 Magistrate Judge 
Love chastised the parties in SmartPhone Technologies LLC. v. Apple, Inc., for failing 
to confer on production of privilege logs as required by rule 26(f) and the discovery 

68. Fed. R. Civ. P. 26(f) advisory committee's note (2006).  
69. Fed. R. Civ. P. 26(f) advisory committee's note (2006).  
70. Fed. R. Civ. P. 26(f) advisory committee's note (2006).  
71. Fed. R. Civ. P. 26(f) advisory committee's note (2006). The problem, of course, is that then the 

proverbial cat is out of the bag, and the receiving party can either contest the privilege/work-product 
assertion or has learned some significant piece of privileged information through which it can mine dis
covery from other sources.  

72. See Fed. R. Civ. P. 26(f) advisory committee's note (2006) ("Although these agreements may not 
be appropriate for all cases, in certain cases they can facilitate prompt and economical discovery by 
reducing delay before the discovering party obtains access to documents, and by reducing the cost and 
burden of review by the producing party.").  

73. Fed. R. Evid. 502.  
74. Michael D. Berman, "The Rule 26(f) Conference of the Parties," in Managing E-Discovery and 

ESI: From Pre-Litigation Through Trial 421, 429 (Michael D. Berman et al. eds., 2011).  
75. Berman, at 428.
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and docket control orders.76 The court stated that "[s]uch a course of conduct disre
garded an explicit obligation" of the parties.77 

V. What Else Might Be Addressed at the Rule 26(f) 
Conference? 

Once the parties have addressed the main components of the discovery plan out
lined above, the potential for reaching agreement (or raising early issues of nonagree
ment) on other issues can be tailored to the facts of the specific case.  

A. Admissibility 

One thing the parties should consider before expending the time and expense to 
perform extensive ESI document collections, production, and review is the admissibil
ity of the ESI requested. As one court noted, 

[C]onsidering the significant costs associated with discovery of ESI, it 
makes little sense to go to all the bother and expense to get electronic infor
mation only to have it excluded from evidence or rejected from consider
ation during summary judgment because the proponent cannot lay a 
sufficient foundation to get it admitted. 78 

The parties should ensure that the agreed on production format or collection efforts do 
not degrade the authenticity of the information. 79 If the parties agree to production in a 
static format, they should attempt to reach an agreement that the change of the format 
will have no effect on admissibility. Similarly, if production of some types of ESI is to 
be in native format, the parties need to agree on a method of use and production that 
will avoid later claims that the information has been altered. 80 

B. Keyword Searching 

If a party intends to use keyword or other search techniques to retrieve and col
lect documents for ultimate discussion, reaching early agreement on those search tech

76. 6:10cv74 LED-JDL, 2013 WL 789285, at *4 (E.D. Tex. Mar. 1, 2013).  
77. SmartPhone Technologies, 2013 WL 789285, at *2.  
78. Lorraine v. Markel American Insurance Co., 241 F.R.D. 534, 538 (D. Md. 2007).  
79. See Berman, at 431. Berman urges litigants to: "[c]onsider the problems that may arise in a depo

sition and at trial if the Rule 26(f) conference results in an agreement that no metadata need be produced 
and there later arises a genuine question over authenticity of ESI. Or.. . [i]f ESI is converted from native 
to static format by Rule 26(f) agreement, without any discussion of admissibility, and an authenticity 
issue is later presented." Berman, at 431.  

80. See chapter 12 of this book for common issues raised as to admissibility of ESI.
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niques is essential to avoid later disputes and potential costs of repeated collection 
efforts.81 The court awarded sanctions in In re Seroquel Products Liability Litigation 
partly based on the failure of counsel to work with the opposing party to "reach agree
ment on appropriate and comprehensive search terms and methods." 82 In justifying 
sanctions the court stated, "[i]n this case, AZ never discussed with Plaintiffs which 
search terms to use as part of the search. There was no dialogue to discuss the search 
terms, as required by Rules 26 and 34."83 Areas for discussion include

1. identification of the systems to be searched and those not to be searched; 

2. restrictions or limitations on the search; 

3. the use of keyword searches, with an agreement on the words or terms to be 
searched; 

4. using sampling to search rather than searching all of the records; 

5. the number of hours that must be expended by the searching party or per
son in conducting the search and compiling and reviewing ESI; and 

6. the amount of preproduction review that is reasonable for the producing 
party to undertake in light of the considerations set forth in Federal Rule of 
Civil Procedure 26(b)(2)(C). 84 

C. Data Sampling 

The rule 26(f) conference is also the appropriate place to initiate conversations 
about data sampling. "Sampling," as defined by the Sedona Conference, "usually 
refers to the process of testing a database or a large volume of ESI for the existence or 

81. The Sedona Conference, The Sedona Conference Best Practices Commentary on the Use of 
Search and Information Retrieval Methods in E-Discovery, August 2007 Public Comment Version, 8 
Sedona Conf. J. 189, 212 (2007), ("Reaching an early consensus on the scope of searches has the poten
tial to minimize the overall time, cost, and resources spent on such efforts, as well as minimizing the risk 
of collateral litigation challenging the reasonableness of the search method employed.").  

82. 244 F.R.D. 650, 662 (M.D. Fla. 2007) fadingg the keyword search "plainly inadequate").  
83. In re Seroquel, 244 F.R.D. at 664. See also Romero v. Allstate Insurance Co., 271 F.R.D. 96, 109

10 (E.D. Pa. 2010) (issuing an order compelling "the parties to confer and come to some agreement on 
the search terms that Defendants intend to use, the custodians they intend to search, the date ranges for 
their new searches, and any other essential details about the search methodology they intend to imple
ment"); Thomas Y. Allman, Conducting E-Discovery After the Amendments: The Second Wave, 10 
Sedona Conf. J. 215, 223 (2009) ("The use of key words has been endorsed as a search method for reduc
ing the need for human review of large volumes of ESI. As noted in the case of In re Seroquel Products 
Liability, however, it must be 'a cooperative and informed process [which includes] sampling and other 
quality assurance techniques.").  

84. See Suggested Protocol for Discovery of Electronically Stored Information (United States Dis
trict Court for the District of Maryland 2007), available at http://www.mdd.uscourts.gov/news/news/ 
esiprotocol.pdf (providing a detailed checklist of requirements for the parties to discuss in the rule 26(f) 
conference). These factors are adapted from the Suggested Protocol for conference discussions as to key
word searches. While it is only required in that district, its contents are useful in preparing any 
e-discovery intensive case.
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frequency of relevant information." 85 Sampling can be a useful tool in a number of 
ways. It can be used to decide which sources of data will produce fruitful ESI. It can 
also be used to test the effectiveness of searches or other data extraction procedures.  
Rule 34(a) now contemplates that a party may seek to "test or sample" electronically 
stored information. 86 But as the advisory committee commented, "[t]he addition of 
testing and sampling to Rule 34(a) with regard to documents and electronically stored 
information is not meant to create a routine right of direct access to a party's elec
tronic information system, although such access might be justified in some circum
stances." 87 Direct access requests may enter the picture due to concerns over 
production or when the discovery compels production of information from data
bases.88 Sampling may also be useful in testing whether keyword searches are captur
ing material that is at the core of relevant information. Further, Sedona Principle 11 
specifically condones the use of data sampling or searching in meeting one's good 
faith obligation in responding to discovery. 89 Taking this information into account will 
aptly prepare counsel for the 26(f) meet and confer requirement.  

D. Phased Discovery 

Implementing one or more of the proposals outlined above may call for phased 
discovery. Discovery may be phased according to subject matter in any given case (for 
example, an initial phase of product identification in products cases, or fact witness 
testimony in a personal injury case followed by expert discovery). In cases involving 
the production of voluminous amounts of ESI, the parties may agree to begin discov
ery with production from the most relevant sources (including key custodians), with
out prejudice to the requesting party to seek more discovery after conclusion of the 
first stage review. 90 Similarly, if the parties are employing various search techniques, 
the initial phase of the discovery may be based on preliminary agreed-on searches, 
with a secondary permissible phase in which the parties may seek information that 
was expected, but not yielded, by the initial searches.  

85. The Sedona Conference Glossary, at 46.  
86. Fed. R. Civ. P. 34(a) advisory committee's note (2006) (noting that the amendment is to "make 

clear that parties may request an opportunity to test or sample materials sought under the rule in addition 
to inspecting and copying them"); see also Allman, Conducting E-Discovery, at 225 ("A typical example 
[of a when a party will seek a test or sample] occurs when a requesting party seeks direct access because 
of its concerns over compliance with discovery obligations.").  

87. Fed. R. Civ. P. 34(a) advisory committee's note (2006).  
88. See Aguilar, 255 F.R.D. at 364.  
89. The Sedona Principles, Principle 11, at 57.  
90. See Moore v. Publicis Groupe, 287 F.R.D. 182, 193 (S.D.N.Y. 2012), adopted sub nom., Moore v.  

Publicis Groupe SA, No. 11 Civ. 1279(ALC)(AJP), 2012 WL 1446534 (S.D.N.Y. Apr. 26, 2012)
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VI. Preparing for the Conference 

"Cooperation ... requires ... that counsel adequately prepare prior to confer
ring with opposing counsel to identify custodians and likely sources of relevant ESI, 
and the steps and costs required to access that information. It requires disclosure and 
dialogue on the parameters of preservation." 91 As this chapter suggests, planning for 
the rule 26(f) conference should not be a "fly by night" attempt to wing it and then 
stall on discovery. Preparation begins with understanding the requirements of discov
ery under the Federal Rules and the potential sources of ESI available. Reading this 
book is a good start. Before embarking on any case involving ESI, counsel should also 
read Federal Rules of Civil Procedure 16, 26, 34, and 37 and the 2006 advisory com
mittee comments explaining the changes to these rules that specifically address ESI.9 2 

Counsel should also research whether the local rules or the presiding judge's rules 
require coverage of specific topics in the rule 26(f) conference, or a report in a specific 
form. 93 At least one federal district judge in Texas has drafted specific guidelines for 
attorneys to use in conducting their rule 26(f) conference. 94 

The next step should be strategically thinking about the case themes, goals of 
discovery, and litigation plan. Some important questions to consider: 

" What are the elements of the cause of action pled? 
" What information will you need to prove your client's case and how will you 

get it from your client, opposing parties, or potential third parties? 95 

" Where is that information likely to reside and who are the key custodians 
likely to have it? 

" What types of data are at issue? For example, are communications via e-mail, 
text message, or voice message at issue? 

" Is information contained in structured databases? 

91. The Sedona Conference, The Casefor Cooperation, 10 Sedona Conf. J. 339, 344 (2009) (empha
sis in original).  

92. Rules 33 and 45 were also amended in 2006 and should also be read in preparation for any ESI 
case. Additional recommended reading includes: The Sedona Principles; The Sedona Conference, Work
ing Group One on Electronic Document Retention and Production (2009); and, The Sedona Conference, 
Cooperation Proclamation, 10 Sedona Conf. J. 331 (2009). These materials are also recommended for 
judges presiding over litigation involving e-discovery. See The Sedona Conference, The Sedona Confer
ence Cooperation Proclamation: Resources for the Judiciary, at 6 (2011), available at https:// 
thesedonaconference.org/publication/The%20Sedona%20Conference®%20Cooperation% 
20Proclamation%3A%20Resources%20for%20the%20Judiciary.  

93. See Resources for the Judiciary.  
94. See The Honorable Xavier Rodriguez, Scheduling and Docket Control Order, available at http:// 

www.txwd.uscourts.gov/Rules/StandingOrders/SanAntonio/schedxr.pdf.  
95. In Rodriguez-Torres v. Government Development Bank of Puerto Rico, 708 F. Supp. 2d 195, 199 

(D. P.R. 2010), the court awarded attorney's fees to the defendants for having to respond to plaintiff's 
motions regarding preservation, the litigation hold, and to compel discovery in part, because the plaintiffs 
had "the opportunity to request electronic discovery" at the rule 26(f) conference and the initial schedul
ing conference, "but failed to do so."
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- Are some sources more likely to include relevant information than oth
ers? 96 

Developing a factual timeline from the outset can be invaluable.  

The next step should be familiarizing yourself with your clients' own informa
tion systems and document retention policy. 97 The Sedona Conference has published 
the "JumpStart Outline ". Questions to Ask Your Client & Your Adversary to Prepare 
for Preservation, Rule 26 Obligations, Court Conferences & Requests for Produc
tion,98 which is a good checklist of items to cover in preparing for a rule 26(f) confer
ence. The list urges counsel to seek information on the following items.  

- The client's information systems structure.  

- Is there a network-based system? What is the configuration? 

" Are there any databases at issue with active information that may need to be 
preserved? 

" How much of the ESI is duplicative of ESI that will be collected? 

- How dispersed is relevant ESI with nonrelevant information? 
- The client's document retention policy, and whether it should be suspended.  

" Preservation efforts to date, including the issuance and scope of a litigation 
hold.  

- The need to preserve (or take a snapshot) of any active databases that may 
change over time.  

- The need to preserve any archived or legacy data, including backup tapes. (As 
a corollary, one should also seek information on the expense and burden of 
restoring such legacy data should it be requested.) 

- The locations and custodians of data, communications, or other ESI.  

" The time parameters for relevant ESI: Should litigation hold documents cover 
future information? Should document collection efforts be ongoing? Is there a 
cut-off in time for which there is not likely to be any relevant ESI after a date 
certain? 

" Theuse of external media by clients and employees and preservation of that 
media.  

96. See The Sedona Conference, The Sedona Conference: Cooperation Guidance for Litigators & 
In-House Counsel, at 3 (2011), available at https://thesedonaconference.org/publication/ 
The%20Sedona%20Conference%20Cooperation%20Guidance%20for%20Litigators%20%2526 
%201n-House%20Counsel ("It is important to note that these early conversations will set the tone for 
the case and counsel should approach each other with professionalism.").  

97. See Fed. R. Civ. Pro. 26(f) advisory committee's note (2006) ("It may be important for the parties 
to discuss those [information] systems and accordingly important for counsel to become familiar with 
those systems before the conference.").  

98. The Sedona Conference, The Sedona Conference "JumpStart Outline": Questions to Ask Your 
Client & Your Adversary to Prepare for Preservation, Rule 26 Obligations, Court Conferences & 
Requests for Production (2011), available at https://thesedonaconference.org/system/files/sites/ 
sedona.civicactions.net/files/private/drupal/filesys/publications/jumpstartoutline.pdf.
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" The likelihood of relevant ESI on the employees' or the client's home com
puters, smartphones, tablets, or other devices, and reasonable steps that may 
be taken to preserve and collect such information.  

- The likelihood that relevant ESI is held by third parties. 99 

The primary goal is to educate oneself about how and with whom potentially rel
evant ESI is stored. This will involve interviewing your client about their practices: 
How is e-mail created? How is it retained? How are business documents created and 
retained? How is research conducted? Who are the key players who may have relevant 
information? With respect to backups, you will want to know how often backups are 
created and recycled pursuant to the normal document retention policy. To the extent 
backup tapes exist, what is the cost and method of restoration? 100 Keep in mind that 
rule 26(b)(2)(B) does not require the production of information "from sources that the 
party identifies as not reasonably accessible because of undue burden or costs."101 If 
you or your client claim some source of ESI is not reasonably accessible, what infor
mation will you provide opposing counsel and the court to justify this assessment? In 
conducting this investigation, you should discuss with your client the scope of produc
tion the client is willing to undertake, the ultimate form of production preferred, and 
whether there is any ESI that is not reasonably available. You will also need to con
sider whether the ESI implicates privacy concerns or proprietary business information 
necessitating a protective order.  

Another consideration is whether your client has a suitable e-discovery represen
tative who can assist you in preparing for the rule 26(f) conference and even attend the 
conference to provide substantive input. You may request that the opposing party sim
ilarly bring a representative of the client fully informed in their information systems.  
In large to medium-sized cases, it is recommended to meet in person with the client 
and key custodians before the rule 26(f) conference to discuss your own checklist of 
requests and visit with any information systems personnel and key factual players in 
person.102 

99. JumpStart Outline.  
100. JumpStart Outline.  
101. See Fed. R. Civ. Pro. 26(b)(2)(B) (stating that although one might decide through consulting with 

a client that information is not reasonably accessible, it may still be advisable to preserve such informa
tion in the event a court does not agree with this assessment).  

102. I have done this in cases with a willing client, and it has proved invaluable. In other cases in 
which the client was less willing to engage in extensive research at the outset of the case, it invariably led 
to discovery issues due to lack of adequate information. See Moze Cowper & John Rosenthal, Not Your 
Mother 's Rule 26(f) Conference Anymore, 8 Sedona Conf. J. 261, 263 (2007) (advocating a preconfer
ence in-person meeting with the client). The question becomes, of course, whether such cost is justified.  
See Steven S. Gensler, Some Thoughts on the Lawyer's E-Volving Duties in Discovery, 36 N. Ky. L. Rev.  
521, 536-37 (2009) (discussing the various issues with costs and e-discovery noting that one such issue is 
"changes in when and how costs are incurred [that] can alter the dynamics of settlement"); see also Coop
eration Guidance, at 22 ("Before the Rule 26(f) Meet and Confer, in-house counsel should take the lead 
in coordinating meetings between outside counsel, business units responsible for the responsive ESI, and 
appropriate IT department personnel that provide underlying administration support for the data.").
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Much like preparing for a deposition, you should consider the tone with which 
you would like the conference to proceed. The goal embraced by the Federal Rules 
and the Sedona Conference guidance materials is to proceed with a cooperative spirit.  
Setting this tone early in the conference is important.' 0 3 To make the conference more 
efficient, the attorneys should consider sending a pre-conference proposal for an 
agenda and a letter outlining your client's information systems structure, sources of 
potentially relevant ESI, key custodians discovered to date, and proposals for each of 
the components of the discovery plan discussed above. Given the needs of any partic
ular case it may make sense to involve third-party technical advisors, mediators, or a 
special master to facilitate the understanding between the parties of sources of infor
mation and search methodologies.104 Finally, it is important to recognize that given the 
iterative process of discovery, particularly when dealing with ESI, the meet and confer 
requirement is a process. It may require several meetings or telephone calls over time 
or as new hurdles present themselves. Encouraging cooperation and negotiation from 
the outset of the case can set the stage for a more fruitful process.  

VII. Cooperation 

"The most straightforward reason for parties to cooperate throughout the discov
ery process is simple economics-unnecessarily combative discovery wastes time and 
money."105 Rule 26 imposes an obligation of "good faith" in attempting to agree on 
the proposed discovery plan, but beyond this obligation, does not clarify the degree to 
which cooperation is required.106 As noted above, setting the cooperative tone and 
decisions about the degree of disclosure the client is willing to make are strategies that 
should be discussed before the rule 26(f) conference takes place.10 7 The Sedona Con
ference has published the Cooperation Proclamation, which calls for a "paradigm 
shift" to "promote pre-trial discovery cooperation."108 The Proclamation "promote[s] 
open and forthright information sharing, dialogue (internal and external), training, and 
the development of practical tools to facilitate cooperative, collaborative, transparent 

103. See Cooperation Guidance, at 3 ("It is important to note that these early conversations will set 
the tone for the case and counsel should approach each other with professionalism.").  

104. See Cooperation Guidance, at 5-6 (recognizing that "technical expertise asymmetry" could 
impede meaningful agreement, and encouraging the use of third parties with expertise to "provide both 
sides comfort and practical solutions").  

105. The Case for Cooperation, at 356 (discussing the economic incentives to cooperation in ESI dis
covery).  

106. Fed. R. Civ. P. 26(f).  
107. Fed. R. Civ. P. 26(f) advisory committee's note (2006).  
108. The Sedona Conference, The Sedona Conference Cooperation Proclamation, 10 Sedona Conf. J.  

331, 333 (2009).
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discovery."109 Not surprisingly, a number of federal and state judges have endorsed 
the Cooperation Proclamation, including seven Texas judges as of May 13, 2014.110 

Since its publication, many courts have invoked the principles of the Coopera
tion Proclamation in deciding discovery disputes." The authors of the conference 
posit the well-founded argument that cooperation is required by the Federal Rules of 
Civil Procedure," 2 and by ethical rules, including the duties to expedite litigation, pro
vide competent representation, and the duty of candor to the tribunal and fairness to 
the opposing party."1 3 But beyond what legal and ethical rules require, there is a sec
ond level of cooperation promoted by the spirit of the e-discovery amendments to the 
federal rules and by the economics of e-discovery. Under this second level of cooper
ation, as envisioned by the authors of the Proclamation: 

the parties work together to develop, test and agree on the nature of infor
mation being sought. They will jointly explore the best method of solving 
discovery problems, especially those involving [ESI]. The parties jointly 
address questions of burden and proportionality, seeking to narrow discov
ery requests and preservation requirements as much as reasonable."4 

109. Cooperation Proclamation, at 331. To this end, the Sedona Conference, as Part III of the Cooper
ation Proclamation, develops "toolkits" to support lawyers, judges, students, and other professionals in 
the techniques of cooperation. Cooperation Proclamation, at 333.  

110. See The Sedona Conference, Judicial Endorsements (as of May 13, 2014) available at https:// 
thesedonaconference.org/cooperation-proclamation.  

111. See e.g., Kleen Products LLC v. Packaging Corp. ofAmerica, Civ. Act. No. 10 C 5711, 2012 WL 
4498465, at *19 (N.D. Ill. Sept. 28, 2012), objections overruled, 2013 WL 120240 (N.D. Ill. Jan. 9, 2013) 
(following principles outlined in the Cooperation Proclamation and noting that collaborative "approach 
should be started early in the case [because it] is difficult or impossible to unwind procedures that have 
already been implemented."); Tadayon v. Greyhound Lines, Inc., No. 10-1326 (ABJ/JMF), 2012 WL 
2048257, at *6 (D.D.C. June 6, 2012) (declaring that "there is a new sheriff in town" and ordering "the 
parties, without surrendering any of their rights, [to] make genuine efforts to engage in the cooperative 
discovery regimen contemplated by the Sedona Conference Cooperation Proclamation."); Cartel Asset 
Management v. Ocwen Financial Corp., No. 01-cv-01644-REB-CBS, 2010 WL 502721, at *13-14 (D.  
Colo. Feb. 8, 2010) (putting counsel on notice that "this court will expect them to confer in good faith and 
make reasonable efforts to work together consistent with well-established case law and the principles 
underlying The Cooperation Proclamation").  

112. Cooperation Proclamation, at 332 fadingg the 2006 amendments to the Federal Rules of Civil 
Procedure to emphasize early communication and cooperation and observing that discovery rules fre
quently compel parties to meet and confer with other parties, and to certify that they have attempted in 
good faith to resolve discovery disputes).  

113. The Case for Cooperation, at 339-41.  
114. The Case for Cooperation, at 339. Cooperation is perhaps more easily be defined by what it is 

not. In one interesting Texas case, the Texas attorney general sought a declaratory judgment that the 
plaintiff's presuit litigation hold violated the recently revised rules 26 and 34 as to the electronic discov
ery requests. Texas v. City of Frisco, No. 4:07cv383, 2008 WL 828055, at *3 (E.D. Tex. Mar. 27, 2008).  
The court dismissed the suit as nonjusticiable because it was not ripe, but went on to note, "[f]urther, 
while they do not specifically address pre-suit litigation hold requests, the Rules of Civil Procedure con
template that the parties will act in good faith in the preservation and production of documents. See Fed.  
R. Civ. P. 37. The Court encourages both parties to handle the preservation of documents in response to 
their respective litigation holds in such good faith." City of Frisco, 2008 WL 828055, at *4.
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The Cooperation Proclamation recognizes the following methods to act coopera
tively.  

1. Utilizing internal ESI discovery "point persons" to assist counsel in prepar
ing requests and responses.  

2. Exchanging information on relevant data sources, including those not 
being searched, or scheduling early disclosures on the topic of electroni
cally stored information.  

3. Jointly developing automated search and retrieval methodologies to cull 
relevant information.  

4. Promoting early identification of form or forms of production.  
5. Developing case-long discovery budgets based on proportionality princi

ples.  

6. Considering court-appointed experts, volunteer mediators, or formal ADR 

programs to resolve discovery disputes.'"5 

What can be garnered from these explanations is that cooperation is not a one
size-fits-all metric. It must be tailored to the size, complexity, and players in the case.  
But, at its essence, it involves a mutually beneficial exchange of information that does 
not undermine the substantive positions of the parties and that preserves the assertion 
of privilege over such material.1 16 

The duty to cooperate is not simply a lofty ideal with no "teeth." Courts have and 
will continue to award sanctions for failure to engage in the iterative "give and take" 
process rule 26(f) envisions. In Mancia v. Mayflower Textile Services Co., Judge 
Grimm invoked rule 26(g) as charging "those responsible for the success or failure of 
pretrial discovery-the trial judge and the lawyers for the adverse parties-with 
approaching the process properly."117 If the parties fail to do so, "the judge is expected 
to impose appropriate sanctions to punish and deter."1"8 Referred to by Judge Grimm 
as "one of the most important, but apparently least understood or followed" discovery 
rules, rule 26(g) requires, at its most basic, that every disclosure, every discovery 
request, response, or objection "must be signed by at least one attorney of record."119 
The signature is the certification of the attorney "that to the best of the person's knowl
edge, information, and beliefformed after a reasonable inquiry":120 

(A) with respect to a disclosure, it is complete and correct as of the 
time it is made; and 
(B) with respect to a discovery request, response, or objection, it is: 

115. Cooperation Proclamation, at 332.  
116. The formulation for this definition was provided by David Kessler, co-head of e-discovery and 

information practice at Fubright & Jaworski, LLP. Thanks to David for his thoughts in this area.  
117. 253 F.R.D. 354, 360 (D. Md. 2008).  
118. Mancia, 253 F.R.D. at 356.  
119. Mancia, 253 F.R.D. at 357. See also Fed. R. Civ. P. 26(g).  
120. Mancia, 253 F.R.D. at 357 (emphasis added).
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(i) consistent with these rules and warranted by existing law or 
by a nonfrivolous argument for extending, modifying, or 
reversing existing law, or for establishing new law; 

(ii) not interposed for any improper 'purpose, such as to harass, 
cause unnecessary delay, or needlessly increase the cost of 
litigation; and 

(iii) neither unreasonable nor unduly burdensome or expensive, 
considering the needs of the case, prior discovery in the case, 
the amount in controversy, and the importance of the issues at 
stake in the action.1 21 

According to the advisory committee's note to rule 26(g), it "imposes an affir
mative duty to engage in pretrial discovery in a responsible manner that is consistent 
with the spirit and purposes of Rules 26 through 37."122 Rule 26(g) curbs discovery 
abuse by "explicitly encouraging the imposition of sanctions," which should serve as a 
deterrent to excessive discovery and evasion. Similarly, in Romero v. Allstate Insur
ance Co., the court ordered the parties to meet and confer "in a cooperative, rather 
than adversarial manner, to resolve discovery issues."123 Among the issues the court 
expected agreement on were search terms, custodians, and date ranges for the search 
methodology.  

The question posed by attorneys resisting the cooperative approach is how does 
one pursue zealous advocacy of one's client by giving information to the other side? 
But this rests on the misfounded idea that adversarial conduct equals advocacy. As the 
drafters of the Proclamation recognize: "[c]ooperation does not conflict with the 
advancement of their clients' interests-it enhances it. Only when lawyers confuse 
advocacy with adversarial conduct are these twin duties in conflict."124 Judge Peck 
addressed the standard well in Moore v. Publicis Groupe.  

Another way to phrase cooperation is "strategic proactive disclosure of 
information," i.e., if you are knowledgeable about and tell the other side 
who your key custodians are and how you propose to search for the 
requested documents, opposing counsel and the Court are more apt to agree 
to your approach.' 25 

121. Fed. R. Civ. P. 26(g)(1).  
122. Fed. R. Civ. P. 26(g) advisory committee's note (2006).  
123. 271 F.R.D. 96, 109-110 (E.D. Penn 2010) (citing The Case for Cooperation, at 344-45).  
124. Cooperation Proclamation, at 331. See also CartelAsset Management, 2010 WL 502721 at * 13

14 (recognizing that cooperative conduct in discovery conferral does not conflict with the advocacy of the 
client's interests).  

125. 287 F.R.D. at 193.
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VIII. Conclusion 

The rule 26(f) conference has traditionally been seen as just another procedural 
hurdle to cross before case preparation can begin. The increasingly complex and 
simultaneous "every day" nature of ESI and the 2006 amendments to rule 26 should 
change that perception. The rule 26(f) conference is an excellent opportunity to cut 
discovery costs, reach real agreements with opposing counsel that can speed discov
ery, and result in fewer "document dumps" and less expensive review processes. The 
2006 amendments 'support innovative strategies such as keyword searches, data sam
pling, and quick-peek agreements all with an eye toward alleviating the massive 
e-discovery costs that are crippling access to the courts. A fully prepared counsel with 
a healthy eye toward cooperation can do much to avoid discovery pitfalls down the 
road and at the very least proceed through discovery with significant parameters in 
place.
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CHAPTER 7

ESI Collection 

Emma Cano 

Collection of electronically stored information (ESI) can involve a considerable 
undertaking by parties responding to discovery requests. But with adequate planning 
and preparation, practitioners can streamline the process and prepare for production of 
ESI in an efficient and comprehensive manner. While the time this process can take 
largely depends on the volume of data, the size of the organization, and its technologi
cal capabilities and practices, practitioners are well-advised to begin their ESI collec
tion efforts early on in the litigation. They should assess the universe of electronic data 
as early as possible to enable them to plan their efforts accordingly and determine 
whether ESI will be produced through discovery. Waiting until a request for ESI is 
received may leave the responding party without enough time to adequately identify, 
review, and produce electronic data. Depending on the volume of existing data, the 
standard thirty-day period for responding to discovery may be insufficient. Thus, 
responding parties should begin their ESI collection efforts as soon as reasonably 
practicable.  

Practice Tip: Begin your ESI collection efforts as soon as reasonably practicable.  
Do not wait until you have received discovery requests if you can at all avoid it. How
ever, costs may also be a significant consideration that may affect the decision of 
when to begin these efforts.  

The subject of ESI collection can be generally divided into two steps, each of 
which will be addressed separately in this chapter. First, the responding party must 
identify responsive ESI. Then, it must actually collect the data. Both steps are equally 
important, and if not done carefully and comprehensively, the responding party can 
effectively frustrate the discovery process.  

I. Identifying Relevant ESI 

The first step of a party's ESI collection efforts entails a thorough investigation 
of the client's practices and technology operations to identify existing ESI. This inves
tigation requires practitioners to delve into the client's customs, routines, and policies 
to identify the universe of potentially relevant data. The best way to do this is to con
sult with the client's information technology (IT) department, if they have one, or 
interview the individuals who handle the client's technology operations. The key is to
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identify the individuals who best know about the relevant technology structure and 
can assist the attorney to conduct a thorough investigation. Once the attorney has a 
good understanding of the organization's technology structure and routine, he must 
then inquire about the relevant custodians' particular technology habits and practices, 
ideally through direct custodian interviews. Practitioners must have a good grasp of 
the existing data before actually beginning collection efforts. Therefore, this section 
discusses various topics that practitioners should explore and strive to understand to 
maximize their collection efforts.  

A. Conducting IT Interviews 

When interviewing an organization's IT or technology representative(s), attor
neys should try to get as thorough a picture of the organization's electronic structure to 
ensure that the search for all potentially responsive data includes all likely locations 
where data might reside.' In its most basic form, you should understand what type of 
technology system the organization has and how and where it stores its electronic 
data. Obviously, the organization's size and the sophistication of its technology opera
tions will dictate the complexity of this part of the investigation. Regardless, attorneys 
must ask a lot of questions and conduct as detailed an inquiry as possible.  

1. Document/Record Retention Policies 

When conducting IT or technology representative interviews, one of the first 
questions practitioners must ask is whether a document or record retention policy 
exists, because its existence, or lack thereof, can have different implications for the 
responding party. A document retention policy (DRP) is a systematic plan for review
ing, maintaining, and destroying documents and data, including hard copy and elec
tronic documents, databases, and e-mails, that are created, sent, and received in an 
organization's ordinary course of business.2 See chapter 3 of this book.  

A DRP, which allows for the routine and periodic destruction of data after a pre
scribed period of time, can protect your client from allegations of spoliation (for 
example, the negligent or intentional destruction of data). If the organization routinely 
discards old data in accordance with its DRP, it is unlikely that the requesting party 
can establish that the party breached any duty to preserve by negligently or intention
ally destroying data. Obviously, the resulting protection afforded by complying with a 
company's DRP does not excuse the destruction of data when the party knows or 

1. See Table 7-1 in this chapter for a guide that can assist you in conducting IT or technology rep
resentative interviews.  

2. See LCG Discovery Experts, http://lcgdiscovery.com.
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should know that it possesses evidence relevant to potential or ongoing litigation.3 

(The existence of the duty to preserve and the use of evidence preservation letters or 
litigations holds are discussed in chapter 1 of this book.) 

The existence of a DRP and an organization's strict adherence to that policy can 
significantly minimize the amount of potentially responsive data that must be ana
lyzed. For example, if the company's DRP mandates the destruction of e-mail older 
than six months and the company follows its policy, you may find very few e-mail 
exchanges pertaining to a contract negotiation that occurred four years earlier. How
ever, if the organization lacks a DRP, the relevant e-mail data likely still exists some
where and your client may be forced to go back a significant length of time to collect 
the requested data.  

Because employees often come and go, attorneys must inquire about the organi
zation's procedures for handling departing employees. What happens to an 
employee's electronic data when that individual's employment status changes-is the 
individual's e-mail and other electronic data somehow preserved (whether by saving 
the computer or hard drive, or extracting and preserving the data) or is the computer 
wiped on the employee's departure? What happens to the individual's hard copy 
files-are they preserved or discarded? If the electronic data or hard copy files are 
saved or preserved in some manner, the responding party has an obligation to produce 
it in response to applicable requests for production.  

2. File Servers 

Practitioners should understand the organization's file servers because that is 
where most of the electronic data will be stored. File servers are designed to allow for 
the storage and retrieval of data by multiple computers or workstations on a shared 
network. If the organization only has one server, the inquiry ends there because you 
only have to search the one existing server. However, if multiple servers are used by 
the organization, you have to identify which servers might contain potentially relevant 
data. When the organization utilizes multiple servers, it is always helpful to create a 
data map that tracks each server and identifies the data stored by each server. A data 
map might allow the producing party to minimize the number of unnecessary searches 
for data by generally identifying the content of those servers.  
Practice Tip: Obtain or create a data map tracking the organization's servers and 
the data assigned to each particular server.  

How many servers does the organization utilize? Often, particular servers are 
assigned to certain departments or employees. Thus, if you need to produce all e-mail 

3. See Wal-Mart Stores, Inc. v. Johnson, 106 S.W.3d 718, 722 (Tex. 2003) (stating that party must 
preserve evidence that is relevant to potential or ongoing litigation); Turner v. Hudson Transit Lines, Inc., 
142 F.R.D. 68, 73 (S.D.N.Y. 1991) (noting that duty to preserve evidence begins with counsel, "who [has] 
a duty to advise his client of the type of information potentially relevant to the lawsuit and of the neces
sity of preventing its destruction").
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generated or received by one individual, you might be able to limit your inquiry to the 
one particular server that services that employee rather than having to search all the 
organization's servers. Practitioners should understand whether there are multiple 
office locations and how the servers are allocated with.respect to those office locations 
to determine which servers need to be accessed in search of potentially relevant elec
tronic data. What type of servers does the organization utilize? Do they have dedicated 
servers for e-mail, shared drives, user home drives, accounting, or other systems 
within the organization? Does the organization use third-party service providers to 
store its electronic data? All of these questions are designed to identify particular loca
tions of potentially relevant ESI.  

3. System Details 

Practitioners should also seek to understand details about the organization's 
technology systems. What kind of computers or equipment do individuals utilize? Do 
they have desktops, laptops, or a combination of the two? Do they have smartphones 
or other personal digital assistant (PDA)-like equipment? What type and version of 
operating system does the organization use? What type of e-mail system is used? Do 
they have a shared network and what information is stored on that network? Do they 
utilize Web mail? Do individuals have post office protocol 3 (POP3) e-mail accounts, 
such as Gmail, Hotmail, Yahoo or other such e-mail accounts? A thorough investiga
tion that includes this type of information will help ensure the responding party 
searches all potential data storage locations.  

4. Miscellaneous Considerations 

When trying to identify all possible locations where electronic data might reside, 
practitioners are advised to consider a few additional matters so as to adequately 
assess existing data and determine its relevance. Does the organization or relevant 
individual(s) utilize social networks? If so, there could be potentially relevant data 
stored on external sites or networks not controlled by the responding organization.  
Does the organization utilize instant messaging? If so, these communications would 
not be found in the various custodian e-mail files. Instead, separate instant message 
logs are likely to exist recording those communications and must be separately 
obtained. Is voicemail received by individuals within an organization automatically 
converted to WAV files? If so, the responsive data might look a little different than a 
standard e-mail file. Is the organization required to save e-mail for a prescribed time 
period? For example, energy traders or other regulated industries are required to save 
e-mail for a certain period of time during which it cannot be discarded. If so, data 
might be stored longer than usual and responding parties must adequately search for 
the potentially responsive data.
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B. Conducting Individual Custodian Interviews 

Once the practitioner has a good understanding of the organization's overall 
technology systems and structure, he must then investigate the specific custodians that 
are likely to possess the relevant data and their individual habits and practices. 4 While 
the organization's technology structure is certainly important, the custodians are the 
individuals who actually work with the data-creating, receiving, storing, and delet
ing it. The goal is to be as thorough as possible so that relevant responsive data is cap
tured for eventual production. Therefore, practitioners should have detailed and 
through conversations with relevant custodians to ensure that all potentially relevant 
electronic data is identified, and to the extent necessary, eventually collected.  

1. Individual Workstations 

When interviewing custodians, practitioners should first gather information 
about the individual's workstation and setup. Does the employee use a personal com
puter (PC) or Apple computer? Is it a desktop, laptop, or both? What is the make and 
model of the computer? What operating system does the workstation use? What is the 
size of the hard drive? These basic details about the computer setup are good back
ground information that might be useful in the impending collection efforts.  

The distinction between PC and Apple computers is extremely relevant to col
lecting and processing ESI and is one that merits further discussion.5 Over the past 
decade, there has been a significant increase in usage of Apple computers and devices 
by corporate America. However, most ESI collection and review software was not 
designed for Apple devices and collection efforts can often result in generating 
"unsupported" files. Thus, a party's ESI collection (and subsequently, production) 
may result in a party failing to produce certain responsive data in a reasonably useable 
and accessible form. However, despite being unsupported, ESI from Apple devices is 
still discoverable and parties are still obligated to produce responsive, discoverable 
data. Thus, parties should take calculated steps to ensure that their collection and 
review efforts fully address any issues involving Apple devices and ESI. For example, 
certain collection tools can help process and convert Apple ESI such that it can be 
adequately collected. Likewise, certain data processing services address these issues 
in a manner that still protects the structural integrity of the ESI's metadata. When 
Apple ESI is involved or potentially involved in a production, be sure to discuss with 
your e-discovery service provider their ability to handle Apple ESI before committing 
to utilizing their services. Failing to adequately address these issues can result in defi

4. See Table 7-2 in this chapter for a guide that can assist you in conducting individual custodian 
interviews.  

5. For a detailed discussion of this issue, see Joshua Gilliland, Exotic Apples: Solutions in Collect
ing & Processing Apple ESI, Bow Tie Law's Blog (Aug. 15, 2011), http://bowtielaw.wordpress.com/ 
2011/08/15/exotic-apples-solutions-in-collecting-processing-apple-esi/.
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cient collections and productions that fail to comply with applicable rules of discov
ery.  

Practice Tip: When Apple devices are involved, always take adequate precautions 
to ensure that the data is properly collected and processed so that it can be reviewed.  

2. Software 

Custodian interviews should also include discussions about the type of software 
regularly used by the individual. What software is used on a daily basis (for example, 
Lotus Notes, Word, Excel, etc.)? Additionally, it is important to identify whether spe
cialty software (for example, AutoCAD, Photoshop, QuickBooks) is routinely used 
because certain precautions will have to be taken to ensure that these files can actually 
be viewed through the selected review platform. Oftentimes, the specialty software 
might have to be obtained so that the files can be adequately viewed. Otherwise, a 
workaround must be created. It is important to discuss your vendor's capabilities with 
respect to specialty software that might be involved with your production.  

3. Network Information 

Discussions with custodians should also address whether the individual is con
nected to a network. If so, you must ascertain the location (for example, the city or 
particular office) of the server because that is where the data resides and the relevant 
servers must be included in any ESI collection efforts.  

4. Relevant Data 

During the course of the ESI investigation, practitioners should specifically 
address the existence of relevant data with the identified custodians because collection 
efforts should extend to all individuals who possess relevant and potentially respon
sive data. If the custodian possesses relevant data, practitioners should understand the 
format of that relevant data. For example, if it involves e-mail files, are they PST, 
OST, or MSG files? If the individual is in the accounting department are they Quick
Books files or Excel files? If the individual maintains hard copy data, where are the 
files stored or maintained? All of these questions are crucial to your precollection 
efforts.  

5. Data Storage and Backup 

Finally, practitioners should thoroughly understand the custodian's data storage 
and backup routine, habits and practices because that will dictate where to look for the 
relevant ESI. Having a good understanding of where the individual actually saves data 
will help target the collection efforts and could help limit unnecessary searches of
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locations that aren't likely to house the data being sought. Is data saved locally on the 
computer? Is it saved on a shared network? Is it saved on a home directory? Does the 
individual use thumb drives or other external drives? Does the individual save data on 
a smartphone or PDA-like device? Does the individual use cloud storage? What docu
ment management system does the individual use? All of these questions will help 
identify potential locations of ESI. Additionally, practitioners will want to identify all 
databases that may contain potentially responsive data and ascertain the path or folder 
name for potentially relevant data in preparation for collection. Understanding the 
individual's backup routine could also help practitioners identify the existence of 
potentially relevant ESI. If the individual backs up his computer locally, what type of 
media and software does he use for these efforts. Furthermore, how long is the backup 
data preserved? This information can help the practitioner properly assess and identify 
the universe of potentially relevant ESI possessed by the client.  

II. Collecting ESI 

Once practitioners have a good and detailed understanding of their client's ESI, 
its format, its location and any particularities about the data, the next step involves 
actually collecting the data. While this can be done in a number of ways, the key to 
data collection is to ensure that individual(s) actually doing the collection understand 
the goal (for example, to capture and collect as much targeted data and ESI as exists) 
and are proficient with the technology being utilized for the collection. This section 
addresses various collection methods, provides pointers and identifies some dangers 
associated with ESI collections.  

Practice Tip: All practitioners involved in collecting ESI should possess a law firm 
toolkit consisting of at least the following: 

- File transfer protocol (FTP) server;6 

" Software for copying client files; 
- Software for processing ESI; 
" Early case assessment culling tools; and 
" Review software if not using a hosted solution (for example, solution 

offered by a service provider).  

A. Collection Methods 

There are several methods that can be used to collect ESI. While there is no pre
ferred method of doing it, practitioners must ensure that the collection is being done 

6. An FTP server allows for the exchange of files over the Internet. This can be used to obtain data 
from clients or exchange data with opposing counsel.
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properly, thoroughly, and by someone who understands the process and the intricacies 
associated with collecting electronic data. Various factors, including the nature of the 
case, the industry involved, the organization's technology structure and proportional
ity, will all affect the decision of which collection method to utilize. Practitioners want 
to be thorough without being over-inclusive because that can lead to unnecessary 
expense. Thus, proficiency is key.  

Collecting ESI can involve either full replication of the data or targeted collec
tions. The decision of which method to employ should be made before beginning the 
collection to eliminate any unnecessary steps and avoid redundancy. The full replica
tion method involves making a forensic copy of the identified datasets. Full data 
duplication may only be necessary in limited instances. 7 However, if this is the desired 
method, the practitioner is advised to consult with a forensic technician who has the 
required expertise. Rather than imaging all the data, a targeted collection involves lim
iting the size and scope of the collection to certain parameters that meet the intended 
collection, such as by limiting the custodians, file types, or conducting keyword 
searches. Once the decision is made whether to conduct a full replication or a targeted 
collection, there are several options available to actually conduct the collection.  

1. On-Site Collections 

On-site collections involve personnel visiting the client's physical location with 
special hardware and software that can create forensic images of computers. The iden
tified custodians are scheduled to bring their laptops or make their computers avail
able for imaging and technical personnel perform their tasks carefully once the 
computer is provided. The technical personnel should document the procedure thor
oughly, by completing a chain of custody form, identifying the make and model of the 
computer, and-taking adequate photographs of the serial number. Often, the hard drive 
will be pulled for imaging, and, once properly imaged and documented, the hard drive 
will be reinstalled on the computer.  

Depending on the location of the individuals involved and the amount of data 
being collected, on-site collections can be expensive propositions. They may involve 
considerable travel and personnel expenses because personnel must physically go to 
the client's location for the ESI collection. However, because the data is collected by 
experienced technical personnel, this option may provide the practitioner with peace 
of mind that the collection is done properly.  

7. See James Bernard et al., E-discovery: What to do (and not do) when collecting ESI, Inside
Counsel.com (Oct. 16, 2012), www.insidecounsel.com/2012/10/16/e-discovery-what-to-do-and-not
to-do-when-collecti?page=l ("[F]orensic collections like this typically are necessary only in cases 
involving computer-based fraud, IP theft or when user-specific computer habits are at issue.").
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2. Remote Collection Kits 

Remote collection kits have become more common in recent times. This 
involves sending software, hardware, and detailed instructions to the custodian to 
assist in the data collection efforts. This kit will typically include a USB hard drive or 
other storage device so that the custodian can make a forensically sound copy of the 
ESI in just a few hours. Utilizing remote collection kits eliminates travel and other 
related expenses and also includes information to properly authenticate the data and 
document the procedure. This is a very good alternative to onsite collections because 
the collection is still being handled by experienced personnel, albeit remotely.  

3. Collections via Internet 

ESI collection over the Internet is another form of remote collection. It involves 
the custodian installing software on the computer, and the remote collection begins.  
However, in this instance, forensic images are sent via the Internet, which can result in 
slow and time-consuming collections, depending on the size of the hard drive being 
imaged and limited Internet bandwidth.  

4. Client Self-Collection 

The final option for ESI data collection involves client self-collection. While this 
may often be the least expensive option and can be suitable for smaller collections, 
practitioners should be wary of permitting client-self collections in cases involving 
considerable volume of ESI or in instances in which the client does not have the tech
nical proficiency to adequately perform the self-collection. With this collection 
method, the client copies files to a hard drive or other media and delivers it to counsel.  
If the data needs to be received quickly, the client can also upload the data to an FTP 
site after converting the data to a ZIP file.  

However, because these client self-collection efforts are left to the individual, it 
can be a risky endeavor since the employee may accidentally omit potentially relevant 
information. Or, even worse, the employee may intentionally try to conceal relevant 
information he does not want to disclose. Furthermore, employees attempting to col
lect ESI may unintentionally alter the metadata and jeopardize the integrity of the ESI.  
While these dangers can be avoided with adequate preparation, planning, and educa
tion of the individuals collecting the data, practitioners must take considerable precau
tions to ensure that the ESI is collected in a manner that protects the integrity of the 
data.

121



Essentials of E-Discovery

B. Collection Tips and Pitfalls 

This section provides some helpful tips and pointers for an effective document 
collection and also identifies some common dangers associated with the process.  

- E-mail should be collected using containers (e.g., PSTs8 or NSFs9 ) so as to 
protect the integrity of the data, retain e-mail folder structure and not alter the 
metadata.  

- Do not collect evidence through e-mail (for example, do not let clients for
ward e-mails to you) because it alters the metadata.  

" Use file copy software that can facilitate and expedite the process of copying 
files.  

" Application data files should be collected preserving the original folder and 
file path to protect its integrity and to ensure functionality during review the 
process.  

" Assign evidence numbers to all data as it is collected for internal use in pro
cessing, review and even invoicing (if passing the costs along to the client).  

" Track the identity of custodians originally possessing the dataset and the 
source of the data for future reference.  

" Create an alias (for example, assign a short name or custodian number that 
can be easily identified later) so that the actual custodian name is excluded 
from any searches in the dataset.  

" Beware of problems processing and reviewing Apple files and Entourage 
e-mail and plan accordingly so that those files can be properly accessed and 
reviewed.  

" Plan for files that must be viewed in proprietary software (for example, 
Auto-CAD drawings, QuickBooks, Photoshop) to ensure full functionality 
and accessibility.  

" Be on the lookout for other technical issues, such as corrupt files, temporary 
files, links to files not collected or foreign language documents that can affect 
the functionality and accessibility of the ESI.  

Ill. Conclusion 

While ESI collection can be a daunting process, with proper planning and strate
gic implementation of a well-thought out plan, it can become a manageable experi
ence. A thorough and detailed investigation of the client's operations and technology 
practices will be invaluable to practitioners engaged in e-discovery. Practitioners 

8. A PST (personal storage table) is a Microsoft Outlook file that stores data from e-mail, contacts, 
and calendars.  

9. NSF files are files contained in Lotus Notes databases with the ".nsf" file extension.
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should ask lots of questions to obtain a full understanding of the universe of ESI that 
could be relevant to ongoing litigation. Attorneys who do not have a good grasp of all 
the potential electronic data that might pertain to a litigation matter are likely to have a 
hard time complying with their professional and ethical obligations to fully and com
pletely participate in the discovery process. Completing a detailed investigation will 
provide the necessary foundation for the impending collection and only then can prac
titioners have confidence that their ESI collection is thorough and comprehensive.
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Table 7-1: Conducting IT/Technology Representative Interviews 

" Document/Record Retention Policy 

Q Does the company have one? If so, what is it? 
Q Departing employees: 

Q What is the procedure for handling departing employees? 
Q Are their computers preserved or wiped? 

Q If preserved, relevant data must be produced.  

Q What happens to their hard copy files? 
.Q If preserved, relevant data must be produced.  

" Servers 

Q Are there multiple office locations with different servers? 

Q How many servers does the organization utilize? 

Q What type of servers are used? 

Q Are there dedicated servers for e-mail, shared drives, accounting, or other 
systems? 

Q Does the organization use third-party service providers or cloud-based systems to 
store data? 

" System Details 

Q What type and version of operating system is used? 

L What e-mail system is used? 

Q Do they have a network and what information is stored on it? 

L Do they utilize Web mail? 
L Do individuals have POP3 accounts? (e.g., Google, Hotmail, Yahoo, or other such 

e-mail accounts) 

" Miscellaneous Considerations 

L What kind of equipment do individuals use? (e.g., desktops, laptops, smart 
phones.) 

L Do individuals access social networks from company computers? 

L Does the organization utilize instant messaging? 

L If so, messaging logs must be retrieved.  

LI Is voicemail converted to WAV files? 

Q Is the organization required to save e-mail for a prescribed time period? (e.g., 
energy traders or other regulated industries) 

L Does the organization have a disaster recovery plan? 

L Do individuals have remote access to networks and other systems? 

L Does the organization utilize special systems that must be planned for?
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Table 7-2: Conducting Individual Custodian Interviews 

" Individual Workstations 
Q Does the employee use a PC or Apple computer? 
Q Is it a desktop, laptop computer or both? 
Q What is the make and model of the computer? 
Q What operating system does the workstation use? 
Q What is the size of the hard drive? 

" Software 
L What software is used on a daily basis? (e.g., Lotus Notes, Word, Excel) 
Q Does the employee use any specialty software? (e.g., AutoCAD, Photoshop, 

QuickBooks) 
" Network Information 

Q Is the individual connected to a network? 
L If so, what city or office is the server located? 

" Relevant Data 

L Does the custodian have relevant data? 
L In what form is the relevant data maintained? (e.g., PST, OST, MSG, hard 

copy) 
Q If hard copy data, where are the files stored or maintained? 

" Data Storage and Backup 
L Where does the individual save data? 

L Is data saved locally on the computer? 
L Is it saved on a shared network? 
L Is it saved on a home directory? 
L Does the individual use thumb drives or other external drives? 
L Does the individual save data on a smartphone or PDA-like device? 
L Does the individual use cloud storage? .  

L What document management system does the individual use? 
L Identify all databases that may contain potentially responsive data.  
L Ascertain the path or folder name for potentially relevant data.  
L Does the individual backup the computer locally? 

L If so, what type of media and software is used to backup the computer(s)? 
L How long is backup data preserved?
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CHAPTER 8

ESI Search, Culling, and Review 

David J. Kessler, Keith M. Angle, and Alexander S. Altman 

Civil discovery is the process of identifying information, documents, and data 
that are probative of the issues in dispute in the litigation. While discovery has many 
aspects and phases, they are all part of this process. Parties serve document requests 
identifying the information they believe the other side has that is necessary for resolv
ing the issues in dispute. Responses to such document requests identify what the 
responding party thinks the requesting party is entitled to and what it is willing to 
search for in offices and computer systems. Preservation is often about the identifica
tion of people and data stores that are likely to contain relevant information and taking 
reasonable steps to prevent the deletion or modification of such potentially relevant 
information.  

At their essence,-culling, filtering, search, and review are about the identification 
of specific relevant or responsive documents and segregating them from those docu
ments that are irrelevant or nonresponsive. Traditional review is about lawyers or their 
agents manually reading and analyzing documents and determining their value to the 
matter: irrelevant, unresponsive, relevant, responsive, material, important, privileged, 
confidential, etc. Even in the digital age-even with technology-assisted, review
review is still about lawyers analyzing documents and identifying the ones that matter.  
Now, however, the technology allows lawyers to make decisions about more docu
ments, more quickly, more consistently, and, with the right process and people, more 
effectively.  

Moreover, culling and searching are two sides of the same e-discovery coin.  
With the explosion of information in the digital age, it has become practically impos
sible to review all documents and data by hand to identify what is important to the 
matter from one hard drive, or one e-mail account or database, much less all the docu
ments from all the potential computers and locations. Therefore, electronically identi
fying documents of interest (searching) or electronically removing documents that are 
not of interest (culling and filtering), are a necessary and critical part of the discovery 
process in the electronic age.
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I. Culling and Searching Electronically Stored 
Information (ESI) 

A. Introduction 

Like any aspect of discovery, culling and searching must be done in a reasonable 
manner. In essence, parties who use programmatic methods to identify relevant or 
responsive information must be reasonably certain that they do not exclude an unrea
sonable amount of data such that it is not produced or disclosed to their opponent or 
court. Moreover, a party should also consider that it does not want its search terms to 
identify an unreasonable amount of irrelevant or unresponsive data, as this will only 
clog the discovery process and unnecessarily drive up the cost of discovery. This ten
sion between not excluding an unreasonable amount of relevant or responsive infor
mation (also known as having reasonable recall) and not including an unreasonable 
amount of irrelevant or unresponsive information (also known as having reasonable 
precision) defines a party's search and culling obligations and is the focus of the first 
half of this chapter.  

B. Culling, Searching, and Review in the E-Discovery 
Framework 

The E-Discovery Reference Model (EDRM) illustrates the phases that typically 
make up the e-discovery process. 1 Culling and search are not an explicit phase of 
e-discovery, like preservation, collection, or review, but can be an important compo
nent of many of the phases. In larger cases, spanning many custodians, parties may 
use search terms to identify documents for preservation.2 Likewise, search terms can 
be used to collect documents, particularly from structured or semi-structured data 
sources like databases and Web sites. 3 Parties can then search through their reviewed 
data to quality check the review and identify potentially privileged documents for sec
ondary review and prevent inadvertent disclosure.  

Where search and culling are most commonly used.is in "processing," between 
the time the data is collected from the parties' native information technology (IT) 
environment and the documents are reviewed. Reviewing documents manually is 

1. See EDRMStages, http://www.edrm.net/resources/edrm-stages-explained.  
2. See, e.g., Zubulake v. UBS Warburg LLC, 229 F.R.D. 422 (S.D.N.Y. 2004).  
3. See The Sedona Conference, The Sedona Conference Database Principles Addressing the Pres

ervation & Production of Databases & Database Information in Civil Litigation (Mar. 2011), available at 
https://thesedonaconference.org//publication/The%252OSedona%252OConference%25C2%25AE 
%252ODatabase%252OPrinciples%252OAddressing%2520the%252OPreservation%2520and%252 
OProduction%2520of%252ODatabases%2520and%252ODatabase%2520Information%2520in 
%252OCivil%252OLitigation.
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almost always the most expensive per document expense and can be the most expen
sive phase of the EDRM lifecycle for any litigation. Thus, reducing the number of 
documents before review using more economic means is crucial, but many parties do 
not have the IT infrastructure to conduct efficient and effective searches in their native 
environment and, thus, need to search and cull after they collect the data.  

C. Core Concepts 

1. Search 

In the context of electronic discovery, search is the programmatic process of 
identifying documents or information a party is looking for in a population of docu
ments and pulling them out for later review, analysis, or production. After a popula
tion of data has been identified as the likely source of desired documents or 
information, programmatic search is used to locate the specifically required data.  

The vast majority of data searched in the e-discovery realm takes the form of 
documents containing text. To facilitate the search process, the text associated with 
document data is indexed before it is searched. The search tool or another software 
application is used to create a list of all words used throughout the documents in the 
data population and then catalogs where they occur. In searching data containing text, 
the most common search method is the use of keywords, either individually or in 
groups. Wheninput into a search application, the keywords direct the application to 
identify the data contamig, or excluding, specific text. While keyword search is not 
the only tool for targeting relevant data, it remains the most prominent one in the 
world of e-discovery.  

2. Culling and Filtering 

Filtering is a method of restricting data to predefined parameters. A common 
method of filtering is by employing date filters. Restricting a data set by using date fil
ters can be an effective way to quickly make an otherwise unwieldy set of data more 
manageable. Documents and other data may have a number of different date fields on 
which to filter. E-mails can be sorted by the date sent. Word processing and spread
sheet documents often have creation dates, modification dates, and even dates track
ing when different drafts were saved. If a litigant knows that the opposing party 
generated relevant documents over a specified time period, date filters can make quick 
work of targeting the most useful data population.  

Culling is the programmatic process of identifying nonresponsive or otherwise 
nondiscoverable documents or data and removing it from the data population. In this 
sense, it is the flip side of search and many of the same techniques used to locate 
responsive data can be used to cull nonresponsive data. The purpose of programmatic 
culling is to winnow down an initial data population to a more manageable and
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focused set of documents and information. To draw an analogy, consider the final, 
desirable set of responsive data a sculpture and the nonresponsive data the marble that 
must be carved away to get to the final work of art.  

Given the explosive growth of electronic information, filtering and culling are 
critical steps in making the entire discovery process more efficient.  

D. Role in the Discovery Process 

" Reduce the Overall Volume. More than 93 percent of information now mani
fests itself as ESI, and the average business person generates 2.5 gigabytes of 
ESI annually.  

- Reduce Time and Costs Associated with Reviewing Irrelevant Data. With the 
increasing amount of storage capacity available, the tendency to use the e
mail in-box as a filing cabinet increases, resulting in a data warehouse on 
every desk. For the user, there may be no affirmative act required to keep 
data; instead, it an affirmative act is generally required to destroy the data.  

" Focus Review on Relevant Data. According to a Rand Corporation study, doc
ument review consumed at least 70 percent of the total costs of document pro
duction.4 The culling of ESI begins at the earliest stages of discovery by 
identifying relevant sources of information, key custodians, critical dates, and 
a plan for managing the discovery process. Culling continues throughout the 
discovery process, occurring at multiple stages and likely relying on various 
methodologies.  

E. General Concepts 5 

This section analyzes some of the basic, high level concepts that generally apply 
to the searching and culling process. In the section following this one, the specific 
methods available to assist counsel and their clients to search for and identify docu
ments are analyzed.  

4. Nicholas M. Pace and Laura Zakaras, Where the Money Goes: Understanding Litigant Expendi
tures for Producing Electronic Discovery 21 fig. 2-2 (RAND Institute for Civil Justice 2012), available at 
www.rand.org/content/dam/rand/pubs/monographs/2012/RAND_MG1208.pdf.  

5. See Maura R. Grossman and Gordon V. Cormack, The Grossman-Cormack Glossary of Tech
nology-Assisted Review (2013 Fed. Cts. L. Rev. 1), available at www.fclr.org/fclr/articles/html/2010/ 
grossman.pdf (listing of definitions of the technical terms and concepts used in searching and culling 
solutions).
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1. Precision and Recall 

The concepts of precision and recall are related and are based on measures of rel
evance to the search being conducted. Precision is the fraction of retrieved documents 
identified as relevant by a search or document review. 6 Recall is the fraction of rele
vant documents that are retrieved by a search or document review. 7 In simple terms, 
high recall means that a search engine returned most of the relevant results, while high 
precision means that the search returned substantially more relevant results than irrel
evant. For example, perfect precision is achieved when a search brings back one rele
vant document, and perfect recall is achieved when a search returns the entire 
document population.  

Often, there is an inverse relationship between precision and recall, where it is 
possible to increase one at the cost of reducing the other. At one extreme, 100 percent 
recall could be achieved by a search that returned the entire document population,8 but 
precision would be low. At the other extreme, 100 percent precision could be achieved 
by a search that returned a single relevant document, but recall would be low. More 
generally, a broader search returning many documents will have higher recall and 
lower precision, while a narrower search returning fewer documents will have lower 
recall and higher precision.  

2. False Positive 

A false positive is a nonrelevant document that is incorrectly identified by the 
search method as a relevant document. 9 

3. False Negative 

A false negative is a relevant document that is incorrectly identified by the 
search method as a nonrelevant document. 10 

6. See Grossman & Cormack, at 25 ("precision" defined). A value can be assigned to precision 
using the number of relevant documents retrieved by a search, divided by the total number of documents 
retrieved by that search. A perfect precision score of 1.0 means that every result retrieved by a search was.  
relevant (but says nothing about whether all relevant documents were retrieved).  

7. See Grossman & Cormack, at 27 ("recall" defined). A value can be assigned to recall using the 
number of relevant documents retrieved by a search divided by the total number of existing relevant doc
uments (even those not retrieved). A perfect recall score of 1.0 means that all possible relevant documents 
were retrieved by the search (but says nothing about how many irrelevant documents were also 
retrieved).  

8. See Grossman & Cormack, at 14 ("document population" defined).  
9. See Grossman & Cormack, at 16 ("false positive" defined).  
10. See Grossman & Cormack, at 16 ("false negative" defined).
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4. Hit Report 

Search solutions will typically provide the user with a report that indicates the 
number of documents containing relevant search terms and the number of times the 
search terms appear in each document. This report identifies the quantity of the docu
ments identified by the search terms, but generally provides no details as to the quality 
of the search terms (did they identify relevant documents?).  

5. Technology-Assisted Review 

Technology-assisted review (TAR) is a term that covers the technology tools 
employed to make document search and review more accurate and cost effective.  
Such tools include data analytics, which identify metadata such as dates, file type, and 
file size, and concept grouping or clustering, which is discussed more fully below.  
TAR also refers to predictive technologies, which consist of tools that prioritize or 
code a collection of documents, using a computerized system that harnesses human 
judgments of one or more subject matter experts on a smaller set of documents and 
then extrapolates those judgments to the remaining document collection.'" Some 
methods use machine learning algorithms that "learn" which documents have been 
coded relevant and nonrelevant by human reviewers, and then finds more documents 
like those already coded. Other methods derive systematic rules that emulate the 
experts' decision-making process. Predictive TAR processes generally incorporate 
statistical models and/or sampling techniques to guide the processes and to measure 
overall system effectiveness.  

6. Sampling 

Sampling refers to a subset of the document population used to assess some 
characteristic of the document population.12 A random sample, for example, is a sub
set of the document population selected by a method that is equally likely to select any 
document from the population for inclusion in the sample. Samples are typically used 
to calculate and assess a statistical estimate of the reliability and accuracy of the 
search terms or methods employed.  

11. See Grossman & Cormack, at 32 ("TAR" defined).  
12. See Grossman & Cormack, at 29 ("sampling" defined).
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F. Searching and Culling Methods and Techniques 

1. Traditional Hands-On Review 

Commonly referred to as linear review, this is the nonautomated practice where 
lawyers or paralegals perform a manual review of all potentially responsive docu
ments.'3 Each document is reviewed for relevance and privilege, often by multiple 
lawyers. Although this is not a computer-assisted method of review, a party will often 
test for quality using random sampling and subsequent review by more senior lawyers.  

Linear review has the benefit of assuring that every potentially responsive docu
ment is scrutinized by at least one attorney, thus reducing the likelihood that the final 
production will be challenged in court. On the down side, linear review can be time 
consuming and extremely expensive, particularly with large troves of ESI. Moreover, 
evidence is mounting that linear review is inferior to automated methods in terms of 
precision, recall, and accuracy. While these risks can be mitigated by using more 
experienced lawyers, this only increases the expense of review.  

2. System File Filtering 

System file filtering is a culling method that scours the universe of potentially 
responsive data and removes operating system files, executable files, and other ancil
lary files used in the operation of software. Except in rare cases, these files are 
unlikely to have information supplied by data custodians.  

System file filtering is a simple way to augment subsequent review methods by 
reducing the volume of electronic data files requiring review. It may not be appropri
ate, however, where such files would contain potentially responsive data. For exam
ple, in patent prosecution cases where software development is at issue, system file 
filtering may pose an unacceptable risk.  

3. Deduplication 

Deduplication is the process of culling duplicate data files from the universe of 
potentially responsive data.'4 How duplicates are identified depends on the e-discov
ery service provider and their proprietary tools. The obvious benefit is that deduplica
tion can drastically reduce the volume of files requiring further review. If not carefully 
developed and configured, however, deduplication runs the risk of removing poten
tially relevant files from the data universe. Two files, for example, my contain the 
same content, but have different metadata that may be of great value.  

13. See Grossman & Cormack, at 22 ("linear review" defined).  
14. See also Grossman & Cormack, at 14 ("deduplication" defined).
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4. Metadata and Date Filtering 

Electronic documents consist of more than their textual or graphic contents.  
Most data files have metadata, sometimes called "data about data," associated with 
them. Details such as creation and modification dates, authors, and system details and 
versions lie embedded in the software code of many documents. Most electronic dis
covery tools search through these hidden fields of data as well as the main content of 
data files. One important means of searching and culling data is the use of data filter
ing, and the metadata of most documents makes this possible through a quick and effi
cient process. By setting date parameters, the volume of files to be reviewed can be 
quickly winnowed down to only those that fit within a reasonable range. Creation 
dates, modification dates, and even version dates of documents may be used to per
form filtering. While this can help weed out many irrelevant documents, counsel must 
carefully determine the correct date ranges to avoid culling out potentially relevant 
documents.  

5. Keyword Searching 

The most common means of searching ESI has traditionally been via keyword.  
Keywords are often coupled with instructions, expanders or limiters, to ensure that the 
scope of data returned is neither too broad nor too narrow. For example, a search of a 
data set using the keyword "claim" would only return those documents containing the 
exact word "claim." However, a search using the term "claim*" would likely return a 
larger set of documents, with the words "claim," "claimant," "claiming," "claimed," 
and "claims" all meeting the search criteria. Alternatively, one could construct the 
search terms to include "claim," but not "claimant," thus returning a more limited, and 
possibly more manageable, set of documents. Certain classes of search terms are com
mon in e-discovery: the names of key players in the litigation, specific internet domain 
names, product names, document categories, etc. Obviously, the application of key
words in cases involving nontext data (for example, images, schematics, video) is lim
ited. Keywords may still have some use, however, as such files usually have text
based file names that can be searched.  

One or more parties to a litigation will determine a list of words that they would 
expect to find in responsive, text-based documents. The electronic discovery vendor 
or forensic team can then programmatically search the data universe for matching 
documents. Keyword searching can be highly effective if the parties take care in 
developing keyword lists. However, careless keyword development without the input 
of custodians, IT professionals, and others with specific knowledge of the documents 
and data systems being searched can cause a party to overlook a large volume of 
responsive documents. Moreover, keyword searches are largely unviable for nontext 
files such as images, audio and video.
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Keyword searching encompasses various search methods and techniques. Some 
of the most common techniques are described below.  

a. Simple 

A simple keyword search is conducted by merely looking for specific words or 
phrases in the documents comprising the data universe. For example, if the litigation 
conc~ns product called a "widget," the search tool may be programmed to find all 
files containing the word widget. Other simple keywords might be, for example, the 
names of key players, technical terms, or project names.  

b. Booleanrs 

A Boolean search allows a party to apply a logical identifier to one or more key
words to obtain more accurate results. For example, if the litigation concerns a prod
uct called "alpha widget," the search tool could be configured to find all files 
containing the word alpha and the word widget, even if they do not appear next to 
each other: Similarly, the tool could be configured to find only those files where the 
word beta does not appear. Multiple Boolean expressions can be used in the same 
search to target highly specific sets of data.  

-c. Wildcard 

A wildcard is a means of searching for multiple variations of a keyword. The 
characters "*" or "!" function as wildcards in most search tools. For example, search
ing for the-word litigation might produce a relatively small volume of documents. By 
applying atki d=and searching for "litig*" documents containing "litigate," "liti
gation," "litigant," and "litigious" would be returned.  

d. Stemming 

Stemming is a means of reducing a keyword to its stem or root and then search
ing for any expanded words based on the stem. For example, if the keyword "synchro
nize" were supplied to a search tool employing stemming, it would treat the letters 
"chron" as the stem and search for documents containing the words "chronic," "chro
nometer," or "chronograph." 

e. Complex 

Obviously, no single keyword search technique needs to stand alone. Highly 
complex searches can be designed using Boolean connectors, wildcards, and stem-
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ming to arrive at more precise results. Caution must be used, however, as poorly 
designed complex searches can be wildly over- or under-inclusive.  

6. Benefits and Limitations of Search 

The benefits of electronic search and culling are easily stated. Used properly, 
search and culling allows for a lawyer to either focus in on documents and data most 
likely to be relevant or responsive, or to discard data that is not reasonably likely to 
contain relevant information. Just as attorneys have been doing for decades at the 
macro level, by focusing on relevant departments, people, offices, and filings cabinets 
and avoiding departments, people, offices, and filing cabinets that are not relevant, 
electronic search and culling allows lawyers to make these decisions at an electronic 
file level without having to review each file by hand.  

The limitations of search may not be as obvious. First, a document needs to be 
searchable in order to be identified. Thus, keyword search will not identify documents 
without significant text, like pictures, audio files, and TIFF files. Second, the quality 
of the searchable text will impact the quality and efficacy of the search. Documents 
that have been scanned and from which searchable text has been generated by an opti
cal character recognition (OCR) process may have significant errors depending on the 
quality of the original text and the quality of the OCR engine. This could downgrade 
the quality of the search. Likewise, a search by the "author" of a document may not be 
particularly effective if, for example, the word processing program labels all docu
ments with the ex-chief information officer's name as author.'This is a classic "gar
bage in/garbage out" problem, in which the ability of a party to search its documents is 
dependent on the quality of the underlying information in the first place.  

Third, and finally, not all search programs and tools are created equal. How and 
where they search (and how much of a document or database they search) can vary 
widely from tool to tool. Before using any search tool, an attorney should become rea
sonably familiar with it to make sure it will do a reasonable job at what it is being 
asked to do. It may be necessary for counsel to engage an IT or search consultant to 
help the lawyer evaluate the search tool and the quality of the search he or she is 
attempting to conduct.  

G. Other Search Methods and Techniques 

In addition to keyword searching, some technologies offer automated processes 
to help attorneys prioritize the review process.  

1. Similarity Grouping or Clustering 

Some solutions can find related documents by using proprietary algorithms that 
recognize patterns indicating similarities among the documents and cluster them into
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groups. Documents are segregated into categories or groups, with the goal that the 
documents in any group are more similar to one another than to those in other groups.  

Similarity grouping or clustering is performed automatically by the computer 
system and involves no human intervention, so the process can be fast and cost
effective. Some systems perform the grouping behind the scenes as the data is loaded 
into the document review platform and pose a low impact on the time it takes to pro
cess the information. If the results are as expected, the grouping can greatly improve 
the efficiency of the review process, because related documents can be assigned to the 
same reviewers for faster and more consistent coding and tagging. Clustering is not 
always reliable, though, and, depending on the document population, the resulting cat
egories may or may not reflect distinctions that are valuable for the purpose of a 
search or review effort.  

2. Concept Searching 

A concept or conceptual search is an automated information retrieval method 
that is used to search electronically stored unstructured text (for example, digital file 
archives, e-mail, network file directories) for information that is conceptually similar 
to the information provided in a search query. In other words, the ideas expressed in 
the information retrieved in response to a concept search query are relevant to the 
ideas contained in the text of the query. Concept searches return documents sorted and 
ranked by relevance and identify documents that would not be returned by a simple 
keyword or Boolean search.  

Methods range from simple techniques to find variations or synonyms of the 
original key word, to advanced statistical algorithms, such as latent semantic indexing, 
that goes beyond synonym or keyword matching to include all documents that 
describe the same subject matter or concepts regardless of the specific terms or words 
used. For example, concept searching understands that the words "terminate" and 
"fire" and also the phrase "end association with" describe the same idea or meaning 
and would exclude results related to combustion activities.  

By using full-text, natural language that is similar to what is likely to be con
tained in the documents sought, the process can find documents that contain similar 
ideas to those expressed in the search query. Concept searches should not be affected 
by misspelled words or typographical errors in either the query or the documents 
themselves.  

The more advanced concept searching methods generally result in finding more 
relevant documents than simple keyword or standard Boolean searching. If a query is 
carefully crafted to include enough text to convey the concept while keeping the query 
focused on one particular concept, resulting document groups can be strongly con
nected, allowing attorneys to review the documents most likely to be relevant at an 
earlier time in the review. As with clustering, the quality of the results will depend on 
the document population. Unlike clustering, however, which is an automated process,

137



Essentials of E-Discovery

concept searching is also dependent on the accuracy of the terms and phrases that are 
the basis for the search. A number of iterations may be needed to refine the queries to 
obtain more relevant results.  

3. Visual Mapping 

Tools are available to graphically depict the results of searches, clustering, and 
concept grouping. One useful tool is software that displays related e-mail messages by 
recipient, sender, and keywords or concepts in a spoke and wheel format; the depic
tion allows counsel to quickly identify who was communicating with who about a 
topic and the relative frequency of the communications, making it possible to identify 
custodians who may have been overlooked and prioritize the custodians who have the 
most message traffic.  

H. Searching and Culling Standards 

1. Statutory and Regulatory Guidelines 

The Texas Rules of Civil Procedure that govern the scope and limitations of dis
covery are similar to the Federal Rules of Civil Procedure. Tex. R. Civ. P. 192.3(a) 
governs the broad scope of discovery and provides for the discovery of documents 
that are hot privileged and are relevant to the subject matter of the pending action.  
Tex. R. Civ. P. 192.3(b) provides for the discovery of documents, defined to include 
"data, and data compilations," the terms used in the federal rules before the 2006 
amendments. Tex. R. Civ. P. 192.4 provides for proportionality in discovery and 
allows'courts to limit discovery if the burdens or expenses outweigh the likely benefit.  

The Texas rules do not address how or to what extent search techniques and 
methodologies should be used in the discovery process. The Texas Supreme Court 
has, however, instructed that the Texas rules governing discovery (including elec
tronic discovery) are sufficiently similar to the federal rules for Texas courts to look 
"to federal rules for guidance." 15 In the federal rules, Fed. R. Civ. P. 26(b)(2)(B) 
defines specific limitations on the frequency and extent of the discovery of ESI, 
including information that is not reasonably accessible because of undue burden or 
cost. The Texas analogue is Tex. R. Civ. P. 196.4, which requires a party to produce 
ESI responsive to the request that is reasonably available to the responding in its ordi
nary course of business.  

15. In re Weekley Homes, L.P, 295 S.W.3d 309, 317 (Tex. 2009) (orig. proceeding).
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2. Case Law 

Unfortunately, there is a dearth of case law in Texas and in the Fifth Circuit 
regarding search, culling, and how to reasonably develop and implement search terms.  
That being said, there are several federal cases, discussed below, that are useful in 
understanding how parties should approach search and their obligations in creating a 
reasonable search and culling process.  

One the leading cases on the use of search terms in discovery is Victor Stanley, 
Inc. v. Creative Pipe, Inc.16 While search terms issues had been addressed by courts 
previously,'" Judge Grimm's Victor Stanley opinion was a turning point in how courts 
looked at search terms and whether a party's conduct was reasonable.  

Before discussing the opinion and what it can teach, it is important to note a few 
unique things about this case that differentiate it from the standard search term case.  
First, the primary issue in this case was whether defendants had waived their privilege 
by inadvertently disclosing privileged documents to the plaintiffs. The question was 
whether the defendants' use of search terms to identify privileged material was a "rea
sonable precaution" to avoid inadvertent disclosure. Thus, unlike in most discovery 
cases where the opponent has to show the use of search terms was unreasonable (as 
they have the burden on a motion to compel or for sanctions), in Victor Stanley the 
user of search terms had the burden to show their use was reasonable. Moreover, this 
required the party to disclose the search terms it used in order to meet its burden.  

While the parties disagreed about how defendants reviewed for privilege, the 
defendants asserted that after the joint ESI search protocol was implemented and 
responsive ESI identified, their computer forensics expert conducted a privilege 
search using approximately seventy keyword search terms. The potentially privileged 
documents were segregated and provided to defense counsel "for the first phase of the 
pre-production privilege review." 18 The privilege keyword search was performed on 
those ESI files (4.9 gigabytes). that were in text-searchable format. For the other ESI 
files that were not in text-searchable format (33.7 gigabytes), defense counsel and an 
individual defendant stated they performed a manual privilege review. This second 
phase of the privilege review was a page-by-page review; however, "due to the com
pressed schedule and time constraints in reviewing these tens of thousands of docu
ments within the time permitted, this review was undertaken by reviewing the page 
titles of the documents." 19 

The court was not impressed with either the defendants' description of their 
search or, based on what it did disclose, what defendants actually did.  

16. 250 F.R.D. 251 (D. Md. 2008).  
17. See, e.g., Qualcomm Inc. v. Broadcom Corp., No. 05cv1958-B (BLM), 2008 WL 66932 (S.D.  

Cal. Jan. 7, 2008).  
18. Victor Stanley, 250 F.R.D. at 256.  
19. Victor Stanley, 250 F.R.D. at 256.
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First, the Defendants are regrettably vague in their description of the sev
enty keywords used for the text-searchable ESI privilege review, how they 
were developed, how the search was conducted, and what quality controls 
were employed to assess their reliability and accuracy. While it is known 
that M. Pappas (a party) and Mohr and Schmid (attorneys) selected the 
keywords, nothing is known from the affidavits provided to the court 
regarding their qualifications for designing a search and information 
retrieval strategy that could be expected to produce an effective and reli
able privilege review. As will be discussed, while it is universally acknowl
edged that keyword searches are useful tools for search and retrieval of 
ESI, all keyword searches are not created equal; and there is a growing 
body of literature that highlights the risks associated with conducting an 
unreliable or inadequate keyword search or relying exclusively on such 
searches for privilege review. Additionally, the Defendants do not assert 
that any sampling was done of the text searchable ESI files that were deter
mined not to contain privileged information on the basis of the keyword 
search to see if the search results were reliable. Common sense suggests 
that even a properly designed and executed keyword search may prove to 
be over-inclusive or under-inclusive, resulting in the identification of docu
ments as privileged which are not, and non-privileged which, in fact, are.  
The only prudent way to test the reliability of the keyword search is to per

form some appropriate sampling of the documents determined to be privi
leged and those determined not to be in order to arrive at a comfort level 

that the categories are neither over-inclusive nor under-inclusive. There is 
no evidence on the record that the Defendants did so in this case. Rather, it 
appears from the information that they provided to the court that they sim
ply turned over to the Plaintiff all the text-searchable ESI files that were 
identified by the keyword search Turner performed as non-privileged, as 
well as the non-text searchable files that Monkman and M. Pappas' limited 
title page search determined not to be privileged.20 

Judge Grimm's"analysis focuses on the question of what the search terms are 
failing to identify (for example, what documents of interest are they not hitting on). In 
the Victor Stanley case, what information did the defendants have that their search 
terms would identify a reasonably sufficient number of the potentially privileged doc
uments? The only way to determine this question, Judge Grimm concludes, is for the 
party to conduct some reasonable investigation into the documents and data that the 
search terms do not "hit." Thus, to determine the quality of the search terms and to see 
if they are doing a reasonable job of identifying all documents within the scope of the 
search, a party should sample the documents that are not selected by the search 
terms.21 Judge Grimm does not provide a bright line rule to determine when a search is 

20. Victor Stanley, 250 F.R.D. at 256-57 (emphasis added).  
21. Victor Stanley, 250 F.R.D. at 257.
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reasonable or when a search has missed an unreasonable number of documents. Nor 
does Judge Grimm address how to balance a party's desire to identify documents of 
interest with selecting too many irrelevant documents and unreasonably increasing the 
cost of review.  

Another useful case related to search is William A. Gross Construction Associ
ates, Inc. v. American Manufacturers Mutual Insurance Co.,22 which discusses the 
recurring theme of cooperation among parties when identifying search terms. In the 
Gross case, Judge Peck stated that cooperation among the parties on search techniques 
is the best way to avoid disputes as to the scope and quantity of search terms to cull 
ESI. The judge put practitioners in the Southern District of New York on notice that 
"careful thought, quality control, testing, and cooperation with opposing counsel" 
should guide parties when designing search terms for the production of ESI.23 More 
specifically, the court cautioned against the practice of litigants and lawyers unilater
ally establishing search terms.24 

In the case of In re Biomet M2a Magnum Hip Implant Products Liability Litiga
tion, instead of disputing the adequacy of search terms, the plaintiffs disputed whether 
keyword searches should have been used at all to cull and find electronic documents. 25 

Facing numerous, decentralized cases, defendant Biomet conducted keyword searches 
of nearly 20 million documents in furtherance of its discovery obligations. Biomet 
then employed predictive coding on the resulting set to arrive at 2.5 million respon
sive, relevant documents. At that point, Biomet had incurred over one million dollars 
in e-discovery costs. A steering committee of centralized plaintiffs objected to this 
methodology, arguing that the initial use of keyword searches was unreliable and ren
dered the use of predictive coding on the resulting set flawed. The steering committee 
urged the court to compel Biomet to go back and use predictive coding to identify 
responsive documents from the original 20 million document set. Judge Miller refused 
to decide whether predictive coding was superior to keyword searching. Citing the 
proportionality standard in rule 26(b)(2)(C)(iii), Judge Miller held that the burden and 
expense requiring Biomet to recommence discovery outweighed its likely benefit to 
the plaintiffs.26 Instead, Judge Miller sounded a familiar refrain and urged cooperation 
between the parties to establish search terms to be used on the culled set of docu
ments. 27 

Although parties should be cautious when unilaterally developing and deploying 
search terms without first taking steps to verify their accuracy and efficacy (a process 

22. 256 F.R.D. 134 (S.D.N.Y. 2009).  
23. Gross, 256 F.R.D. at 134.  
24. While not specifically requiring parties to use expert testimony to establish the adequacy of 

search terms, Judge Peck held that "something other than a lawyer's guesses, without client input, and 
without any quality control testing" would have to inform the process of culling ESI through the use of 
search terms. Gross, 256 F.R.D. at 136 n.3.  

25. No. 3:12-MD-2391, 2013 WL 1729682 (ND. Ind. Apr. 18, 2013).  
26. Biomet, 2013 WL 1729682, at *3.  
27. Biomet, 2013 WL 1729682, at *3.
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often referred to as "search term calibration"), in the case of United States v. O'Keefe 
the court rejected a challenge to a party's use of search terms without a specific evi
dentiary showing under rule 702 of the Federal Rules of Evidence that the search 
terms used were inadequate. 28 The issues were raised in the context of a criminal mat
ter, and the court turned to the Federal Rules of Civil Procedure for guidance. Judge 
Facciola observed that "for lawyers and judges to dare opine that a certain search term 
or terms would be more likely to produce information than the terms that were used is 
truly to go where angels fear to tread." 29 To successfully challenge a responding 
party's production of ESI, the court stated that the requesting party must do more than 
speculate that additional search terms would yield more responsive results.  

In the case of National Day Laborer Organizing Network v. United States Immi
gration & Customs Enforcement Agency,30 a Freedom of Information Act (FOIA) 
action, the court highlights the dangers that arise when a responding party fails to con
duct keyword searches of ESI methodically. Responding to a FOIA request, several 
federal agencies, including the FBI and the Department of Homeland Security, relied 
on custodians of ESI to conduct keyword searches to find responsive documents. Each 
responding agency, however, differed in its methodology: some supplied custodians 
with suggested search terms, others required that specific search terms be used by cus
todians, and the FBI gave the court no indication at all which search terms were used.  
In FOIA cases, the government must show that its search for documents was adequate.  
Where keyword searches are concerned, Judge Scheindlin first observed that a court 
cannot determine the adequacy of a FOIA response if the government does not state 
which search terms and methodologies were used. Judge Scheindlin went on to opine 
that keyword searches of ESI performed by the custodians themselves were likely to 
be inadequate because, while the use of keyword searches has become routine for 
almost anyone creating or possessing ESI, complying with FOIA requests poses 
unique challenges. "Searching for an answer on Google . . . is very different from 
searching for all responsive documents in the FOIA or e-discovery context." 31 Lastly, 
Judge Scheindlin noted that keyword searches of ESI may be highly flawed and may 
be inadequate when emerging methodologies such as predictive coding are becoming 
more reliable. In crafting an order, Judge Scheindlin ultimately urged cooperation 
between the parties to determine the best search terms and methodologies.  

3. Conclusion 

Neither the discovery rules nor the case law interpreting them have created any 
bright line rules as to what is a reasonable search. Parties are not expected to identify 
every document and relevant documents will be left behind by even diligent 

28. United States v. O'Keefe, 537 F. Supp. 2d 14, 24 (D.D.C. 2007).  
29. O'Keefe, 537 F. Supp. 2d at 24.  
30. 877 F. Supp. 2d 87 (S.D.N.Y. 2012).  
31. National Day, 877 F. Supp. 2d at 108.
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searches.32 While parties can estimate based on sampling the recall and precision of 
their searches, these raw numbers by themselves do not automatically determine if the 
search or culling process was reasonable, and there is certainly no magic threshold for 
recall or precision. First, relevance and responsiveness are not binary concepts and 
certain information and documents are more important than others. A search that may 
find 99 percent of all the relevant documents but is expected to miss numerous "smok
ing gun" documents is not likely to be considered reasonable. Likewise, a search that 
identifies a low amount of interesting documents (for example, less than 50 percent of 
the responsive documents) could still be a reasonable search if the remaining docu
ments are highly cumulative or marginally relevant.  

Moreover, in order to improve recall, searches almost always have to be broad
ened, which generally hurts precision. Thus, the cost of conducting the review 
increases and, more importantly, the cost of identifying each responsive document 
goes up because more irrelevant documents need to be manually reviewed. The ques
tion then becomes whether the benefit of the improved recall (for example, the higher 
percentage of responsive documents identified) is worth the cost of reviewing addi
tional irrelevant documents, or if it is reasonable to not broaden the search to capture 
more relevant documents because it will increase the cost of the review too much.  

I. Other Uses of Search in Discovery 

1. Identification of Privilege 

In addition to helping a user find relevant documents and eliminate nonrelevant 
documents, keyword searching can assist attorneys to identify privileged information 
by identifying the names of law firms, attorneys, law firm e-mail addresses, and words 
commonly associated with privileged communications, such as "attorney-client" and 
"privilege." Similarly, by working with the custodians who have knowledge about the 
business operations, attorneys can craft keyword searches to identify confidential and 
trade secret data associated with an organization's valuable business information. The 
use of predictive technologies can also help counsel to identify privileged documents 
by having the system look for documents that are similar to those coded as privileged 
by the reviewing attorneys. As noted above in the discussion of the Victor Stanley 
case, reliance upon key terms to identify privileged documents should be supported by 
quality control processes that assess the reliability, accuracy, and reasonableness of the 
terms used. Privilege waiver is discussed in greater depth in chapter 10 of this book.  

2. Search Terms as Work Product 

Rule 192.5 of the Texas Rules of Civil Procedure defines work product as

32. See Da Silva Moore v. Publicis Groupe, 287 F.R.D. 189 (S.D.N.Y. 2012).
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(1) material prepared or mental impressions developed in anticipation 
of litigation or for trial by or for a party or a party's representa
tives, including the party's attorneys, consultants, sureties, indem
nitors, insurers, employees, or agents; or 

(2) a communication made in anticipation of litigation or for trial 
between a party and the party's representatives or among a party's 
representatives, including the party's attorneys, consultants, sure
ties, indemnitors, insurers, employees, or agents.33 

Such work product material is either not discoverable, if it is core work product, 
or can only be discoverable if the other party can show a "substantial need" and can
not obtain the materials elsewhere without "undue hardship." 34 

Thus, even if search terms were considered relevant under Texas law, which is 
arguable as they are not probative of any issue on the merits, it is clear that most of the 
time they would be considered work product as they are almost always prepared in 
anticipation of litigation by a party's attorneys. While there is no case exactly on 
point, the Beaumont court of appeals did address an analogous issue in In re Exxon 
Corp. ,3 wherein the plaintiffs sought to depose a corporate representative of Exxon 
who could explain "the process by which Exxon's representative responded to 
requests by production." The court found "[t]his subject necessarily and almost exclu
sively concerns the 'mental impressions developed in anticipation of litigation or for 
trial by a party or a party's representative.'"36 As search terms are a crucial aspect of 
how a party identifies documents to respond to document requests, the court's logic in 
In re Exxon Corp. would appear to find search terms nondiscoverable.  

II. Review of ESi 

A. Overview 

Document review is the process used to review the documents in the culled data 
set to identify responsive documents to produce, documents to support defense efforts, 
and privileged and confidential documents to withhold. The legal team uses the docu
ment review process to gain a greater understanding of the factual issues in a case and 
applicable legal strategies based on the type of information that is found in the collec
tion of documents. Outside of issues related to privilege, there is a dearth of case law 

33. Tex. R. Civ. P. 192.5(a).  
34. See Tex. R. Civ. P. 192.5(b)(1), (2).  
35. 208 S.W.3d 70, 75 (Tex. App.-Beaumont 2006, orig. proceeding).  
36. In re Exxon Corp., 208 S.W.3d at 75 (quoting Tex. R. Civ. P. 192.5(a)(1)).
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because there is nothing to audit. Courts appear to presume that if a reasonably 
informed person looks at the documents, they will identify those that are responsive.  

B. The Review Process 

The document review process represents a core component of contemporary 
legal projects and is used to identify material relevant to the matter as well as privi
leged and confidential material meriting additional safeguards and protection. The 
appropriate process is crucial to provide the attorney with a framework to efficiently 
review the documents and thereby gain a more comprehensive understanding of the 
legal and factual issues associated with the matter.  

The exploding volume of ESI and the related costs of reviewing this material 
requires attorneys to put careful thought into the staffing, resourcing, and organization 
of any document review project. To establish an effective review process, attorneys 
must understand the scope of the review project, select the vendors and technologies 
best suited to handle the needs of the project, and properly prepare the review team.  
Likewise, attorneys must establish an effective management system to oversee and 
evaluate the performance of the review team.  

In this section, we will outline the critical elements attorneys must consider in 
the organization of a document review project.  

1. Develop the Review Strategy for the Project .  

a. Scope of the Review Project 

The rapidly expanding volume of ESI generated by individuals and corporations 
makes it difficult to review each document collected by attorneys for relevance, 
responsiveness to discovery requests, and privileged or confidential material. Attor
neys should take steps to control the scope of the review project to allow the efficient 
identification of the desired information. The strategic collection and selective filter
ing of data using date ranges is one method of controlling the scope of review. In addi
tion, attorneys should make effective use of the rule 26(f) conferences with opposing 
counsel to discuss and agree upon the scope (for example, custodians, key material, 
geographic scope, and temporal scope).  

b. Review Protocols and Guidance Materials 

Once scope is established, develop the protocols and documentation to guide the 
review project. The manager selected to oversee the project must have an understand
ing of the matter and the related factual and legal issues. The guidance materials must 
be clear and well-organized, provide background on the matter, identify the core
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issues and concepts, define the scope of the review, and identify appropriate resource 
materials (for example, discovery requests, exemplar documents).  

c. Project Management 

The attorneys and review manager must put careful thought into the project 
timetable and establishing the workflow to meet project goals. To this end, it is 
important to consider a number of factors, including: (1) the volume of data slated for 
review, (2) established deadlines, and (3) resources and staffing available to support 
the project. Attorneys should work with project managers to establish timelines suffi
cient to address the needs of the matter, as well as performance metrics and milestones 
to ensure the project is moving in the desired direction. It may be useful to establish 
deadlines for deliverables, require managers to provide regular status reports, as well 

as conduct periodic meetings or telephone conferences to assess progress.  

d. Selection of Vendors and Technologies 

At an early stage in the project, the attorneys should consult with knowledgeable 
internal or external resources to investigate vendors and technologies available to sup
port the review project. In conducting this assessment, attorneys must consider the 
needs of the project and thoroughly vet prospective candidates and technology plat
forms to assess their capabilities and performance record.  

e. Team Selection 

The success of the review project will be inevitably linked to the team built to 
conduct the review and manage the process. In creating the team, it is important to 
evaluate the capabilities of the potential team members. As previously discussed in the 
context of vendor selection, attorneys should evaluate the needs of the project in 
building the team (for example, technical capabilities, experience with the subject 
matter, and cost factors). It may be appropriate to build a core legal team to oversee 
the vendor and review team, but this core legal team must have a firm grasp of the 
scope of the review, the applicable deadlines, and the sensitivities of the subject mat
ter. It is important each member of the team is thoroughly briefed on the matter and 
knows his role in the project.  

2. Setup the Review Room and Training the Team 

a. Review Location 

At an early stage, attorneys should assess the needs of project and determine if 
an on-site review room is appropriate or if the project may be conducted at an off-site
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location (for example, vendor provided location). In any event, the review room must 
be evaluated to ensure it will support the hardware and software required for the 
review. Work with knowledgeable internal or external resources and coordinate with 
the vendors providing the review technology to ensure the site meets the requirements 
of the project. Ensure the review site is well-lit and free of distraction to create an 
environment conducive to an effective review.  

b. Training and Reference Materials 

The review team must have access to useful training and reference materials at 
the review site. In preparing the room for the review project, the core team should 
determine what materials must be readily available (electronically or physically) at the 
site to assist the review team and ensure an effective and efficient review. If client 
materials will be made available at the review site, the review team and project man
ager must ensure proper safeguards are put into place to ensure this material does not 
leave the secure environment of the site.  

c. Training Presentation 

Prior to initiating the actual review, the core team should meet with the review 
team and conduct a focused training session. At this training, provide the review team 
with the key information needed to complete the project including, for example: (1) 
background of the matter, (2) scope of the review, (3) key legal and factual issues, (4) 
key custodians,, (5) concise explanation of technical definitions and concepts, and (6) 
project deadlines. Likewise, discuss the mechanisms for questions to be submitted to 
the core team as well as the opportunities for the review team and core team to discuss 
the review project.  

3. Conducting the Review 

In advance of the review, the collected ESI must be culled to narrow the review 
set to a more manageable, focused set of materials. After culling and filtering the 
materials, the review team is properly situated to initiate the review and identify the 
materials appropriate for production as well as the privileged and confidential materi
als.  

In a large document set, it is advisable to first assess the volumes of material and 
project deadlines and then determine if there is a logical method to divide the review 
set to ensure deadlines are met. It may, for example, be appropriate to have materials 
from key custodians reviewed at the onset to identify documents to provide additional 
information to expand the understanding of key factual issues. Likewise, it may also 
be appropriate to identify key custodians or custodians with sensitive information and
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have senior members of the review team review the material to ensure additional lay
ers of scrutiny are applied to the document set.  

4. Status and Progress Reporting 

a. Question and Answer Sessions 

Once the review is underway, the core team should conduct sessions with the 
review team. The sessions are excellent opportunities for the review team to receive 
feedback from the core team on their performance. More importantly, the sessions 
provide the forum for the review team to raise questions about the document sets. In 
so doing, the core team is able to gain an understanding of the issues being encoun
tered by the review team and provide guidance on those issues to ensure consistent 
treatment of documents by the review team.  

b. Reviewer Input Opportunities 

The core team should establish opportunities for the review team to provide 
input to the core team on the core issues in the matter. In training the review team at 
the onset of the review, the core team is likely operating with limited information and 
without the benefit of in-depth review of the majority of relevant documents associ
ated with the project. Likewise, it is also important for the review team to be able to 
report 'technical issues, error files, and other types of feedback to the core team to 
enhance the review project.  

5. Quality Control and Validation 

Quality control and validation measures should be put into place to ensure the 
review is accurate and consistent. In most instances, the review platform will provide 
the core team with the ability to conduct quality-control reviews of subsets of docu
ments reviewed by the review team. This feature allows the core team and project 
manager to identify common errors, poor-performing reviewers, or other issues that 
must be addressed as early as possible to avoid undercutting the effectiveness of the 
review. This type of quality-control review may involve either a second-level review 
of the entire or a subset of the reviewed sets. Discuss quality control measures with the 
project manager and vendor team before the start of the review to ensure a suitable 
system is in place.
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CHAPTER 9

Predictive Coding and Computer
Assisted Document Review 

Eric J. Mayer 

I. Introduction 

With the explosive growth in digital information, practitioners and their clients 
need additional tools to help reduce the cost and time required to review and identify 
relevant documents in discovery. Predictive coding is one such tool. It uses technolo
gies from information retrieval science along with human input to more effectively 
and efficiently identify relevant (and nonrelevant) documents and reduce the time and 
cost involved in reviewing and producing electronically stored information (ESI). Pre
dictive coding can be used to identify and locate more than just relevant documents.  
With the proper training and input, more sophisticated predictive coding programs can 
identify and locate privileged documents, "hot documents," or other specific catego
ries of documents of interest.  

Predictive coding "is a type of machine-learning technology that enables a com
puter to automatically predict how documents should be classified based on limited 
human input."' The process begins by having skilled attorneys review and code (for 
relevance, privilege or some other category) a small number of documents called a 
seed set into a computer system. The coding decisions are then fed into the computer 
to create an algorithm that ranks and codes the remaining documents automatically.  

Predictive coding may seem like exotic technology. It is not. Technology
assisted document review is something lawyers use every day. Most law firm e-mail 
systems use filters to identify and then segregate junk or other unwanted e-mails. That 
useful and important technology is a species of predictive coding. These filters exam
ine incoming digital information based on specific information provided by human 
programmers, and through the use of that information, algorithms in the software then 
rank and filter the digital information into relevant or nonrelevant categories.  

1. Matthew Nelson, Shining a Light into the Black Box of E-Discovery Predictive Coding, 
Corporate Counsel (May 29, 2012), www.alm.law.com/jsp/cc/PubArticleCC.jsp?id=1202556081861& 
Shining_a_ Lightintothe_BlackBox_ofEdiscoveryPredictiveCoding.
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II. Need for Experienced Specialist 

Predictive coding should only be done with the assistance of an experienced 
e-discovery specialist. All e-discovery vendors now offer predictive coding. Using an 
experienced e-discovery vendor is essential for two reasons. First, most predictive 
coding programs use proprietary technology, and the products can be used only by 
agreement or license, which is obtained through e-discovery vendors. Second, suc
cessful use of predictive coding requires the implementation of a system that can vali
date and verify the accuracy of the predictive coding search technology. An 
experienced e-discovery vendor can design and implement such a system.  

The authors of this book are not associated with any e-discovery company or 
program, and accordingly, no one vendor or platform is recommended in this chapter.  
Practitioners should also understand that technology and product offerings in this area 
change and improve constantly. For this reason, some e-discovery vendors license 
what they believe is the best current technologies and offer those to their customers.  
Other e-discovery vendors have opted to invest in and develop their own proprietary 
(and often patented) technology. For these reasons, before selecting an e-discovery 
vendor to employ predictive coding, practitioners should consult with more than one 
e-discovery vendor, investigate current technologies, and collect competitive bids. In 
so doing, request the names and contact information of previous customers and inter
view them regarding their experience with the vendor and program under consider
ation.  

Ill. Skilled Attorney Review Essential 

Predictive coding requires active involvement and input by skilled human 
reviewers. For predictive coding to work, an experienced attorney familiar with the 
case and issues presented in the litigation must train the software to recognize and 
locate relevant documents. This is done by having the attorney go through a subset of 
the documents assembled for review. This subset is usually referred to as the "seed 
set." The attorney reviews documents in the seed set and identifies or codes them into 
specific categories like relevant or responsive, nonrelevant or nonresponsive. Those 
coding decisions are then used to teach the software to recognize (and code) the 
remaining documents similarly so that large quantities of ESI can be quickly, econom
ically, and accurately reviewed.
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IV. Not Appropriate for All Cases 

Predictive coding is not recommended for all litigation. Currently, due to the 
cost associated with predictive coding technology, most e-discovery vendors do not 
recommend its use in cases where fewer than 150,000 documents need to be reviewed.  
Nor are cases with large quantities of graphic documents, spreadsheets, nontextual 
materials, or materials in foreign languages good candidates for predictive coding, 
because existing software does not lend itself to identifying these types of nontextual, 
non-English ESI.  

V. Benefits 

Advocates of predictive coding claim that it combines the best of two features: 
an automated review process and experienced human review. Unlike keyword 
searches followed by a manual review by scores of individual contact attorneys, pre
dictive coding uses manual review by a small team of experienced attorneys with a 
small group of seed set documents. Once this process identifies relevant and important 
documents, technology is used to automatically replicate finding those documents.  
The computer automatically categorizes and prioritizes documents based not just on 
keyword frequency, but also on other qualities like document type, language, content, 
party, time frame, individual name, and concept meaning. These attributes allow the 
computer to group and prioritize similar documents in a more accurate and consistent 
manner than teams of human reviewers. Studies have indicated that when performed 
correctly, predictive coding is more accurate than traditional manual review in locat
ing and identifying relevant documents. This is attributed to the use of complex algo
rithms in a more predictable review process, which is less prone to human error or 
variation. 2 

In the proper case, and with appropriate training and implementation, predictive 
coding allows the practitioner to review large quantities of ESI more quickly and 
cheaper than the cost of linear (manual) review. One e-discovery vendor claims that 
its predictive coding technology, properly trained and administered, will accurately 
review and rank ESI for relevance at speeds of 150,000 documents per hour. At this 
pace, millions of documents can be accurately reviewed and ranked for relevance in 
just a matter of days, during which, according to this e-discovery vendor, large quanti
ties of nonrelevant materials are also identified and eliminated from further review.  
Since reviewing documents for relevance can be one of the single biggest costs in 

2. Charles Yablon & Nick Landsman-Roos, Predictive Coding: Emerging Questions and Con
cerns, 64 S.C. L. Rev. 633, 678 (2013).
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discovery, 3 predictive coding is a tool that practitioners need to understand and con
sider.  

Predictive coding offers other benefits. Predictive coding can be used to provide 
practitioners with early insight into key issues in their case. Identifying the controlling 
issues of a case at the outset of the litigation allows a skilled attorney (armed with pre
dictive coding technology) to locate and review the most important documents early 
in a case. This then allows an attorney to provide clients focused early legal analysis 
and risk assessment-real benefits to litigants. Finally, predictive coding allows for 
new and additional materials to be reviewed efficiently and accurately. Most cases 
evolve with time, and issues and claims may change as the litigation matures. Predic
tive coding is designed to allow new ESI to be added and then reviewed and coded 
quickly and efficiently, all at a fraction of the cost of manual review.  

VI. Building the Seed Set 

Currently, there are two accepted methods of building the seed set: random 
selection and judgmental or subjective selection. Random selection is just that, a pre
determined number of documents from the total universe of documents are randomly 
selected for inclusion in the seed set. These documents are then coded or categorized 
into specific categories like "responsive," "nonresponsive," "privileged," "hot," or 
any similar variation. This process is typically done by a manual review of the seed set 
by an experienced attorney knowledgeable about the litigation.  

The second accepted method involves more subjective decisions by those 
involved in the process. Under this method, attorneys with knowledge of the case spe
cifically select documents for inclusion in the seed set because they represent catego
ries of documents the attorneys feel are representative of issues in the case and are 
clear examples of relevant, nonrelevant, privileged, or hot documents. Proponents of 
this method believe that predictive coding works best with a "rich" seed set-a seed 
set intentionally full of relevant and case-specific documents-because training the 
predictive coding software is easier and more efficient. The type of seed set that works 
best will depend on the volume of material to be reviewed, the complexity of the 
issues involved, input from your predictive coding e-discovery specialist, and your 
familiarity with the process and the specific algorithm used.4 

3. See Nicholas M. Pace & Laura Zakaras, Where the Money Goes: Understanding Litigant 
Expenditures for Producing Electronic Discovery 97 (RAND Institute for Civil Justice 2012), available 
at www.rand.org/content/dam/rand/pubs/monographs/2012/RANDMG1208.pdf.  

4. See Yablon & Landsman-Roos at 639 for a more in-depth discussion of different types of seed 
sets.
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VII. Culling Is Required 

Before creation of the seed set, culling is necessary. ESI will frequently contain 
duplicates of e-mails, documents, spreadsheets, and other digital information. There is 
no reason to spend time and money using predictive coding on duplicates. Before cre
ation of the seed set, both vertical (within a single custodian's documents) and hori
zontal (across all custodians) deduplication needs to occur. Your e-discovery vendor 
can assist with this essential step. Given the availability of commercial deduplication 
programs, your client's internal IT department may also be able to perform this essen
tial step.  

VIII. Training the Computer 

Because predictive coding requires skilled human intervention and input, it is an 
interactive and iterative process. Skilled document reviewers familiar with the case 
review the seed set and categorize the documents. Algorithms contained in the soft
ware then create a model to be used to analyze other documents. The algorithm typi
cally assigns a numerical score to each document that reflects the probability that the 
document fits within the model. Attorneys then take this random set of ranked docu
ments and manually examine them to see how well the computer algorithm captured 
the issues "taught" by the reviewers. In other words, did the algorithm correctly deter
mine the relevant and nonrelevant documents? This interactive examination must be 
repeatedly performed to ensure that the algorithm used by the computer is effective in 
finding and categorizing the documents. The algorithm must then be tested on a con
trol set. This is typically done by selecting a random set of documents separate and 
apart from the seed set and having the predictive coding software attempt to identify 
the relevant documents in this control set. The output of the control set analysis are 
examined by the skilled attorney document reviewer to see if the software is correctly 
identifying relevant documents and correctly identifying or predicting the other docu
ment categories (nonrelevant and privileged). This is a continuing process and must be 
performed until the algorithm is deemed accurate enough so that when run against a 
control set, it will predict a certain percentage of the categories correctly. This mea
sure of accuracy is sometimes known as precision, that is, the percentage of docu
ments identified as relevant by a review effort that are in fact relevant. To summarize, 
the seed set is used to train the computer while the control set is used to measure accu
racy of the predictive coding algorithm.5 

5. Yablon & Landsman-Roos at 640.
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IX. Quality Control 

For predictive coding to be effective and usable there must be a way to test 
whether the system predictions are accurate. This is typically done by examining the 
control set of documents and checking the accuracy of calls made within that set of the 
materials. All categories should be reviewed for accuracy. Documents deemed nonre
sponsive should be sampled to ensure that the relevance categorizations were accu
rately done. This is particularly important because predictive coding documents 
categorized as nonresponsive or irrelevant rarely get reviewed again. Responsive or 
relevant documents are typically reviewed before they are produced, thus providing a 

defacto quality check on this category.6 Privileged documents are also typically manu
ally reviewed and logged, thus providing assurance that the categorizations were accu
rately done.  

X. How Predictive Coding Software Works 

Predictive coding technology is proprietary. For that reason, information on 
exactly how the software works is not often public or available. In all cases, this pro
prietary software requires attorney input to predict how certain documents in the 
larger universe of documents will be coded or categorized. Some algorithms look at 
only the text used and then attempt to predict similar documents based on textual pat
terns. Other software algorithms analyze the metadata contained in a document along 
with the text. Examples of predictive coding algorithms include

" Nearest Neighbor-a supervised learning algorithm in which a new document 
is classified by finding the most similar document in the training set.  

" Support Vector Machine-a state-of-the-art supervised learning algorithm 
that separates relevant from nonrelevant by using geometric methods. Each 
document is considered to be a point in space whose coordinates are deter
mined by the features contained in the document. The machine then looks at 
the training set and determines the plane that best separates the relevant from 
the nonrelevant document and uses that geometric plane to identify docu
ments in the general population depending on which side of the geometric 
plane the documents fall into.  

" Bag of Words-an algorithm that categorizes each document as a set of spe
cific words. Documents are then chosen as relevant or nonrelevant depending 
on the Bag of Words they contain.  

6. Daniel B. Garrie & Yoav M. Griver, Unchaining E-Discovery in the Patent Courts, 8 Wash.  
J.L. Tech. & Arts 487 (2013).
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Xl. One Example of How the Process Actually Works 

Predictive coding requires a detailed and specific protocol. Practitioners contem
plating its use should review this chapter's appendix, the case management order from 
In re Actos (Pioglitazone) Products Liability Litigation. 7 Although the parties volun
tarily agreed to use predictive coding in this case, the actual protocol detailing this 
process took more than ten pages. Section E of the order involves predictive coding 
and explains exactly how the parties (1) created their seed set, (2) trained the predic
tive coding software, (3) handled privileged information from the seed set, and (4) 
verified the accuracy of the predictive coding software used.  

XII. Producing Documents 

Once the predictive coding software has been sufficiently trained so that the 
attorneys are comfortable with its results and the materials are reviewed, the attorneys 
in charge of the document review process have several options. They can manually 
review all documents selected as relevant and then produce the nonprivilege docu
ments to their opponent. Another option is simply to produce all documents above a 
threshold relevancy percentage with a snap-back order allowing for return of any priv
ilege documents without waiver of privilege. See chapter 10 of this book. Documents 
below a certain relevancy score are typically deemed irrelevant and thus not produced.  
Documents deemed nonresponsive should be sampled to ensure that the relevance cat
egorizations were accurately done.  

XIII. Seed Set Disclosure 

The most significant discovery issue associated with predictive coding is the 
extent to which the seed set must be shared with your opponent. Most of the published 
judicial opinions on predictive coding (see part XV. below) advocate transparency and 
thus require disclosure of the seed set. This means that your opponent in the litigation 
will be entitled to see the entire seed set, including nonresponsive documents and all 
documents used to train the system-something they would not be entitled to under a 
typical manual document review process. The type of seed set used (random versus 
judgmental) is also impacted. A random seed set does not disclose attorney-work 
product, while a judgmental seed set would, because it involves the selection of cer
tain documents deemed to be representative of issues in the case. One possible solu

7. No. 6:11-md-2299, 2012 WL 6061973 (W.D. La. July 27, 2012) (Case Management Order: 
Protocol Relating to the Production of Electronically Stored Information ("ESI")).
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tion is to have the parties agree to build the seed set collaboratively. That is precisely 
the methodology agreed to by the parties in the In re Actos case management order in 
this chapter's appendix. The parties agreed to each appoint three experts specifically 
to create a seed set and to then train the predictive coding software used in the case.8 

XIV. Measuring Accuracy 

The accuracy of any predictive coding system is paramount. Without reliable 
data to indicate it is working correctly, the user of predictive coding cannot demon
strate to the court or opponent that the system is accurately locating the responsive 
material requested. Sometimes known as "confidence levels," these percentages are 
typically used to evaluate the effectiveness of any predictive coding methodology.  
The parties will likely have different views on what constitutes an appropriate confi
dence level. The party producing documents may want a lower percentage (for exam
ple, 90 percent) while a party requesting documents will typically want something 
higher (for example, 99 percent). A related issue is relevancy threshold-at what point 
are documents deemed irrelevant? For example, the parties could agree that all docu
ments that are scored 7 or above by the predictive coding software should be produced 
and that documents scored 4 or below should not be produced. What about the docu
ments scored between 4 and 7? The parties may have differing views on how those 
documents should be treated. Plaintiffs may want production of these documents 
while defendants may want them excluded as irrelevant. The parties could ask for 
court intervention, but there are other options. For example, documents scored 5 or 6 
could be reviewed either manually or through some sampling technique to ensure that 
relevant and responsive materials are not being excluded from review. Again, these 
are issues that are best worked out by the parties. However, in the absence of agree
ment courts will and have begun ruling on these issues.  

XV. Developing Case Law 

Until 2012, there were no reported decisions addressing the use of predictive 
coding in state or federal courts. In 2012, five reported cases addressing various issues 
surrounding the use of predictive coding appeared. They are discussed briefly in this 
section along with the significance each presents.

8. See In re Actos, 2012 WL 6061973.
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A. Da Silva Moore 

In Da Silva Moore v. Publicis Groupe, 287 F.R.D. 182 (S.D.N.Y 2012), the use 
of predictive coding in a federal class action discrimination case in New York was 
approved. The plaintiffs brought claims against their employer under Title VII of the 
Civil Rights Act, the Equal Pay Act, and later the Fair Labor Standards Act. The 
defendant wanted to use predictive coding to control the cost of producing relevant 
ESI. The defendant believed it could produce documents in this class action for no 
more than $200,000 but, to do so, needed to use predictive coding. The plaintiffs 
objected. Magistrate Judge Andrew Peck, over the plaintiffs' objections, authorized 
the use of predictive coding at the initial stages of the litigation, with a caveat that if 
the predictive coding results proved unsatisfactory, the plaintiffs were free to return to 
the court and seek additional discovery. Da Silva Moore is the first federal case autho
rizing the use of predictive coding over a plaintiffs objection.  

Although much is often said about this case, it is significant to note that many of 
the specific issues that divide parties on the use of predictive coding (confidence level 
and precision required) were not specifically decided by the court. In other words, the 
court did not decide, for example, that an acceptable confidence level is 92 percent or 
that all documents ranked below 4 are nonresponsive. Rather, the decision is a tenta
tive one, issued at the early stages of the case with the understanding that predictive 
coding was an untested technology that would certainly require fine-tuning by the par
ties and the court as the case progressed.  

In ordering the use of predictive coding over the plaintiffs' objections, the court 
validated this document collection and production technique and cited studies that 
indicated predictive coding was more reliable and cost-effective than a keyword and 
manual document review. Judge Peck refused to impose specific requirements on 
quality control, holding instead that the defendant could proceed with its predictive 
coding protocol but that the plaintiffs reserved their right to challenge the thorough
ness of the document collection and production process at a later date. The plaintiffs' 
objections to the use of the technology before the establishment of specific relevancy 
benchmarks and confidence levels were rejected. Judge Peck brushed aside these 
objections by finding that the plaintiffs' interests were adequately protected because 
they could return to challenge the document collection process and, significantly, that 
the predictive coding protocol proposed by the defendant allowed for total transpar
ency. The plaintiffs would be entitled to see how the defendant coded each e-mail or 
document used in this seed set.  

B. Kleen Products 

In Kleen Products LLC v. Packaging Corp. of America, No. 10 C 5711, 2012 
WL 4498465 (N.D. Ill. Sept. 28, 2012), an antitrust suit involving alleged price fixing 
in the container board industry, the plaintiffs asked the court to order the defendants to

157



Essentials of E-Discovery

use predictive coding even though the defendants had already begun producing docu
ments. Relying on Sedona Principle 6, the court refused the plaintiffs' request to 
require the defendants to use predictive coding, holding that the defendants' choice of 
methodology (keyword searching) was not unreasonable and that unless the plaintiffs 
could show that the process used by the defendants was inadequate, the defendants 
were entitled to proceed with the method of their choosing.9 Kleen Products makes 
clear that Sedona Principle 6 allows the producing party to select and use a method of 
document collection and production of its choosing and that without a showing that 
the chosen methodology is inherently unreasonable or unreliable, an objecting party 
cannot require the use of predictive coding even if it believes that methodology is 
more accurate and cost-effective.  

C. Global Aerospace 

In Global Aerospace Inc. v. Landow Aviation, No. CL 61040, 2012 WL 1431215 
(Va. Cir. Ct. Apr. 23, 2012), litigation resulted following the collapse of three hangars 
at the Dulles airport during a snowstorm in 2010. Several suits were filed and consoli
dated for discovery purposes. The defendant wanted to use predictive coding to pro
duce documents to control costs. The plaintiff objected, requiring the defendant to 
move for a protective order on the use of predictive coding. The defendant argued that 
a manual review of documents requested would cost more than $2 million and would 
at best locate only 60 percent of relevant documents. The defendant supported this 
assertion by citing studies showing that linear (manual) document reviews were not 
very accurate and that in this case predictive coding could get 75 percent of the rele
vant documents at a fraction of the costs required for manual review. The defendant 
also proposed a predictive coding protocol with significant transparency, including an 
agreement to produce the seed set and virtually all materials used to train the predic
tive coding software. The only materials that would not be provided to the plaintiff 
were privileged or commercially sensitive documents in the seed set. Those materials 
would be logged, however, and a copy of that log would be provided to the plaintiff.  
The plaintiff objected, arguing that there were not adequate grounds to justify the 
defendant's departure from tradition manual review. The plaintiff argued that any 
computer-assisted technology should be used to supplement traditional manual review 
and not replace it.  

The plaintiff lost. The state court judge approved the defendant's use of predic
tive coding "for the purpose of processing and production of electronically stored 
information." 10 But, as in the other cases discussed above, the court left open the pos

9. See Kleen Products, 2012 WL 4498465, at *5 ("[U]nder Sedona Principle 6, '[r]esponding par
ties are best situated to evaluate the procedures, methodologies, and techniques appropriate for preserving 
their own electronically stored information.") (citing The Sedona Conference, The Sedona Conference 
Best Practices Commentary on the Use of Search and Information Retrieval Methods in E-Discovery, 8 
Sedona Conf. J. 189, 193 (Fall 2007)).
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sibility that the plaintiff could return to the court to seek an adjustment if the predic
tive coding technology and protocol proved ineffective. The court's rationale can be 
explained by reliance on Sedona Principle 6, which affords a strong presumption that 
the methodology chosen by the producing party will not be disturbed absent a signifi
cant showing of unreliability. Global Aerospace is the first published state court opin
ion authorizing the use of predictive coding.  

D. In re Actos 

In re Actos consists of multidistrict litigation over the Actos prescription drug.  
Eleven separate cases were consolidated before Magistrate Judge Doherty of the 
Western District of Louisiana. In July of 2012, Judge Doherty entered a case manage
ment order including a detailed protocol for the production of electronically stored 
information. 1 Here, the parties agreed on the use of predictive coding and also agreed 
on a very detailed order specifically spelling out how documents were to be collected, 
how the seed set and training were to occur, and how the parties were to decide on 
scores for establishing relevancy. Because of its detail, a copy of that case manage
ment order is included as an appendix to this chapter and should be reviewed by prac
titioners contemplating use of predictive coding.  

E. EORHB, Inc.v. HOA Holdings LLC 

EORHB, Inc. v. HOA Holdings LLC, No.7409-VCL, 2012 WL 4896670 (Del.  
Ch. Oct. 15, 2012), also known as the "Hooters case," involves an indemnity dispute 
following the sale of the Hooters restaurant chain. It is significant because it is the first 
reported decision where predictive coding document review was ordered by the trial 
court sua sponte. In this case, Delaware Vice Chancellor Travis Laster ordered the 
parties to use predictive coding after determining that large quantities of ESI were 
likely to be produced by both sides in the litigation. Without either party requesting 
the use of this technology, Chancellor Lester ordered the parties to "(i) retain a single 
discovery vendor to be used by both sides, and (ii) conduct document review with the 
assistance of predictive coding."'2 

These cases demonstrate that state and federal courts are moving to embrace pre
dictive coding but doing so in a way that allows the objecting party to challenge the 
production if it can show that predictive coding proves unreliable. The decisions 
demonstrate the importance of Sedona Principle 6, which allows the producing party 
to decide upon the methodology best suited to review, select, and produce documents.  
Finally, the cases make clear that predictive coding will certainly require transpar

10. Global Aerospace, 2012 WL 1431215.  
11. See In re Actos, 2012 WL 6061973.  
12. EORHB, 2012 WL 4896670.
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ency. Seed sets and all materials used in the training of the predictive coding software, 
including nonresponsive-documents, may have to be shared with your opponent. Sen
sitive or privileged materials may need to be provided or at least logged.  

XVI. Conclusion 

Predictive coding is a recognized and acceptable tool to review and produce doc
uments in certain cases. Its use and acceptance will certainly increase as its benefits 
and cost savings become more widespread and clients and practitioners continue to 
seek new tools to control the time and costs associated with ESI discovery.



CHAPTER 10

Privilege Waiver, Federal Rule of 
Evidence 502, and Clawback/ 

Sneak Peek Agreements 

Kathy J. Owen, Judge Xavier Rodriguez, Allison O. Skinner, and 
Peter S. Vogel 

I. Large Amount of Collected Information Makes 
Privilege Review Difficult 

As electronically stored information (ESI) has proliferated, the threat of waiver 
of attorney-client privileged documents or documents subject to the attorney work
product doctrine based on inadvertent disclosure has required time-consuming and 
expensive page-by-page review of millions of documents. Notwithstanding this effort, 
privileged documents still slip through even exhaustive review. Pacific Coast Steel v.  
Leany, No. 2:09-cv-02190-KJD-PAL, 2011 WL 4704217, at *5 (D. Nev. Oct. 4, 2011); 
Coburn Group., LLC v. Whitecap Advisors, LLC, 640 F. Supp. 2d 1032, 1040 (N.D.  
Ill. 2009); see Rhoads Industries, Inc. v. Building Materials Corp. of America, 254 
F.R.D. 216,220 (E.D. Pa. 2008). In both Victor Stanley, Inc. v. Creative Pipe, Inc., 250 
F.R.D. 251, 257 (D. Md. 2008), and Hopson v. Mayor & City Council of Baltimore, 
232 F.R.D. 228, 235-36 (D. Md. 2005), Magistrate Judge Paul Grimm analyzed the 
problems with "'old world' record-by-record pre-production privilege review" in 
modern electronic discovery, including inevitable lengthening of pretrial discovery 
and disproportionate discovery costs in relation to the claimed damages. See Hopson, 
232 F.R.D. at 243-44; Victor Stanley, 250 F.R.D. at 259 n.5, n.7.  

This chapter will focus on how a party may avoid any claim of waiver of privi
lege based on the inadvertent disclosure of privileged documents. This chapter will 
not address the law regarding what is, or is not, considered privileged, other than to 
note that the Fifth Circuit has defined attorney-client privileged communications as 
(1) confidential communications (2) made to a lawyer or his subordinate (3) "for the 
primary purpose of securing either a legal opinion or legal services, or assistance in 
some legal proceeding." United States v. Robinson, 121 F.3d 971, 974 (5th Cir. 1997).  
The party asserting the work product doctrine-
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must show that "the primary motivating purpose behind the creation of the 
document was to aid in possible future litigation," considering factors such 
as the retention of counsel and his or her involvement in the generation of 
the document and whether it was routine to prepare such a document or it 
was instead prepared in response to a particular circumstance. "If the docu
ment.would have been created without regard to whether litigation was 
expected to ensue, it was made in the ordinary course of business and not in 
anticipation of litigation." 

Louis Vuitton Malletier v. Texas International Partnership, No. H-10-2821, 2012 WL 
5954673, at *3 (S.D. Tex. May 14, 2012) (internal citations omitted).  

II. Texas Rule of Civil Procedure 193.3 

Adopted in 1999, rule 193 of Texas Rules of Civil Procedure anticipated the dif
ficulties ESI would pose when producing discovery. Rule 193.3(d) states the follow
ing: 

Privilege not waived by production. A party who produces material or 
information without intending to waive a claim of privilege does not waive 
that claim under these rules or the Rules of Evidence if-within ten days or 
a shorter time ordered by the court, after the producing party actually dis
covers that such production was made-the producing party amends the 
response, identifying the material or information produced and stating the 
privilege asserted. If the producing party thus amends the response to assert 
a privilege, the requesting party must promptly return the specified mate
rial or information and any copies pending any ruling by the court denying 
the privilege.  

Tex. R. Civ. P. 193.3(d).  

As stated by the Texas Supreme Court, this "snap-back provision" was 
"designed to protect the inadvertent disclosure of privileged material in order to 
reduce the cost and risk involved in document production." See In re Christus Spohn 
Hospital Kleberg, 222 S.W.3d 434, 438-39 (Tex. 2007) (orig. proceeding). The court 
further noted that

the snap-back provision was designed to ensure that important privileges 
are not waived by mere inadvertence or mistake. Under the rule, a party 
who is less than diligent in screening documents before their production 
does not waive any privilege that might attach to them, presuming the party 
complies with Rule 193.3(d)'s procedures. Tex. R. Civ. P. 193.3(d) cmt. 4.  
By permitting the recovery of documents inadvertently produced to the 
opposing side, the rule preserves the important interests that the work-
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product doctrine was designed to protect, while at the same time visiting no 
harm upon the recipient for having to return documents it was not entitled 
to in the first place. Under Rule 193.3(d), the production of documents 
without the intent to waive a claim of privilege does not waive the claim.  

In re Christus Spohn, 222 S.W.3d at 39.  

Before September 2008, the federal rules did not provide for any relief from the 
inadvertent disclosure of privileged documents.  

Ill. Federal Cases Interpreting Waiver of Privilege 
before 2008 

Before the United States Congress adopted Federal Rule of Evidence 502 in Sep
tember 2008, the consequences of inadvertent disclosure varied by state: some juris
dictions held no waiver from inadvertent production; some jurisdictions took a strict 
liability approach, holding any production waived privilege; and many jurisdictions 
applied an intermediate balancing test to the facts of each case. See Victor Stanley, 250 
F.R.D. at 257-58; Hopson, 232 F.R.D. at 235-36. The balancing test included factors 
such as the reasonableness of the precautions taken to prevent inadvertent disclosure 
in relation to the size of the production, the number of inadvertent disclosures, the 
time constraints on production, any delay and measures taken to rectify the disclosure, 
and the overriding interests of justice. See, e.g., Fidelity & Deposit Co. of Maryland v.  
McCulloch, 168 F.R.D. 516, 522 (E.D. Pa. 1996).  

In addition, some courts took the position that failure to produce a privilege log, 
or by providing an inadequate one, deemed the privilege waived. See In re Universal 
Service Fund Telephone Billing Practices Litigation, 232 F.R.D. 669 (D. Kan. 2005) 
(listing e-mail strand as single document on privilege log is inadequate; rather, indi
vidual e-mails had to be separated from one another when evaluating privilege claim 
to avoid stealth claims of privilege).  

IV. Federal Rule of Evidence 502 

In light of the voluminous productions of ESI, especially in complex litigation, 
Congress adopted rule 502 in September 2008. Rule 502 seeks to create a uniform and 
predictable standard for inadvertent disclosure by limiting when a federal court will 
find waiver of privilege. See Fed. R. Evid. 502 advisory committee's note 2.
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Rule 502 states: 

The following provisions apply, in the circumstances set out, to disclosure 
of a communication or information covered by the attorney-client privilege 
or work-product protection.

(a) Disclosure Made in a Federal Proceeding or to a Federal Office or 
Agency; Scope of a Waiver. When the disclosure is made in a fed
eral proceeding or to a federal office or agency and waives the 
attorney-client privilege or work-product protection, the waiver 
extends to an undisclosed communication or information in a fed
eral or state proceeding only if: 

(1) the waiver is intentional; 
(2) the disclosed and undisclosed communications or information 

concern the same subject matter; and 
(3) they ought in fairness to be considered together.

(b) Inadvertent Disclosure. When made in a federal proceeding or to a 
federal office or agency, the disclosure does not operate as a waiver 
in a federal or state proceeding if: 

(1) the disclosure is inadvertent; 
(2) the holder of the privilege or protection took reasonable steps 

to prevent disclosure; and 
(3) the holder promptly took reasonable steps to rectify the error, 

including (if applicable) following Federal Rule of Civil Pro
cedure 26(b)(5)(B).  

(c) Disclosure Made in a State Proceeding. When the disclosure is 
made in a state proceeding and is not the subject of a state-court 
order concerning waiver, the disclosure does not operate as a waiver 
in a federal proceeding if the disclosure: 

(1) would not be a waiver under this rule if it had been made in a 
federal proceeding; or 

(2) is not a waiver under the law of the state where the disclosure 
occurred.  

(d) Controlling Effect of a Court Order. A federal court may order that 
the privilege or protection is not waived by disclosure connected 
with the litigation pending before the court-in which event the dis
closure is also not a waiver in any other federal or state proceeding.  

(e) Controlling Effect of a Party Agreement. An agreement on the 
effect of disclosure in a federal proceeding is binding only on the 
parties to the agreement, unless it is incorporated into a court order.  

(f) Controlling Effect of This Rule. Notwithstanding Rules 101 and 
1101, this rule applies to state proceedings and to federal court-
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annexed and federal court-mandated arbitration proceedings, in the 
circumstances set out in the rule. And notwithstanding Rule 501, 
this rule applies even if state law provides the rule of decision.  

(g) Definitions. In this rule: 

(1) "attorney-client privilege" means the protection that applica
ble law provides for confidential attorney-client communica
tions; and 

(2) "work-product protection" means the protection that applica
ble law provides for tangible material (or its intangible equiva
lent) prepared in anticipation of litigation or for trial.  

Fed. R. Evid. 502.  

Rule 502(b) creates a three-part test that allows the producing party to avoid 
waiver when: "(1) the disclosure is inadvertent; (2) the holder of the privilege or pro
tection took reasonable steps to prevent disclosure; and (3) the holder promptly took 
reasonable steps to rectify the error, including (if applicable) following Federal Rule 
of Civil Procedure 26(b)(5)(B)." Fed. R. Evid. 502(b).  

Rule 502 was intended to reduce the costs of preproduction privilege review by 
reducing the fear that even a minimal or inadvertent production of privileged docu
ments would be deemed a waiver of privilege for all communications on similar sub
ject matter. Fed. R. Evid. 502 advisory committee's notes 1-2. While this rule has 
prevented subject-matter waiver because of inadvertent production and has made the 
standards for finding waiver largely uniform, it still requires significant and costly 
preproduction review. Bear Republic Brewing Co. v. Central City Brewing Co., 275 
F.R.D. 43, 47-49 (D. Mass. 2011); see First American CoreLogic, Inc. v. Fiserv, Inc., 
No. 2:10-CV-132-TJW, 2010 WL 4975566, at *5 (E.D. Tex. Dec. 2, 2010).  

A. Inadvertent Disclosure 

Rule 502 begins by classifying production into two camps: intentional and inad
vertent. The rule, itself, does not assign the burden of proving inadvertence, but courts 
consistently assign that burden to the party seeking claw-back of the privileged docu
ments. See, e.g., Amobi v. District of Columbia Department of Corrections, 262 F.R.D.  
45, 53 (D.D.C. 2009); Thorncreek Apartments III, LLC v. Village of Park Forest, Nos.  
08-C-1225, 08-C-0869, 08-C-4304, 2011 WL 3489828, at *6 (N.D. Ill. Aug. 9, 2011).  

Although rule 502(b) does not define "inadvertent," most courts apply the first 
prong of the test permissively, asking only whether the disclosure was intended or 
mistaken. See, e.g., Coburn, 640 F. Supp. 2d at 1038; Kelly v. CSE Safeguard Insur
ance Co., No. 2:08-cv-88-KJD-RJJ, 2011 WL 3494235, at *2 (D. Nev. Aug. 10, 
2011); Amobi, 262 F.R.D. at 53-54; cf First American CoreLogic, 2010 WL 4975566, 
at *4 (finding a disclosure intentional where counsel served privileged documents on 
other parties because the documents were filed under seal, rather than in camera and
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the documents did not indicate any intention to file in camera). Such a definition com
ports well with the structure and purpose of the rule and with the drafting committee's 
comments. Coburn, 640 F. Supp. 2d at 1038, n.4. Simplifying the threshold question 
allows a party asserting privilege to focus on the other two prongs of the test, for 
which parties can more easily marshal evidence.  

B. Reasonable Steps to Prevent Disclosure 

After meeting the threshold of inadvertence, the producing party must show that 
it took "reasonable steps to prevent disclosure" of privileged documents. Fed. R. Evid.  
502(b)(2). This second prong brings back the balancing test used in many jurisdictions 
before rule 502 was enacted. See Eden Isle Marina, Inc. v. United States, 89 Fed. Cl.  
480, 502 (2009); Coburn, 640 F. Supp. 2d at 1038-39. In deciding whether preproduc
tion review was reasonable, courts will consider the methods used by the producing 
party in searching for and segregating privileged documents, including the extent of 
the disclosure relative to the entire production, the time constraints for production, and 
the experience of and supervision over the reviewers. Coburn, 640 F. Supp. 2d at 
1038-39; see Valentin v. Bank of New York Mellon Corp., No. 09 Civ.  
9448(GBD)(JCF), 2011 WL 1466122, at *2-3 (S.D.N.Y. Apr. 14, 2011); Comrie v.  
Ipsco, Inc., No. 08 C 3060, 2009 WL 4403364, at *2 (N.D. Ill. Nov. 30, 2009); Clarke 
v. J.P Morgan Chase & Co., No. 08 Civ. 02400(CM)(DF), 2009 WL 970940, at *5 
(S.D.N.Y. Apr. 10, 2009).  

The extent of the disclosure of privileged documents factors heavily into the 
analysis of whether a party took reasonable steps. Courts will often compare the per
centage of inadvertently produced documents to the size of the overall production, 
though the percentage analysis "becomes less meaningful as the total number of docu
ments diminishes." Valentin, 2011 WL 1466122, at *3; see also Pacific Coast Steel, 
2011 WL 4704217, at *12; Alers v. City of Philadelphia, No. 08-4745, 2011 WL 
6000602, at *2 (E.D. Pa. Nov. 29, 2011); Diesel Machinery, Inc. v. Manitowoc 
Cranes, Inc., No. CIV 09-4087-RAL, 2011 WL 1343121, at *3 (D.S.D. Apr. 7, 2011).  

If production is extensive or includes large volumes of ESI, even the inadvertent 
production of many privileged documents will not necessarily mean waiver of privi
lege. "Inadvertent production of a relatively low proportion of documents in a large 
production under a short timetable due to mistake should be and usually is excused." 
Datel Holdings Ltd. v. Microsoft Corp., No. C-09-05535 EDL, 2011 WL 866993, at 
*4 (N.D. Cal. Mar. 11, 2011); see Valentin, 2011 WL 1466122, at *2 (holding "the 
steps taken to preserve privilege need not be perfect; they must only be reasonable").  
Contra Relion, Inc. v. Hydra Fuel Cell Corp., No. CV06-607-HU, 2008 WL 5122828, 
at *3 (D. Or. Dec. 4, 2008) (finding waiver where party did not use "all reasonable 
means" to preserve privilege). However, as the number and proportion of inadver
tently produced documents increases, courts are less likely to find that counsel took 
reasonable precautions. See Mt. Hawley Insurance Co. v. Felman Production, Inc.,
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271 F.R.D. 125, 128-130 (S.D.W. Va. 2010); Thorncreek Apartments, 2011 WL 
3489828, at *6-8 (finding waiver where counsel neither produced privilege log nor 
tested system of outside vendor, resulting in production of every privileged docu
ment).  

Because the producing party has the burden of showing inadvertent disclosure, 
counsel must give the court details about the preproduction review in order to show 
reasonable precautions were taken. Courts expect specifics about how many pages 
were produced in total, how many privileged pages were produced, what keywords 
were used in ESI searches, who defined the keywords and the expertise of the search
designer, whether the keyword searches were tested before production, whether attor
neys or paralegals completed the manual review after ESI searches, whether the 
review protocol was specific enough to alert the reviewers, whether a quality control 
review was completed, and whether the producing party completed a timely and thor
ough privilege log. Datel, 2011 WL 866993, at *4; Mt. Hawley, 271 F.R.D. at 134-36; 
Coburn, 640 F. Supp. 2d at 1038-1040; Rhoads, 254 F.R.D. at 226-27; Victor Stanley, 
250 F.R.D. at 261-63; see Williams v. District of Columbia, 806 F. Supp. 2d 44, 50-51 
(D.D.C. 2011); Thorncreek Apartments, 2011 WL 3489828, at *6; Eden Isle, 89 Fed.  
Cl. at 497-02, 506-15.  

If a party does not give sufficient specific evidence about the review or does not 
produce an adequate or timely privilege log, courts often find they have not met their 
burden to show reasonable precautions to prevent disclosure. Williams, 806 F. Supp.  
2d at 49-51; Sidney I v. Focused Retail Property I, LLC, 274 F.R.D. 212, 216-17 
(N.D. Ill. 2011); Amobi, 262 F.R.D. at 53-54.  

Courts may consider facts other than the preproduction review in deciding 
whether counsel took measures adequate to protect privileged documents. For 
instance, if a privileged document is produced more than once, especially if by more 
than one mechanism, a court is likely to find the disclosure so careless as to waive the 
privilege. Eden Isle, 89 Fed. Cl. at 515. Or, following notice of an inadvertent produc
tion, the court may expect the producing party to reassess its review procedure and 
search for other documents that may have been inadvertently produced. See, e.g., 
Luna Gaming-San Diego, LLC v. Dorsey & Whitney, LLP, No. 06cv2804 BTM 
(WMc), 2010 WL 275083, at *6-7 (S.D. Cal. Jan. 13, 2010). Failure to conduct a 
postproduction review, absent notice of an inadvertent disclosure, will not cause a 
court to find waiver. Coburn, 640 F. Supp. 2d at 1040.  

C. Reasonable Steps to Rectify the Error 

In addition to preproduction review, rule 502(b) requires the privilege-holder to 
promptly take "reasonable steps to rectify the error" in production. Fed. R. Evid.  
502(b); e.g., Eden Isle, 89 Fed. Cl. at 510-11. Rather than judging from the time of 
production, the relevant time period is "how long it took the producing party to act 
after it learned that the privileged or protected document had been produced." Coburn,
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640 F. Supp. 2d at 1041. Contra Victor Stanley, 250 F.R.D. at 263 (finding waiver in 
part because producing party did not discover after inadvertent production until noti
fied by opposition). Since attorneys commonly discover inadvertent disclosures at 
depositions, counsel should object to the use of the document at the deposition and 
prevent further questioning on that document. See Pacific Coast Steel, 2011 WL 
4704217, at *1; Datel, 2011 WL 866993, at *5; Sidney I., 274 F.R.D. at 217-218; 
AHF Community Development, LLC v. City of Dallas, 258 F.R.D. 143 (N.D. Tex.  
2009) (privilege waived when documents marked attorney-client privilege were used 
at deposition); Coburn, 640 F. Supp. 2d at 1041. Compare Alers, 2011 WL 6000602, 
at *2-3 (finding no waiver despite lack of objection at deposition and four-day delay 
before requesting return of document because nonproducing party did not honor ethi
cal obligation to return obviously privileged document). A demand letter, even one 
sent the next day, may not prevent waiver if a privileged document is used at a deposi
tion without objection and the deponent answers questions about the document. Sid
ney I., 274 F.R.D. at 218.  

While the rule 502(b)(3) requires prompt action to prevent waiver, the length of 
the permissible delay varies according to the facts of the case. If counsel objects at the 
deposition and then takes some time to investigate the facts of the disclosure or if both 
sides confer in an attempt to solve the problem informally, courts will accept a few 
weeks between notice and filing a motion. Pacific Coast Steel, 2011 WL 4704217, at 
*6; Williams, 806 F. Supp. 2d at 52 (stating that producing party should attempt to 
meet and confer in order to resolve inadvertent disclosure disputes without the court); 
Coburn, 640 F. Supp. 2d at 1041 (holding that three weeks of investigation before fil
ing motion was not waiver).  

If the inadvertent disclosure is not discovered at a deposition or where circum
stances do not permit such an immediate objection on the record, one court considered 
as prompt a six-day delay between discovery of the inadvertent production and 
demanding the return of the document. Valentin, 2011 WL 1466122, at *3. A safer 
course of action, however, would be to demand the return or destruction of the docu
ment the day of or day after discovering the inadvertent disclosure.  

If, however, a party fails to quickly demand return or fails to follow up on its ini
tial demand for return of a document, courts are far more likely to find waiver. Wil
liams, 806 F. Supp. 2d at 52 (finding waiver where producing party did not follow up 
on its initial demand for two years and nine months); Clarke, 2009 WL 970940, at *6 
(finding waiver where privilege was asserted two months after discovering produc
tion); Rhoads, 254 F.R.D. at 225 (finding waiver where producing party did not pro
duce privilege log for inadvertently disclosed documents until four months after 
notice). Thus, a party that inadvertently produces privileged documents will most 
likely prevent waiver under rule 502(b) if counsel takes action quickly.
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V. Federal Rule of Civil Procedure 26(b)(5)(B) 

As soon as a party becomes aware that it has inadvertently disclosed privileged 
documents, the party should immediately comply with Fed. R. Civ. P. 26(b)(5)(B).  
This rule states the following: 

Information Produced. If information produced in discovery is subject to a 
claim of privilege or of protection as trial-preparation material, the party 
making the claim may notify any party that received the information of the 
claim and the basis for it. After being notified, a party must promptly 
return, sequester, or destroy the specified information and any copies it has; 
must not use or disclose the information until the claim is resolved; must 
take reasonable steps to retrieve the information if the party disclosed it 
before being notified; and may promptly present the information to the 
court under seal for a determination of the claim. The producing party must 
preserve the information until the claim is resolved.  

Fed. R. Civ. P. 26(b)(5)(B).  

VI. Order Pursuant to Federal Rule of Evidence 
502(d) 

In light of the conflicting caselaw concerning what were reasonable steps to pre
vent disclosure and what were reasonable steps to rectify the error, it is highly advis
able that the parties obtain an order in their federal court proceeding that privilege or 
protection is. not iVe1b disclosure &boriietlwith the litigation pending before the 
court. See Fed. Evid. MYL0( his order should be discussed by the parties at the 
"meet and confer" conference,' can be obtained very early in this case, generally at the 
Fed. R. Civ. P. 16 initial conference, 2 and prior to the exchange of discovery. Sample 
language of such an order follows: 

The production of privileged or work-product protected documents, elec
tronically stored information (ESI) or information, whether inadvertent or 
otherwise, is not a waiver of the privilege or protection from discovery in 
this case or in any other federal or state proceeding. This Order shall be 

1. Fed. R. Civ. P. 26(f)(3)(D) (any issues about claims of privilege or of protection as trial
preparation materials, including-if the parties agree on a procedure to assert these claims after produc
tion-whether to ask the court to include their agreement in an order).  

2. Fed. R. Civ. P. 16(b)(3)(B)(iv) (include any agreements the parties reach for asserting claims of 
privilege or of protection as trial-preparation material after information is produced).
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interpreted to provide the maximum protection allowed by Federal Rule of 
Evidence 502(d).  

VII. Federal Rule of Evidence 502(e) and Clawback 
and Sneak Peek Agreements 

Nonwaiver of privilege agreements have two general descriptions: (1) a "claw
back" agreement and (2) a "sneak peek" or "quick peek" agreement. A clawback 
agreement allows the producing party to "claw back" the privileged document once 
discovered. A "sneak peek" allows the requesting party to review ESI and designate 
what information it wants produced pursuant to a Fed. R. Civ. P. 34 request. Then the 
producing party reviews the designated information for privilege.  

If the parties decide to enter into a clawback or sneak peek agreement, it is 
highly advisable that they include such an agreement in the court's rule 502(d) protec
tive order.  

Rule 502(e) explicitly codifies the availability of such agreements. Parties enter
ing such agreements should include language about what constitutes reasonable pre
cautions, including use of a software review system as being a reasonable precaution.  
Rule 502(d) should be referenced in the clawback agreement.3 If the parties cannot 
agree, a court may add clawback provisions to protective orders in cases (especially 
with large ESI productions), even over the objections of a party. Rajala v. McGuire 
Woods, LLP, Civil Action No. 08-2638-CM-DJW, 2010 WL 2949582, at *6-7 (D.  
Kan. July 22, 2010).  

VIII. Conclusion 

Given the sheer volume of discovery production, it is quite probable that even 
with best efforts exerted, there will be an inadvertent disclosure of privileged docu
ments. A producing party in a case pending before the Texas courts has the ability to 
invoke Tex. R. Civ. P. 193.3, if within ten days (or a shorter time ordered by the court) 
after the producing party actually discovers that such production was made, it amends 
its discovery response, identifies the material or information inadvertently produced, 
and states the privilege asserted. Litigants in the Texas state courts must remain wary, 
however, because the other benefits of Fed. R. Evid. 502(d) and (e) are not available 
in the Texas courts.  

3. See also Noam Noked, Best Practices for Preparing a Clawback Agreement, The Harvard Law 
School Forum on Corporate Governance and Financial Regulation (Nov. 21, 2012, 8:41 a.m.), http:// 
blogs.law.harvard.edu/corpgov/2012/11/2l/best-practices-for-preparing-a-clawback-agreement/.
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Litigants in the federal courts should take full advantage of Fed. R. Evid. 502(d) 
and (e).4 Anecdotal evidence suggests that rule 502 is utilized infrequently. Many 
commentators and federal judges are baffled by litigants' failure to utilize this rule.  

Finally, whether the litigation is in the state or federal court system, if the litiga
tion is complex enough, implicates a large discovery ESI review and production, and 
the financial stakes are great, the parties should consider the retention of discovery 
special masters. See Tex. R. Civ. P. 171; Fed. R. Civ. P. 53. Such a special master or 
"e-neutral" can assist in the drafting of any clawback or sneak peek agreements, tailor 
appropriate privilege log protocols, and otherwise assist in minimizing the expense 
associated with discovery review and production.  

4. See Thomas C. Gricks, III, The Effective Use of Rule 502(d) in E-Discovery Cases, The Legal 
Intelligencer (Oct. 25, 2011), available at www.schnader.com/files/Publication/3e1f43b1-dd2f-4dcf 
-9c33 -2 ff841b72993/Presentation/PublicationAttachment/092279b5-c685-46bf-8db3-336f54a5dc2/ 
GricksLegal%20Article_Oct.%202011.pdf.
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CHAPTER11

Responding to Discovery Requests 
and Discovery Disputes 

K.A. D . Camara 

The Federal Rules of Civil Procedure and the Texas Rules of Civil Procedure 
both permit parties to discover the electronically stored information (ESI) of other 
parties and third parties. There is no special kind of discovery request for ESI: it is dis
coverable using initial disclosures, requests for admissions, interrogatories, deposi
tions (including organizational or corporate representative depositions), and-most 
commonly-requests for production. The special rules and best practices that deter
mine how these discovery tools should be used to discover ESI are the subject of other 
chapters in this book.' This chapter discusses how to respond to discovery that 
requests ESI and how to resolve disputes about whether, when, and how ESI should be 
discovered.  

I. Federal Court 

Discovery of ESI is subject to the same-restrictions on discovery that apply to 
discovery of other kinds of information. For example, discovery of ESI can be resisted 
through a motion for a protective order under the same standards as apply to other 
kinds of information. While this chapter discusses only the rules that apply to discov
ery of ESI in particular, lawyers should keep in mind that these rules add to and do not 
replace the ordinary rules that allow the parties and the court to craft a reasonable dis
covery plan for the case at bar.  

1. For example, Texas Rule of Civil Procedure 196.4 requires parties to "specifically request pro
duction of electronic or magnetic data" and "specify the form in which the requesting party wants it pro
duced." The Texas Supreme Court has interpreted this to require this to require the requesting party to 
identify each specific category of ESI it wants in such a way that a person who is not an expert in technol
ogy or e-discovery can understand what is being requested. In particular, a request that seeks ESI from 
backup storage or recovery of deleted ESI, such as e-mail that has been deleted from an individual's mail
box but remains available in e-mail archives or on the e-mail server, must so state specifically. See In re 
Weekley Homes, L.P, 295 S.W.3d 309, 314-15 (Tex. 2009) (orig. proceeding). These rules and best prac
tices are covered elsewhere in this book and are outside the scope of this chapter.
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A. Federal Rule of Civil Procedure 26(b)(1) and 
26(b)(2)(B) 

ESI is discoverable if it (1) falls within the general scope of discovery in rule 
26(b)(1), which applies to discovery of all information, not just ESI; and (2) does not 
fall within the specific limitation on discovery of ESI in rule 26(b)(2)(B). See Fed. R.  
Civ. P. 26(b)(1), (b)(2)(B). The rule 26(b)(1) test is familiar: ESI is discoverable if it is 
relevant and not privileged. ESI is relevant if it tends to prove or disprove any element 
of any party's claims or defenses or reveal other discoverable documents, persons, or 
things.2 Relevant ESI need not be admissible at trial to be discoverable; the request 
must only be reasonably calculated to lead to the discovery of evidence that would be 
admissible.  

Rule 26(b)(2)(B) limits the scope of discovery for ESI. Substantively, the rule is 
that a responding party need not produce ESI that is "not reasonably accessible 
because of undue burden or cost" unless the requesting party shows "good cause, con
sidering the limitations of Rule 26(b)(2)(C)." Fed. R. Civ. P. 26(b)(2)(B). If the 
requesting party shows good cause, then the court may permit discovery of the ESI 
that is not reasonably accessible, or some of it, subject to such conditions as the court, 
in its discretion, decides to impose. Procedurally, the rule works as follows: 

1. The requesting party serves a discovery request that calls for ESI-most 
commonly a request for production.  

2. If the responding party believes the requested ESI is not discoverable under 
rule 26(b)(2)(B), it can withhold the ESI and either object to the discovery 
request or move for a protective order on this basis.  

3. If the responding party objects, then the requesting party can move to com
pel, explaining why the ESI is reasonably accessible or why good cause for 
discovery of the ESI exists even if it is not reasonably accessible.  

4. On either a motion for protective order or a motion to compel, the court 
will decide (a) whether the responding party has proved that the ESI is not 
reasonably accessible; if so, (b) whether the requesting party has proved 
good cause for its discovery anyway; and, if so, (c) whether discovery of 
the ESI is appropriate and what conditions, if any, should be imposed on 
that discovery.  

Parties may and often must take discovery relevant to these issues-in particular, 
whether ESI is reasonably accessible-before they can make the showings described 
above in connection with a motion for protective order or motion to compel. This dis

2. For good cause, for example, to allow discovery of claims or defenses that a party has reason to 
suspect it has but does not yet have the evidence it needs to plead or to facilitate notification to class 
members in a class action, the court can broaden discovery to include ESI that is relevant not only to the 
particular claims and defenses in the case but to the general subject matter of the case. See Fed. R. Civ. P.  
26(b)(1) ("For good cause, the court may order discovery of any matter relevant to the subject matter 
involved in the action."); In re Cooper Tire & Rubber Co., 568 F.3d 1180, 1188-89 (10th Cir. 2009).
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covery can include requests for production or interrogatories aimed at understanding 
IT systems, depositions of IT personnel, and affidavits or deposition testimony from 
third-party vendors or law-firm staff regarding the cost of extracting, searching, 
reviewing, and producing the ESI.3 A party that has not had enough time to collect 
evidence it needs should request a continuance of the hearing or expedited discovery.  

While evidence is generally attached to the briefs and such motions are generally 
decided on the papers, the court may choose to hold a hearing and may choose to hear 
live evidence at the hearing, especially when it wants to hear firsthand from IT person
nel, third-party vendors, or expert witnesses regarding issues of cost and feasibility.  
Neither the parties nor judges should underestimate the complexity of these issues or 
the motion practice that may arise. Avoiding this kind of motion practice and "ancil
lary discovery" in favor of focusing on the merits of the case is one of the benefits of 
discussing ESI issues thoroughly at the rule 26(f) conference of the parties and raising 
any anticipated disputes with the court at the scheduling conference. Such confer
ences, and best practices for how to approach them, are discussed in chapter 6 of this 
book.  

B. Identifying Potentially Responsive ESI 

The first step in responding to a discovery request is to determine what ESI 
exists and how and where it is stored. A lot of this work should already have been 
completed as part of issuing litigation holds. See chapter 2 of this book. It is rarely 
enough to send the discovery requests, or a summary of them, along to the client and 
ask where responsive ESI might be. This is for at least two reasons: (1) often clients, 
or individual nontechnical custodians, simply do not know or think of all the places 
where ESI is kept; and (2) often clients, including technical experts, fail to disclose 
some stores of ESI to counsel because the client views them as too burdensome or 
intrusive to search or too unlikely to lead to what they view as the really important 
documents.  

3. Fed. R. Civ. P. 26 advisory committee's notes to the 2006 amendment ("If the parties do not 
resolve the issue and the court must decide, the responding party must show that the identified sources of 
information are not reasonably accessible because of undue burden or cost. The requesting party may 
need discovery to test this assertion. Such discovery might take the form of requiring the responding 
party to conduct a sampling of information contained on the sources identified as not reasonably accessi
ble; allowing some form of inspection of such sources; or taking depositions of witnesses knowledgeable 
about the responding party's information systems. .. . The good-cause determination, however, may be 
complicated because the court and parties may know little about what information the sources identified 
as not reasonably accessible might contain, whether it is relevant, or how valuable it may be to the litiga
tion. In such cases, the parties may need some focused discovery, which may include sampling of the 
sources, to learn more about what burdens and costs are involved in accessing the information, what the 
information consists of, and how valuable it is for the litigation in light of information that can be 
obtained by exhausting other opportunities for discovery.").
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An example of the first situation is when a nontechnical custodian, presented 
with a request for e-mail, searches the e-mail box on his computer and sends on to the 
lawyers the e-mail he finds that is responsive. Such a custodian may not be aware that 
other e-mail messages are stored, for example, on a company or third-party e-mail 
server; that backups or archives of prior e-mails exist, sometimes on backup tapes or 
in "journaling" software; that responsive documents may be among deleted e-mails or 
drafts; or that e-mail messages might also be on a laptop, tablet, or other mobile 
device.  

It is the lawyer's responsibility to be aware of these other possibilities-of all 
the unusual or not immediately apparent ways in which ESI might be stored-and to 
raise them with custodians and the client early in the discovery process. See, e.g., Rim
kus Consulting Group, Inc. v. Cammarata, 688 F. Supp. 2d 598, 632 (S.D. Tex. 2010).  
If the lawyer feels out of his technical depth, he should consult technical staff at his 
firm or outside technical experts, such as specialists in forensic data collection, to 
assist in identifying potential stores of ESI. Any lawyer who does a substantial amount 
of ESI discovery should bring this expertise in house.  

Here is a list of places where ESI, including e-mail and electronic documents, 
are commonly stored: 

1. Each custodian's office computer and any laptops, tablets, mobile devices, 
or other devices that the custodian uses to create, modify, view, or store 
e-mail, office documents, or other ESI.  

2. The same for the custodian's secretary or anyone else who has access to the 
custodian's ESI. Make sure to ask for a complete list of devices, and press 
on the subject if the list you are provided seems incomplete.  

3. Home computers or other personal devices that were used to view, modify, 
or create ESI.  

4. Central file servers or e-mail servers (especially if the custodian uses Web 
mail). Often more ESI or different ESI will be kept on the servers than 
appears on the custodian's computers or other devices.  

5. Archives, journaling systems, data vaults, or other software that is used to 
store old ESI.  

6. Paper printouts or downloaded copies of ESI on physical hard drives. Even 
if the organization has an official, central software-based archiving system 
as in item 5. above, many custodians or departments will unofficially keep 
their own backup or reference copies of ESI. These copies are as discover
able as the official copies.  

7. Backup tapes or other long-term physical storage of ESI. Often these are 
kept offsite and have to be recalled.  

8. ESI in databases used in company operations. These can be an Excel file, 
an Access database, a Quickbooks file, an Oracle or SAP database, or any 
other application that the company uses in its business.
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9. Instant messages and logs of instant messages or conversations in chat 
rooms. These are especially common in certain industries like the engineer
ing groups at software companies and traders at commodities companies 
(chemicals, energy, etc.) or banks.  

10. Photographs, video, voicemail, and other categories of ESI that custodians 
often do not think of as documents, but that are discoverable.  

11. ESI that was collected in connection with other matters. Such collections 
can include ESI that otherwise no longer exists or is difficult to retrieve and 
can be in the possession of the legal department or of outside counsel work
ing on other matters.  

Discovery requests often include a list of ESI sources like this: "The term docu
ment includes . . . ." For each ESI source on the list, the lawyer for the responding 
party should determine whether it exists and whether the appropriate response is 
"None," meaning that the source does not exist or the source was searched and there is 
no relevant evidence there; production of responsive documents; assertion of privi
lege; ordinary objections; or an objection that the information is not reasonably acces
sible. The lawyer should be careful not to overlook any of the listed ESI sources, as 
the failure to respond or object on the ground that the information is not reasonably 
accessible will waive that objection.  

The second kind of situation, in which clients know about an ESI source but fail 
to disclose it to counsel because of the client's own decision that searching it would be 
too intrusive or burdensome or too unlikely to lead to what they view as key docu
ments, is also common. The lawyer's duty of diligence in responding to discovery 
encompasses asking hard questions of the client, asking specifically about ESI sources 
like those described above, and talking directly to the right personnel at the client's 
business to verify what ESI sources exist. Before a lawyer can advise a client about 
what ESI sources might be protected from discovery under the rules, the lawyer must 
have complete information about sources that may exist.  

Here are some strategies for having this discussion with the client: 

1. Ensure that the person asking the questions is technical enough or prepared 
enough to ask specific questions and evaluate the answers for completeness 
and truthfulness.  

2. Express sensitivity to the client's concerns about intrusive discovery and, 
candidly, discovery that might hurt the case on the merits.  

3. Explain that the law provides ways to limit discovery, including objecting 
on the basis that certain ESI is not reasonably accessible because of undue 
burden or cost, but that the lawyer must have complete information about 
what ESI exists in order to make the best case for limiting discovery in the 
way the client wants. Convey that the lawyer has to ask these questions but 
is on the client's team in terms of crafting the most favorable lawful dis
covery outcome through objections and motions for protective orders. If 
the lawyer does not know about certain ESI sources, then he cannot object
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effectively to discovery or assemble evidence to support any objection and 
may wind up inadvertently waiving a valid objection.  

4. Point out that if there is incomplete disclosure at the outset and the lawyer, 
the other side, or the court discovers the omission of an ESI source later, 
the consequences can be much worse from the client's point of view than if 
the lawyer had been able to object or move for a protective order early.  
These consequences can include lengthy, expensive, disruptive, and embar
rassing ancillary litigation about the discovery issue and sanctions includ
ing costs, attorneys' fees for the other side, and even spoliation instructions 
or other merits sanctions. See chapter 13 of this book.  

5. In extreme cases, discuss whether the risk that certain ESI would be subject 
to discovery justifies an early settlement of the matter. Often the hazards of 
ESI discovery drive early settlement in matters where the cost of such dis
covery is not proportionate to the amount in controversy or where espe
cially sensitive information, from a business point of view, is involved.  

6. Have a partner or other senior lawyer participate in this discussion with the 
client rather than delegating it to a junior member of the litigation team.  
This helps the client understand the seriousness of the obligation to comply 
with the discovery rules and to be forthright about what ESI exists.  

The lawyer must also explain to the client that anything that might reasonably 
lead to relevant evidence is discoverable, not just the "core," "critical," or "official" 
documents, as some clients assume. This comes as a cultural shock to American cli
ents who are new to major litigation; to business people even as sophisticated Ameri
can clients who may not themselves have been involved in major litigation in the past; 
and to foreign, otherwise sophisticated clients who have not litigated in America 
before and who may be used to dispute-resolution systems in which discovery is much 
more limited. See chapter 21 of this book.  

While clients' insufficient knowledge about ESI sources or misunderstanding of 
the process for resisting discovery of ESI (full disclosure to the lawyer, then a spirited 
defense by the lawyer through objections or a motion for protective order) are the 
most common reasons lawyers do not discover ESI sources early, there are also clients 
who simply mean to resist discovery by hiding evidence from their lawyers. There is 
little to add here that is specific to ESI, other than that lawyers should take extra care 
to make sure they are asking the right questions at the right level of technical detail 
and giving the issue sufficient weight in their conversations with clients to root out 
this kind of behavior early in a representation.
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C. "Not Reasonably Accessible Because of Undue 
Burden or Cost" 

Neither the Fifth Circuit nor the federal district courts in Texas have had occa
sion to elaborate on rule 26(b)(2)(B)'s "not reasonably accessible because of undue 
burden or cost" standard. See Fed. R. Civ. P. 26(b)(2)(B). In practice, information that 
can be found by searching ESI stores in the regular course of business-for example, 
pulling invoices from a billing database in a breach-of-contract case-is reasonably 
accessible (see, e.g., Williams, Cohen & Gray, Inc. v. CPS Group, Inc., No. H-05
3718, 2006 WL 3316783, at *2 n.4 (S.D. Tex. Nov. 14, 2006) (suggesting that infor
mation in readily accessible databases is automatically readily accessible)), while 
information that can be found only through an expensive and overbroad restoration 
process-for example, recovering old e-mails from off-site backup tapes in legacy 
formats that can't be searched until all the e-mail on them is restored-is not reason
ably accessible. However, the exact boundaries of this standard have yet to be articu
lated by the courts.  

An objection that ESI is not reasonably accessible must clearly state what 
responsive ESI is being withheld or what ESI that might be responsive was not 
reviewed and explain why producing or reviewing this ESI would impose an undue 
burden or cost. The objection should state the general nature of the ESI and its con
tents, how it is stored, how it could be retrieved and reviewed, and how much it would 
cost to retrieve, review, and produce it. See, e.g., Securities & Exchange Commission 
v. Brady, 238 F.R.D. 429, 437-38 (N.D. Tex. 2006) (requiring a "specific, detailed 
showing" rather than "[a] mere statement by a party that a request is. . . unduly bur
densome"; "[a] party asserting undue burden typically must present an affidavit or 
other evidentiary proof of the time or expense involved in responding to the discovery 
request." (internal quotation marks and citations omitted)).  

The objection must alert the other side to the fact that not all responsive ESI was 
produced or not all potentially responsive ESI was reviewed and provide enough 
detail to allow the other side to challenge this decision or seek discovery on the burden 
or cost involved. Consider a common case in which a company keeps recent e-mail on 
live servers but older e-mail only on backup tapes. If the company intends to produce 
e-mail from its live servers only, it is not enough to object that some ESI is not reason
ably accessible due to undue burden or cost and, subject to-the objection, produce the 
recent e-mail. The objection must state that the e-mail on the backup tapes was not 
searched, state that this e-mail was not reasonably accessible due to undue burden or 
cost, and explain why restoring, searching, and reviewing e-mail from the backup 
tapes would impose an undue burden or cost. Without this specificity, there is not 
enough information in the objection to allow the other side to challenge it and the 
court to decide the issue; indeed, without this specificity, the other side might not even 
realize that there was more e-mail on backup tapes that was not searched. A party may 
not silently hide ESI behind a boilerplate undue-burden objection.
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There are several ways in which ESI can be not reasonably accessible due to 
undue burden or cost: 

1. The ESI may be difficult or expensive to recover, even without considering 
the costs of reviewing it to find responsive ESI. For example, the ESI might 
be on backup tapes in legacy formats that are no longer in common use, or 
the ESI might be on deleted hard drives that might theoretically be recov
ered, but only with some small probability of success and only after sub
stantial effort by computer forensics professionals.  

2. The ESI may exist but not in a way that is easily searchable. For example, 
the ESI might be scattered across servers at dozens of different office loca
tions in dozens of different formats. To make the ESI searchable might 
require collecting it from all these different locations, translating it to a 
common format, and loading it into a search-and-review tool at consider
able effort and expense. Or the ESI might be voicemail messages on hun
dreds of employees' individual phones with no way to search across all the 
different phones at once.  

3. The ESI may be searchable, but there may be much more ESI than there is 
responsive ESI and the cost of searching the ESI to find the responsive ESI 
may be substantial. For example, the case may involve a specific aspect of 
the development of a product component, but finding all e-mails related to 
this would require searching and reviewing millions of e-mails related to 
the product to find just dozens of e-mails that are ultimately responsive.  

4. The ESI may be in a definite place, but it may be unduly burdensome or 
costly to produce it to the other side, for example if the ESI is one compo
nent of a large Oracle or SAP installation and there is no easy way to 
extract just the responsive ESI and deliver it to the other side.  

In general, one should distinguish between the burden and cost of (1) collecting 
the ESI, including restoring it and assembling it in one place; (2) processing the ESI, 
or putting it in a form in which it can be searched and reviewed, including, for exam
ple, translating ESI from older file formats into usable modem ones; (3) searching the 
ESI to locate potentially responsive ESI; (4) reviewing the ESI to determine exactly 
what ESI is responsive (or privileged); and (5) producing the ESI in a form that the 
other side can use. Undue burden or cost can arise from one or more of these different 
steps depending on the specific ESI at issue. Lawyers must be clear about what 
exactly the undue burden or cost is and where it falls on this series of steps, because 
this affects the evidence that the lawyer needs to offer and the strategies that might be 
proposed to reduce the burden or cost.  

Litigating a dispute over whether ESI is reasonably accessible requires familiar
ity with e-discovery technology and pricing. A whole industry exists of service pro
viders and software companies that facilitate collecting, processing, searching, 
reviewing, and producing ESI. Market estimates of the size of the e-discovery soft
ware industry alone (not including e-discovery services and not including the cost of
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lawyer review) put it at $1.6 billion in 2013 with a forecasted cumulative annual 
growth rate of 16 percent. Broadly speaking, e-discovery offerings can be divided into 
forensic data collection, which focuses on step 1. in the previous paragraph; process
ing and early case assessment software, which focuses on steps 2. and 3.; and review 
platforms, which focus on steps 4. and 5. Some products span multiple steps, for 

example, combined processing and review software, and some service companies 
offer:end-to-end bundled solutions from collection through production.  

A detailed discussion of the technology and services available is not prudent in a 
book like this, because what's~aviaiable and what's best change from year to year. The 
product of choice today is replaced by the-innovation of tomorrow. The pricing that 
seems reasonable today is expensive the next year:,host of collection varies widely 
depending on what kind of data is being collected (e.g., voicemail messages or backup 
tapes) and the level of services that are required to reach the data physically (e.g., 
located in one place or scattered across the globe). Cost of processing, early case 
assessment, and review also varies widely: many companies charge a per gigabyte fee 
up front and then a monthly per gigabyte fee during the life of the case, often with 
additional fees for user licenses and productions; other companies offer forms of flat
fee pricing up to certain predefined volumes or license software outright for installa
tion at a law firm for use on unlimited amounts of data.  

At tlie It id;Eo nipreeisiVt61 th t goes from step 2. to step 5., that is, 
from procssihi "t production, can be had for $30/GB/month. Or, for very small mat
ters, a solution can be cobbled together from tools not intended specifically for e
discovery, like Adobe Acrobat Pro. Other tools, or the same tool when bundled with 
services like project management or forensic collections, might cost $100/GB, $200/ 
GB, $300/GB, or more up front plus $20-$50/GB/month. The same tool offered by 
different vendors can have radically different pricing; for example, one vendor might 
charge $800/GB plus $50/GB/month for the same tool for which another vendor 
charges $200/GB plus $30/GB/month. Tools and vendors vary, too, in their quality; 
some tools are complicated and slow, while others are simple and fast; some vendors 
are careful and responsive, while others are careless and prone to error. Unfortunately, 
the e-discovery market is messy.  

The most reliable way to find out what is possible and how much it will cost is to 
prepare a request for proposal (RFP) describing the ESI in question and send the RFP 
to as many different e-discovery vendors as possible. The top vendors should be asked 
to demonstrate their products and services on a large database running on the same 
kind of hardware infrastructure the vendor proposes to use for your actual project.  
Unless you request this specifically, you will often see a demonstration on a handful of 
documents running on fast hardware, and the performance you see will not be indica
tive of the performance you will actually experience on real data. Once you find a ven
dor you like, you should always negotiate the vendor's prices, preferably by 
presenting competing quotes: like large law firms, e-discovery vendors tend to have 
expensive "rack rates" that they are almost always willing to negotiate in order to win 
business. Failing to do comparison shopping can wind up costing hundreds of thou-
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sands of dollars in vendor costs plus hundreds of hours of lawyer time working with 
inferior tools.  

It has become common for parties resisting discovery of ESI to submit quotes 
from e-discovery vendors as evidence that the proposed discovery is too expensive.  
The party submitting such quotes should take care that these quotes are in fact com
petitive; conversely, the party seeking discovery should not take these quotes at face 
value but should seek competitive quotes in the marketplace and consider taking dis
covery from the e-discovery vendor to determine if the quoted prices are actually the 
best prices offered by that vendor for similar work for other clients. Without this kind 
of testing, there is the unfortunate possibility that a party resisting discovery and that 
party's preferred e-discovery vendor may be inflating the cost numbers to add strength 
to an argument that certain ESI is not reasonably accessible. Over time, we can expect 
that the e-discovery market will stabilize on a few reliable solutions (analogous to 
Lexis and Westlaw for legal research) with reliable pricing; until then, caveat emptor.  

It is reasonable to ask exactly what all these e-discovery tools do and why they 
are so expensive. Forensic data collection is not trivial, because it involves collecting 
data in a way that doesn't alter the data (for example, changing the "date modified" of 
a Word document) and collecting data that is stored on a wide variety of physical 
devices and in a wide variety of formats. Processing is not trivial, because it involves 
many steps: (1) extracting text and metadata (data about data, again, like the "date 
modified" of a Word document or the "to" and "from" of an e-mail message); (2) 
removing system files, like the copy of Windows on a computer, to leave behind only 
the files that might contain evidence; (3) detecting duplicates and near duplicates; (4) 
creating "indexes" that allow for fast searching of the data; (5) unpacking compressed 
files, like ZIP files and PST files that contain e-mail and attachments; (6) extracting 
embedded objects, like an Excel chart that is included as part of a Word document; (7) 
normalizing time zones so that documents collected from different parts of the world 
appear in the correct order; (8) creating images of files (commonly in PDF or TIFF or 
JPEG format) so that they can be reviewed and produced without the original software 
used to create them; and so on. Review software is not trivial, because it has to let law
yers quickly search, review, and classify ("tag") documents and then produce the 
responsive ones for use in the case. All this software must operate in a defensible way 
that stands up to examination in court.  

It isn't always necessary for lawyers to understand the technical details of 
e-discovery services and technology. But lawyers do need to know enough to know 
what services and technology are available and useful; to solicit and review quotes; 
and to question what the other side says about what's possible and how much it will 
cost. As always, our job is to spot the issues. One cost aspect that often arises is the 
cost of lawyer time to review ESI for responsiveness or privilege. Two practical points 
are worth making on this subject: (1) beware simple calculations like "X documents 
per hour multiplied by Y dollars per hour," because they tend to overstate cost when 
many documents can be reviewed quickly using searches for common terms that rule 
them in as responsive or out as nonresponsive; and (2) beware early, definitive, or nar-
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row agreements on search terms as a way of reducing costs, because finding the right 
search terms will often require several steps of looking at results and refining the 
terms, just as in searching for cases on Lexis or Westlaw.  

My view is that e-discovery costs are used too often to reduce the scope of dis
covery too much. As time passes, technology will improve, lawyers will become sav
vier about shopping, and, as a result, costs of e-discovery will drop. At the same time, 
the amount of ESI that clients generate in the ordinary course of business will con
tinue to increase. The right response to these trends is not to restrict discovery artifi
cially but to continuously look for ways to more efficiently collect, process, review, 
and produce ever-growing amounts of data with ever-improving tools and processes.  
(Predictive coding, in which software infers the classification of documents based on 
lawyers' manual classification of other documents, is in its early stages but is an 
example of this kind of improvement in tools.) Tomorrow's lawyers will embrace this 
tool-driven approach and become competent at using new technology to find evidence 
faster in larger and larger collections of data; as these lawyers demonstrate that this 
can be done, there will be less and less justification for limiting the scope of discovery 
based on cost considerations. Unhappy as this may make the typical corporate client, 
the future is one of more pervasive discovery, not less.  

D. "Good Cause, Considering the Limitations of Rule 
26(b)(2)(C)" 

Even if the responding party demonstrates that certain ESI is not reasonably 
accessible, the requesting party can obtain discovery of the ESI if it can show "good 
cause, considering the limitations of Rule 26(b)(2)(C)." Fed. R. Civ. P. 26(b)(2)(B). If 
the requesting party makes this showing, then the court may, in its discretion, permit 
the discovery, subject to such conditions as the court chooses to impose. The good
cause standard, coupled with the fact that its satisfaction means only that the court 
may permit discovery, leaves the court plenty of leeway to craft a discovery order that 
makes sense in light of the particular facts of each case. While federal courts in Texas 
have yet to interpret "good cause" in the context of rule 26(b)(2), they have construed 
it in the analogous context of rule 26(b)(1), which allows courts to expand discovery 
to encompass the subject matter of an action rather than just the pleaded claims and 
defenses. See generally In re DePuy Orthopaedics, Inc. Pinnacle Hip Implant Prod
ucts Liability Litigation, No. 3:11-MD-2244-K, 2013 WL 2091715, at *12 (N.D.  
Tex. May 15, 2013).  

Rule 26(b)(2)(B) requires the court to consider the "limitations of Rule 
26(b)(2)(C)" in deciding whether good cause exists for discovery of ESI that is not 
reasonably accessible. Rule 26(b)(2)(C) applies to all discovery, not just discovery of 
ESI, and provides that a court must limit discovery (1) that is unreasonably cumula
tive, (2) when the requesting party has had ample opportunity to discover the informa-
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tion at issue, or (3) when the cost of the d scovery is not proportional to the reasonably 
expected benefit: 

(C) When Required. On motion or on its own, the court must limit the 
frequency or extent of discovery otherwise allowed by these rules or 
by local rule if it determines that: 

(i) the discovery sought is unreasonably cumulative or duplicative, 
or can be obtained from some other source that is more conve
nient, less burdensome, or less expensive; 

(ii) the party seeking discovery has had ample opportunity to obtain 
the information by discovery in the action; or 

(iii) the burden or expense of the proposed discovery outweighs its 
likely benefit, considering the needs of the case, the amount in 
controversy, the parties' resources, the importance of the issues 
at stake in the action, and the importance of the discovery in 
resolving the issues.  

Fed. R. Civ. P. 26(b)(2)(C).  
There are no surprises in how federal courts in Texas have interpreted these lim

itations. Under (i) and (ii), the question is whether there is a concrete proposal for a 
less burdensome or costly way of obtaining the information sought and whether in fact 
there has been a previous opportunity to obtain the same information already. 4 Under 
(iii), courts respond well to the common-sense argument that the scale of the discov
ery effort should match the scale of the litigation.5 In these cases, courts insist that the 

4. See York v. Tropic Air, Ltd., No. V-10-55, 2011 WL 5827299, at *2 (S.D. Tex. Nov. 17, 2011) 
(second deposition of witness was not cumulative where questions were based on new documents and 
other witness answered "I don't know" to questions regarding the documents because party resisting dis
covery failed to show that requesting party could have obtained the information at issue earlier); Connect 
Insured Telephone, Inc. v. Qwest Long Distance, Inc., No. 3-10-CV-1897-D, 2011 WL 4736292, at *3-4 
(N.D. Tex. Oct. 6, 2011) (discovery limitation was appropriate where party requesting discovery failed to 
rebut testimony that it could obtain the same information at substantially less cost in another manner, 
namely, through its own billing agent rather than through Qwest's records stored on magnetic tapes and 
intermingled with a much larger number of irrelevant records); Personal Audio, LLC v. Apple, Inc., No.  
9:09-CV-111, 2010 WL 9499679, at *34 (E.D. Tex. June 1, 2010) (granting protection from interroga
tory calling for answers from CEO of Apple until other, less burdensome, methods of obtaining the same 
information have been exhausted).  

5. See United States ex rel. King v. Solvay S.A., No. H-06-2662, 2013 WL 820498, at *4 (S.D. Tex.  
Mar. 5, 2013) (discovery of documents after a certain date was not proportionate when the complaint con
tained only "generalized allegations that conduct continued 'to the present" and the core issues in the 
case related to earlier conduct); Madere v. Compass Bank, No. A-10-CV-812 LY, 2011 WL 5155643, at 
*2 (W.D. Tex. Oct. 28, 2011) (refusing to order restoration and review of e-mails on backup tapes where 
expert testimony indicated cost of $270,000 and amount in controversy was much less); Ransom v. M 
Patel Enterprises, Inc., No. A-10-CA-857 AWA, 2011 WL 3439255, at *34 (W.D. Tex. Aug. 5, 2011) 
(balancing cost and likely cumulative nature of evidence against relevance of evidence and ordering pro
duction of one year's data instead of five years' data).
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arguments for and against limiting discovery be supported by evidence that specifi
cally shows how the discovery in question is or is not appropriate rather than simply 
by arguments of counsel. 6 

Rule 26(b)(2)(B)'s invocation of the limitations in rule 26(b)(2)(C) can be the 
basis for a phased approach to discovery of ESI that is not reasonably accessible. Two 
general approaches are common. First, a court may find that this ESI is potentially rel
evant and important to the case but only if the information cannot be otherwise 
obtained. The court can order that other discovery proceed until the necessary infor
mation is obtained or it becomes clear that discovery of the not reasonably accessible 
ESI really is necessary. Second, the court can allow discovery of some of the not rea
sonably accessible ESI to help it decide whether additional discovery would be appro
priate. This latter is often described as "sampling," wherein, for example, a selection 
of backup tapes will be restored or a random excerpt of search results will be reviewed 
to provide a more accurate picture of the cost of the discovery in question and the 
yield in terms of relevant information. Experts should be consulted when designing 
the sampling protocol to make sure that a representative, sufficiently large sample of 
ESI is obtained and that the method for finding responsive documents in the sample is 
reliable. The sampling method may need to be refined and the sampling repeated sev
eral times before the parties have confidence that the results of sampling give a rea
sonable picture of the ESI as a whole.  

One sensible condition a court might impose on discovery of not reasonably 
accessible ESI is that the requesting party shoulder some of the cost involved. While 
district courts in other parts of the country have adopted this kind of cost shifting, no 
federal court in Texas has yet done so in a reported decision. A party that is interested 
in obtaining discovery of certain ESI might make an order compelling production 
more palatable to a court by offering to pay part of the cost, at least if the party can 
control cost by retaining control of the vendor used, either by agreement with the other 
side or by court order. After-the-fact cost shifting of e-discovery costs through 28 
U.S.C. 1920, the statute that provides for taxation of costs, is unlikely after Race 
Tires America, Inc. v. Hoosier Racing Tire Corp., 674 F.3d 158 (3d Cir. 2012). Race 
Tires America has been widely followed by district courts outside the Third Circuit 
and holds that the vast majority of e-discovery costs (everything except scanning and 
literal copying) are not taxable under section 1920. Two federal courts in Texas have 
adopted Race Tires America's reasoning. See Structural Metals, Inc. v. S&C Electric 
Co., No. SA-09-CV-984-XR, 2013 WL 3790450, at *8-9 (W.D. Tex. July 19, 2013); 

6. Connect Insured Telephone, 2011 WL 4736292, at *3-4; Stambler v. Amazon.com, Inc., No.  
2:09-CV-310, 2011 WL 10538668, at *9-10 (E.D. Tex. May 23, 2011) (e-mail production would not be.  
limited where parties agreed to search terms and party resisting discovery later learned that production 
would be much more expensive than anticipated; court admonishes party resisting discovery for failing to 
provide detailed information about the value of the discovery relative to its cost, the financial resources 
available, and the amount in controversy to allow court to determine proportionality).
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Eolas Technologies, Inc. v. Adobe Systems, Inc., 891 F. Supp. 2d 803, 807-08 (E.D.  
Tex. 2012).  

II. Texas State Court 

Texas practice is close enough to federal practice that the Texas Supreme Court 
has cited and discussed the federal rules and federal decisions as authority for inter
preting the equivalent Texas rules. See generally In re Weekley Homes, L.P., 295 
S.W.3d 309 (Tex. 2009) (orig. proceeding). The same considerations discussed above 
for identifying ESI sources and mustering evidence about the cost and value of ESI 
discovery to support objections, motions to compel, and motions for protective orders 
apply in state court. But there are important differences, both where Texas law differs 
from federal law and where Texas courts have had occasion to discuss issues that nei
ther the Fifth Circuit nor the federal district courts in Texas have yet resolved. This 
section focuses on those differences.  

The rule that governs discovery of ESI in Texas state court is rule 196.4 of the 
Texas Rules of Civil Procedure. Rule 196.4 is the exclusive means for obtaining dis
covery of ESI. In re M, No. 09-12-00179-CV, 2012 WL 1808236, at *2-3 (Tex.  
App.-Beaumont May 17 2012, orig. proceeding) (mem. op.) (granting mandamus to 
correct trial court's order that a party produce cell-phone data when requesting party 
had made a motion for production but had not formally requested production under 
rule 196.4). Rule 196.4 requires that a party requesting production of ESI "specifically 
request production of electronic or magnetic data and specify the form in which the 
requesting party wants it produced." Tex. R. Civ. P. 196.4. The responding party then 
must produce responsive ESI that is "reasonably available to the responding party in 
its ordinary course of business." Tex. R. Civ. P. 196.4. If the responding party has 
responsive or potentially responsive ESI that is not reasonably available, then the 
responding party may object on this basis. If the ESI is not reasonably available, the 
court may still require the responding party to produce it, but the court must require 
that the requesting party "pay the reasonable expenses of any extraordinary steps 
required to retrieve and produce the information." Tex. R. Civ. P. 196.4.  

The first step in responding to a request for ESI in Texas is to confirm that the 
request complies with rule 196.4. Requests for ESI under rule 196.4 must describe the 
desired ESI specifically, based both on the type of ESI (e-mail on personal computers, 
central servers, and backup tapes) and the content (about the contract at issue in the 
case). A request that specifies only the type of ESI, for example, a request for copies 
of certain computer hard drives, but not the desired content is objectionable as insuffi
ciently specific. In re Pinnacle Engineering, Inc., 405 S.W.3d 835, 841-44 (Tex.  
App.-Houston [1st Dist.] 2013, orig. proceeding); In re Stern, 321 S.W.3d 828, 846 
(Tex. App.-Houston [1st Dist.] 2010, orig. proceeding). A request that specifies one 
type of ESI (native e-mail files) will not support production of a different type of ESI
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(the physical hard drive on which the e-mail is stored). In re Harris, 315 S.W.3d 685, 
700 (Tex. App.-Houston [1st Dist.] 2000, orig. proceeding). And, unlike in federal 
court, a request that specifies the content but not a specific type of ESI that the 
responding party has (e.g., that requests e-mail on a certain subject but says nothing 
about e-mail on backup tapes) does not even require an objection; instead, the 
responding party can simply not produce any type of ESI that is not specifically 
requested. MRIT Inc. v. Vounckx, 299 S.W.3d 500, 508-09 (Tex. App.-Dallas 2009, 
no pet.); In re Lowe's Companies, 134 S.W.3d 876, 880 n.7 (Tex. App.-Houston 
[14th Dist.] 2004, orig. proceeding). (Of course, this gamesmanship is against the 
spirit of the rules; in practice, discovery works best if the parties meet early on and 
confirm that their expectations about what ESI will be searched, reviewed, and pro
duced are aligned.) 

The purpose of the specificity requirement is to ensure that the responding party, 
even if it is not well versed in ESI or e-discovery, knows exactly what it is being asked 
to produce. Thus, a request for e-mail is not enough to cover deleted e-mail or e-mail 
on backup tapes, because an unsophisticated person might interpret a request for 
e-mail to be limited, say, to the e-mail he sees in his e-mail client (the software that he 
uses to view his e-mail, for example, Microsoft Outlook). In re Weekley Homes, L.P, 
295 S.W.3d at 314 ("The purpose of Rule 196.4's specificity requirement is to ensure 
that requests for electronic information are clearly understood and disputes 
avoided."). Contrast this with the federal approach, in which diligence requires the 
lawyer responding to a request for e-mail to know about the possibility of deleted e
mail, e-mail on a server, or e-mail on backup tapes and either produce these or object 
that they are not reasonably accessible due to undue burden or cost. In Texas, the duty 
of investigation into what ESI might exist is effectively shifted from the responding 
party to the requesting party, who must describe all the ESI that it wants with specific
ity.  

The same specificity is not required with respect to the production format. The 
requesting party need only specify some format, even if the format is just "in a reason
able manner" or "in a reasonable format." In re Waste Management of Texas, Inc., 392 
S.W.3d 861, 873-75 (Tex. App.-Texarkana 2013, orig. proceeding). The main factor 
in picking a format is the e-discovery tool that the receiving party will be using. Tools 
generally accept one of three formats: (1) native files, meaning the original e-mail 
PSTs (personal storage tables), Word documents, Excel files, etc.; (2) color, multipage 
PDFs with an accompanying load file; or (3) single page, black-and-white TIFFs with 
color JPEGs and an accompanying load file. Many variations on these formats exist 
(e.g., black-and-white PDFs or multipage TIFFs), but these three are most common. A 
"load file" is simply a separate file that contains metadata about each of the PDFs, 
TIFFs, or JPEGs. The PDF, TIFF, or JPEG will be the image of the document (what 
you would see if you printed it out) and the load file will contain information about the 
document such as its custodian, its original filename, its date modified, whether it had 
any attachments, and the like. Load files come in a variety of formats. Generally, e
discovery vendors can provide a specification stating the preferred production format
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for their tool; this specification is then attached to or incorporated into the request for 
production.  

At least one Texas court has taken a more limited interpretation of what it means 
for ESI to "exist" than is common in federal court. According to the Beaumont court 
of appeals, a party that has a database that can be queried to generate a report listing a 
certain kind of incident cannot be made to produce that report because the report (as 
opposed to the underlying data) is ESI that "does not currently exist." In re Family 
Dollar Stores of Texas, LLC, No. 09-11-00432, 2011 WL 5299578, at *2 (Tex. App.
Beaumont Nov. 3, 2011, orig. proceeding) (mem. op.). This decision has the odd effect 
of forcing the party to request the entire database so that it can run the necessary report 
itself; or else, if the court would refuse to order production of the entire database as 
overbroad, the decision would deny discovery of relevant information that is easily 
extracted from ESI that exists. In practice, cases like this are often resolved through 
agreement of the parties to produce the report, since the producing party would gener
ally prefer this to the risk of having to produce the entire database. Until this issue is 
clarified, however, one colorable basis for resisting discovery of ESI in Texas is that 
the request is not for ESI that currently exists, but rather for some report, index, sub
set, or selection of ESI that would have to be specially created and that is, therefore, 
not discoverable.  

One issue on which the law is more developed in Texas state courts is what 
showing is required to demonstrate that a responding party has not produced all the 
ESI it was required to produce. That is, when a responding party says it has produced 
(it is not standing on an objection), but the production seems deficient in some way, 
what must the requesting party show in order to obtain judicial intervention to force 
the responding party to produce more ESI or allow the requesting party or a third party 
to review the responding party's ESI directly. "[M]ere skepticism or bare allegations 
that the responding party has failed to comply with its discovery duties" are not 
enough. In re Weekley Homes, L.P, 295 S.W.3d at 318. Instead, the requesting party 
must prove (1) that the responding party's search was inadequate and (2) that some 
alternative would likely recover more responsive ESI. In re Weekley Homes, L.P, 295 
S.W.3d at 317-18.  

The first showing requires some affirmative evidence of inadequacy, for 
example, an admission in a deposition that the search was incomplete in some way or 
documents obtained from some other source that should have been produced by the 
responding party but were not. The second showing requires testimony from an expert 
or otherwise qualified witness laying out a proposed more effective way of finding 
responsive evidence from the responding party's ESI and describing what evidence 
the witness expects to find. For example, the testimony could be about a forensic 
method for finding deleted e-mails on a disk drive, supported by evidence that the 
forensic method has worked in the past. If these showings are made, then the court 
may appoint a qualified third-party expert to carry out the proposed technique to look 
for responsive ESI that the responding party failed to produce. In re Weekley Homes, 
L.P., 295 S.W.3d at 318. The expert must be told exactly what to search for so that the
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search does not become a fishing expedition akin to rummaging through a litigant's 
file cabinets. In re Weekley Homes, L.P, 295 S.W.3d at 318.  

Ill. Conclusion 

One development to watch in this area is the growing capability of e-discovery 
tools to detect suspicious omissions in collections and productions. Already, it is com
mon for e-discovery tools to detect "missing e-mails" in an e-mail chain: e-mails that 
should be there because they are referred to in an e-mail chain, but that weren't pro
duced. Similarly, it is common for e-discovery tools to detect missing attachments 
referred to in e-mails but not actually produced. On the horizon are tools that look at, 
for example, the frequency and volume of e-mail over time and detect when there is an 
unusual dip in activity, either in general, or between particular witnesses, that might 
indicate that a production is incomplete. The challenge for lawyers will be taking this 
kind of information from e-discovery tools and presenting it in a way that resonates 
with the courts in support of motions to compel.  

IV. List of Common E-Discovery Software Tools 

Following is a nonexhaustive list of common e-discovery software that can be 
used to search, review, tag, and produce ESI. These tools are sold both directly and 
through.multiple third-party vendors, who bundle them with other litigation support 
services. Pricing and quality of service vary widely across different vendors; shopping 
and multiple demos are highly recommended, especially given how quickly technol
ogy changes in this space.  

" Autonomy, by Hewlett-Packard Development Co., www.autonomy.com/ 
- Axcelerate, by Recommind www.recommind.com/products/axcelerate

e-discovery/axcelerate-demand 
- Catalyst, by Catalyst Repository Systems, www.catalystsecure.com/ 
- Clearwell, by Symantec Corp.,www.symantec.com/e-discovery-platform 
- Concordance, by LexisNexis, www.lexisnexis.com/en-us/litigation/products/ 

concordance.page 
- Disco, by CS Disco Inc., /www.csdisco.com 
- Relativity, by kCura Corp., http://kcura.com/relativity 
- Summation, by AccessData Group Inc., www.accessdata.com/products/ 

e-discovery-litigation-support/summation 
- Verve, by Kroll Ontrack Inc., www.krollontrack.com/e-discovery-software/ 
- Viewpoint, by Xerox Corp., www.xerox-xls.com/e-discovery/viewpoint.html
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CHAPTER 12

Cost Shifting 

Judge Xavier Rodriguez and Julia Wommack Mann 

I. Introduction 

"Broad discovery is an important tool for the litigant... ."1 Most litigators, how
ever, would agree that the economic pressures related to discovery, particularly elec
tronic discovery, are one of the biggest issues in modern-day litigation. E-discovery 
has evolved into a very expensive endeavor, spawning a cottage industry of products, 
technology, and vendors to search, collect, and produce electronically stored informa
tion (ESI).2 From in-house servers to flash drives to cloud computing and a multitude 
of personal electronic devices, there is an astounding amount of storage repositories 
available on which to conduct discovery. In addition to computers and backup tapes, 
relevant information is now stored on smart phones, tablets, laptops, blogs, and even 
social media.3 Needless to say, searching through all the potential forms of ESI for rel
evant discoverable information is often an expensive task that can be burdensome for 
both the litigant and the client.  

Both the Federal Rules and the Texas Rules of Civil Procedure provide mecha
nisms in the discovery phase that may yield opportunities for parties to shift discovery 
costs. 4 This chapter explores such mechanisms and provides illustrations from recent 
cases regarding how courts have treated the rules. Case law regarding how a court 
may exercise cost-shifting authority is generally unsettled in the context of 
e-discovery. However, as discussed more fully in this chapter, the trend is to allow 
cost-shifting and cost-sharing to protect from "undue burden or expense." 5 Part II. of 
this chapter explores the federal rule for cost-shifting and cost-sharing. Part III. dis
cusses various costs that may be recovered by a prevailing party in federal court pur
suant to Federal Rule of Civil Procedure 54(d) and 28 U.S.C. 1920. Part IV. explores 
the Texas rule regarding cost-shifting and cost-sharing.  

1. WWP, Inc. v. Wounded Warriors Family Support, Inc., 628 F.3d 1032, 1039 (8th Cir. 2011).  
2. Zachary G. Newman, Hot Topics and Recent Court Decisions in E-Discovery, American Bar 

Association, http://apps.americanbar.org/litigation/committees/corporate/articles/spring2012-0612
hot-topics-recent-court-decisions-ediscovery.html (last visited Nov. 16, 2013).  

3. See VOOMHD Holdings, LLC v. EchoStar Satellite L.L.C., 939 N.Y.S.2d 321 (N.Y. App. Div.  
2012).  

4. See Fed. R. Civ. P. 26(b)(2); see also Tex. R. Civ. P. 194.6.  
5. See, e.g., Playboy Enterprises, Inc. v. Welles, 60 F. Supp. 2d 1050 (S.D. Cal. 1999).
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II. Federal Rule of Civil Procedure 26(b)(2) 

A. The American Rule Presumptively Prohibits Cost
Shifting or Cost-Sharing 

The historic presumption in the United States is that each party bears its own lit
igation costs in the absence of statutory authorization or a contractual agreement pro
viding otherwise. 6 As such, the "American Rule" prohibits the shifting of attorney's 
fees in most cases. 7 The party seeking cost-shifting or cost-sharing bears the burden of 
overcoming that presumption.8 

B. Federal Rule of Civil Procedure 26(c) Gives a Court 
Discretion to Order.Cost-Shifting or Cost-Sharing 

Notwithstanding the American Rule presumption, a court has discretion under 
Federal Rule of Civil Procedure 26(c) to cost-shift or condition discovery on the 
requesting party's payment of the costs of the discovery.9 Cost-shifting entered the 
world of e-discovery with the Zubulake decisions in the context of production of ESI 
from "inaccessible" sources. 10 The impact of ESI on the issue of cost-shifting is evi
dent from the civil discovery rules themselves." Federal Rule of Civil Procedure 
26(b)(2)(B) governs the scope and limits of discovery.'2 Under rule 26(b)(2)(B), a 
responding party need not produce ESI from sources that it identifies as not reason
ably accessible because of undue burden or cost.'3 If the requesting party moves to 
compel discovery of such information, the responding party must show that the infor

6. See Oppenheimer Fund, Inc. v. Sanders, 437 U.S. 340, 358 (1978); see also Alyeska Pipeline 
Service Co. v. Widerness Society, 421 U.S. 240, 247 (1975).  

7. Chambers v. NASCO, Inc., 501 U.S. 32, 33 (1991).  
8. Last Atlantis Capital, LLC v. AGS Specialist Partners, No. 04 C 0397, 2011 WL 6097769, at *2 

(N.D. Ill. Dec. 5, 2011) (citing The Sedona Conference, Sedona Conference Commentary on Non-Party 
Production & Rule 45 Subpoenas, 9 Sedona Conf. J. 197, 201 (2008)).  

9. Fed. R. Civ. P. 26(c); see also Foreclosure Management Co. v. Asset Management Holdings, 
LLC, No. 07-2388-DJW, 2008 WL 3822773, at *7 (D. Kan. Aug. 13, 2008).  

10. Zubulake v. UBS Warburg LLC, 217 F.R.D. 309 (S.D.N.Y. 2003). The decisions include Zubu
lake v. UBS Warburg LLC, 217 F.R.D. 309 (S.D.N.Y. 2003) (Zubulake I); Zubulake v. UBS Warburg LLC, 
230 F.R.D. 290 (S.D.N.Y. 2003) (Zubulake II); Zubulake v. UBS Warburg LLC, 216 F.R.D. 280 (S.D.N.Y.  
2003) (Zubulake III); Zubulake v. UBS Warburg LLC, 220 F.R.D. 212 (S.D.N.Y. 2003) (Zubulake IV); 
Zubulake v. UBS Warburg LLC, 229 F.R.D. 422 (S.D.N.Y. 2004) (Zubulake V).  

11. See Boeynaems v. LA Fitness International, LLC, 285 F.R.D. 331, 336 (ED. Pa. 2012) (noting 
that the "only specific mention of cost-shifting is found in Rule 26(b)(2)(B), titled 'Specific Limitations 
on [ESI]").  

12. Fed. R. Civ. P. 26(b)(2)(B).  
13. Fed. R. Civ. P. 26(b)(2)(B) ("A party need not provide discovery of electronically stored infor

mation from sources that the party identifies as not reasonably accessible because of undue burden or 
cost.").
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mation is not reasonably accessible because of undue burden or cost.'4 Once that 
showing is made, a court may order discovery only for good cause, subject to the pro
visions of rule 26(b)(2)(C). 5 

Pursuant to rule 26(b)(2)(C), a court may place limitations on the frequency and 
extent of discovery under certain conditions.16 In assessing whether to limit discovery, 
one of the factors a court considers is whether "the burden or expense of the proposed 
discovery outweighs its likely benefit, considering the needs of the case, the amount in 
controversy, the parties' resources, the importance of the issues at stake in the action, 
and the importance of the discovery in resolving the issues."' 7 The court's cost-benefit 
analysis under rule 26(2)(C) regarding weighing the burden or expense of the pro
posed discovery against its benefit has become known as the "proportionality rule."18 

Many judges have relied on the proportionality rule to order cost-shifting or 
cost-sharing in lieu of "limit[ing] the frequency or extent" of discovery.19 Other judges 
have limited cost-shifting or cost-sharing for production of ESI from not reasonably 
accessible sources. The Federal Rules of Civil Procedure do not set forth factors for a 
cost-shifting or cost-sharing analysis. However, the advisory committee's notes to the 
2006 amendments for rule 26(b)(2)(C) do suggest certain factors for a court to con
sider concerning whether "good cause" exists for production of ESI from not reason
ably accessible sources. 20 Such factors include (1) the specificity of the discovery 
request; (2) the quantity of information available from other and more easily accessed 
sources; (3) the failure to produce relevant information that seems likely to have 
existed but is no longer available on more easily accessed sources; (4) the likelihood 
of finding relevant, responsive information that cannot be obtained from other, more 
easily accessed sources; (5) predictions as to the importance and usefulness of the fur
ther information; (6) the importance of the issues at stake in the litigation; and (7) the 
parties' resources.21 

14. Fed. R. Civ. P. 26(b)(2)(B) ("On motion to compel discovery or for a protective order, the party 
from whom discovery is sought must show that the information is not reasonably accessible because of 
undue burden or cost.").  

15. Fed. R. Civ. P. 26(b)(2)(B) ("If that showing is made, the court may nonetheless order discovery 
from such sources if the requesting party shows good cause, considering the limitations of Rule 
26(b)(2)(C).").  

16. Fed. R. Civ. P. 26(b)(2)(C).  
17. Fed. R. Civ. P. 26(b)(2)(C)(iii).  
18. Fed. R. Civ. P. 26(b)(2)(C)(iii); see also The Sedona Conference, The Sedona Conference Com

mentary on Proportionality in Electronic Discovery, 11 Sedona Conf. J. 289, 299-301 (2010).  
19. Fed. R. Civ. P. 26(b)(2)(C).  
20. Fed. R. Civ. P. 26(b)(2)(C) advisory committee's note to-the 2006 amendments; see also Nogle 

v. Beech Street Corp., No. 2:10-CV-01092-KJD-GWF, 2012 WL 3687570, at *7 (D. Nev. Aug. 27, 2012).  
21. Fed. R. Civ. P. 26(b)(2)(C) advisory committee's note to the 2006 amendments; see also Nogle, 

2012 WL 3687570, at *7.
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1. The Zubulake Trend Allows for Cost-Shifting When 
Inaccessibility Is a Factor 

The 2003 Zubulake decision sets forth a related but slightly different set of fac
tors specifically for cost-shifting. 22 The Zubulake factors include (1) the degree to 
which the request for information is designed to discover germane information, (2) the 
availability of the same information from different sources, (3) the cost of production 
as compared to the amount in controversy, (4) the cost of production as compared to 
the resources of each party, (5) the parties' relative abilities to control discovery costs 
and their incentives to control costs, (6) the degree of importance of the issues being 
decided in the litigation, and (7) the relative benefits to each of the parties in obtaining 
the information at issue.23 In Zubulake, the court stated that "cost-shifting should be 
considered only when electronic discovery imposes an 'undue burden or expense' on 
the responding party."24 According to the court, "whether production of documents is 
unduly burdensome or expensive turns primarily on whether it is kept in an accessible 
or inaccessible format (a distinction that corresponds closely to the expense of produc
tion)." 25 The court concluded that whether electronic data is accessible or inaccessible 
depends largely on the media on which it is stored.26 Information deemed "accessible" 
is stored in a readily usable format.27 "Inaccessible data" must be restored or recon
structed before the data is usable.28 The Zubulake court then went on to identify 
"active, online data," "near-line data," and offlinee storage" as accessible formats and 
"backup tapes" and "erased, fragmented or damaged data" as inaccessible formats. 29 

In Zubulake, much of the data was contained in e-mails stored on backup tapes.3 0 In 
order to search the tapes for responsive e-mails, the tapes would have to be recon
structed to make the data usable.3 ' As such, the court concluded that considering cost
shifting was appropriate. 32 

Post-Zubulake, some courts conclude that "cost shifting does not even become a 
possibility unless there is first a showing of inaccessibility." 3 3 For example, in W 
Holding Co., Inc. v. Chartis Insurance Co. of Puerto Rico, the court noted that 
"[w]hile cost and burden are critical elements in determining accessibility, a showing 

22. ZubulakelI, 217 F.R.D. at 309.  
23. ZubulakelI, 217 F.R.D. at 322.  
24. ZubulakelI, 217 F.R.D. at 318.  
25. ZubulakelI, 217 F.R.D. at 318.  
26. ZubulakeI, 217 F.R.D. at 318.  
27. ZubulakelI, 217 F.R.D. at 320.  
28. Zubulakel, 217 F.R.D. at 320.  
29. Zubulakel, 217 F.R.D. at 318-19.  
30. ZubulakelI, 217 F.R.D. at 320.  
31. ZubulakelI, 217 F.R.D. at 320.  
32. ZubulakelI, 217 F.R.D. at 320.  
33. See, e.g., Peskoffv. Faber, 240 F.R.D. 26, 31 (D.D.C. 2007) ("[A]ccessible data must be pro

duced at the cost of the producing party; cost shifting does not even become a possibility unless there is 
first a showing of inaccessibility."); Pipefitters Local No. 636 Pension Fund v. Mercer Human Resource 
Consulting, Inc., No. 05-CV-74326, 2007 WL 2080365, at *2 (ED. Mich. July 19, 2007).
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of undue burden is not sufficient by itself to trigger a finding of inaccessibility." 34 The 
court stated "sheer volume of data may make its production expensive, but that alone 
does not bring it within the scope of Rule 26(b)(2)(B). Rather, the cost or burden must 
be associated with some technological feature that inhibits accessibility." 35 The court 
concluded that because the responding party did not show that access to the data was 
hindered by any unique technological hurdles, it failed to trigger rule 26(b)(2)(B) and 
was therefore not entitled to categorically label the ESI as "not reasonably accessi
ble." 36 

Other courts also continue to focus on inaccessibility as a prerequisite for cost
shifting. 37 In Nogle v. Beech Street Corp., the plaintiff requested that the defendant be 
required to restore and search archived e-mails stored on backup tapes.3 8 The plaintiff 
argued that the defendant should be ordered to bear the costs of restoring and search
ing the requested ESI as a sanction for the defendant's failing to produce documents 
after the plaintiff filed a motion to compel. 39 The court noted that shifting the cost of 
production to the requesting party should be applied only when the requested informa
tion is not reasonably accessible and the responding party has not caused the informa
tion to become inaccessible after it was on notice that the information was relevant to 
pending or reasonably anticipated litigation.40 The court cited to Zubulake to assert 
that information stored on archival backup tapes is generally considered not reason
ably accessible.41 In Nogle, however, the court never reached the cost-shifting decision 
because it had not been provided with a reasonable estimate by a qualified vendor 
regarding the cost for restoring the ESI or other expenses that may be incurred in 
searching the ESI once it was restored.42 As such, the court was not in a position to 
determine whether all or a portion of that expense should be shifted to the plaintiff.  

34. W Holding Co., Inc. v. Chartis Insurance Co. of Puerto Rico, 293 F.R.D. 68, 72 (D.P.R. 2013) 
(quoting Chen-Oster v. Goldman, Sachs & Co., 285 F.R.D. 294, 301 (S.D.N.Y. 2012)).  

35. W Holding Co., 293 F.R.D. at 72-73 (quoting Chen-Oster, 285 F.R.D. at 301); see also Juster 
Acquisition Co., LLC v. North Hudson Sewerage Authority, No. 12-3427 (JLL), 2013 WL 541972, at *4 
(D.N.J. Feb. 11, 2013) ("Here, NHSA, as the responding party, has failed to satisfy its burden of showing 
that the ESI sought by Juster is inaccessible. NHSA has not asserted that any of the requested data is 
located on backup tapes. It has not asserted that any of the requested data is erased, fragmented, or dam
aged in any way. To the contrary, by asserting that it has hired an outside vendor to perform the word 
searches, NHSA has acknowledged that the ESI is accessible. It has also failed to show that the ESI 
sought by Juster imposes an 'undue' burden or expense. Rather, the Court finds that NHSA seeks merely 
to avoid the cost associated with what it presumes to be duplicative and expensive word searches. As a 
result, the Court cannot find that the ESI requested by Juster falls into either category of 'inaccessible' 
electronic data. Because such data is in fact accessible to NHSA, defendant must bear the attendant dis
covery costs.") (citations omitted).  

36. W Holding Co., 293 F.R.D. at 73.  
37. Nogle, 2012 WL 3687570, at *8.  
38. Nogle, 2012 WL 3687570, at *6.  
39. Nogle, 2012 WL 3687570, at *6.  
40. Nogle, 2012 WL 3687570, at *8.  
41. Nogle, 2012 WL 3687570, at *8.  
42. Nogle, 2012 WL 3687570, at *8.
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In Kleen Products LLC v. Packaging Corp. ofAmerica, the court noted that other 
courts generally agree that backup tapes are presumptively inaccessible. 43 In addition, 
the defendants demonstrated a cost burden to restoring the backup media.44 The defen
dants provided affidavits indicating that to restore the backup tapes would cost each 
defendant at least $200,000, with some estimates well over $1,000,000.45 The court 
found that the plaintiffs' request to produce the backup tapes was premature. 46 There 
was no discovery cutoff date in the case, and the plaintiffs were only 20 percent com
plete with their first-level review of the defendants' documents. 4 7 The court concluded 
that the plaintiffs should complete their review of the defendants' ESI, including the 
information produced from the additional custodians, before seeking to have archived 
backup tapes restored. 48 

2. Post-Zubulake Courts Rely Less on Inaccessibility 

Ten years after Zubulake, some courts are beginning to expand cost-shifting to 
ESI that is not necessarily inaccessible. In Surplus Source Group, LLC v. Mid America 
Engine, Inc., without addressing accessibility, the court ordered cost-shifting for a 
third ESI search on the basis of the plaintiffs' failure to accurately communicate 
search terms to the defendants in the prior two ESI searches. 49 The court noted that as 
the responding party, the defendants should bear the cost of obtaining their own ESI.5 4 

The court went on to explain that prior to conducting the first ESI search, the defen
dants requested from the plaintiffs the desired search terms that would yield the docu
ments the plaintiffs were seeking.51 However, the plaintiffs failed to disclose the 
desired search terms until after two ESI searches had been conducted. 52 The court con
cluded that the cost of searching the ESI for the relevant records exceeded what it 

43. No. 10-C-5711, 2012 WL 4498465, at *18 (N.D. Ill. Sept. 28, 2012); see, e.g., Zubulake I, 217 
F.R.D. at 319-20 ("'Inaccessible' data ... is not readily usable. Backup tapes must be restored using a 
process similar to that previously described, fragmented data must be de-fragmented, and erased data 
must be reconstructed, all before the data is usable. That makes such data inaccessible."); see also Major 
Tours, Inc. v. Colorel, No. 05-3091(JBS/JS), 2009 WL 3446761, at *3 (D.N.J. Oct. 20, 2009) (noting that 
backup tapes are "typically classified as inaccessible"); Go v. Rockefeller University, 280 F.R.D. 165, 
175-76 (S.D.N.Y. 2012) ("Information stored on backup tapes is generally considered 'not reasonably 
accessible.' "); Clean Harbors Environmental Services, Inc. v. ESIS, Inc., No. 09 C 3789, 2011 WL 
1897213, at *2 (N.D. Ill. May 17, 2011) ("Courts have already agreed that when information is stored on 
backup tapes, it is 'likened to paper records locked inside a sophisticated safe to which no one has the key 
or combination.' ESIS has given us no reason to believe that the information on the backup tapes in this 
case would be more easily accessible.") (quoting Zubulake III, 216 F.R.D. at 291).  

44. Kleen Products, 2012 WL 4498465, at *18.  
45. Kleen Products, 2012 WL 4498465, at *18.  
46. Kleen Products, 2012 WL 4498465, at *18.  
47. Kleen Products, 2012 WL 4498465, at *18.  
48. Kleen Products, 2012 WL 4498465, at *18.  
49. No. 4:08-CV-049, 2009 WL 961207, at *2 (E.D. Tex. Apr. 8, 2009).  
50. Surplus Source Group, 2009 WL 961207, at *2.  
51. Surplus Source Group, 2009 WL 961207, at *2.  
52. Surplus Source Group, 2009 WL 961207, at *2.
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would have been had the plaintiffs been more diligent in communicating their search 
terms to the defendants. 53 As such, the court ordered the plaintiffs to bear the costs of 
the third ESI search. 54 

Similarly, in Adair v. EQT Production Company, accessibility of the ESI was not 
the issue before the court; both parties admitted that the ESI was readily accessible 
and was relevant and material to the issues in the case.55 Rather, the issue was whether 
the cost of reviewing the ESI should be shifted to the requesting party.56 The court 
noted that "little case law" exists regarding whether the cost of review can be shifted 
or whether discovery should be limited based solely on the cost of review. 57 However, 
the court stated that rule 26(b)(2)(C)(iii) gives the court the ability to limit the fre
quency or extent of discovery "regardless of accessibility-whenever the burden or 
expense of the proposed discovery outweighs its likely benefit."5 8 Based on rule 
26(b)(2)(C)(iii) and the court's "wide latitude in controlling discovery," the court held 
the cost of reviewing ESI may be considered in determining whether discovery 
imposes an undue burden or cost on a responding party and whether to shift costs of 
such review, either in whole or in part, to the requesting party.5 9 

Other courts have held that despite the accessibility of the information being 
sought, rule 26(c) permits cost shifting as part of enforcing proportionality limits.6 0 In 
ED.I. C. v. Brudnicki, the FDIC, as receiver for a failed bank, brought a negligence 
action against eight of the bank's former directors.6 ' The defendants sought production 
of documents relating to eleven loan transactions at issue and to the allegations in the 
complaint. 62 When cost shifting was raised, the defendants argued that because the 
ESI was not inaccessible, the Zubulake factors for determining whether there should 
be cost shifting did not apply.63 The Brudnicki court found that there were several rea
sons that justified the defendants' paying some of the cost of producing the ESI, even 
assuming the document management system database did not fall within the definition 
of inaccessible ESI.64 First, the FDIC had already incurred more than $624,000 in 
costs for collection, processing, and uploading of the files and documents of the bank 

53. Surplus Source Group, 2009 WL 961207, at *2.  
54. Surplus Source Group, 2009 WL 961207, at *2.  
55. No. 1:10cv00037, 2012 WL 1965880, at *4 (W.D. Va. May 31, 2012).  
56. Adair, 2012 WL 1965880, at *4.  
57. Adair, 2012 WL 1965880, at *4.  
58. Adair, 2012 WL 1965880, at *4 (citing Fed. R. Civ. P. 26(b)(2)(C)(iii)).  
59. Adair, 2012 WL 1965880, at *4 (noting that "the court may consider the cost of review of ESI 

for privileged or responsive information in deciding whether discovery imposes an undue burden or cost 
on a responding party... if the court were inclined to limit discovery based on the burden or cost of the 
review . . . the court could shift the costs of that review, either in whole or in part, to the requesting 
party").  

60. ED.I.C. v. Brudnicki, 291 F.R.D. 669, 676 (N.D. Fla. 2013).  
61. Brudnicki, 291 F.R.D. at 671-72.  
62. Brudnicki, 291 F.R.D. at 674.  
63. Brudnicki, 291 F.R.D. at 675 (citing Zubulake III, 216 F.R.D. at 284; Zubulake I, 217 F.R.D. at 

322).  
64. Brudnicki, 291 F.R.D. at 676.
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into the DMS database.65 The defendants would be required to pay only a $.06 per 
page charge for converting a document to a TIFF format and a nominal charge for 
uploading the data to the relativity database. 66 Second, the court noted that rule 
26(b)(2)(C) provides authority for shifting costs as part of the enforcement of propor
tionality limits.67 Among the factors the court may consider in'enforcing proportional
ity limits are (1) the specificity of the discovery requests, (2) the likelihood of 
discovering critical information, (3) the purposes for which the responding party 
maintains the requested data, (4) the relative benefit to the parties of obtaining the 
information, (5) the total cost associated with the production, (6) the relative ability of 
each party to control costs and its incentive to do so, and (7) the resources available to 
each party.68 

3. One-Sided Burden of Discovery May Also Provide a Basis for 
Cost-Shifting 

In cases where discovery is "asymmetrical," some courts have allowed for cost
shifting regardless of accessibility of the ESI. In Boeynaems v. LA Fitness Interna
tional, LLC, excessive cost due to asymmetrical discovery, not inaccessibility, was a 
determining factor in the court's decision to order cost-shifting. 69 In Boeynaems, the 
ESI dispute arose out of "asymmetrical discovery." 70 The plaintiffs were members of 
the defendant gym for brief periods of time and alleged they had difficulty canceling 
their membership.7 1 The court noted that the plaintiffs would have few documents 
(their gym contracts and copies of correspondence), but that the defendant, a large fit
ness club, could potentially retain millions of items of ESI.72 The plaintiff asserted that 
the defendant's ESI was necessary for the plaintiffs to advocate for class certification 
pursuant to Federal Rule of Civil Procedure 23.73 Given the asymmetrical posture, the 
court ultimately shifted the cost of the defendant's ESI production to the plaintiffs, 
concluding that "economic motivation and fairness" were relevant factors in deter
mining cost-shifting of disputed discovery burdens. 74 

The Boeynaems court also noted that the plaintiffs were represented by a "very 
successful and well regarded" law firm with "outstanding successes" in prosecuting 
class actions. 75 Accordingly, the court concluded that if class action counsel "believes 
that this case is meritorious, it has the financial ability to make the investment in dis

65. Brudnicki, 291 F.R.D. at 676.  
66. Brudnicki, 291 F.R.D. at 676.  
67. Brudnicki, 291 F.R.D. at 676.  
68. Brudnicki, 291 F.R.D. at 676-77.  
69. See Boeynaems, 285 F.R.D. at 338.  
70. Boeynaems, 285 F.R.D. at 334.  
71. Boeynaems, 285 F.R.D. at 334.  
72. Boeynaems, 285 F.R.D. at 334.  
73. Boeynaems, 285 F.R.D. at 334.  
74. Boeynaems, 285 F.R.D. at 335.  
75. Boeynaems, 285 F.R.D. at 335.
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covery, to the extent the Court finds that cost sharing is otherwise appropriate." 76 

Because the class certification was still pending and the defendant had to date borne 
all of the costs of complying with discovery, the court concluded that the cost burdens 
"must now shift to Plaintiffs, if Plaintiffs believe they need additional discovery."77 

The court concluded by stating that it was "firmly of the view that discovery burdens 
should not force either party to succumb to a settlement that is based on the cost of lit
igation rather than the merits of the case." 78 As such, the court was willing to shift the 
cost of discovery to the plaintiffs to avoid the defendant being "force[d] . . . to suc
cumb to a settlement that is based on the cost of litigation." 79 

C. Cost-Shifting May Take the Form of Sanctions in 
Cases of Discovery Abuse 

Some courts have held that cost-shifting may take the form of sanctions when a 
party has abused the discovery process. Discovery sanctions serve three purposes: (1) 
to ensure that a violating party does not benefit from its own failure to comply with 
discovery, (2) to serve as a specific deterrent to achieve compliance with the particular 
discovery order at issue, and (3) to serve as a general deterrent in the case at hand and 
in other litigation, provided that the party against whom sanctions are imposed was in 
some sense at fault.80 Federal Rule of Civil Procedure Rule 37 lists a "menu of possi
ble remedies" for discovery sanctions, the most severe of which include "directing 
that ... designated facts [in the discovery order] be taken as established for purposes 
of the action, as the prevailing party claims," to "striking pleadings in whole or in 
part," or even "dismissing the action or proceeding in whole or in part."81 A court may 
also levy monetary sanctions against a violating party in lieu of or in addition to the 
sanctions outlined in rule 37(b)(2)(A). 82 Where a party seeks sanctions for the 
responding party's failure to produce requested documents, the court "may order pay
ment of the reasonable expenses, including attorney's fees, caused by the failure."8 3 

See also chapter 13 of this book.  

76. Boeynaems, 285 F.R.D. at 335.  
77. Boeynaems, 285 F.R.D. at 341.  
78. Boeynaems, 285 F.R.D. at 342.  
79. Boeynaems, 285 F.R.D. at 342.  
80. See In re Durand, No. 07-CV-5037 (JFB), 2008 WL 4282601, at *5 (E.D.N.Y. Sept. 16, 2008); 

see also Gutman v. Klein, No. 03 CV 1570 (BMC)(RML), 2008 WL 4682208, at *11 (E.D.N.Y. Oct. 15, 
2008); Klezmer ex rel. Desyatnik v. Buynak, 227 F.R.D. 43, 51 (E.D.N.Y. 2005).  

81. See Nycomed US. Inc. V. Glenmark Generics, Ltd., No. 08-CV-5023 (CBA)(RLM), 2010 WL 
3173785, at *3 (E.D.N.Y. Aug. 11, 2010) (quoting Fed. R. Civ. P. 37(b)(2)(A)).  

82. Nycomed, 2010 WL 3173785, at *3 (citing Merck Eprova AG v. Gnosis S.PA., No. 07 Civ.  
5898(RJS), 2010 WL 1631519, at *6 (S.D.N.Y. Apr. 20, 2010)).  

83. Nycomed, 2010 WL 3173785, at *3 (quoting Fed. R. Civ. P. 37(c)(1)(A)).
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D. The Proposed Modifications to Federal Rule of 
Civil Procedure 26 

On August 15, 2013, the Committee on Rules of Practice and Procedure of the 
Judicial Conference of the United States published a preliminary draft of the proposed 
changes to the Federal Rules of Bankruptcy and Civil Procedure. 84 The proposed 
changes modify Federal Rule of Civil Procedure 26(b) to read as follows: 

(b) Discovery Scope and Limits.  

(1) Scope in General. Unless otherwise limited by court order, the 
scope of discovery is as follows: Parties may obtain discovery 
regarding any nonprivileged matter that is relevant to any 
party's claim or defense and proportional to the needs of the 
case, considering the amount in controversy, the-importance of 
the issues at stake in the action, the parties' resources, the 
importance of the discovery in resolving the issues, and whether 
the burden or expense of the proposed discovery outweighs its 
likely benefit. Information within this scope of discovery need 
not be admissible in evidence to be discoverable. - ineding 
the existence, description, nature, custody, condition, and locaw 
tion of any documents or other tangible things and the identity 
and location of persons who know of any discoverable matter.  

Funor dcete our re discovery ofayeate e 

evant to the subject matter involved in the action. Relevant 
information nedntibe admissible at the trial if the discovery 

appears reasonably calculatedto lead to the discovery of admis 

sible evidence. All discovery is subject to the limitations 

imposed by Rule 26(b)(2)(C). 8 5 

In addition, Fed. R. Civ. P. 26(b)(2)(C) is proposed to be modified as follows: 

(c) When Required. On motion or on its own, the court must limit the fre
quency or extent of discovery otherwise allowed by these rules or by 
loeal-nile if it determines that: 

84. Committee on Rules of Practice and Procedure of the Judicial Conference of the United States, 
Preliminary Draft of Proposed Amendments to the Federal Rules of Bankruptcy and Civil Procedure, 
www uscourts.govuscourtsrules/preliminary-draft-proposed-amendments.pdf (last visited Nov. 16, 
2013). If the proposed amendments are approved, the modified or new rules will become effective on 
December 1, 2015. Proposed Amendments, at 4.  

85. Proposed Amendments, at 289-92.
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(iii) the burden-or-expense of-the proposed discovery is outside the scope 
permitted by Rule 26(b)(1) outweighs its likely benefit, considering the 

doeyneeds of the ease, the amount in controversy, the parties' resources, the 
importance of the issues at stake in the action, and the importance of 

Another proposal adds to rule 26(c)(1)(B) an explicit recognition of the authority 
to enter a protective order that allocates the expenses of discovery.8 7 Although the pro
posed rules make no changes to rule 26(b)(2)(B), the Civil Rules Committee noted it 
would "soon. . . begin to focus on proposals advanced by some groups that greater 
changes should be made in the general presumption that the responding party should 
bear the costs imposed by discovery requests. It will be some time, however, before 
the Committee determines whether any broader recommendations might be made."88 

III. Recovering ESI Costs under 28 U.S.C. 1920 

Federal Rule Civil Procedure 54(d) permits a prevailing party to obtain costs. 89 A 
court has wide latitude to award costs as long as the costs are enumerated in 28 U.S.C.  

1920.90 There is a considerable difference of opinion among the courts as to what 
ESI costs may be recovered. In Chenault v. Dorel Industries, Inc., the prevailing 
defendant created an electronic database to respond to the plaintiff's discovery 
requests.9 1 The plaintiff requested all e-mails relating to the ladder at issue in the case, 
and the defendant's search ultimately yielded an estimated 20,000 e-mails with attach
ments, which was approximately 800,000 pages. 92 Although the plaintiff acknowl
edged that it requested the e-mails in discovery, it argued that the cost of the electronic 
database was not recoverable and the defendant could have shifted the cost of produc
tion by way of objection or by motion seeking a ruling from the court prior to produc

86. Proposed Amendments, at 291-92.  
87. Proposed Amendments, at 293.  
88. Proposed Amendments, at 266.  
89. Fed. R. Civ. P. 54(d).  
90. See Cofield v. Crumpler, 179 F.R.D. 510, 514 (E.D. Va. 1998). Section 1920 provides: "A judge 

or clerk of any court of the United States may tax as costs the following: (1) Fees of the clerk and mar
shal; (2) Fees for printed or electronically recorded transcripts necessarily obtained for use in the case; (3) 
Fees and disbursements for printing and witnesses; (4) Fees for exemplification and the costs of making 
copies of any materials where the copies are necessarily obtained for use in the case; (5) Docket fees 
under section 1923 of this title; (6) Compensation of court appointed experts, compensation of interpret
ers, and salaries, fees, expenses, and costs of special interpretation services under section 1828 of this 
title." 28 U.S.C. 1920.  

91. No. A-08-CA-354-SS, 2010 WL 3064007, at *3 (W.D. Tex. Aug. 2, 2010).  
92. Chenault, 2010 WL 3064007, at *3.
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tion.93 The court noted that the electronic production saved the cost of printing and 
copying the 800,000 pages, at an estimated cost of $120,000.94 Because the electronic 
data "was produced in lieu of extremely costly paper production" and the defendant 
was "seeking to save costs by not printing out thousands of pages of documents which 
would have otherwise been required in response" to discovery requests, the court 
found that the expense fell within the category of costs recoverable for fees and dis
bursements for printing.95 

In Eolas Technologies, Inc. v. Adobe Systems, Inc., the district court considered 
whether section 1920(4) reached several types of costs that may be generally classi
fied as electronic discovery costs: (1) document scanning, (2) document collection, (3) 
document processing, (4) document hosting, and (5) conversion to TIFF format.9 6 The 
court concluded that "[d]ocument scanning is essentially copying paper documents to 
electronic form" and would be a recoverable cost.97 The court found that costs for doc
ument collection, processing, and hosting were not recoverable costs because section 
1920(4) "is not so broad as to cover general electronic discovery costs that precede 
copying or scanning of materials." 98 The court also held that conversion to TIFF, as 
opposed to production in native format, was not necessary, and thus not a taxable 
cost.99 

The Eolas court noted that the Fifth Circuit has not spoken directly to the issue 
of recovering ESI costs since the statute was amended. 10 0 However, the court was per
suaded by the Third Circuit's decision in Race Tires America, Inc. v. Hoosier Racing 
Tire Corp.10 1 In Race Tires America, the Third Circuit noted that the invoices were 
"notable for their lack of specificity and clarity as to the services actually performed," 
including charges for "EDD Processing" and "Performing Searching/Filtering/Export
ing" that did not specify any rationale for the activities or their results in terms of the 
actual production of discovery material.102 Based on the parties' briefing, however, the 
Court was able to identify general categories of services, including (1) collecting and 
preserving ESI, (2) processing and indexing ESI, (3) keyword searching of ESI for 
responsive and privileged documents, (4) converting native files to TIFF, and (5) scan
ning paper documents to create electronic images.103 

93. Chenault, 2010 WL 3064007, at *4.  
94. Chenault, 2010 WL 3064007, at *4.  
95. Chenault, 2010 WL 3064007, at *4; see also Neutrino Development Corp. v. Sonosite, Inc., No.  

H-01-2484, 2007 WL 998636, at *4 (S.D. Tex. Mar. 30, 2007).  
96. 891 F. Supp. 2d 803, 806 (E.D. Tex. 2012).  
97. Eolas, 891 F. Supp. 2d at 806.  
98. Eolas, 891 F. Supp. 2d at 806.  
99. Eolas, 891 F. Supp. 2d at 807; see also Kellogg Brown & Root International Inc. v. Altanmia 

Commercial Marketing Co. WL.L., No. H-07-2684, 2009 WL 1457632 (S.D. Tex. May 26, 2009) (declin
ing to award costs for data extraction and storage).  

100. Eolas, 891 F. Supp. 2d at 806.  
101. 674 F.3d 158, 169 (3d Cir.), cert. denied, 133 S. Ct. 233 (2012).  
102. Race Tires America, 674 F.3d at 166-67.  
103. Race Tires America, 674 F.3d at 167.
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The Third Circuit agreed with several other courts that scanning of documents to 
create digital duplicates and conversion of native files to TIFF, the agreed-on format 
for production of ESI, constitute "making copies of materials."10 4 However, the court 
rejected the district court's conclusion that electronic discovery services were allow
able costs.10 5 The district court had reasoned that the technical services are not the 
types of services that attorneys or paralegals are capable of providing and remarked 
that the services were the "21st Century equivalent of making copies."106 The Third 
Circuit noted that the district court did not explain how all the various services 
amounted to "making copies," instead "seemingly concluding that, because all the 
various services were necessary to the ultimate production of electronic 'copies,' the 
services were equivalent to one entire act of 'making copies.'"17 The court noted that 
courts allowing electronic discovery costs had reasoned that professional services are 
necessary to the production of intelligible electronic documents and have justified the 
award by pointing to the efficiencies and costs savings resulting from the electronic 
discovery consultants.10 8 

However, the Third Circuit concluded that decisions allowing all or essentially 
all electronic discovery consultant charges "are untethered from the statutory moor
ing."109 The court reasoned: 

Section 1920(4) does not state that all steps that lead up to the production 
of copies of materials are taxable. It does not authorize taxation merely 
because today's technology requires technical expertise not ordinarily pos
sessed by the typical legal professional. It does not say that activities that 
encourage cost savings may be taxed. Section 1920(4) authorizes awarding 
only the cost of making copies."0 

As the Third Circuit noted, even if extensive processing is necessary for produc
tion, "that does not mean that the services leading up to the actual production consti
tute 'making copies.'"1" Rather, this processing was analogous to tasks that had to be 
performed in the pre-digital era to produce documents such as locating paper files and 
collecting, reviewing, and screening the documents."2 The court noted that those costs 
have never been recoverable and were not recoverable now because they must be per
formed by third-party consultants with "technical expertise."" 3 The court further 
noted that courts may not award costs that Congress has not authorized.'1 4 In the Third 

104. Race Tires America, 674 F.3d at 167.  
105. Race Tires America, 674 F.3d at 169.  
106. Race Tires America, 674 F.3d at 168.  
107. Race Tires America, 674 F.3d at 168.  
108. Race Tires America, 674 F.3d at 168.  
109. Race Tires America, 674 F.3d at 169.  
110. Race Tires America, 674 F.3d at 169.  
111. Race Tires America, 674 F.3d at 169.  
112. Race Tires America, 674 F.3d at 169.  
113. Race Tires America, 674 F.3d at 169.  
114. Race Tires America, 674 F.3d at 169.
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Circuit's words, "Congress did not authorize taxation of charges necessarily incurred 
to discharge discovery obligations. It allowed only for the taxation of the costs of 
making copies." 115 

IV. Texas Rule of Civil Procedure 196.4 

Rule 196.4 of the Texas Rules of Civil Procedure governs requests for produc
tion of electronic information. 16 Pursuant to rule 196.4, if the responding party can
not, through reasonable efforts, retrieve the data or information requested or produce it 
in the form requested, the responding party must state an objection complying with the 
rules.117 If the court orders the responding party to comply with the request, the court 
must also order that the requesting party pay the reasonable expenses of any extraordi
nary steps required to receive and produce the information. 18 The requesting party 
must specify the data being sought.119 The request is reasonably specific if the 
responding party understands the scope of the request before the trial court inter
venes.120 

A. Rule 196.4 Requires a Party to Specifically Identify 
the ESI Sought 

In In re Waste Management of Texas, Inc., plaintiff Josh Bray asserted an anti
trust action against Waste Management.12 1 Waste Management produced records 
responsive to Bray's discovery request in the format of Waste Management's choice, 
Adobe portable document format (PDF).' 22 Three years later, Bray requested Waste 
Management to produce similar information, but this time in its native electronic for
mat with all metadata. 123 Bray claimed that the PDF format of the previously produced 
electronic discovery did not allow comprehensive review of that material.12 4 Waste 
Management argued that because Bray failed to specify a form for the electronic 
discovery as required by the discovery rules, the production in PDF format was 

115. Race Tires America, 674 F.3d at 169; see also Country Vinter of North Carolina, LLC v. E.&J.  
Gallo Winery, Inc., 718 F.3d 249 (4th Cir. 2013); Structural Metals, Inc. v. S&C Electric Co., No. SA-09
CV-984-XR, 2013 WL 3790450 (W.D. Tex. July 19, 2013).  

116. See Tex. R. Civ. P. 196.4.  
117. Tex. R. Civ. P. 196.4.  
118. Tex. R. Civ. P. 196.4.  
119. Tex. R. Civ. P. 196.4.  
120. See In re Weekley Homes, L.P, 295 S.W.3d 309, 314-15 (Tex. 2009) (orig. proceeding).  
121. See 392 S.W.3d 861, 865 (Tex. App.-Texarkana 2013, orig. proceeding).  
122. In re Waste Management, 392 S.W.3d at 865.  
123. In re Waste Management, 392 S.W.3d at 865.  
124. In re Waste Management, 392 S.W.3d at 868.
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reasonable and any "do-over" would be an undue burden.125 The court noted that Bray 
made three requests for electronic discovery before Waste Management produced the 
documents.126 While the second request did not contain any definitions or instructions 
concerning electronic discovery, the first and third requests contained the following 
instruction: "[a]ny and all data or information which is in electronic or magnetic form 
should be produced in a reasonable manner."127 Waste Management cited Weekley 
Homes to argue that requests for production of electronic records must be "clearly 
understood" so that disputes can be avoided, and Bray's request was not clearly under
stood.128 The court concluded that the rule does not require the requesting party to 
specify the exact computer file format.129 Rather, a request for "reasonably useable" or 
a "reasonable manner" is sufficient.' 30 Ultimately, the court concluded that while the 
second request was not as detailed as Bray's first or third requests, Bray did specify 
the form of electronic discovery sufficient to comply with the requirements of Texas 
Rule of Civil Procedure 196.4.131 

The Waste Management court noted that "reasonably useable" or "reasonable 
manner" provides some needed flexibility to the producing party.13 2 As an example, 
the court noted that a request for the DOCX file format useLby Microsoft Word 2010 
might require some producing parties to purchase the specific software requested and 
expend resources converting files to the requested format.' 33 On the other hand, if the 
request was simply for "reasonably useable" electronic discovery, the producing party 
could produce files in WordPerfect X4 format instead and still sufficiently comply 
with the rule.134 The court emphasized that communication between the parties is 
essential, and, if a party feels a request is too ambiguous, that party should contact the 
opposing side for further clarification.' 35 

In addition to disputing Bray's specificity regarding format of the produced 
records, Waste Management argued that the cost of converting the PDF records into 
their native format posed an undue burden on Waste Management.136 The court stated 
that a discovery request will not result in an undue burden when the burden of 
responding to it is the result of the responding party's own "conscious, discretionary 
decisions."137 The court concluded that Texas law is not clear concerning whether a 

125. In re Waste Management, 392 S.W.3d at 873.  
126. In re Waste Management, 392 S.W.3d at 873.  
127. In re Waste Management, 392 S.W.3d at 874.  
128. In re Waste Management, 392 S.W.3d at 874 (citing In re Weekley Homes, 295 S.W.3d at 314).  
129. In re Waste Management, 392 S.W.3d at 874.  
130. In re Waste Management, 392 S.W.3d at 874.  
131. In re Waste Management, 392 S.W.3d at 874.  
132. In re Waste Management, 392 S.W.3d at 874.  
133. In re Waste Management, 392 S.W.3d at 874.  
134. In re Waste Management, 392 S.W.3d at 874.  
135. In re Waste Management, 392 S.W.3d at 874.  
136. In re Waste Management, 392 S.W.3d at 875.  
137. In re Waste Management, 392 S.W.3d at 875.
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form that removes metadata is a "reasonably useable form."138 As such, the court held 
that Waste Management made the "conscious decision" to remove metadata and pro
duce the data in PDF format and refused to "rescue Waste Management from poten
tially costly discretionary decisions."139 

Rule 196.4 applies similarly in Texas family law cases. In In re M, M. filed an 
emergency motion for a protective order in which he alleged that one of the children 
made an outcry of abuse against the child's mother. 40 At the hearing, the trial court 
ordered forensic examination of two cellular phones that had been admitted into evi
dence during the hearing and ordered M. to pay $5,000 to W.'s attorney for the ser
vices of a forensic examiner.'4 ' The order came after an oral motion from W.'s 
attorney for the forensic examination of the phones.' 42 The court cited rule 196.4 to 
conclude that the Texas Supreme Court has expressly summarized the proper proce
dure to obtain discovery of data or information that exists in electronic or magnetic 
form.' 43 Pursuant to rule 196.4, a proper discovery request must be submitted in writ
ing."4 As such, an oral motion for electronic discovery is not a permissible discovery 
device.' 4 5 In In re M, the phones were admitted into evidence without having first 
been produced through the normal discovery procedures.146 The court stated that 
"[g]uiding precedent requires strict compliance first with the rules of discovery to 
choose the least intrusive means of retrieval and direct access to another party's elec
tronic storage devices is discouraged."1 47 Therefore, because the trial court ordered 
intrusive discovery of the phones without first having the parties comply with rule 
196, the court held that the trial court abused its discretion.' 48 

138. In re Waste Management, 392 S.W.3d at 876. The court did note that federal authority exists 
indicating that removal of metadata can render documents not "reasonably usable." In re Waste Manage
ment, 392 S.W.3d at 876 (citing Fed. R. Civ. P. 34 advisory committee's note to the 2006 amendments); 
see, e.g., In re Payment Card Interchange Fee & Merchant Discount, No. MD 05-1720(JG)(JO), 2007 
WL 121426, at *3-5, (E.D.N.Y. Jan. 12, 2007) (documents stripped of metadata do not comply with Rule 
34(b) of the Federal Rules of Civil Procedure); Dahl v. Bain Capital Partners, LLC, 655 F. Supp. 2d 146, 
150 (D. Mass. 2009) (spreadsheets must be produced in native format to be reasonably usable).  

139. In re Waste Management, 392 S.W.3d at 876.  
140. No. 09-12-00179-CV, 2012 WL 1808236, at *1 (Tex. App.-Beaumont May 17, 2012, orig.  

proceeding) (mem. op.).  
141. In re M, 2012 WL 1808236, at *1.  
142. In re M, 2012 WL 1808236, at *2.  
143. In re M, 2012 WL 1808236, at *2 (citing In re Weekley Homes, 295 S.W.3d at 322).  
144. In re M, 2012 WL 1808236, at *2.  
145. In re M, 2012 WL 1808236, at *2 (citing In re Weekley Homes, 295 S.W.3d at 315).  
146. In re M, 2012 WL 1808236, at *2.  
147. In re M, 2012 WL 1808236, at *2.  
148. In re M, 2012 WL 1808236, at *2 (citing Tex. R. Civ. P. 196).
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B. Texas Courts Emphasize That the "Least Intrusive 
Means" Must Be Employed to Collect and Review 
the ESI 

In In re Pinnacle Engineering, Inc., an employee and shareholder of a privately 
held corporation sued his former employer for breach of contract, breach of fiduciary 
duty, shareholder oppression, and other claims after his employment was termi
nated. 149 Both the employee and the company sought production from each other of 
documents relating to the employment and stock ownership as well as the production 
of several computer hard drives.150 The former employee also sought documents and 
communications from two other employees and coshareholders of the company 
("company custodians").' 51 After a series of discovery disputes, the former employee 
filed a motion to compel the production of forensic images and critical documents in 
native format with all associated metadata from the company custodians' comput
ers.152 The trial court ordered that "images" rather than the company custodians' actual 
computer hard drives be produced. 153 The company custodians sought a writ of man
damus, arguing that the trial court erred in entering the order because the former 
employee's discovery request did not comply with the specificity requirement of rule 
196.4.154 The former employee's request asked for production of the computer hard 
drives from the "laptops, desktops, Dell notebooks and tablets" of the employees 
"from 2009 to 2011."15 The court concluded that these requests did not inform the 
company custodians of the exact nature of the information sought and, as such, did not 
meet the requirements of rule 196.4.156 Therefore, the trial court abused its discretion 
in granting the motion to compel because the former employee's discovery requests 
did not comport with the requirements of rule 196.4.157 

The trial court's order also required the company custodians to produce to the 
former employee's computer expert images from the hard drives of "any computer(s) 
used" by the former employees, the network servers for the company, and the native 
files for any document purported to be the former employee's resume. 158 Pursuant to 
the Texas Supreme Court's decision in In re Weekley Homes, the court noted that 
"[p]roviding access to information by ordering examination of a party's electronic 

149. 405 S.W.3d 835, 836 (Tex. App.-Houston [1st Dist.] 2013, orig. proceeding).  
150. In re Pinnacle Engineering, 405 S.W.3d at 837.  
151. In re Pinnacle Engineering, 405 S.W.3d at 837.  
152. In re Pinnacle Engineering, 405 S.W.3d at 838.  
153. In re Pinnacle Engineering, 405 S.W.3d at 839.  
154. In re Pinnacle Engineering, 405 S.W.3d at 841.  
155. In re Pinnacle Engineering, 405 S.W.3d at 842.  
156. In re Pinnacle Engineering, 405 S.W.3d at 842 (citing In re Jordan, 364 S.W.3d 425, 426 (Tex.  

App.-Dallas 2012, orig. proceeding) (holding that written requests asking for computer hard drives are 
insufficient under rule 196.4)).  

157. In re Pinnacle Engineering, 405 S.W.3d at 842.  
158. In re Pinnacle Engineering, 405 S.W.3d at 842.
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storage device is particularly intrusive and should be generally discouraged, just as 
permitted open access to a party's file cabinets for general perusal would be."159 The 
court stated: 

As a threshold matter, the requesting party must show that the responding 
party has somehow defaulted in its obligation to search its records and pro
duce the requested data. The requesting party should also show that the 
responding party's production has been inadequate and that a search of the 
opponent's [electronic storage device] could recover deleted relevant mate
rials.' 60 

The In re Pinnacle Engineering court noted that the former employee had not 
presented any evidence that the company custodians' production was inadequate or 
that a search of their computers and network server hard drives could discover rele
vant materials.161 As such, the trial court abused its discretion in compelling the com
pany custodians to turn over their computer and network server hard drives without 
requiring the former employee to demonstrate that the company custodians had 
defaulted on their discovery obligations or that their production had been otherwise 
inadequate.1 62 

In In re Clark, Clark was a former bank officer at Texas Citizens Bank (TCB).16 3 

During her employment at TCB, she signed a confidential information, nonsolicitation 
and noncompetition agreement.164 A forensic analysis of Clark's work computer 
revealed that in the final months of her employment, Clark had communicated with 
representatives of a competitor about opening a branch bank in the same town where 
Clark was working for TCB.165 TCB requested production for inspection and copying 
any and all computers used or accessed by Clark since June 1, 2010.166 In her 
response, Clark objected to having to produce a personal computer that was used by 
her family members and that she claimed she did not use for business purposes. 167 

Clark claimed she did not take any paper or electronic files with her and that conse
quently she did not have access to the requested information.168 Clark claimed to have 
no documents stored on any computer in her possession that concerned TCB's cus
tomers or operations.1 69 She claimed to have no access to any communications with 

159. In re Pinnacle Engineering, 405 S.W.3d at 842-43 (quoting In re Weekley Homes, 295 S.W.3d at 
317).  

160. In re Pinnacle Engineering, 405 S.W.3d at 842-43 (quoting In re Weekley Homes, 295 S.W.3d at 
317) (internal citations omitted).  

161. In re Pinnacle Engineering, 405 S.W.3d at 844.  
162. In re Pinnacle Engineering, 405 S.W.3d at 844 (citing In re Weekley Homes, 295 S.W.3d at 

322).  
163. 345 S.W.3d 209 (Tex. App.-Beaumont 2011, orig. proceeding).  
164. In re Clark, 345 S.W.3d at 211.  
165. In re Clark, 345 S.W.3d at 211.  
166. In re Clark, 345 S.W.3d at 211.  
167. In re Clark, 345 S.W.3d at 211.  
168. In re Clark, 345 S.W.3d at 211.  
169. In re Clark, 345 S.W.3d at 211.
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TCB customers or any documents downloaded from a TCB computer.170 Additionally, 
she asserted that there were no documents saved on her personal computer that would 
be relevant to the lawsuit.'71 TCB filed a motion to compel, contending that even if e
mails had been deleted, artifacts of the sessions would be retrievable from the com
puter from which the e-mail account had been accessed.172 At the hearing on the 
motion to compel, counsel for TCB told the trial court that if Clark's personal com
puter was surrendered to TCB for a search, its forensic analysts could carve out the 
surnames of Clark's lawyers, and the words "attorney" and "lawyer," to ensure that 
their search of the computer's files did not disclose attorney-client communications.173 

The trial court ordered counsel for Clark to turn over the computer to TCB's counsel 
by 5:00 P.M. that day or face sanctions against both Clark and her counsel. 1 74 

As part of its decision, the court noted that the affidavit of TCB's computer 
'fornsic analyst demonstrated that partial artifacts of Clark's e-mail sessions had been 
recovered oint eletdsaee on Clark's work computer and posited that artifacts 
and data for deleted e-mails would bevisible on the home computer from which Clark 
admitted she accessed her personal e-mail account.175 Accordingly, the court con
cluded that a forensic analysis of Clark's computer would produce relevant informa
tion that has been requested but has not been produced.176 As such, the court 
concluded that the trial court could reasonably conclude that Clark's persistence in 
asserting that she did not produce any electronic data because she had "cleaned" her 
personal e-mail account demonstrates that she did not adequately search for relevant 
deleted e-mails.' 77 Accordingly, it was within the trial court's discretion to order the 
production of electronic information on Clark's personal electronic storage devices.' 8 

The appellate court, however, concluded that the trial court failed to protect 
Clark's sensitive data (particularly attorney-client e-mails) and did not employ the 
least intrusive means of retrieval.179 The trial court ordered Clark to produce all of her 
personal electronic storage devices to TCB.180 The sole protection directed by the trial 
court consisted of excluding the surnames of Clark's lawyers, and the words "attor
ney" and "lawyer."' 8 ' No search parameters limited TCB's access to information of a 
personal and confidential nature that had no possible relevance to the litigation.' 8 2 As 
such, the trial court's order failed to address privilege, privacy, and confidentiality 

170. In re Clark, 345 S.W.3d at 211.  
171. In re Clark, 345 S.W.3d at 211.  
172. In re Clark, 345 S.W.3d at 212.  
173. In re Clark, 345 S.W.3d at 212.  
174. In re Clark, 345 S.W.3d at 212.  
175. In re Clark, 345 S.W.3d at 212.  
176. In re Clark, 345 S.W.3d at 212.  
177. In re Clark, 345 S.W.3d at 212.  
178. In re Clark, 345 S.W.3d at 212.  
179. In re Clark, 345 S.W.3d at 213.  
180. In re Clark, 345 S.W.3d at 213.  
181. In re Clark, 345 S.W.3d at 213.  
182. In re Clark, 345 S.W.3d at 213.
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concerns adequately in accord with In re Honza.183 The appellate court ultimately con
cluded that allowing TCB's forensic expert to search Clark's personal computer was 
not the least intrusive means available to determine if relevant information existed on 
Clark's computer.  

V. Conclusion 

In conclusion, e-discovery is and will continue to be an evolving area of the law 
that all attorneys must continue to be aware of. Both the Federal and Texas Rules of 
Civil Procedure allow for procedures for a court to shift costs under certain circum
stances. While case law is not entirely settled regarding the circumstances in which 
courts may order cost-shifting or cost-sharing, recent cases are illustrative of such cir
cumstances and may be used as a baseline argument to a court that costs should be 
shifted or shared. Moreover, courts appear inclined to prohibit the cost of electronic 
discovery to be used as a sword to force settlement of litigation, particularly in cases 
involving asymmetrical discovery. Litigants big or small are entitled to their day in 
court on the merits of valid disputes and such a fundamental right must be protected 
from the cost of big data discovery.  

183. In re Clark, 345 S.W.3d at 213 (citing In re Honza, 242 S.W.3d 578, 583-84 (Tex. App.-Waco 
2008, orig. proceeding).
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CHAPTER 13

Spoliation and Sanctions 

Carolyn Brostad Southerland and Gail Foster 

Spoliation is the destruction or meaningful and significant alteration of evidence 
or the "failure to preserve . . . evidence in pending or reasonably foreseeable litiga
tion."' The determination of spoliation and the degree of sanctions that should be 
imposed by a court requires consideration of three issues: 

1. Was there a duty to preserve evidence? 
2. Did the alleged spoliator either negligently or intentionally spoliate evi

dence? And, if so, did the spoliator act in bad faith? 
3. Did the spoliation prejudice the nonspoliator's ability to present its case or 

defense? 2 

The duty to preserve arises when a party reasonably anticipates legal action, 
including litigation, audit, or investigation, and relevant evidence must be identified 
and preserved-this includes all manner and forms of documents and records, includ
ing electronically stored information (ESI). See chapter 1 of this book. Due to the 
rapid growth over the last several years in the types, volumes, and locations of ESI 
created, used, and stored by businesses and individuals alike, coupled with its 
dynamic and transient nature, ESI is particularly susceptible to preservation mis
steps-whether negligent or intentional-that can often lead to claims of spoliation 
and requests for imposition of case-changing sanctions. Thus, an understanding of the 
current state of the law regarding circumstances giving rise to a party's duty to pre
serve evidence-in particular ESI-is critical to the analysis of spoliation and avail
ability of sanctions.  

1. Ashton v. Knight Transportation, Inc., 772 F. Supp. 2d 772, 799 (N.D. Tex. 2011).  
2. See Trevino v. Ortega, 969 S.W.2d 950, 954-55 (Tex. 1998) (Baker, J., concurring).
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I. Setting the Stage: Zubulake v. UBS Warburg 

One of the earliest and most-cited cases in the area of electronic discovery sanc
tions is Zubulake v. UBS Warburg LLC.3 The court addressed a variety of important 
issues involving electronic discovery, beginning with the thorny question of when a 
duty to preserve should attach. While it is relatively easy, once paper documents are 
located, to secure them and make sure they are not physically destroyed or thrown 
away, this is not the case with electronic information. Preserving electronic data is 
particularly challenging because it is often difficult to ascertain what information 
exists, much less figure out how to prevent it from being altered or destroyed. Further, 
electronic data is relatively easy to change, and evidence can be altered or destroyed 
just through routine operation of a computer system-e-mail that rolls off a system 
after ninety or 120 days is an example of this. Zubulake v. UBS Warburg LLC was, by 
all accounts, a relatively routine employment discrimination case involving Laura 
Zubulake, a former broker for UBS Warburg who sued her employer for gender dis
crimination and retaliation after she was terminated from her job shortly after filing an 
Equal Employment Opportunity Commission (EEOC) complaint. 4 To support her 
claims, Zubulake sought discovery of UBS employees' e-mails.i In response, UBS 
produced only one-hundred pages of e-mail.6 UBS did not search any of its backup 
tapes for potentially responsive e-mail and instead opposed the discovery request 
asserting that the restoration costs were too high. 7 The circumstances of the claims in 
the case, along with the issues associated with UBS's attempts to preserve informa
tion, required Judge Shira Scheindlin to set some basic parameters regarding the duty 
to preserve and the sanctions for spoliation of relevant data once the duty to preserve 
has attached.  

In Zubulake IV, Judge Scheindlin described the duty to preserve evidence as aris
ing "when the party has notice that the evidence is relevant to litigation or when a 
party should have known that the evidence may be relevant to future litigation." 8 

Judge Scheindlin determined that "the duty to preserve evidence arose, at the latest, 
on August 16, 2001, when Zubulake filed her EEOC charge."9 In fact, however, the 

3. The opinions include Zubulake v. UBS Warburg LLC, 217 F.R.D. 309 (S.D.N.Y. 2003) (Zubu
lake I); Zubulake v. UBS Warburg LLC, 230 F.R.D. 290 (S.D.N.Y. 2003) (Zubulake II); Zubulake v. UBS 
Warburg LLC, 216 F.R.D. 280 (S.D.N.Y. 2003) (Zubulake III); Zubulake v. UBS Warburg LLC, 220 
F.R.D. 212 (S.D.N.Y. 2003) (Zubulake IV); Zubulake v. UBS Warburg LLC, 229 F.R.D. 422 (S.D.N.Y.  
2004) (Zubulake V).  

4. ZubulakeI, 217 F.R.D. at 312.  
5. ZubulakeI, 217 F.R.D. at 311-12.  
6. ZubulakeI, 217 F.R.D. at 312-13.  
7. Costs were estimated at in excess of $300,000. Zubulake I, 217 F.R.D. at 313.  
8. 220 F.R.D. at 216 (quoting Fujitsu Ltd. v. Federal Express Corp., 247 F.3d 423, 436 (2d Cir.  

2001)); see also Silvestri v. General Motors Corp., 271 F.3d 583, 591 (4th Cir. 2001) ("The duty to pre
serve material evidence arises not only during litigation but also extends to that period before the litiga
tion when a party reasonably should know that the evidence may be relevant to anticipated litigation.").  

9. Zubulake IV, 220 F.R.D. at 216 (emphasis added).
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court found that the duty to preserve may have arisen even before the EEOC charge 
was filed, based in part on testimony from Zubulake's supervisor that he feared litiga
tion as early as April 2001.10 Additionally, some UBS nonlawyer employees sent e
mails to each other in April 2001 regarding Zubulake that were marked with the nota
tion "Attorney Client Privilege" (sometimes with incorrect spelling).'1 Based on this 
and other evidence, Judge Scheindlin concluded that almost everyone associated with 
Zubulake recognized the possibility that she might sue four months before the filing of 
the EEOC charge of discrimination.'2 

Does the duty to preserve electronic evidence mean a "corporation, upon recog
nizing the threat of litigation, [must] preserve every shred of paper, every e-mail or 
electronic document, and every backup tape?"'3 Judge Scheindlin in Zubulake IV says 
the answer is clearly "no."'4 To rule otherwise, "would cripple large corporations .. .  
that are almost always involved in litigation."' 5 The Sedona Principles cite the Zubu
lake IV opinion with approval and go on to state that "a reasonable balance must be 
struck between (1) an organization's duty to preserve relevant data, and (2) an organi
zation's need, in good faith, to continue operations."'6 Additionally, "[t]he obligation 
to preserve relevant evidence is generally understood to require that the producing 
party make reasonable efforts to identify and manage the relevant information readily 
available to it."" 

Once a party and counsel have identified all potential sources of information, 
they have a duty to retain that information and make sure such information is not 
lost.' 8 The court listed the following steps that counsel should take to make sure that it 
complies with its obligation to preserve relevant electronic information: 

1. Counsel must issue a litigation hold when litigation is reasonably antici
pated.  

2. The hold should be periodically reissued to keep it fresh in the minds all 
employees.  

3. Counsel should communicate directly with the key players and communi
cate the preservation duty clearly.  

4. "Counsel should instruct all employees to produce electronic copies of 
their relevant active files." This requires an interview to question witnesses 
on their "document management habits." 

10. Zubulake IV, 220F.R.D. at 216-17.  
11. Zubulake IV, 220 F.R.D. at 216-17.  
12. Zubulake IV, 220 F.R.D. at 216-17.  
13. Zubulake IV, 220 F.R.D. at 217.  
14. ZubulakeIV, 220 F.R.D. at 217.  
15. Zubulake IV, 220 F.R.D. at 217.  
16. See The Sedona Conference, The Sedona Principles: Best Practices Recommendations & Prin

ciples for Addressing Electronic Document Production, at 23 (July 2005), available at https:// 
thesedonaconference.org/publication/The%2oSedona%2oPrinciples.  

17. The Sedona Principles, at 23.  
18. Zubulake VK 229 F.R.D. at 433.
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5. Counsel must make sure that all backup tapes which the party is required to 
retain are identified and stored in a safe place. This will require meeting 
with IT personnel and learning the system. 19 

In this respect, the court held that counsel failed to properly preserve evidence 
because they failed to communicate the litigation hold to all key players and failed to 
determine each player's document retention habits. This resulted in lost evidence or 
evidence that was produced inexcusably late. Further, the court found that UBS 
employees ignored the instructions and deleted relevant e-mail.20 As a result, the court 
(1) entered an adverse inference instruction for e-mails deleted after Zubulake filed 
her EEOC charge, (2) ordered UBS to pay costs for depositions or the re-depositions 
required by late production of electronic data, (3) ordered UBS to restore and produce 
relevant documents related to one particular backup tape, and (4) ordered UBS to pay 
the costs of the motion.21 In April 2005, the jury rendered a judgment against UBS for 
$9.1 million actual damages and $20.1 million in punitive damages.22 The parties set
tled the case in the fall of 2005 for an undisclosed amount.  

Note the references to the burdens on counsel in the list above-and the use of 
phrases like "counsel should" and "counsel must." Judge Scheindlin's intent was to 
articulate for lawyers their obligations with respect to assisting clients in taking the 
appropriate steps to ensure preservation of electronically stored information in the liti
gation context. This guidance should not be taken lightly by practitioners, as it is often 
cited and followed by jurists across the country.  

Judge Scheindlin issued another opinion, Pension Committee of University of 
Montreal Pension Plan v. Banc ofAmerica Securities, LLC,23 which expands on spoli
ation issues. As the introduction to the opinion states, "[b]y now it is abundantly clear 
that the duty to preserve means what it says and that a failure to preserve records
paper or electronic-and to search in the right places for those records will inevitably 
result in the spoliation of evidence." 24 When spoliation occurs, "the integrity of the 
judicial process is harmed and the courts are required to fashion a remedy." 25 At a 
Georgetown Law School e-discovery conference, Judge Scheindlin told the partici
pants that she believes that litigants and counsel need clear guidance in the area of 
e-discovery preservation, and her Pension Committee opinion is clearly intended to 
provide precisely that guidance.  

19. Zubulake V, 229 F.R.D. at 433-34.  
20. Zubulake V, 229 F.R.D. at 435. However, the court goes on to comment that the deleted e-mail 

would not have been lost had counsel protected the relevant backup tapes. Zubulake V, 229 F.R.D. at 435.  
21. Zubulake V, 229 F.R.D. at 437-38.  
22. Eduardo Porter, UBS Ordered to Pay $29 Million in Sex Bias Lawsuit, N.Y. Times, Apr. 7, 2005, 

www.nytimes.com/2005/04/07/business/07bias.html?_r=0.  
23. 685 F. Supp. 2d 456 (S.D.N.Y. 2010), abrogated on other grounds by Chin v. Port Authority of 

New York & New Jersey, 685 F.3d 135, 162 (2d Cir. 2012).  
24. Pension Committee, 685 F. Supp. 2d at 462.  
25. Pension Committee, 685 F. Supp. 2d at 462.
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The underlying lawsuit is an action by ninety-six investors to recover funds from 
the liquidation of two hedge funds. In late 2003, plaintiffs retained counsel, then filed 
suit in Florida in February 2004. Shortly thereafter, counsel contacted plaintiffs to 
begin document collection and preservation, indicating the documents were necessary 
to draft the complaint. The case was transferred to the Southern District of New York 
in October 2005. From mid-2004 to February 2007, there was a stay pursuant to the 
Private Securities Litigation Reform Act, during which time plaintiffs' counsel "did 
not focus" efforts on discovery. Depositions began in August 2007, and gaps in pro
duction were identified. The court ordered plaintiffs to provide declarations regarding 
their efforts to preserve and produce documents. Ultimately, a group of defendants 
moved for sanctions against thirteen plaintiffs, seeking dismissal of their complaint or 
lesser sanctions as deemed by the court.  

The opinioffftaddresses the standards for preservation and spoliation and then 
provides a detailed analysisbfieach of the thirteen plaintiffs' alleged misconduct. The 
court ultimately found some plaintiffnegligent and some grossly negligent in their 
failure to properly preserve and collect doouments.JudgeScheindlin ordered an 
adverse inference jury instruction against the grosslyn ligent plaintiffs and ordered 
all the involved plaintiffs, negligent and grossly negligent, to pay defendants' costs.  

Duty to Preserve. The opinion cites the well-established rule that the duty to pre
serve begins when there is a reasonable anticipation of litigation. A plaintiff's duty 
arises most often before the litigation begins, because the plaintiff typically controls 
the timing of litigation.26 Failure to preserve evidence resulting in loss or destruction 
of relevant information is automatically negligent, and may be grossly negligent or 
willful, depending on the circumstances. 27 

Burden of Proof. In the Second Circuit, the burden of proof shifts depending on the 
severity of the sanction sought. For less severe sanctions such as fines or cost shifting, 
the inquiry focuses more on the conduct of the spoliating party than on whether rele
vant documents were lost. For more severe sanctions (dismissal, preclusion, adverse 
inference instructions), the issue is whether the missing evidence was relevant and 
whether the innocent party has suffered prejudice as a result.2 8 "When the spoliating 
party's conduct is sufficiently egregious to justify a court's imposition of a presump
tion of relevance and prejudice, or when the spoliating party's conduct warrants per
mitting the jury to make such a presumption, the burden then shifts to the spoliating 
party to rebut that presumption." 29 If the spoliating party demonstrates that there was 
no prejudice then no jury instruction is warranted although lesser sanctions may be 
required.3 0 

26. Pension Committee, 685 F. Supp. 2d at 466 (citations omitted).  
27. Pension Committee, 685 F. Supp. 2d at 464 (citations omitted).  
28. Pension Committee, 685 F. Supp. 2d at 467.  
29. Pension Committee, 685 F. Supp. 2d at 468-69.  
30. Pension Committee, 685 F. Supp. 2d at 469.
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Remedy. Sanctions imposed should be the least harsh to provide an adequate rem
edy. Sanction options, from least to most harsh, include further discovery, cost shift
ing, fines, special jury instructions, preclusion of evidence, and terminating sanctions 
(entry of default judgment or dismissal).3 1 Adverse inference instructions can take a 
variety of forms ranging in degree of harshness depending on the nature of the spoliat
ing party's conduct.32 

What Actions Caused the Sanctions? Once conduct has been determined to be 
unacceptable, whether it is negligent, grossly negligent, or willful is basically a "con
tinuum" based on how bad the conduct is.33 "This case does not present any egregious 
examples of litigants purposefully destroying evidence. This is a case where plaintiffs 
failed to timely institute written litigation holds and engaged in careless and indiffer
ent collection efforts after the duty to preserve arose." 34 

Guidelines. From the opinion, we can glean that in the Second Circuit, the follow
ing conduct may fall within the range of negligence or gross negligence in the discov
ery context.  

" Failure to conform to contemporary standards set by years of judicial deci
sions analyzing those standards is negligent, even if "it results from a pure 
heart and empty head." 3 5 

" After the Zubulake opinions, failure to issue a written hold is gross negligence 
because it is likely to result in the destruction of relevant information. 3 6 

" Failure to collect or sloppiness in collection resulting in loss or destruction of 
evidence is automatically negligent, and may be grossly negligent or willful 
depending on the circumstances. 37 

" Failure to identify key players and ensure that their electronic and paper 
records are preserved constitutes gross negligence or willfulness. 38 

- The failure to obtain records from all employees may be negligence. 39 

" Failure to cease deletion of e-mail or preserve records of former employees 
that are in a party's possession, custody, or control is gross negligence. 4 0 

- Failure to preserve backup tapes when they are the sole source of relevant 
information or when they relate to key players is gross negligence, if the rele

31. Pension Committee, 685 F. Supp. 2d at 469.  
32. Pension Committee, 685 F. Supp. 2d at 470.  
33. Pension Committee, 685 F. Supp. 2d at 463.  
34. Pension Committee, 685 F. Supp. 2d at 463.  
35. Pension Committee, 685 F. Supp. 2d at 464.  
36. Pension Committee, 685 F. Supp. 2d at 465.  
37. Pension Committee, 685 F. Supp. 2d at 465.  
38. Pension Committee, 685 F. Supp. 2d at 471.  
39. The original version of the opinion stated "the failure to obtain records from all employees 

(some of whom may have had only a passing encounter with the issues in the litigation), as opposed to 
key players, likely constitutes negligence as opposed to a higher degree of culpability." In May 2010, 
Judge Scheindlin amended the opinion (her second amendment), softening that line to: "the failure to 
obtain records from all those employees who had any involvement with the issues raised in the litigation 
or anticipated litigation, as opposed to just the key players, could constitute negligence." 

40. Pension Committee, 685 F. Supp. 2d at 471.
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vant information maintained by those key players is not obtainable from read
ily accessible sources.41 

II. A Move Toward Multifactor Considerations 

The holding in Pension Committee is noteworthy for being a detailed analysis of 
litigation holds, sanctions and adverse inference instructions, building on prior rulings 
that helped shape the growing body of e-discovery-related case law. Pension Commit
tee defined different degrees of negligence in the discovery context, something Judge 
Scheindlin believed was crucial in a time when the proliferation of ESI added multiple 
complications to the discovery process. The bright-line rule that it creates states that 
"the failure to issue a written litigation hold constitutes gross negligence" and also 
permits the presumption that the lost information was relevant, and was prejudicial to 
the offending party.42 In the years since the decision was rendered, that holding has 
been relied on by other courts in dozens of cases in which preservation issues were a 
concern. While most of those courts have applied the per se negligence standard cre
ated by Pension Committee, other courts have shied away from the absolutism in 
which that rule was grounded, deciding instead to analyze a variety of factors to deter
mine if sanctionable conduct had actually occurred.  

One of those cases, Orbit One Communications, Inc. v. Numerex Corp.,4 3 fol
lowed Pension Committee by only a few months yet introduced a very different way 
of looking at the issue. The court in Orbit One disagreed with the "implication" that 
sanctions were warranted solely because information was lost as a result of preserva
tion failures, regardless of whether the information had any discovery relevance.4 4 Put 
simply, the court believed that without considering the relevance of the lost material, it 
is impossible to determine if sanctions are appropriate. Following a brief warning that 
requiring a written litigation hold may not be appropriate in all situations, the court 
stated that "the better approach is to consider such conduct as one factor and consider 
the imposition of sanctions only if some discovery-relevant data has been 
destroyed." 45 The Second Circuit later went a step beyond merely criticizing the Pen
sion Committee bright-line test and rejected it outright. In Chin v. Port Authority of 
New York & New Jersey,46 the three-judge panel deciding the appeal echoed the rea
soning from Orbit One to state its preference for a "case-by-case approach" to deter
mine whether discovery sanctions should issue for preservation failures such as the 
failure to issue a written litigation hold.  

41. Pension Committee, 685 F. Supp. 2d at 471.  
42. Pension Committee, 685 F. Supp. 2d at 465.  
43. 271 F.R.D. 429 (S.D.N.Y. 2010).  
44. Orbit One, 271 F.R.D. at 440.  
45. Orbit One, 271 F.R.D. at 441 (citation omitted).  
46. 685 F.3d. 135, 162 (2d Cir. 2012).
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Most recently, Judge Scheindlin issued an opinion in Sekisui American Corp. v.  
Hart?7 in which she sanctioned the plaintiffs for the failure to preserve relevant e-mail 
of Hart and another former employee of the acquired company. Sekisui sued the 
defendants for breach of contract relating to Sekisui's acquisition of a medical diag
nostics company of which Hart was president. Evidence came to light during discov
ery that Sekisui did not issue a litigation hold until fifteen months after sending a 
notice of claim to the defendants, and the defendants sought an adverse inference jury 
instruction and monetary sanctions. 48 

Magistrate Judge Maas first issued a written decision declining to issue sanc
tions, finding that the defendants failed to show prejudice resulting from the destruc
tion of the ESI.49 Judge Scheindlin reversed, finding that Sekisui was grossly 
negligent in failing to timely issue a litigation hold and destroying the e-mail. Judge 
Scheindlin also found that "there is no question that Hart's and [another former 
employee's] ESI is relevant." 50 She found that the destruction of the ESI was willful 
and that prejudice was therefore presumed but noted that "prejudice is only presumed 
when determining whether an adverse inference instruction will be given. The jury 
may still determine that the Harts were not prejudiced by Sekisui's willful destruction 
of ESI and decline to draw any adverse inference." 51 The opinion includes the jury 
charge to be given,52 and awards reasonable costs associated with bringing the motion 
to the defendants. 53 

Case law continues to evolve on this issue, and many courts and circuits still fol
low the per se negligence standard set forth in Pension Committee and Sekisui. The 
shift to a more subjective evaluation of a party's preservation conduct seen in pro
posed amended Federal Rule of Civil Procedure 37(e), however, illustrates the judi
ciary's willingness to be flexible when dealing with the complex issues that arise in 
the context of the e-discovery process.  

III. Spoliation Standard in Texas Federal Court-The 
Rimkus Decision 

Not surprisingly, the best summary of the law of spoliation in the Fifth Circuit 
comes from an opinion authored by the Judge Lee Rosenthal of the Southern District 
of Texas, who was Chair of the Advisory Committee when the Federal Rules were 
amended in 2006 to address issues related to ESI. In Rimkus Consulting Group, Inc. v.  

47. 945 F. Supp. 2d 494 (S.D.N.Y. 2013).  
48. Sekisui, 945 F. Supp. 2d at 498.  
49. Sekisui, 945 F. Supp. 2d at 498.  
50. Sekisui, 945 F. Supp. 2d at 508.  
51. Sekisui, 945 F. Supp. 2d at 509.  
52. Sekisui, 945 F. Supp. 2d at 509-10.  
53. Sekisui, 945 F. Supp. 2d at 510.
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Cammarata,54 Judge Rosenthal wrote extensively on spoliation of evidence and the 
consequences. The case concerned the departure of employees of Rimkus Consulting 
and their formation of U.S. Forensic, L.L.C. The departing employees fired the first 
shot by filing a declaratory judgment action in Louisiana seeking relief from noncom
petition and nonsolicitation agreements. Rimkus later sued the departing employees in 
separate suits in Texas, which were consolidated before Judge Rosenthal. 55 Rimkus 
filed a motion for sanctions against its former employees as well as their counsel and 
asked that they be held in contempt for "conspiratorially" engaging in the destruction 
of evidence, primarily e-mails and attachments, after a duty to preserve had arisen as 
and for failing to produce requested discovery. 56 Rimkus sought a default judgment or 
an adverse inference instruction. The defendants acknowledged that they may not 
have preserved some relevant e-mails, but argued that there was no prejudice because 
the missing e-mails were largely cumulative of evidence already produced. 57 

Comparing Judge Scheindlin's decision in Pension Committee, in which parties 
negligently failed to preserve ESI and were sanctioned, Judge Rosenthal noted that the 
Rimkus case posed a different question in that the parties were alleged to have inten
tionally destroyed evidence.58 Additionally, Judge Rosenthal analyzed the conduct of 
the defendants under the law of spoliation in the Fifth Circuit, the standards of which 
differ from the Second Circuit in some significant ways.  

The Rimkus court included the Sedona Conference definition of spoliation 5 9 and 
described the duty to preserve, which attaches when a party has notice that the evi
dence is relevant to litigation or should have known that the evidence may be relevant 
to future litigation.60 The judge noted that it can be "difficult to draw bright-line dis
tinctions between acceptable and unacceptable conduct in preserving information and 
in conducting discovery." 6 1 Therefore, by necessity, rulings regarding spoliation tend 
to be fact intensive.  

In contrast to the Second Circuit, the Fifth Circuit requires a finding of bad faith 
(rather than negligence or gross negligence) before imposing severe sanctions such as 
striking pleadings, issuing an adverse inference instruction or granting a default judg
ment.62 The party seeking a severe sanction such as an adverse inference instruction 
has the burden of proof to establish that

1. the party had an obligation to preserve the evidence when it was destroyed; 

2. the evidence was destroyed with a culpable state of mind; and 

54. 688 F. Supp. 2d 598 (S.D. Tex 2010).  
55. Rimkus, 688 F. Supp. 2d at 608.  
56. Rimkus, 688 F. Supp. 2d at 609.  
57. Rimkus, 688 F. Supp. 2d at 609.  
58. Rimkus, 688 F. Supp. 2d at 611.  
59. Rimkus, 688 F. Supp. 2d at 612 ("Spoliation is the destruction or the significant and meaningful 

alteration of evidence.").  
60. Rimkus, 688 F..Supp. 2d at 612.  
61. Rimkus, 688 F. Supp. 2d at 613.  
62. Rimkus, 688 F. Supp. 2d at 614-15.
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3. the destroyed evidence was relevant to the party's claim or defense such 
that a reasonable trier of fact could find that it would support the party's 
claim or defense. 63 

However, mere "speculative or generalized assertions that the missing evidence 
would have been favorable to the party seeking sanctions" are insufficient. 64 The bur
den placed'on the moving party to show that the lost evidence would have been favor
able must not be "too onerous, lest the spoliator be permitted to profit from its 
destruction." 65 In Rimkus, the movant had the opportunity through extrinsic evidence 
to show the content of at least some of the deleted information from extrinsic sources 
such as other documents, deposition testimony and circumstantial evidence. Judge 
Rosenthal determined that the record contained conflicting evidence as to the reasons 
that certain e-mails were deleted, so she declined to instruct the jury that the defen
dants engaged in intentional misconduct. 66 Instead, 

the instruction will ask the jury to decide whether the defendants intention
ally deleted e-mails and attachments to prevent their use in litigation. If the 
jury finds such misconduct, the jury must then decide, considering all the 
evidence, whether to infer that the lost information would have been unfa
vorable to the defendants. 67 

The court recognized that there was extensive evidence already available to 
Rimkus to prosecute its case and stated that some of the evidence recovered was actu
ally favorable to the defendants. The court determined that it was appropriate to allow 
the jury to hear the evidence regarding the deletion of e-mails as well as the submis
sion of discovery responses that concealed the deletions. 68 The court also awarded 
Rimkus the costs and attorneys' fees incurred in investigating the spoliation and tak
ing depositions regarding the deletion of e-mail.69 

In Moore v. CITGO Refining & Chemicals Co., L.P,70 twenty-four console 
supervisors sued their employer, CITGO, in federal court in Corpus Christi, Texas, 
alleging that they had been misclassified as exempt employees and were entitled to 
overtime pay under the Fair Labor Standards Act. In connection with CITGO's com
plaints as to the plaintiffs' continuing refusal to comply with discovery requests and 
orders, the trial court conducted evidentiary hearings that included live testimony by 
eighteen of the plaintiffs regarding their failure to comply with discovery orders relat
ing to preservation of e-mails. The trial court entered two separate discovery orders 
dismissing the claims of twenty one of the twenty four plaintiffs with prejudice, based 

63. Rimkus, 688 F. Supp. 2d at 615-16.  
64. Rimkus, 688 F. Supp. 2d at 616.  
65. Rimkus, 688 F. Supp. 2d at 616.  
66. Rimkus, 688 F. Supp. 2d at 620.  
67. Rimkus, 688 F. Supp. 2d at 620.  
68. Rimkus, 688 F. Supp. 2d at 646.  
69. Rimkus, 688 F. Supp. 2d at 647-48.  
70. 735 F.3d 309 (5th Cir. 2013).
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on discovery abuses including failure to preserve e-mail in violation of the court's 
orders. 71 On appeal, the Fifth Circuit Court of Appeals upheld the dismissal of the 
claims, finding that, "On this record, 72 we find no abuse of discretion, notwithstanding 
the severity of the sanction." 73 

IV. Sanctions for Spoliation of Evidence in Texas 

A. Authority 

The Texas Rules of Civil Procedure allow trial courts to sanction parties who 
abuse the discovery process. 74 Under rule 215, if a party fails to comply with proper 
discovery requests or to obey an order to provide or permit discovery, the court in 
which the action is pending may, after notice and hearing, order a number of sanc
tions, including

(1) an order disallowing any further discovery of any kind; (2) an order 
charging all or a portion of the expenses of discovery against the disobedi
ent party; (3) an order that the matters regarding which the order was made 
or any other designated facts shall be taken to be established; (4) an order 
refusing to allow the disobedient party to support or oppose designated 
claims or defenses, or prohibiting designated evidence from being intro
duced into evidence; (5) an order striking out pleadings or parts thereof, 
staying the action until the order is obeyed, dismissing the action with or 
without prejudice, or rendering judgment by default; (6) a contempt order; 
and (7) an order requiring the disobedient party to pay reasonable 
expenses, including attorney fees, caused by the failure. 75 

These sanctions are used to ensure "compliance with discovery and to deter 
those who might be tempted to abuse discovery in the absence of a deterrent." 76 

71. Moore, 735 F.3d at 316 ("The court made specific findings [in its January sanction order], more
over, that each and every dismissed plaintiff failed to preserve documents.").  

72. Moore, 735 F.3d at 316 ("Plaintiffs were aware of the Court's rulings, and nevertheless failed to 
conduct themselves in accordance with them. This failure evidences a blatant disregard for the judicial 
process, and constitutes willful and contumacious conduct.").  

73. Moore, 735 F.3d at 317.  
74. See Tex. R. Civ. P. 215.3.  
75. Cire v. Cummings, 134 S.W.3d 835, 839 (Tex. 2004) (citing Tex. R. Civ. P. 215.2(b)).  
76. Cire, 134 S.W.3d. at 839.
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While a trial court has authority under rule 215 to sanction a party who destroys 
relevant evidence during the discovery process in litigation, in cases where the 
spoliation of evidence has occurred prior to the litigation and the discovery process
and as such rule 215 may not apply-the trial court has inherent power to remedy the 
spoliation. 77 

Similarly, while the Federal Rules of Civil Procedure provide for imposition of 
sanctions for postfiling document destruction,78 where the bulk of the conduct alleged 
to constitute spoliation occurred prefiling-before the discovery rules and their atten
dant sanctions provisions applied-federal courts rely on their inherent authority to 
impose sanctions for bad faith or willful abuse of the judicial process. 79 

B. Standards and Discretion of Court 

Remedies imposed by Texas courts may range "from a jury instruction on the 
spoliation presumption to, in the most egregious cases, death penalty sanctions." 8 0 The 
determination of whether sanctions or a spoliation presumption are justified is a ques
tion of law for the trial court,81 and the trial court's imposition of spoliation sanctions 
is reviewed under an abuse of discretion standard. 82 

As much as the destruction or alteration of evidence may seriously impair a 
party's ability to present its case, the imposition of an adverse inference instruction 
can color a jury's perception of the alleged spoliator based on facts other than those at 
issue in the case and thus may unfairly skew a jury verdict.83 Recognizing a lack of 
clarity under Texas law as to the standards for a trial court's determination of spolia
tion and the parameters of its discretion to impose a remedy, the Texas Supreme Court 
in Brookshire Bros., Ltd. v. Aldridge issued a detailed opinion providing direction to 
courts and litigants regarding the procedures to be followed for imposition of spolia
tion sanctions. 84 The case involved a slip and fall accident in a Brookshire Brothers 
grocery store. At the time of the fall, plaintiff Aldridge did not tell store employees he 
was injured, and the store did not investigate or prepare an incident report. Five days 
after the fall, Aldridge returned to the store and reported his injuries, and the store pre

77. Trevino, 969 S.W.2d at 958 (Baker, J., concurring) (Trial courts have inherent judicial power to 
take action that will "aid in the exercise of it jurisdiction, in the administration of justice, and in the pres
ervation of its independence and integrity." (quoting Eichelberger v. Eichelberger, 582 S.W. 2d 395, 398 
(Tex. 1979)).  

78. See, e.g., Fed. R. Civ. P. 37(b).  
79. See Ashton v. Knight Transportation, Inc., 772 F. Supp. 2d 772, 800 n.13 (N.D. Tex. 2011) (cit

ing Rimkus, 688 F. Supp. 2d at 612 (S.D. Tex. 2010).  
80. See, e.g., Trevino, 969 S.W.2d at 953 (Baker, J., concurring).  
81. Trevino, 969 S.W.2d at 955 (Baker, J., concurring).  
82. Brookshire Bros., Ltd v. Aldridge, No. 10-0846, 2014 WL 2994435 (Tex. July 3, 2014); Petro

leum Solutions, Inc. v. Head, No. 13-09-00204-CV, 2011 WL 1707001, at *10 (Tex. App.-Corpus 
Christi, Apr. 29, 2011) (citing Cire, 134 S.W.3d at 838).  

83. Brookshire Bros., 2014 WL 2994435, at *1.  
84. Brookshire Bros., 2014 WL 2994435, at *1.
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pared an incident report. The store had security cameras in place, and one camera 
recorded Aldridge's fall but the floor and the fall were somewhat obscured by a dis
play table covered by a floor-length tablecloth. After Aldridge reported his fall, 
Brookshire Brothers' risk manager decided to retain approximately eight minutes of 
the security footage (showing Aldridge entering the store, falling, and a few minutes 
occurring thereafter). At the time of the fall, the security cameras recorded video in a 
continuous loop which, after thirty days, recorded over earlier events. The remainder 
of the video footage from that day was subsequently overwritten.  

Aldridge's attorney requested additional footage from before the fall several 
months later, but it had already been overwritten. Aldridge contended that the addi
tional footage would have supported his burden to show constructive knowledge by 
the store employees of the dangerous condition on the floor that-caused his fall. The 
trial court allowed the jury to hear evidence bearing on whether Brookshire Brothers 
spoliated the video, submitted a spoliation instruction to the jury, and allowed the jury 
to decide whether spoliation occurred. The jury returned a verdict of over $1 million 
in Aldridge's favor, which was affirmed by the Tyler court of appeals. The Texas 
Supreme Court reversed and pronounced a clarification of the law of spoliation as 
well as the appropriate duties of a trial court. 85 

C.. Procedure and Burden of Proof 

When a party believes another party has spoliated, the nonspoliating party 
should move for sanctions or request a spoliation presumption instruction. 86 In Texas, 
the party seeking to prove spoliation must show that (1) the producing party had a 
duty to reasonably preserve evidence, and (2) the producing party intentionally or neg
ligently breached its duty by losing or destroying the evidence. 8 7 

Once the moving party has met its burden, the responding party may then 
attempt to rebut the spoliation claim by providing a justification for the destruction.  
"For example, if the destruction of the evidence was beyond the spoliator's control or 
done in the ordinary course of business, the court may find that the spoliator did not 
violate a duty to preserve evidence." 88 However, if the duty to preserve the evidence 

85. Brookshire Bros., 2014 WL 2994435, at *1.  
86. Trevino, 969 S.W.2d at 954 (Baker, J., concurring).  
87. Brookshire Bros., 2014 WL 2994435, at *2, see Trevino, 969 S.W.2d at 954-55 (Baker, J., con

curring); Clark v. Randalls Food, 317 S.W.3d 351, 356 (Tex. App.-Houston [1st Dist.] 2010, pet.  
denied).  

88. Trevino, 969 S.W.2d at 957 (Baker, J., concurring).
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arises before the destruction, even legitimate explanations for the destruction of 
evidence are ineffective to avoid sanctions. 89 

The court in Brookshire Bros. held that a spoliation analysis first involves "a 
two-step judicial process: (1) the trial court must determine, as a question of law, 
whether a party spoliated evidence, and (2) if spoliation occurred, the court must 
assess an appropriate remedy." 90 The trial court may hold an evidentiary hearing to 
assist it in making spoliation findings, but the hearing must be outside the presence of 
the jury.91 "Placing the responsibility on the trial court to make spoliation findings and 
to determine the proper remedy is a key mechanism in ensuring the jury's focus stays 
where it belongs-on the merits."92 Though the trial court has broad discretion to 
impose a remedy for spoliation, it must be proportionate to the conduct giving rise to 
the sanction and may not be excessive. 93 Key considerations in imposing a remedy 
proportionate to the spoliation are the level of culpability of the spoliating party and 
the degree of prejudice, if any, suffered by the nonspoliating party.94 

The Brookshire Bros. court recognized that Texas courts have used two basic 
frameworks to evaluate the propriety of a spoliation remedy.95 The first framework is 
described in the concurring opinion in Trevino v. Ortega. Under the Trevino frame
work, a party must establish (1) that the party who destroyed or failed to produce evi
dence had a duty to preserve it, (2) that the party either negligently or intentionally 
breached that duty by destroying the evidence or rendering it otherwise unavailable, 
and (3) the breach prejudiced the nonspoliating party. 96 

The second framework noted in Brookshire Bros., also known as "the two rules," 
addresses the presumptions that arise from a party's destruction of or failure to pro
duce evidence. 97 Under the "two rules," a spoliation instruction is limited to circum
stances in which (1) a party deliberately destroys relevant evidence, and (2) a party 
fails to produce relevant evidence or explain its nonproduction.98 In Brookshire Bros., 
the Texas Supreme Court outlines the required elements of a spoliation finding.  

89. See Adobe Land Corp. v. Griffin, L.L.C., 236 S.W.3d 351, 360 (Tex. App.-Fort Worth 2007, 
pet. denied) ("[W]hen a party's duty to preserve evidence arises before the destruction or when a policy is 
at odds with a duty to maintain records, the policy will not excuse the obligation to preserve."); Offshore 
Pipelines, Inc. v. Schooley, 984 S.W.2d 654, 666 (Tex. App.-Houston [1st Dist.] 1998, no pet.) ("[A] 
party who intentionally or negligently fails to preserve relevant information may be held accountable for 
the loss of such evidence.").  

90. Brookshire Bros., 2014 WL 2994435, at *1.  
91. Brookshire Bros., 2014 WL 2994435, at *1 ("Spoliation findings-and their related sanctions

are to be determined by the trial judge, outside the presence of the jury, in order to avoid unfairly preju
dicing the jury by the presentation of evidence that is unrelated to the facts underlying the lawsuit.").  

92. Brookshire Bros., 2014 WL 2994435, at *7.  
93. Brookshire Bros., 2014 WL 2994435, at *7-8.  
94. Brookshire Bros., 2014 WL 2994435, at *8.  
95. Brookshire Bros., 2014 WL 2994435, at *6.  
96. Brookshire Bros., 2014 WL 2994435, at *6 (citing Trevino, 969 S.W. 2d at 955-58 (Baker, J., 

concurring)).  
97. Brookshire Bros., 2014 WL 2994435, at *6.  
98. Brookshire Bros., 2014 WL 2994435, at *6 (citing Wal-Mart Stores v. Johnson, 106 S.W. 3d 

718, 721 (Tex. 2003).
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1. Existence of a Duty to Preserve 

The moving party bears the burden of establishing that the alleged spoliator had 
a duty to preserve the material and relevant evidence. 99 A duty to preserve evidence 
"arises only when a party knows or reasonably should know that there is a substantial 
chance that a claim will be filed and that evidence in its control or possession will be 
material and relevant to that claim."'0 0 

In Wal-Mart Stores, Inc. v. Johnson, the plaintiff was injured when a Wal-Mart 
employee stocking merchandise accidentally knocked some decorative reindeer from 
a shelf onto the plaintiff. The plaintiff suffered a cut, which was treated by a Wal-Mart 
employee, but told a Wal-Mart supervisor that he was not hurt and left the store 
shortly thereafter. The Wal-Mart supervisor investigated the accident, prepared notes, 
obtained photographs of the reindeer, took a written statement from the Wal-Mart 
employee, and created an incident report that indicated that the plaintiff had neither 
threatened to sue Wal-Mart nor made any other claims at the time. Six months after 
the accident, the plaintiff sued Wal-Mart. During discovery, the plaintiff sought dis
coverygoteactual reindeer involved in the accident, but they were no longer in Wal
Mart's possessiapn. c idl had either been sold or, if damaged, had been thrown 
away. At trial, the weight and composition of the reindeer was a hotly contested issue, 
however the only evidence of the'atua ei fdeef tht fell io the plaintiff was the pho
tograph taken by the supervisor at the time of the accident.  

The plaintiff alleged that Wal-Mart's failure to keep the actual reindeer involved 
in the accident constituted spoliation and sought a spoliation jury instruction, which 
was granted by the trial court. The jury found Wal-Mart negligent and awarded 
$76,000 in damages, the award was upheld by the court of appeals. The supreme 
court's analysis of the issue before it-whether a spoliation instruction was appropri
ate-turned on the "issue of duty, the initial inquiry for any complaint of discovery 
abuse." 101 Wal-Mart argued that because it did not learn of the plaintiff's claim until all 
of the reindeer had been disposed of in the normal course of business, it had no notice 
that the reindeer would be relevant to affuture claim and, therefore, no duty to preserve 
arose. Further, Wal-Mart's investigation of the accident was pursuant to its routine 

O 'cjy ofiinvestigating accidents on premises and did not indicate that the plaintiff was 
seriously injured or that he might seek legal relief. The supreme court agreed' with 
Wal-Mart, finding that the plaintiff failed to establish the "foundation for the submis
sion of the spoliation instruction in this case" to show that Wal-Mart disposed of the 
reindeer after it knew, or should have known, that there was a substantial chance there 
would be litigation and that the reindeer would be material to it.'0 2 As a result, the 

99. See Wal-Mart, 106 S.W.3d at 723; MRT, Inc. v. Vounckx, 299 S.W.3d 500, 510 (Tex. App.
Dallas 2009, no pet.).  

100. Wal-Mart, 106 S.W.3d at 722.  
101. Wal-Mart, 106 S.W.3d at 722.  
102. Wal-Mart, 106 S.W.3d at 723.
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court held that the trial court abused its discretion in submitting the spoliation jury 
instruction.' 03 

In MRT, Inc. v. Vounckx,10 4 the Dallas court of appeals held that the trial court 
had not abused its discretion in refusing plaintiff MRT's request for a spoliation 
instruction based on the failure of one of the defendants, IMEC, to preserve certain 
backup tapes, because MRT failed to meet its duty to establish IMEC had a duty to 
preserve such tapes. Although IMEC admittedly destroyed the backup tapes in issue 
after the litigation was filed, satisfying the first prong of the test for a duty to preserve, 
MRT was still required to establish the second prong of the test-that there was evi
dence on the backup tapes that was material and relevant to the case. 10 5 Instead, MRT 
merely proffered its argument that backup tapes should have been preserved because 
"[ESI] that has been deleted and only resides on backup tapes is discoverable" and 
that the tapes in issue were the only source of certain e-mail communications during 
the 1995-1999 time period.106 However, MRT offered no evidence that IMEC 
employees deleted any ESI from active data sources after they became aware of the 
litigation, and as the Court pointed out, MRT failed to adduce any evidence in support 
of its request as to how many and what tapes were destroyed, the dates the destroyed 
tapes were created, what the tapes contained, or how they were catalogued.10 7 In its 
opinion, the court stated that it was "unpersuaded by [MRT's] reliance on the Zubu
lake [v. UBS Warburg line of cases," finding that the facts differed greatly from those 
found to be determinative in Zubulake-in particular that in Zubulake there was evi
dence of deletion of active online e-mail by key UBS employees after a legal hold was 
put in place, thus backup tapes were the only potential sources of such e-mails, and the 
backup tapes were missing despite UBS's retention policies under which they should 
have been available.1 08 Because MRT wholly failed to meet its burden to offer this 
type of evidence-that IMEC destroyed the tapes at a time when it knew they con
tained relevant ESI that had been deleted from active sources, and thus the backups 
were the only possible source of such ESI-MRT's sanctions request was denied.'0 9 

In Hunicke v. Seafarers International Union,"0 an employment discrimination 
case, the plaintiff's request for a spoliation presumption instruction was denied 
because plaintiff failed to establish that the hard drives in question were material to the 
litigation, the second prong of the duty-to-preserve test. Plaintiff Hunicke was fired in 
January 2009 for repeatedly failing to follow her employer's instructions. She filed 
claims with the EEOC and the Texas Commission on Human Rights in March 2009 

103. Wal-Mart, 106 S.W.3d at 723.  
104. 299 S.W.3d 500 (Tex. App.-Dallas 2009, no pet.).  
105. Vounckx, 299 S.W.3d at 510.  
106. Vounckx, 299 S.W.3d at 510.  
107. Vounckx, 299 S.W.3d at 510.  
108. Vounckx, 299 S.W.3d at 511.  
109. Vounckx, 299 S.W.3d at 511.  
110. No. 14-12-00199-CV, 2013 WL 2444634 (Tex. App.-Houston [14th Dist.] June 4, 2013, pet.  

denied) (mem. op.).
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and, in November 2009, filed a lawsuit against her employer asserting claims for gen
der discrimination, sexual harassment, and retaliation. In May 2011, Hunicke filed a 
motion for a spoliation instruction claiming that the defendant had intentionally 
destroyed two hard drives containing evidence relevant to her claims. The hard drives 
at issue were housed in two inoperable computers that had been stored in defendant's 
storeroom. An employee cleaning out the storeroom in October 2009 found the old 
computers, contacted the defendant's IT department about how to handle disposition 
of the equipment, and was instructed by the IT department to destroy the hard drives 
before disposing of the computers to protect the company's confidential information.  
The hard drives were destroyed, and the computers donated to charity. Approximately 
six months later, plaintiff's counsel asked to image defendant's computers. Despite 
being informed in June 2010 of the disposal of the computers, Hunicke did not raise 
the spoliation issue until almost a year later, in May 2011.  

As in the MRT case, the defendant admittedly disposed of the hard drives the 
subject of Hunicke's motion after her EEOC claims were filed in March 2009, but the 
court found that she had failed to meet her burden to establish defendant's duty to pre
serve because she "failed to provide any indication that the hard drives were material 
to this litigation."11 Moreover, her claims were directly contradicted by undisputed 
testimony offered by defendant Seafarer that it had retained hard copies of all docu
ments relating to Hunicke and that Seafarer had produced the documents in discovery.  
Since Hunicke failed to demonstrate the materiality of the hard drives, the court of 
appeals held that the trial court did not abuse its discretion by denying her motion for 
a spoliation presumption instruction. 1 2 

2. Breach of the Duty to Preserve 

If the trial court finds that a party had a duty to preserve evidence, it should then 
decide whether the party breached its duty.'1 3 The party seeking to prove spoliation 
must show that the producing party breached its duty by destroying or failing to pro
duce relevant evidence.' 14 "If a party possesses a duty to preserve evidence, it is inher
ent that a party breaches that duty by failing to exercise reasonable care to do so.""5 

Under Texas law, a party will be held accountable for either negligent or intentional 
spoliation."16 

111. Hunicke, 2013 WL 2444634, at *5.  
112. Hunicke, 2013 WL 2444634, at *5.  
113. Trevino, 969 S.W.2d at 957 (Baker, J., concurring).  
114. See Clark, 317 S.W.3d at 358.  
115. Brookshire Bros., 2014 WL 2994435, at *7.  
116. Brookshire Bros., 2014 WL 2994435, at *7; Trevino, 969 S.W.2d at 957 (Baker, J., concurring).
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3. Prejudice Resulting from Spoliation 

Even if the court finds a duty to preserve and a breach of the duty, the nonspoli
ating party may not be entitled to sanctions if the nonspoliating party has not been 
prejudiced by the spoliation. Therefore, the party seeking to prove spoliation must 
show that the destruction of evidence prejudiced the party's ability to present a case or 
defense.117 The remedy crafted by the trial court, must, however, be proportionate 
when weighing the culpability of the spoliating party and the prejudice to the nonspo
liating party."8 

The factors to be considered in the "prejudice" analysis are

1. relevance of the spoliated evidence to key issues in the case; 
2. the harmful effect of the evidence on the spoliating party's case (or, con

versely, whether the evidence would have been helpful to the nonspoliating 
party's case); and 

3. whether the spoliated evidence was cumulative of other competent evi
dence the party could use in place of the spoliated evidence. 119 

The "relevance" element of the analysis to impose an adverse inference is gener
ally broken down into three subparts. They are

1. whether the evidence is relevant to the lawsuit; 
2. whether the evidence would have supported the inference sought; and 
3. whether the nondestroying party has suffered prejudice from the destruc

tion of the evidence.1 20 

The party seeking the sanction of an adverse inference "must adduce sufficient 
evidence from which a reasonable trier of fact could infer that the 'destroyed or 
[unavailable] evidence would have been of the nature alleged by the party affected by 
its destruction.'" 12 1 However, due to the difficulty of conducting a prejudice analysis 
based on evidence that is no longer available for review, "a party's intentional destruc
tion of evidence may, '[a]bsent evidence to the contrary,' be sufficient by itself to sup
port a finding that the spoliated evidence is both relevant and harmful to the spoliating 
party."122 

If the relevancy of the missing evidence has been established, the court considers 
the availability of other evidence to take the place of the missing information, 123 and 

117. See Adobe Land, 236 S.W.3d at 360.  
118. Brookshire Bros., 2014 WL 2994435, at *8.  
119. Brookshire Bros., 2014 WL 2994435, at *8 (adopting the considerations espoused in Trevino, 

969 S.W.2d at 958 (Baker, J., concurring)).  
120. Consolidated Aluminum Corp. v. Alcoa, Inc., 244 F.R.D. 335, 346 (W.D. La. 2006).  
121. Consolidated Aluminum, 244 F.R.D. at 346 (quoting Residential Funding Corp. v. DeGeorge 

Financial Corp., 306 F.3d 99, 109 (2d Cir. 2002)).  
122. Brookshire Bros., 2014 WL 2994435, at *9 (quoting Trevino, 969 S.W.2d at 958 (Baker, J., con

curring)).  
123. Matlock Place Apartments, L.P v. Druce, 369 S.W.3d 355, 381-82 (Tex. App.-Fort Worth 

2012, pet. denied).
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whether, and to what degree, the missing evidence would have been cumulative of the 
other available evidence. Where evidence is arguably cumulative, the court may still 
find that the nonspoliating party was prejudiced when the missing evidence pertains to 
critical issues in the case and could have had a significant impact on the nonspoliating 
party's presentation of its case.12 4 Any differences in kind and quality between the 
available evidence and the spoliated evidence will be a key factor in analyzing preju
dice to the nonspoliating party.1 25 

D. Forms of Sanctions 

Remedies for the spoliation of evidence serve three purposes: (1) to punish the 
spoliator for destroying relevant evidence, (2) to deter similar behavior by future spo
liators, and (3) to serve an evidentiary function.126 By levying a sanction or submitting 
a spoliation presumption instruction, courts level the evidentiary playing field and 
compensate the nonspoliating party.127 Trial courts have broad discretion in choosing 
the appropriate sanction(s) for spoliation, which may include one or more of the fol
lowing: 

" Monetary-cost shifting; fines including attorneys' fees and costs.  
" Further discovery, with costs paid by the spoliating party.  
- Adverse inference jury instruction (in Texas, "spoliation presumption instruc

tion").  
- Preclusion of evidence or testimony by the spoliating party.  
- Terminating sanctions-striking of pleadings; entry of default judgment; dis

missal of the lawsuit.  

A sanction imposed for discovery abuse should be no more severe than neces
sary to satisfy its legitimate purposes, for example, securing compliance with discov
ery rules, deterring other would be spoliators, or punishing the spoliator,'2" and the 
degree of harshness generally depends on the spoliating party's conduct. Because of 
the varying degrees of sanctions available and because each case presents a unique set 
of circumstances, courts should apply sanctions on a case by case basis.' 29 

124. Matlock Place Apartments, 369 S.W.3d at 382.  
125. Brookshire Bros., 2014 WL 2994435, at *9.  
126. Trevino, 969 S.W.2d at 954 (Baker, J., concurring).  
127. Trevino, 969 S.W.2d at 954 (Baker, J., concurring).  
128. See Transamerican Natural Gas Corp. v. Powell, 811 S.W.2d 913, 917 (Tex. 2004).  
129. Trevino, 969 S.W.2d at 959 (Baker, J., concurring).
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One of the most common remedies for spoliation is a spoliation instruction, 
which is "an instruction given to the jury outlining permissible inferences they may 
make against a party who has lost, altered, or destroyed evidence." 130 In some cases, 
the jury is instructed that they must presume that the evidence destroyed would not 
have been favorable to its destroyer.131 It is "among the harshest sanctions a trial court 
may utilize to remedy an act of spoliation."132 Because a spoliation instruction has "the 
propensity to tilt a trial in favor of a nonspoliating party, it can, in some sense, be tan
tamount to a death-penalty sanction." 133 Under the Brookshire Bros. holding, with one 
narrow exception, a spoliation instruction is an appropriate remedy only when a party 
has intentionally spoliated evidence.1 34 "Intentional spoliation" includes the concept of 
"willful blindness" in circumstances in which a party doesn't directly destroy relevant 
evidence but instead allows for its destruction. 135 The narrow exception to the inten
tional spoliation requirement recognized in Brookshire Bros. is the "rare occasion" 
when a Texas court may allow for the imposition of a spoliation instruction where the 
breach of a party's duty to reasonably preserve evidence prevents the nonspoliating 
party from "having any meaningful opportunity to present a claim or defense," even if 
the trial court determines that the evidence was only negligently lost or destroyed.136 

Because the spoliation framework set forth in the majority opinion in Brookshire 
Bros. was a significant departure from "decades of spoliation jurisprudence" devel
oped by Texas courts of appeals, the dissenting opinion in Brookshire Bros. took issue 
with the majority opinion's framework for failing to provide trial courts with the nec
essary discretion to address the destruction of evidence.137 Instead, the dissent argued, 
the trial court no longer has the option to impose one of a variety of potential instruc
tions and is now limited to only one: an instruction to the jury that the trial court found 
intentional spoliation occurred and therefore the jury must presume the evidence is 
harmful.138 The dissent also noted that the instruction used by the trial court in Brook
shire Bros. was "one of the milder spoliation instructions, allowing, but not requiring, 
the jury to presume harm if the jury found Brookshire Brothers had spoliated evi

130. Matlock Place Apartments, 369 S.W.3d at 379; McMillin v. State Farm Lloyds, 180 S.W.3d 183, 
199 (Tex. App.-Austin 2006, pet. denied) (citing Wal-Mart, 106 S.W.3d at 720-21) ("A spoliation 
instruction tells the jury that, if a party has control over a piece of evidence and fails to retain or produce 
it, the jury should presume that the evidence would have been unfavorable to the party who controlled the 
evidence.").  

131. See Kang v. Hyundai Corp. (US.A.), 992 S.W.2d 499, 502 (Tex. App.-Dallas 1999, no pet.) 
(citation omitted).  

132. Brookshire Bros., 2014 WL 2994435, at *9.  
133. Brookshire Bros., 2014 WL 2994435, at *9.  
134. Brookshire Bros., 2014 WL 2994435, at *10.  
135. Brookshire Bros., 2014 WL 2994435, at *11.  
136. Brookshire Bros., 2014 WL 2994435, at *12; see also Silvestri v. General Motors Corp., 271 

F.3d 583, 587 (4th Cir. 2001).  
137. Brookshire Bros., 2014 WL 2994435, at *17.  
138. Brookshire Bros., 2014 WL 2994435, at *19. The dissent was particularly troubled by the selec

tive retention of eight minutes of security video but the failure to retain additional footage that may have 
been applicable to the legal issue of constructive knowledge of the hazard.
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dence."139 The majority opinion, according to the dissent, rejects the language in Trev
ino v. Ortega, in which the Texas Supreme Court stated, "there is no one remedy that 
is appropriate for every incidence of spoliation; the trial court must respond appropri
ately based upon the particular facts of each individual case." 140 In addition, the dis
sent notes that the appropriate framework for addressing spoliation already exists in 
the Texas Rules of Evidence 402 and 403, and those rules should be amended if an 
issue regarding an appropriate spoliation framework exists. Finally, the dissent argued 
that although the majority created a limited exception from the requirement of inten
tional destruction through the concept of willful blindness, it is an exception without 
effect if the overwriting of the videotape by Brookshire Brothers failed to constitute 
such willful blindness.141 The failure to hold Brookshire Brothers accountable under 
even the willful blindness theory, the dissent argued, may encourage companies to 
adopt even more limited-duration document retention policies with the ultimate result 
that they will retain only favorable evidence and allow the destruction of unfavorable 
evidence in increasingly shorter periods of time.142 

The following are some examples of spoliation jury instructions submitted by 
courts in Texas.  

1. Instruction submitted in Wal-Mart Stores, Inc. v. Johnson: 

You are instructed that, when a party has possession of a piece of evidence 
at a time he knows or should have known it will be evidence in a contro
versy, and thereafter he disposes of it, makes it unavailable, or fails to pro
duce it, there is a presumption in law that the piece of evidence, had it been 
produced, would have been favorable to the party who did not produce it. If 
you find by a preponderance of the evidence that Wal-Mart had possession 
of the reindeer at a time when it knew or should have known they would be 
evidence in this controversy, then there is a presumption that the reindeer, if 
produced, would be unfavorable to Wal-Mart.' 43 

2. Instruction submitted in Brookshire Bros., Ltd v. Aldridge: 

In this case, Brookshire Brothers permitted its video surveillance system to 
record over certain portions of the store surveillance video of the day of the 
occurrence in question. If you find that Brookshire Brothers knew or rea
sonably should have known that such portions of the store video not pre
served contained relevant evidence to the issues in this case, and its 
nonpreservation has not been satisfactorily explained, then you are 

139. Brookshire Bros., 2014 WL 2994435, at *18.  
140. Brookshire Bros., 2014 WL 2994435, at *19 (quoting Trevino, 969 S.W.2d at 953).  
141. Brookshire Bros., 2014 WL 2994435, at *21.  
142. Brookshire Bros., 2014 WL 2994435, at *22.  
143. Wal-Mart, 106 S.W.3d at 720-21 (note that the Texas Supreme Court held that this instruction 

was not warranted because there was no duty to preserve established in that case).
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instructed that you may consider such evidence would have been unfavor
able to Brookshire Brothers.144 

3. Instruction submitted in Petroleum Solutions, Inc. v. Head: 
You, the jury, are instructed that Petroleum Solutions, Inc. destroyed, lost 
or failed to produce to this Court material evidence that by law should have 
been produced as evidence for your deliberations. You are further 
instructed you may, but are not required to presume this evidence is unfa
vorable to Petroleum Solutions, Inc.' 45 

The harshest sanction-a terminating or "death penalty" sanction-may be 
imposed by a court when the court determines that the spoliator's conduct is egre
gious, the prejudice to the nonspoliating party was great, and a lesser sanction would 
be ineffective to cure the prejudice. 146 Texas courts have cautioned that "[s]anctions 
which are so severe as to preclude presentation on the merits of the case should not be 
assessed absent a party's flagrant bad faith or counsel's callous disregard for the 
responsibilities of discovery under the rules."147 When those factors are present, how
ever, terminating sanctions will be upheld.' 48 

V. Recent Federal Cases in Texas 

A. Sanctions for Spoliation of ESI Ordered 

Green v. Blitz U.S.A., Inc.149 This lawsuit was one of several similar cases 
against defendant Blitz, based on alleged design defects of a gas can manufactured by 
Blitz. The case was settled after the jury returned a unanimous verdict against the 
plaintiffs. Thereafter, Green's counsel, who was also counsel in another case against 
Blitz, learned of documents that had not been produced by Blitz in the Green case and 
filed a motion with the court seeking sanctions against Blitz. One year after the case 
closed, the court found that defendant Blitz's failure to preserve documents for that lit
igation, including specifically instructing employees to delete electronic documents 
during the relevant time period, constituted spoliation and warranted imposition of 
sanctions including (1) payment of monetary sanctions of $250,000 to plaintiff Green, 
(2) requiring Blitz to provide a copy of the sanctioning court's opinion and sanctions 

144. Brookshire Bros., Ltd. v. Aldridge, No. 12-08-00368-CV, 2010 WL 2982902, at *9 (Tex. App.
Tyler July 30, 2010), rev'd, 2014 WL 2994435 (Tex. July 3, 2014).  

145. Petroleum Solutions, Inc. v. Head, No. 13-09-00204-CV, 2011 WL 1707001, at *12 (Tex.  
App.-Corpus Christi Apr. 29, 2011).  

146. Trevino, 969 S.W.2d at 959 (Baker, J., concurring).  
147. Transamerican Natural Gas, 811 S.W.2d at 917.  
148. See Moore, 735 F.3d at 317-18 (affirming trial court's dismissal with prejudice of the claims of 

twenty one of twenty four plaintiffs for discovery abuses, including failure to preserve e-mail).  
149. No. 2:07-CV-372 (TJW), 2011 WL 806011 (E.D. Tex. Mar. 1, 2011).
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order to every plaintiff in every lawsuit it currently has proceeding against it and every 
case it has had proceeding against it for the previous two years, and (3) requiring that 
for the five-year period following the date of the court's order, in every new lawsuit in 
which Blitz participates as a party, whether the plaintiff, the defendant, or in another 
official capacity, Blitz must file a copy of the court's opinion and order with its first 
pleading or filing in the particular court.  

Ashton v. Knight Transportation, Inc.150 In a case arising out of a fatal auto
mobile accident, plaintiff moved for sanctions based on the defendants' alleged bad
faith destruction, alteration, and concealment of evidence before and after the filing of 
the lawsuit. The ESI at issue were "Qualcomm" e-mail type communications, many of 
which were missing for the critical time surrounding the accident, and others which 
defendants failed to preserve in an easily readable screenshot format, despite the clear 
duty to preserve such ESI. The court held that the bad-faith spoliation and resulting 
prejudice suffered by plaintiff warranted imposition of the harshest sanction-striking 
defendants' pleadings and defenses to liability. Plaintiff was also allowed to file an 
amended complaint to add a claim for punitive damages.  

B. Sanctions for Alleged Spoliation of ESI Denied 

Gaalla v. Citizens Medical Center.15 The court found that the defendant's 
preservation steps (issuance of a litigation hold notice, taking a snapshot of e-mail 
accounts of employees identified as having relevant knowledge, and preservation of 
certain backups of defendant's e-mail system) were reasonable in the context of the 
case, and there was no evidence that defendant acted in bad faith. Therefore, the impo
sition of "severe sanctions up to and including entering default judgment" sought by 
plaintiffs' motion was not warranted.152 

Harper v. Caldwell County.'5 3 Plaintiff's request for an adverse inference 
instruction spoliation sanction for failure to preserve video tape was denied because 
the court found that (1) failure to keep a copy of the video tape was not unreasonable 
under the circumstances, (2) it was unclear whether videotape was relevant to plain
tiff's claims, and (3) any failure to preserve was not made in bad faith.  

Davis S R Aviation, LLC v. Rolls-Royce Deutschland Ltd. & Co.  
KG.' 54 Rolls-Royce filed a motion for sanctions based on plaintiff's failure to issue a 
written litigation hold on all of its employees and alleged failure to preserve audio 
recordings from an iPhone and documents that may have been lost from the computer 
of a nonparty who was a consultant to the plaintiffs (and was later designated as a tes
tifying expert). The court denied the motion, finding that Rolls-Royce failed to meet 

150. 772 F. Supp. 2d 772 (N.D. Tex. 2011).  
151. No. V-10-14, 2011 WL 2115670 (S.D. Tex. May 27, 2011).  
152. Gaalla, 2011 WL 2115670, at *1-2.  
153. No. A-10-CV-631-LY, 2012 WL 1088033 (W.D. Tex. Mar. 30, 2012).  
154. No. A-10-CV-367 LY, 2012 WL 175966 (W.D. Tex. Jan. 20, 2012).
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its burden to "prove the sort of facts necessary to support sanctions for spoliation of 
evidence," 155 because (1) even if the alleged phone recording had occurred and was 
then lost at a time preservation had been triggered, the evidence would not have been 
favorable to Rolls-Royce and thus Rolls-Royce was not prejudiced by its absence, and 
(2) there was no showing of a preservation duty with respect to the nonparty's com
puter evidence. The court in a footnote discounted Rolls's focusing of its argument on 
plaintiff's failure to issue a litigation hold, stating that

failure to send a written 'litigation hold' memo is largely irrelevant in the 
actual spoliation analysis, because-litigation hold or not-to show spolia
tion one must still demonstrate the loss or destruction of evidence. At most, 
the lack of a hold would be relevant to the state of mind issue.156 

VI. Impact of Proposed Amendments to Federal Rule 
of Civil Procedure 37 

Federal Rule of Civil Procedure 37 was amended in 2006 to provide a so-called 
"safe harbor"157 for parties who fail to preserve electronically stored data. Rule 37(e) 
currently states the following: 

(e) Failure to Provide Electronically Stored Information. Absent excep
tional circumstances, a court may not impose sanctions under these 
rules on a party for failing to provide electronically stored information 
lost as a result of the routine, good-faith operation of an electronic 
information system.' 58 

Rule 37(e) applies only to information lost during the routine operation of an 
electronic information system, meaning that the information must be lost as a result of 
the way in which such systems are generally designed and programmed to meet the 
party's technical and business needs.159 The "routine operation" of computer systems 
includes the alteration and overwriting of information, a feature that does not exist 
when dealing with traditional paper documents.' 60 However, the operation of the sys
tem must be performed in good faith.161 Good faith may require the party to modify or 
suspend certain features of the "routine operation" of a computer system in order to 

155. Davis SR Aviation, 2012 WL 175966, at *3.  
156. Davis S R Aviation, 2012 WL 175966, at *3 n.3.  
157. Hon. Lee Rosenthal, former chair of the Federal Rules Advisory Committee, discourages the 

use of the term "safe harbor" with respect to the rule 37(e) amendment, but it has become a common 
description of the rule.  

158. Fed. R. Civ. P. 37(e).  
159. Fed. R. Civ. P 37(e) advisory committee notes to the 2006 amendments.  
160. Fed. R. Civ. P 37(e) advisory committee notes to the 2006 amendments.  
161. Fed. R. Civ. P 37(e) advisory committee notes to the 2006 amendments.
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prevent the loss of the potentially relevant information, if that information is subject to 
a preservation obligation, such as from common law, regulation, or statute.'62 When a 
preservation duty arises because of pending or reasonably anticipated litigation, the 
intervention and suspension of the routine operation of the computer system "is one 
aspect of what is often called a 'litigation hold.' "163 The advisory committee further 
notes: "[a] party cannot exploit the routine operation of an information system to 
evade discovery obligations by failing to prevent destruction of stored information 
that it is required to preserve."1 64 

Unfortunately, rule 37(e) as currently written has not provided a successful 
framework for parties to effectively determine their obligations for preservation, with 
the result that parties often "over preserve" and incur additional, and possibly unnec
essary costs, doing so to avoid the risk of the imposition of sometimes substantial 
sanctions. The advisory committee is therefore looking at amending rule 37(e) again.  
The proposed amendment provides not only a framework for preservation but delin
eates between sanctions and curative measures intended to assist the requesting party 
and put it back in the position it would have been had the responding party appropri
ately preserved the data. At a minimum, the proposal encourages open and thorough 
communication between the parties, as well as with the court, to address issues of 
preservation, as whether such communications have taken place now become factors 
for the court to consider in connection with the consequences for a failure to preserve.  
The proposed amendments provide the following: 

(e) Failure to Preserve Discoverable Information.  
(1) Curative measures; sanctions. If a party failed to preserve dis

coverable information that should have been preserved in the 
anticipation or conduct of litigation, the court may: 
(A) permit additional discovery, order curative measures, or 

order the party to pay the reasonable expenses, including 
attorney's fees, caused by the failure; and 

(B) impose any sanction listed in Rule 37(b)(2)(A) or give an 
adverse inference jury instruction, but only if the court 
finds that the party's actions: 
(i) caused substantial prejudice in the litigation and were 

willful or in bad faith; or 
(ii) irreparably deprived a party of any meaningful 

opportunity to present or defend against the claims in 
the litigation.  

(2) Factors to be considered in assessing a party's conduct. The.  
court should consider all relevant factors in determining 
whether a party failed to preserve discoverable information that 

162. Fed. R. Civ. P 37(e) advisory committee notes to the 2006 amendments.  
163. Fed. R. Civ. P 37(e) advisory committee notes to the 2006 amendments.  
164. Fed. R. Civ. P 37(e) advisory committee notes to the 2006 amendments.
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should have been preserved in the anticipation or conduct of lit
igation, and whether the failure was willful or in bad faith. The 
factors include: 

(A) the extent to which the party was on notice that litigation 
was likely and that the information would be discoverable; 

(B) the reasonableness of the party's efforts to preserve the 
information; 

(C) whether the party received a request to preserve informa
tion, whether the request was clear and reasonable, and 
whether the person who made it and the party consulted in 
good faith about the scope of preservation; 

(D) the proportionality of the preservation efforts to any antici
pated or ongoing litigation; and 

(E) whether the party timely sought the court's guidance on 
any unresolved disputes about preserving discoverable 
information.165 

The proposed amendments were available for public comment through February 
2014.166 One issue the amendments are intended to address is the varying standards for 
preservation seen across the country in district court rulings, which result in the parties 
being unable to determine what preservation standards they will have to satisfy to 
avoid sanctions. The amendment to rule 37(e) addresses these concerns by establish
ing a "uniform set of guidelines" and applying them to all discoverable information, 
not just ESI.'67 The amended rule is designed to "ensure that potential litigants who 
make reasonable efforts to satisfy their preservation responsibilities may do so with 
confidence that they will not be subjected to serious sanctions should information be 
lost despite those efforts."' 68 However, the proposed amendments would not prohibit 
an independent tort claim for spoliation if one exists in the jurisdiction.169 

Another change seen in the proposed amendment is the distinction between 
sanctions and curative measures. Orders for additional discovery that would not other
wise been allowed, or the payment of the requesting party's expenses would fall under 
the ambit of curative measures, not sanctions.' 70 

Proposed subdivision (e)(1)(B)(i) provides for the imposition of sanctions for a 
willful or bad-faith failure to preserve information. This provision would reject some 
recent federal decisions that impose sanctions for negligence or gross negligence and 

165. Committee on Rules of Practice and Procedure of the Judicial Conference of the United States, 
Preliminary Draft of Proposed Amendments to the Federal Rules of Bankruptcy and Civil Procedure 314 
(Aug. 2013), available at http://www.uscourts.gov/uscourts/rules/preliminary-draft-proposed 
-amendments.pdf.  

166. Preliminary Draft of Proposed Amendments, at 3.  
167. Preliminary Draft of Proposed Amendments, at 318.  
168. Preliminary Draft of Proposed Amendments, at 318.  
169. Preliminary Draft of Proposed Amendments, at 320.  
170. Preliminary Draft of Proposed Amendments, at 320-21.
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is intended to provide a uniform standard in federal court for failure to preserve. 1 7 The 
threshold decision that the court must reach is that there was a duty to preserve the lost 
information. If the court makes such a finding, then it may proceed to impose sanc
tions only if it can make two additional findings: (1) that the loss of information 
caused substantial prejudice in the litigation and (2) that the party that failed to pre
serve the information did so either willfully or in bad faith, considering the factors in 
rule 37(e)(2).1 72 

171. Preliminary Draft of Proposed Amendments, at 321.  
172. Preliminary Draft of Proposed Amendments, at 322.
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CHAPTER 14

Rule 30(b)(6) Depositions 

Julia W. Mann and Matthew J. Swantner 

I. Introduction 

The abundance of electronically stored information (ESI) has not only had a pro
found impact on the volume of discovery, it has also changed what information the 
parties seek about the discovery process itself.' The birth of e-discovery has resulted 
in a new layer of discovery focused on an organization's compliance with its duties to 
preserve, collect, review, and produce all relevant documents in addition to more tra
ditional discovery about the actual merits of a dispute. One of the most common and 
direqg e od for !inv i gat getji j itejig and location of ESI is a deposition 
under either Federal- Rule-of Civil- Procedure 30(b)(6) or Texas Rule of Civil Proce
dure 199.2(b). These rules enable a party to depose an organization involved in'the lit
igation rather than attempting to determine the single individual who may have the 
most knowledge of the organization's data.  

More specifically, Federal Rule of Civil Procedure 30(b)(6) and.its state law 
counterpart, Texas Rule of Civil Procedure 199.2(b)(1), allow a party to serve an orga
nization with a deposition notice that identifies with "reasonable particularity the mat
ters on which examination is requested." 2 For the purpose of this chapter, the rule 
30(b)(6) and rule 199.2(b)(1) deposition will be referred to collectively as a "corporate 
deposition." Absent a protective order, the organization must then designate one or 
more officers, directors, or managing agents, or other persons who consent to testify 
on its behalf. The designated witness or witnesses must be prepared to testify as to 
matters known or reasonably available to the organization. The witnesses' testimony 
may then be used both as evidence in the litigation and for impeachment purposes. 3 

1. According to a recent article, nearly 640 terabytes of IP data is transferred worldwide each min
ute; this equates to an estimated 204 million emails (of which about 150 million may be classified as 
spam) and will only continue to grow. Richard Burges, One Minute On the Internet: 640 TB Data Trans
ferred, 100K Tweets, 204 Million Emails Sent, Techspot (Mar. 20, 2013, 6:00 PM), http:// 
www.techspot.com/news/52011-one-minute-on-the-internet-640tb-data-transferred-00k-tweets 
-204-million-e-mails-sent.html.  

2. Fed. R. Civ. P. 36(b)(6); Tex. R. Civ. P. 199.2(b)(1).
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The most common purpose of an e-discovery corporate deposition is to deter
mine (1) what ESI is in the possession of a party, (2) where that information is stored, 
(3) how that information has been preserved, and (4) what it will take to collect and 
produce all relevant information.4 Failure to properly preserve, collect, and produce 
ESI can result in a broad array of sanctions; thus, properly selecting and preparing a 
representative or representatives for the corporate deposition is paramount.5 In that 
regard, IT professionals who previously were "behind the scenes" in the discovery 
process are becoming a company's star witness as they are asked to testify regarding 
all aspects of a corporation's records retention policy and data management systems.6 

Given this potential for massive data inquiry, it is important to plan for an e-discovery 
corporate deposition from the outset of the litigation so that a party is not left scram
bling to select and prepare its witness when the deposition is actually noticed.  

II. Corporate Depositions Generally 

A. Federal Rule of Civil Procedure 30(b)(6) 

Federal Rule of Civil Procedure 30(b)(6) is a well-established tool to discover 
the corporate position of an organization on a variety of matters. Rule 30(b)(6) 
requires the party seeking the deposition to first describe "with reasonable particular
ity" the topics on which it seeks testimony from the organization. Only after the 
requesting party has met its burden is the noticed party required to produce one or 
more witnesses.7 Thus, "[t]he requesting party must take care to designate, with pains
taking specificity, the particular subject areas that are intended to be questioned, and 
that are relevant to the issues in dispute." 8 

3. Crompton Greaves, Ltd. v. Shippers Stevedoning Co., 776 F. Supp. 2d 375, 392, n. 11 (S.D. Tex.  
2011).  

4. Doug Austin, eDiscovery Best Practices: Preparing Your 30(b)(6) Witnesses, eDiscoveryDaily 
blog (Feb. 8, 2012), www.ediscoverydaily.com/2012/02/ediscovery-best-practices-preparing-your 
-30b6-witnesses.html.  

5. Part V. of this chapter discusses the sanctions available in the context of an e-discovery corporate 
deposition.  

6. In fact, a standing order issued by Judge Xavier Rodriguez in the Western District of Texas 
advises parties at the outset of litigation that: "in some cases, the meet and confer process will be aided by 
participation of an e-discovery liaison." Among other things the e-discovery liaison should "be or have 
reasonable access to those who are familiar with the party's electronic systems and capabilities in order to 
explain those systems and answer relevant questions." See Scheduling and Docket Control Order at 

2.02, available at www.txwd.uscourts.gov/Rules/StandingOrders/SanAntonio/schedxr.pdf.  
7. Fed. R. Civ. P. 30(b)(6); Dwelly v. Yamaha Motor Corp., 214 F.R.D. 537, 540 (D. Minn. 2003); 

Prokosch v. Catalina Lighting, Inc., 193 F.R.D. 633, 638 (D. Minn. 2000); Starlight International Inc. v.  
Herlihy, 186 F.R.D. 626, 639 (D. Kan. 1999).  

8. Prokosch, 193 F.R.D. at 638 (emphasis added).
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Once the noticing party meets its burden of identifying "with reasonable particu
larity the matters on which examination is requested," the noticed party must present a 
witness with knowledge of information "known or reasonably available to the organi
zation."9 The person designated must testify about information known or reasonably 
available to the organization.'10 However, where the organization does not have knowl
edge on noticed topics, "its obligations under Rule 30(b)(6) obviously cease, since the 
rule requires testimony only as to 'matters known or reasonably available to the orga
nization.'"" 

A noticed party must prepare its witness and may do so by having the witness 
review documents or prior deposition testimony. 12 The witness who speaks on behalf 
of the company does not have to have personal knowledge, though the witness must 
be able to testify about information known or reasonably available to the organiza
tion. 13 The rule 30(b)(6) witness is sometimes described as the "person most knowl
edgeable" about a particular topic, but this is not expressly or implicitly required by 
the federal or Texas rules.'4 In many instances the corporate witness may need to be 
educated to testify about multiple areas outside of his personal knowledge.  

When an insufficiently prepared witness testifies regarding the noticed topics, 
the witness's inability to respond can be binding on the entity and limits its ability to 
offer evidence at trial or ad ir he W th &pints._ 

B. Texas Rule of Civil Procedure 199.2(b) 
m1 ulniorm ser oT guideiins" anda ni __ .jd 

Texas Rule of Civil Procedure 199.2(b) is very similartofedralURule of Civil 
Procedure 30(b)(6). Under the Texas Rules of Civil Procedure, when the identity of a 
person in the organization with knowledge of a certain subject area is unknown, a 
notice of deposition may be sent to the entity requiring the entity to identify a witness 
to be deposed.16 The notice of deposition must describe "with reasonable particularity 
the matters on which examination is requested."17 

In response, the entity or organization named in the notice of deposition must, 
within a reasonable time before the deposition, designate one or more individuals to 
testify on its behalf. In the event more than one individual is designated, the entity 
must identify the person testifying with respect to each area of inquiry.1 8 Each person 

9. Fed. R. Civ. P. 30(b)(6); Tex. R. Civ. P. 199.2(b).  
10. Fed. R. CivP P30(b)(6); Tex. R. Civ. P. 199.2(b).  
11. Dravo Corp. v. Liberty Mutual Insurance Co., 164 F.R.D. 70, 76 (D. Neb. 1995) (quoting Fed. R.  

Civ. P. 30(b)(6)).  
12. Prokosch, 193 F.R.D. at 638-39.  
13. FC.C. v. Mizuho Medy Co. Ltd., 257 F.R.D. 679, 681 (S.D. Ca. 2009).  
14. QBE Insurance Corp. v. Jorda Enterprises, Inc., 277 F.R.D. 676, 688 (S.D. Fla. 2012).  
15. QBE, 277 F.R.D. at 690.  
16. Tex. R. Civ. P. 199.2(b)(1); Allstate Texas Lloyds v. Johnson, 784 S.W.2d 100, 104 (Tex. App.

Waco 1989, no writ).  
17. Tex. R. Civ. P. 199.2(b)(1).  
18. Tex. R. Civ. P. 199.2(b)(1).
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testifying on behalf of the entity must testify as to matters that are known or reason
ably available to the organization. Thus, just as under the federal rule, the witness does 
not have to have personal knowledge and may be educated about a particular subject 
matter.  

C. Use of Corporate Depositions for E-Discovery 

While parties have the option of seeking deposition testimony of individual offi
cers, directors and employees of an entity, rule 30(b)(6) is designed "to avoid the pos
sibility that several officers and managing agents might be deposed in turn, with each 
disclaiming personal knowledge of facts that are clearly known to persons within the 
organization and thus to the organization itself."19 As discussed in more detail in part 
V. below, the notice of deposition within the context of e-discovery may include broad 
topics related to the existence, nature, custody, condition, and location of data that is 
relevant to the subject matter of the lawsuit.20 In some cases, courts have allowed par
ties to expand the scope of the e-discovery corporate deposition to include the party's 
efforts to identify, preserve, collect, review and produce all relevant data.21 

Alternatively, a party may issue interrogatories to determine the identity of per
sons most knowledgeable about the location and preservation of relevant ESI and then 
notice the depositions of the individuals identified. Particularly within large organiza
tions, the cost to depose the various persons involved with these issues often makes 
the necessary discovery prohibitively expensive. Moreover, given the limitation on 
the number of permitted depositions, it may be impossible to depose each individual 
with knowledge of the entity's ESI as well as all relevant fact witnesses. The ability to 
notice a single deposition of the entity to obtain testimony related to each phase of the 
discovery process is a powerful tool when investigating a potential claim for spolia
tion or other discovery abuse.  

19. Brazos River Authority v. GE Ionics, Inc., 469 F.3d 416, 432-33 (5th Cir. 2006) (citation omit
ted); see also Reilly v. National Markets Group Inc., 181 F.3d 253, 268 (2d Cir. 1999) (imposing sanc
tions including preclusion of evidence for failure to comply with rule 30(b)(6)).  

20. Fed. R. Civ. P. 26(b)(1); Tex. R. Civ. P. 192.3(b).  
21. A showing of potential discovery abuse or spoliation may be required to expand the scope of an 

e-discovery corporate deposition. See In re Exxon Corp., 208 S.W.3d 70, 71 (Tex. App.-Beaumont 
2006, orig. proceeding); see also John B. v. Goetz, 879 F. Supp. 2d 787 (M.D. Tenn. 2010) (outlining 
steps in e-discovery process).
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D. Admissibility of a Corporate Deposition 

A corporate deposition "is admissible against the party designating the represen
tative but is not 'binding' on the entity for which the witness testifies in the sense of 
preclusion or judicial admission." 2 2 The testimony given in a corporate deposition is 
evidence, which, like other deposition testimony, can be used for impeachment pur
poses if it is later contradicted by the corporation. 23 In the event that contrary informa
tion that was known or available at the deposition is later offered at trial, the 
deposition testimony may be offered to impeach the witness. 24 

III. Discovery Phases 

Given that the duty to preserve is triggered as soon as litigation is anticipated, 
the steps leading to an e-discovery corporate deposition may begin even before a case 
is filed. Whether a party has sufficiently complied with its duty to preserve data, how
ever, may only come to light once the parties engage in the discovery process.  

While initial discovery requests typically seek information related to the parties' 
claims and defenses, an e-discovery corporate deposition focuses on determining the 
location and accessibility of a party's documents or, in some circumstances, a party's 
efforts to comply with prior discovery requests. Thus, e-discovery corporate deposi
tions are most commonly sought after initial merits-based discovery. For example, 
when written discovery responses or depositions testimony cause concern regarding 
possible spoliation or other discovery abuse, further inquiry into the discovery process 
itself may be warranted. 25 In that regard, the unspoken goal of an e-discovery corpo
rate deposition is to bring a successful motion to compel or motion for sanctions (with 
possible sanctions including monetary sanctions, spoliation instructions and a striking 
of claims or defenses).  

As discussed in more detail in part V. of this chapter, many times the information 
sought through an e-discovery corporate deposition may be protected from discovery 
by the attorney work product or attorney-client communication privilege. Before seek

22. Lindquist v. City of Pasadena, Texas, 656 F. Supp. 2d 662, 698 (S.D. Tex. 2009) (citing 8A 
Charles A. Wright, Arthur R. Miller, and Richard L. Marcus, Federal Practice & Procedure 2103 (2d 
ed. 1994)).  

23. A.I. Credit Corp. v. Legion Insurance Co., 265 F.3d 630, 637 (7th Cir. 2001) (citation omitted); 
see Diamond Triumph Auto Glass, Inc. v. Safelite Glass Corp., 441 F. Supp. 2d 695, 723 n.17 (M.D. Pa.  
2006) (rejecting the plaintiff's argument that the court should limit the defendant to the testimony of its 
corporate representative simply because "the witness could not answer the questions" even though the 
plaintiff never filed a motion to compel or a motion for sanctions and "[t]he Federal Rules of Civil Proce
dure do not allow such a severe sanction under these circumstances").  

24. Crompton Greaves, 776 F. Supp. 2d at 392 n.11.  
25. In re Exxon Corp., 208 S.W.3d at 71.
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ing discovery beyond the nature and location of a party's ESI, there generally should 
be some evidence of spoliation or other discovery abuse to justify the inquiry.2 6 

A. Variation in Discovery Levels under Texas Rules of 
Civil Procedure 

The Texas Rules of Civil Procedure provide for three levels of discovery 
depending on the monetary value of the claims at issue as well as the complexity of 
the matters to be resolved. Every case must be governed by a discovery control plan, 
and a plaintiff must allege in the first numbered paragraph of the original petition the 
intended level of discovery. The level 1 plan allows a party seeking recovery of no 
more than $50,000 to insist that discovery be minimal. It provides for no more than six 
hours of deposition testimony for all witnesses, although the parties may extend this 
time up to ten hours by agreement. 27 The level 2 plan is the default plan which is 
intended to provide adequate discovery in most cases. Typically, parties are limited to 
fifty hours of deposition time with no more than six hours per witness. 28 Finally, the 
level 3 plan is available for cases that require discovery limits and scheduling order 
deadlines outside of the default deadlines under level 2.29 In complex cases, particu
larly those involving massive amounts of ESI, a case specific discovery plan and 
scheduling order under level 3 may be recommended. The parties cannot simply agree 
to a level 3 discovery plan. The trial court must approve the parties' proposal by order.  

B. Impact on New Proposed Federal Rule to Limit 
Depositions 

On August 15, 2013, the Judicial Conference Advisory Committee on Rules of 
Practice and Procedure published the Preliminary Draft of Proposed Amendments to 
the Federal Rules of Bankruptcy and Civil Procedure for public comment. The pro
posed amendments would modify the following Federal Rules of Civil Procedure 1, 4, 
6, 16, 26, 30, 31, 33, 34, 36, 37, 55, and 84 as well as an Appendix of Forms. The 
period of public comment runs through February 15, 2014. The proposed rule changes 
address many areas of discovery including a revised definition of the scope of discov
ery and a dramatic reduction in the permitted number and length of depositions. These 
proposed amendments have been described as the most significant discovery rule 
changes in federal court since the first e-discovery amendments of December 2006.  

26. Michael Darren Sparks, Meta-Discovery or Discovery About Discovery: Is it Proper to Discover 
an Opposing Party's Efforts to Comply with Discovery Requests?, 29 The Company Lawyer 309 (2008).  

27. Tex. R. Civ. P. 190.2(b)(2).  
28. Tex. R. Civ. P. 190.3(b)(2).  
29. Tex. R. Civ. P. 190.4(a).
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Currently, Federal Rules of Civil Procedure 30 and 31 provide for a limit of ten 
depositions per party and establish a time limit for each deposition of no longer than 
seven hours. The proposed rule change would limit the number of depositions to five 
without either an agreement of the parties or leave of court. The duration of deposi
tions is reduced to six hours unless otherwise stipulated or ordered by the court. The 
court shall, however, grant leave for more depositions "to the extent consistent with 
Rule 26(b)(1) and (2)." The proposed amendment to Federal Rule of Civil Procedure 
30 is as follows: 

Rule 30. Depositions by Oral Examination 

(a) When a Deposition May Be Taken 

(2) With Leave. A party must obtain leave of court, and the court must grant 
leave to the extent consistent with Rule 26(b)(1) and (2): 

(A) if the parties have not stipulated to the deposition and: 

(i) the deposition would result in more than 5 depositions being 
taken under this rule or Rule 31 by the plaintiffs, or by the 
defendants, or by the third-party defendants; 

(d) Duration; Sanction; Motion to Terminate or Limit.  

(1) Duration. Unless otherwise stipulated or ordered by the court, a deposi
tion is limited to one day of 6 hours. The court must allow additional time 
consistent with Rule 26(b)(1) and (2) if needed to fairly examine the depo
nent or if the deponent, another person, or any other circumstance impedes 
or delays the examination. 30 

Due to the limits placed on the number of depositions, it is anticipated that the 
role of the rule 30(b)(6) deposition will substantially increase as a requesting party 
may notice a deposition that covers a variety of topic areas in a single deposition. The 
limitations imposed by the rules should also encourage parties to work together to 
resolve discovery issues and, if necessary, agree to expand the permitted number of 
depositions. Finally, preparing and presenting a solid witness in response to a rule 
30(b)(6) notice may provide a party with a good faith argument to oppose leave to 
increase the discovery limitations.  

30. Committee on Rules of Practice and Procedure of the Judicial Conference of the United States, 
Preliminary Draft of Proposed Amendments to the Federal Rules of Bankruptcy and Civil Procedure 300 
(Aug. 2013), available at http://www.uscourts.gov/uscourts/rules/preliminary-draft-proposed 
-amendments.pdf.

245



Essentials of E-Discovery

IV. Notice of Deposition 

A. Scope of Notice 

As mentioned above, a corporate deposition notice must "describe with reason
able particularity" the matters on which testimony is requested under both the federal 
and Texas rules.3 ' In fact, some courts have suggested that the noticed party is not 
required to designate a witness unless the requesting party has met its burden of suffi
ciently identifying the deposition topics. 32 

An overbroad corporate deposition notice subjects the responding party to the 
impossible task of identifying a witness to testify as to the outer limits of the noticed 
topics.33 In Bowers v. Mortgage Electronic Registration Systems, Inc., the trial court 
reviewed a corporate deposition notice seeking testimony regarding "Quality Assur
ance and Data Integrity including the reporting systems including reconciliation 
between members." 34 The court found that this topic failed to identify with sufficient 
particularity what the noticing party was referring to and granted a motion for protec
tive order.35 Additionally, in Mims-Johnson v. Bechtel National, Inc., the court 
reviewed a number of listed topics including twelve that began with the prefatory lan
guage "[a]ll knowledge or information" or "[a]ll knowledge and information." 36 The 
trial court found that this language made the otherwise reasonable requests overly 
broad and struck such phrase from the categories replacing it with "all information 
known or reasonably available to the organization." 37 

Accordingly, when noticing a corporate deposition, a party must take care to 
specifically describe each of the e-discovery issues on which it is seeking testimony 
and avoid prefatory language that may make an otherwise specific request overly 
broad. A sample e-discovery corporate deposition notice is provided in the appendix 
at the end of this chapter.  

B. Timing/Limitations 

Though parties are currently limited to ten depositions under the Federal Rules 
of Civil Procedure, the advisory committee notes accompanying rule 30 explain that 
"[a] deposition under Rule 30(b)(6) should, for purposes of this limit, be treated as a 
single deposition even though more than one person may be designated to testify." 38 

31. Fed. R. Civ. P. 30(b)(6); Tex. R. Civ. P. 199.2(b)(1).  
32. Fed. R. Civ. P. 30(b)(6); Dwelly, 214 F.R.D. at 540; Prokosch, 193 F.R.D. at 638; Herlihy, 186 

F.R.D. at 639.  
33. Reed v. Bennett, 193 F.R.D. 689, 692 (D. Kan. 2000).  
34. No. 10-4141-JTM, at *6 (D. Kan. Dec. 2, 2011).  
35. Bowers, 2011 WL 6013092, at *6.  
36. No. CV-10-3119-RMP, 2012 WL 529896, at *3 (E.D. Wash. Feb. 16, 2012).  
37. Mims-Johnson, 2012 WL 529896, at *3.
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Thus, even if the officers and employees of a corporation have been deposed, a party 
may still seek to take a deposition of the corporation itself. Doing so does not violate 
the rule prohibiting the deposition of a deponent that has already been deposed in the 
case. 39 "For the purpose of this durational limit, the deposition of each person desig
nated under Rule 30(b)(6) should be considered a separate deposition," meaning that 
each deposition will be limited to one day of seven hours under the current rules.4

4 

Under the Texas Rules of Civil Procedure, there is not a limit on the number of 
depositions a party may take. Instead, the total time for oral depositions is typically set 
at six hours per side under rule 190.2 (level 1) and fifty hours per side under rule 190.3 
(level 2). Each deposition is typically limited to six hours per side not including 
breaks. 41 

V. Resisting an E-Discovery Corporate Deposition 

A. Relevance 

sons nhc ,f dea1and Texas rules expressly permit discovery regarding the existence, 
nature,custody;iditinrad4jocation of documents and tangible things that are rel
evant to the subject matter of a lawsuitsThus, corporate depositions are clearly per
mitted for the purpose of identifying and locating relevant documents and ESI.  
Whether a party should be permitted to obtain additional discovery regarding how 
documents and ESI were preserved, retrieved, searched, and produced is a more diffi
cult question to answer. This type of discovery goes well beyond the purpose of 
merely locating relevant information and instead focuses on what actions a party and 
its counsel took to comply with written discovery requests.  

In Texas, the limited case law on this issue indicates that a corporate deposition 
is generally not allowed for the purpose of discovering how documents were searched 
and produced in response to written discovery, at least in the absence of a showing of 
discovery abuse. In In re Exxon, the Beaumont court of appeals held that the plaintiffs 
in a personal injury action could not require the defendant to provide a corporate wit
ness to testify regarding the efforts taken to search for documents requested in discov
ery. 43 In reaching its decision, the court explained that such discovery was nothing 
more than "a fishing expedition regarding matters either privileged or not relevant to 
the subject matter of the pending action." 44 However, the court also emphasized that 

38. Fed. R. Civ. P. 30 advisory committee's notes to the 1993 amendments.  
39. See Fed. R. Civ. P. 30(a)(2)(A)(ii).  
40. Fed. R. Civ. P. 30 advisory committee's notes to the 2000 amendments.  
41. Tex. R. Civ. P. 199.5(c).  
42. Fed. R. Civ. P. 26(b)(1); Tex. R. Civ. P. 192.3(b); see Fed. R. Civ. P. 26(b)(2)(B) (limiting discov

ery of ESI that a "party identifies as not reasonably accessible because of undue burden or cost").  
43. In re Exxon Corp., 208 S.W.3d at 71.
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the plaintiffs failed to produce "concrete evidence of discovery abuse ... and failed to 
justify an investigation into the [defendants'] discovery compliance," which leaves 
open the possibility that discovery regarding a party's efforts to respond to discovery 
may be justified in some circumstances. 45 

It is less clear whether federal courts would reach the, same conclusion given that 
the Fifth Circuit has yet to comment on the subject and opinions from lower courts 
have been somewhat inconsistent. 46 Discovery about a party's efforts to comply with 
its discovery obligations, also seems to fall outside the scope of discovery, which is 
typically defined as information relevant to the parties' claims or defenses. 47 By defi
nition, discovery about how a party has responded to written discovery during the 
course of the litigation really has nothing to do with a party's claims or defenses even 
though it may be extremely relevant in the event that there is some indication of dis
covery abuse or spoliation.  

B. Privilege 

In addition to relevance grounds, a party may also be able to limit or prevent a 
corporate deposition by asserting the attorney-client privilege or the work product 
privilege. As more fully explained in chapter 10 of this book, information regarding 
the efforts of a party and its counsel to respond to discovery is often privileged under 
both Texas and federal law. More specifically, the work product privilege protects 
materials prepared, mental impressions developed, or communications made in antici
pation of litigation or for trial. 48 In addition, the attorney-client privilege protects 
"confidential communications made for the purpose of facilitating the rendition of 
professional legal services to the client." 49 

As explained in In re Exxon, a request for a corporate deposition regarding a 
party's efforts to respond to written discovery "necessarily and almost exclusively 
concerns the 'mental impressions developed in anticipation of litigation or for trial by 
or for a party or a party's representatives' and consists of the 'attorney's representa

44. In re Exxon Corp., 208 S.W.3d at 71.  
45. In re Exxon Corp., 208 S.W.3d at 71; see In re Boxer Property Management Corp., No. 14-09

00579-CV, 2009 WL 4250123, at *5 (Tex. App.-Houston [14th Dist.] Sept. 3, 2009, orig. proceeding) 
(mem. op.) (granting mandamus where trial court ordered party to provide corporate representative to tes
tify regarding its efforts to search for responsive documents when there was nothing more than conclu
sory accusations of discovery abuse).  

46. See e.g., In re Honeywell International, Inc. Securities Litigation, 230 F.R.D. 293, 302 (S.D.N.Y.  
2003) (declining to permit discovery of nonparty's efforts to respond to subpoena); but see Heartland 
Surgical Specialty Hospital, LLC v. Midwest Division, Inc., No. 05-2164-MLB-DWB, 2007 WL 
1054279, at *4 (D. Kan. Apr. 9, 2007) (explaining that topics listed in a 30(b)(6) deposition notice regard
ing "document retention policies" and the opposing party's "compliance with discovery requests" were 
"relevant to the discovery and documents produced to date in the litigation" pursuant to Federal Rule of 
Civil Procedure 26(b)(1)).  

47. See Fed. R. Civ. P. 26(b)(1); Tex. R. Civ. P. 192.3(a).  
48. Fed. R. Civ. P. 26(b)(3)(A); Tex. R. Civ. P. 192.5(a).  
49. Fed. R. Evid. 503(b); Tex. R. Evid. 503(b).
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tives' mental impressions, opinions, conclusions or legal theories' subject to protec
tion as work product and core work product." 50 Federal courts are likely to reach the 
same conclusion, though there currently is little case law on the subject.5 ' 

C. Motions for Protective Order 

Neither the federal nor the Texas rules contemplate a procedure for serving writ
ten objections to the topics identified in a corporate deposition notice. Thus, on receipt 
of a corporate deposition notice that fails to "describe with reasonable particularity the 
matters on which examination is requested" or is otherwise objectionable, a party 
should seek relief from the court by filing a motion for a protective order or motion to 
quash deposition prior to the deposition.  

Federal Rule of Civil Procedure 26(c)(1) provides that a "court may, for good 
cause, issue an order to protect a party or person from annoyance, embarrassment, 
oppression, or undue burden of expense." 52 A party seeking relief under the federal 
rules should keep in mind that the court is authorized to award the prevailing party its 
reasonable expenses incurred in either bringing or responding to a motion for protec
tive order.53 Similarly, under the Texas Rule of Civil Procedure 192.6(a), "[a] person 
from whom discovery is sought" may seek entry of a protective order "[t]o protect the 
movant from undue burden, unnecessary expense, harassment, annoyance, or invasion 
of personal, constitutional, or property rights," though a party "should not move for 
protection when.. . an assertion of privilege is appropriate." 54 

VI. Selecting the Witness 

A. Select E-Discovery Witness Early 

Though e-discovery corporate depositions are becoming routine in larger cases, 
often they hijack a lawsuit by focusing the attention on discovery issues rather than 
the merits of the litigation. In cases where discovery abuses merit the imposition of the 
most severe sanctions, e-discovery issues can result in the striking of claims or 
defenses. For that reason, the corporate representative designated to testify regarding 
e-discovery issues can be just as important-if not more important-than a party's 

50. In re Exxon Corp., 208 S.W.3d at 74 (citing Tex. R. Civ. P. 192.5(a)(1), (b)(1)).  
51. See, e.g., Gibson v. Ford Motor Co., 510 F. Supp. 2d 1116, 1123 (N.D. Ga. 2007) (holding that 

discovery request for party's internal litigation hold letter was improper as such documents "are often, if 
not always, drafted by counsel, involve their work product, are often overly inclusive, and the documents 
they list do not necessarily bear a reasonable relationship to the issues in the litigation.").  

52. Fed. R. Civ. P. 26(c)(1).  
53. Fed. R. Civ. P. 26(c)(3), 37(a)(5).  
54. Tex. R. Civ. P. 192.6(a).
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fact witnesses. In cases that are likely to involve extensive e-discovery, parties should 
anticipate that corporate depositions will be forthcoming and should consider who 
will be the designated corporate representative at the outset of litigation. By identify
ing an individual at the outset of litigation, the e-discovery witness can be involved in 
each step of the discovery process and, therefore, will be prepared to provide testi
mony in the event of an e-discovery corporate deposition. In many cases, the selection 
of an appropriate corporate representative can avoid future motions for sanctions.  

B. Technical Knowledge Preferable 

An e-discovery witness will need to be knowledgeable about the format, loca
tion, and character of a party's computer systems and ESI in order to provide appro
priate testimony at the e-discovery corporate deposition. As explained above, the 
witness need not have personal knowledge regarding each topic identified in the rule 
30(b)(6) notice but instead is permitted to provide testimony based on all matters 
"known or reasonably available to the organization." 55 For that reason, it is generally 
preferred to choose a witness with a technical background rather than a layperson who 
may be more familiar with the litigation at issue. In the event a corporation outsources 
its IT needs, the rule 30(b)(6) witness may be a nonemployee vendor. Nontechnical 
witnesses often oversimplify e-discovery issues by making broad statements about 
what was or was not searched, the capabilities of the search mechanisms, and the 
extent to which ESI was preserved. By contrast, technical experts can make distinc
tions about exactly what was done and why.  

It is easier to prepare a technical person to discuss the e-discovery issues than to 
train a nontechnical person about a company's computer systems and ESI. The techni
cal person must, however, have a baseline knowledge of the claims and defenses at 
issue in order to provide context to various areas of inquiry.  
Practice Tip: Clients often fail to recognize the importance of e-discovery corpo
rate depositions and thus are reluctant to designate their valuable technical employees 
as witnesses. Don't fall into this trap. Though the initial costs may be higher, designat
ing and preparing the appropriate witness for an e-discovery corporate deposition 
oftentimes will prevent costly discovery motions and, potentially, sanctions.  

C. Parties May Designate More Than One Witness 

Both Federal Rule of Civil Procedure 30(b)(6) and Texas Rule of Civil Proce
dure 199.2(b)(1) contemplate that a party may be required to designate more than one 

55. PPM Finance, Inc. v. Norandal, USA, Inc., 392 F.3d 889, 894-95 (7th Cir. 2004); Rodriguez v.  
Pataki, 293 F. Supp. 2d 305, 311 (S.D.N.Y. 2003) ("[I]t is settled law that a party need not produce the 
organizational representative with the greatest knowledge about a subject; instead, it need only produce a 
person with knowledge whose testimony will be binding on the party.").
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witness if necessary to provide sufficient testimony regarding each of the matters 
listed in the deposition notice. Specifically, rule.30(b)(6) states, in relevant part, that 
in response to a corporate witness deposition notice "[t]he named organization must 
then designate one or more officers, directors, or managing agents, or designate others 
who consent to testify on its behalf."5 6 Similarly, rule 199.2(b)(1) states that "the orga
nization named in the notice must-a reasonable time before the deposition
designate one or more individuals to testify on its behalf and set forth, for each indi
vidual designated, the matters on which the individual will testify."57 

When preparing for an e-discovery corporate deposition, a party should consider 
each topic in the deposition notice before deciding how many witnesses to designate 
in response. Often, a single witness may not be available to testify about each topic 
listed. For example, a witness may be familiar with the party's computer systems but 
not with the particular software that contains relevant ESI. In some cases, the witness 
may be able to learn enough to testify regarding each topic, but in others that may be 
practically impossible.  
Practice Tip: Meet with your corporate witnesses before they are actually desig
nated to testify in response to a rule 30(b)(6) notice. In some cases, it will be impossi
ble to determine whether a witness will be able to testify regarding the topics listed in 
the rule 30(b)(6) notice until you actually start preparing him for the deposition. If you 
wait until immediately before the deposition to begin preparing your witness, it may 
be too late to find an additional or substitute witness if additional witnesses are neces
sary to appropriately address each topic listed in the rule 30(b)(6) notice.  

VII. Preparing the Rule 30(b)(6) Witness 

A. Duty of Responding Party 

The entity receiving a rule 30(b)(6) notice of deposition "must make a conscien
tious good-faith endeavor to designate the persons having knowledge of the matters 
sought by [the party noticing the deposition] and to prepare those persons in order that 
they can answer fully, completely, unevasively, the questions posed. . . as to relevant 
subject matters." 58 "[T]he duty to present and prepare a Rule 30(b)(6) designee goes 
beyond matters personally known to that designee or to matters in which that designee 
was personally involved." 59 The deponent must prepare the designee to the extent mat
ters are reasonably available, whether from documents, past employees, or other 
sources. 60 

56. Fed. R. Civ. P. 30(b)(6).  
57. Tex. R. Civ. P. 199.2(b)(1).  
58. Brazos River Authority v. GE Ionics, Inc., 469 F.3d 416, 433 (5th Cir. 2006) (citation omitted).  
59. Brazos River Authority, 469 F.3d at 433 (citation omitted).  
60. Brazos River Authority, 469 F.3d at 433 (citation omitted).
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u 

If the designated witness (or a substitute witness) is still unable to testify about 
relevant facts then "the appearance is, for all practical purposes, no appearance at 
all." 6

' Therefore, the preparation of the witness or witnesses to respond as fully and 
completely as possible is vitally important in order to avoid incurring sanctions for 
producing an unprepared witness.  

B. Testimony Based on Information "Known or 
Reasonably Available" 

Under both the federal and Texas rules, the corporate witness must be prepared 
to respond to a corporate deposition notice with information "known or reasonably 
available" to the entity.62 To date, neither Federal Rule of Civil Procedure 30(b)(6) or 
case law provides a uniform definition of "reasonably available." Generally speaking, 
"reasonably available" under rule 30(b)(6) defines the breadth of the substantive 
knowledge of the entity as proffered through the chosen witness. Some courts have 
compared the term "reasonably available" under rule 30(b)(6) to "possession, custody 
or control" under Federal Rule of Civil Procedure 34.63 By contrast, "reasonably 
accessible" under Federal Rule of Civil Procedure 26 defines the scope of the ESI to 
be produced absent court order. Regardless, the responding entity must gather all 
information responsive to the deposition notice that is in its custody, care, or control.  
This may present questions unique to e-discovery where, for example, a party may 
lack details regarding how information is stored by a third-party vendor.  

On the other hand, courts have held that corporations are not required to obtain 
information from an affiliate for a rule 30(b)(6) deposition, particularly where the par
ent corporation has no direct involvement in the subject matter. 64 But, if the corpora
tion has control over the information requested in the notice it is obligated to provide 
that information, even if it is actually knowledge of an affiliate rather than that corpo
ration.65 

The parties subject to a rule 30(b)(6) notice should carefully evaluate the avail
ability of the specific information requested. This process should include not only 
attempts to gather all documentation within the entity's custody, care, and control, but 
also interviewing appropriate parties to confirm that each of the matters listed in the 

61. Resolution Trust Corp. v. Southern Union Co., Inc., 985 F.2d 196, 197 (5th Cir. 1993).  
62. Fed. R. Civ. P. 30(b)(6); Tex. R. Civ. P. 199.2(b)(1).  
63. See Calzaturficio S.C.A.R.PA. v. Fabiano Shoe Co., 201 F.R.D. 33, 38 (D. Mass. 2001).  
64. See In re Ski Train Fire of Nov. 11, 2000 Kaprun Austria, No. MDL 1428(SAS)THK, 2006 WL 

1328259, at *9 (S.D.N.Y. May 16, 2006) (finding that it is not reasonable to require a corporate parent to 
acquire all of the knowledge of its subsidiaries "on matters in which the parent was not involved" to tes
tify to those matters during a rule 30(b)(6) deposition (emphasis added)).  

65. See Twentieth Century Fox Film Corp. v. Marvel Enterprises, Inc., No. 01 CIV. 3016(AGS)(HB), 
2002 WL 1835439, at *4 (S.D.N.Y. Aug. 8, 2002) ("[T]he responding party should be obligated to pro
duce the information under its control," which is "consistent with the judicial interpretations of the other 
discovery provisions... [and] is also consistent with the purpose of discovery.").
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notice is fully investigated and reviewed. To the extent a decision is made that certain 
information is not "readily available," the witness must understand the reasonable 
basis for such decision and be able to articulate why the information is not readily 
available if challenged during the deposition.  

VIII. The Deposition 

During the deposition the corporate witness is expressly required to testify 
regarding information "known or reasonably available to the organization." 66 The 
Fifth Circuit has explained that, in the case of a rule 30(b)(6) deposition, an organiza
tion appears vicariously through its corporate representative. 67 For that reason, a cor
porate witness should not testify as to his personal knowledge or perceptions as he is 
essentially testifying as to the organization's knowledge or perceptions.68 And, as 
emphasized earlier, if the corporate representative is not prepared to testify about 
information "known or reasonably available to the organization," his appearance is, 
for all practical purposes, no appearance at all.69 If it becomes obvious that the corpo
rate deposition representative is deficient, the corporation is obligated to provide a 
substitute.70 

The organization's attorney should preserve its objections to questions outside 
the scope of the topics listed in the corporate deposition notice so that the witness's 
responses are not binding on the organization. Additionally, the organization's coun
sel must be prepared to object and instruct the witness not to respond to any questions 
delving into privileged matters. 71 Failure to do so will likely result in a waiver of the 
privilege as a corporate witness waives the attorney-client privilege by testifying 
about portions of the attorney-client communication.72 A corporate witness, however, 
should only be instructed not to answer a question in order to preserve a privilege, 
comply with a court order, or to secure a court order if the organization decides to sus
pend the deposition. 73 

66. Fed. R. Civ. P. 30(b)(6); Tex. R. Civ. P. 199.2(b)(1).  
67. Resolution Trust Corp., 985 F.2d at 197.  
68. Cutting Underwater Technologies USA, Inc.v. ENI US. Operating Co., 671 F.3d 512, 516 (5th 

Cir. 2012).  
69. Resolution Trust Corp., 985 F.2d at 197.  
70. Marker v. Union Fidelity Life Insurance Co., 125 F.R.D. 121, 126 (M.D.N.C. 1989) (noting that 

even where defendant in good faith thought deponent would satisfy the deposition notice, it had a duty to 
substitute another person once deficiency of its designation became apparent during course of deposi
tion).  

71. Fed. R. Civ. P. 30(c)(2); Tex. R. Civ. P. 199.5(f).  
72. See Nguyen v. Excel Corp., 197 F.3d 200, 206-07 (5th Cir. 1999).  
73. Fed. R. Civ. P. 30(c)(2); Tex. R. Civ. P. 199.5(f); Mass Engineered Design, Inc. v. Ergotron, Inc., 

No. 206 CV 272, 2008 WL 8667511, at *1 (E.D. Tex. Jan, 8, 2008) ("It is improper to instruct a deponent 
not to answer questions because the questions are outside the scope of a 30(b)(6) designation.").
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IX. Sanctions 

Despite the proliferation of motions seeking sanctions for alleged discovery 
abuse and/or spoliation, the actual imposition of discovery sanctions does not occur on 
a daily basis. As discussed in more detail in chapter 13 of this book, the lead authority 
on the standard for e-discovery based sanctions in Texas and the Fifth Circuit remains 
Rimkus Consulting Group, Inc. v. Cammarata. In Rimkus, Judge Rosenthal discusses 
and distinguishes the opinion of Judge Sheindlin in Pension Committee of University 
of Montreal Pension Plan v. Banc of America Securities, LLC. According to Rimkus, 
severe sanctions such as granting default judgment, striking pleadings, or giving 
adverse instructions require evidence of bad faith. 74 Judge Rosenthal held that a 
court's response to the loss of evidence depends on both the degree of culpability and 
the extent of prejudice: 

Even if there is intentional destruction of potentially relevant evidence, if 
there is no prejudice to the opposing party, that influences the sanctions 
consequence. And even if there is an inadvertent loss of evidence but 
severe prejudice to the opposing party, that too will influence the appropri
ate response, recognizing that sanctions (as opposed to other remedial 
steps) require some degree of culpability.75 

The Southern District of Texas has also addressed the issue of such sanctions in 
the context of a 30(b)(6) deposition. In Citgo Petroleum Corp. v. Odfjell Seachem,76 a 
2013 case, the court issued sanctions against the defendant for failure to adequately 
prepare a 30(b)(6) designee. The case arose from a breach of contract for the sale and 
transport of cyclohexane, a chemical used in the production of nylon, from Argentina 
to Houston, Texas. A major engine breakdown in the transport ship resulted in a two
month delay, during which the market price allegedly plummeted. 77 The plaintiff 
issued a rule 30(b)(6) deposition notice to the defendant, and the defendant presented 
one of its employees for the deposition. 78 After the deposition, the plaintiff moved for 
sanctions, arguing that the defendant's designee's appearance at the deposition with
out being prepared was equivalent to no appearance at all. The designee testified that 
he had prepared for all the topics listed in the deposition notice some each day for over 
a month and that his review of the documents relating to the topics was "deeper" than 
the topics listed.79 Additionally, he testified that one of the topics, the vetting of the 

74. Compare Rimkus Consulting Group, Inc. v. Cammarata, 688 F. Supp. 2d 598, 614 (S.D. Tex.  
2010) (applying gross negligence standard) with Pension Committee of University of Montreal Pension 
Plan v. Banc ofAmerica Securities, LLC, 685 F. Supp. 2d 456, 464-65 (S.D.N.Y. 2003) (noting that Sec
ond Circuit has a negligence standard for these sanctions).  

75. Rimkus Consulting Group, 688 F. Supp. 2d at 613.  
76. No. H-07-2950, 2013 WL 2289951 (S.D. Tex. May 23, 2013).  
77. Citgo Petroleum, 2013 WL 2289951, at *2.  
78. Citgo Petroleum, 2013 WL 2289951, at *9.  
79. Citgo Petroleum, 2013 WL 2289951, at *12.
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transport ships, was not a responsibility of the defendant but rather of a third party.8 0 

The court stated that corporations are not required to obtain information from an affil
iate for a rule 30(b)(6) deposition about matters in which the corporation was not 
involved. However, the court noted that "if the corporation has control over the infor
mation requested, even if it is actually knowledge of an affiliate, the corporation is 
obligated to provide that information." 8 1 The court ultimately concluded that the vet
ting information was reasonably available to the defendant, and, as such, the defen
dant's designee was not adequately prepared for his rule 30(b)(6) deposition. The 
court issued a monetary sanction equivalent to the costs associated with the plaintiff 
traveling to Argentina to attend the rule 30(b)(6) deposition as well as attorney's fees 
and costs for the actual deposition. 82 

Outside the Fifth Circuit case law continues to evolve as to what may be a trigger 
to impose sanctions based upon failure to properly prepare and present an e-discovery 
corporate witness. Below are brief summaries of some of the more recent cases 
involving sanctions and 30(b)(6) witnesses.  

In Illiana Surgery & Medical Center, LLC v. Hartford Fire Insurance Co.,8 3 a 
2013 case, the Northern District of Indiana imposed sanctions on a party for only pre
senting one unknowledgeable deponent in response to a 30(b)(6) witness request.  
Hartford was Illiana's insurer under a policy that covered lost business personal prop
erty. When Illiana's medical management computer system was destroyed, Illiana 
sued Hartford alleging breach of the insurance contract and breach of its duty of good 
faith and fair dealing. Illiana issued a 30(b)(6) deposition notice to Hartford to take the 
deposition of a Hartford representative who could attest to the method by which Hart
ford maintained its electronic information over the course of Illiana's claim. At the 
deposition, the corporate representative Hartford produced admitted that he did not 
talk to document custodians about what documents they had or how the documents 
had been gathered, did not review Illiana's discovery requests and lacked knowledge 
about the 849 pages of documents Hartford produced at the deposition. 84 Illiana 
moved for sanctions because, despite Hartford's repeated representations that all doc
uments had been produced, Hartford produced more documents at the deposition and 
its corporate representative was not prepared for the deposition. 85 The court stated that 
"Rule 30(b)(6) places a burden on a business entity to identify witnesses who possess 
knowledge of the subjects requested in the deposition notice," and that a business 
entity has a duty to prepare its deponent to "adequately testify" on subjects that the 
entity should reasonably know.86 The court concluded that the corporate representa
tive that Hartford produced was not properly prepared to discuss the topics listed in 

80. Citgo Petroleum, 2013 WL 2289951, at *12.  
81. Citgo Petroleum, 2013 WL 2289951, at *13.  
82. Citgo Petroleum, 2013 WL 2289951, at *13.  
83. No. 2:07-CV-003-JVB-APR, 2013 WL 2156466 (N.D. Ind. May 16, 2013).  
84. Illiana, 2013 WL 2156466, at *2.  
85. Illiana, 2013 WL 2156466, at *3.  
86. Illiana, 2013 WL 2156466, at *5 (citation omitted).
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the 30(b)(6) notice. As such, the court granted Illiana's motion for sanctions and 
ordered Hartford to pay all costs associated with Illiana's motion, as well as additional 
costs and fees associated with Hartford's failure to present a prepared deponent.87 

In ACE USA v. Union Pacific Railroad Co.,88 the district of Kansas granted a 
motion for sanctions against a corporate plaintiff that designated a rule 30(b)(6) depo
nent who could not answer any questions about the, defendant's ESI, among other 
deficiencies. The plaintiff sued to recover costs associated with the replacement and 
removal of destroyed soda ash that occurred while being transported by the defendant, 
asserting that the defendant was strictly liable under a law governing the liability of 
rail carriers for damage to goods in transit. The defendant served the plaintiff with a 
rule 30(b)(6) notice of deposition, requiring the plaintiff to produce a designated rep
resentative to answer questions on fourteen topics. The plaintiff designated its senior 
vice president of property and marine claims as its rule 30(b)(6) designee. During the 
deposition, the plaintiff's designee repeatedly stated that he had no knowledge of a 
particular topic or that another member of the company would have more knowledge 
of the topic than he.89 The defendant moved for sanctions on the basis that the plaintiff 
failed to adequately prepare its rule 30(b)(6) designee. The court stated that a com
pany has a duty to make a "conscientious, good-faith effort to designate knowledge
able persons for Rule 30(b)(6) depositions and to prepare them to fully and 
unevasively answer questions about the designated subject matter." 90 A party is not 
permitted to undermine the rule by producing a witness who has failed to adequately 
prepare to respond to questions about the designated topics. The court concluded that 
for purposes of sanctions, producing an unprepared witness for a 30(b)(6) deposition 
is "tantamount to a failure to appear at a deposition." 91 The court issued sanctions 
against the plaintiff, ordering the plaintiff to pay costs and attorney's fees for the rule 
30(b)(6) deposition. 92 

X. Additional Resources 

" Doug Austin, eDiscovery Best Practices: Preparing Your 30(b)(6) Witnesses, 
eDiscoveryDaily blog (Feb. 8, 2012), http://www.ediscoverydaily.com/ 
2012/02/ediscovery-best-practices-preparing-your-30b6-witnesses.html.  

" Nathaniel S. Boyer, Going Rogue in a 30(b)(6) Deposition: Whether It's Per
missible, and How Defending Counsel Should Respond, 2012 A.B.A. Litiga
tion Section Annual Conference (April 18-20, 2012), available at http://www 

87. Illiana, 2013 WL 2156466, at *6.  
88. ACE USA v. Union Pacific Railroad Co., No. 09-2194-KHV, 2011 WL 3101808 (D. Kan. July 

25, 2011).  
89. ACE USA, 2011 WL 3101808, at *10.  
90. ACE USA, 2011 WL 3101808, at *2.  
91. ACE USA, 2011 WL 3101808, at *10.  
92. ACE USA, 2011 WL 3101808, at *11.
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.americanbar.org/content/dam/aba/administrative/litigation/materials/ 
sac_2012/43-1_goingbeyondthe_30b6_deposition.authcheckdam.pdf.  

The Sedona Conference, The Sedona Conference commentary On: Preserva
tion, Management and Identification of Sources of Information that are Not 
Reasonably Accessibly (July 2008), available at https://thesedona 
conference.org/publication/The%2OSedona%2oconference%c2%AE% 
20Commentary%200n%20Preservation,%20Management%20and%20 
Identification%200f%20Sources%200f%20Information%20that%20are 
%20Not%20Reasonably%20Accessible.  

" The Sedona Conference, The Sedona Principles: Best Practices, Recommen
dations & Principles for Addressing Electronic Document Production (2d ed.  
2007), available at https://thesedonaconference.org/publication/ 
The%20Sedona%20Principles.
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Appendix 

IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF TEXAS

Plaintiff,

vs.

Defendant.

CIVIL ACTION NO.

SAMPLE CORPORATE DEPOSITION NOTICE

Please take notice that, pursuant to rule 30(b)(6) of the Federal Rules of Civil 
Procedure, [plaintiff/defendant] will take the deposition on oral examination under 
oath of [name of organization] at [date, time, location]. The deposition will be 
recorded both stenographically by a certified court reporter and by a licensed videog
rapher and will continue from day to day until concluded, with such adjournment as to 
time and place as may be necessary.  

Pursuant to rule 30(b)(6) of the Federal Rules of Civil Procedure, [defendant/ 
plaintiff] shall designate one or more persons most knowledgeable or qualified to tes
tify on its behalf regarding the following topics: 

1. The existence, nature, custody, condition, and location of documents and 
tangible things regarding [subject matter of litigation].  

2. The type, number, and location of all computers and work stations used at 
any point in time to access, store, or utilize ESI regarding [subject matter 
of litigation].  

3. The type of user workstation systems and client programs in use during the 
relevant time period.
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4. Polices or procedures related to employee or agent use of hand-held com
puting devices for business purposes.  

5. The operating system(s) used with respect to any ESI regarding [subject 
matter of litigation].  

6. The type, format, and location of all backup systems that may contain ESI 
regarding [subject matter of litigation].  

7. The organization's policies in effect during the relevant time period with 
respect to the storage, archival, backup, or deletion of ESI.  

8. The identity of the organization's current and former employees responsi
ble for the management, organization, storage, or deletion of ESI during 
the relevant time period.  

9. The identity of the organization's current and former employees that have 
or have had access to the computers used at any point in time to access, 
store, or utilize ESI regarding [subject matter of litigation].  

10. The organization's policies with respect to e-mail creation, maintenance, 
and storage during the relevant time period.  

11. The types of computers, work stations, and handheld or portable electronic 
devices used during the relevant time period by each person identified in 
your rule 26(f) disclosures as having knowledge of relevant facts regarding 
[subject matter of litigation].  

12. The locations outside the organization where electronic documents are reg
ularly sent.  

13. Modifications to the use of your computers or servers since receipt of the 
notice of litigation (legal hold notice).  

14. Legacy data regarding [subject matter of litigation] acquired by the orga
nization through the acquisition of another company or companies.  

15. The use of an intranet, extranet, or Web site that contains the organization's 
records, document, databases, or other information.  

16. The organization's voicemail systems and the organization's policies with 
respect to the use and retention of voicemail data.
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17. The organization's document retention plan in use during the relevant time 
period for both hard-copy materials and ESI.  

DATED: 

[Name of attorney] 

State Bar No.: 
[E-mail address] 
[Address] 
[Telephone] 
[Fax]



CHAPTER 15

Mediation of E-Discovery Disputes 
and Special Masters 

Peter S. Vogel and Allison 0. Skinner 

As most readers can attest, discovery is generally a contentious experience. It is 
the duty of each lawyer to zealously pursue evidence to help prove his client's case or 
disprove the case of the opponent-sometimes both, depending upon the case. Also, 
rarely do lawyers communicate well with the client's information technology (IT) 
leaders, such as the chief information officer (CIO) or chief technology officer (CTO).  
This isn't because of a lack of interest or concern, but is because CIOs and CTOs see 
the world much differently than lawyers do, not to mention that they speak a different 
language, that of technology, not law.  

CIOs and CTOs are primarily interested in protecting the IT environment from 
disasters. These disasters may be caused by the natural failure of IT, because every 
component with a computer is built with a mean time between failure (MTBF). That 
is, each component part of every computer has an expected life and will then fail. Or 
they may be caused by internal users' mistakes, external cyber-attacks, or phenomena 
such as Internet failure because of sunspots. Sometimes accidents happen. For exam
ple, a flood on the thirty-third floor of Wells Fargo Plaza in Houston flooded Gard
ere's computer room. Gardere's CIO had weathered Hurricane Katrina in 2005, so he 
was prepared for such an event. As a result, Gardere did not experience any loss in 
data.  

It goes without saying that lawyers and judges are not trained as IT profession
als, and because of the resulting language barriers, lawyers and the client's IT profes
sionals often miscommunicate. This leads to lawyers misunderstanding the electronic 
evidence (e-evidence) that may be available, or unavailable, in any particular case. As 
a result, the discovery process does not always work as simply as back when all evi
dence was in paper.  

The bottom line is that there are opportunities for lawyers, IT professionals, and 
judges to misunderstand and miscommunicate about e-evidence. Accordingly, the use 
of third-party neutrals (e-neutrals) may be an effective way for litigants to better man
age e-evidence and, therefore, electronic discovery (e-discovery). The two primary 
uses of the e-neutrals are e-mediation and appointment of special masters.  

The e-mediation process allows for confidential caucuses between the party, 
lawyers, IT leader, and e-mediator. The appointment of an e-neutral special master 
permits a judge to send complicated technical e-evidence and e-discovery. matters to
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an individual who understands the IT issues and legal issues and who can act on 
behalf of the court to resolve disputes.  

I. The E-Mediator 

When the concept of mediation was introduced in Texas with the passage of the 
1987 Alternative Dispute Resolution Act, it was adopted into the mainstream practice 
of law for the purpose of settling an entire case. In reality, the purpose of mediation is 
to facilitate the resolution of any dispute, whether before or during litigation.  

Every lawsuit now has some form of electronic evidence-e-mails, texts, GPS 
(Global Positioning System) data, spreadsheets, social media postings, and word
processing documents, to name a few. Discovery battles are at the heart of every law
suit, so it makes sense that mediation is appropriate for resolving discovery disputes.  
Lawyers, clients, and courts are looking for innovative ways to conserve time, money, 
and heartache for discovery disputes involving electronically stored information.  
Using alternative dispute resolution like e-mediation and special master appointments 
is an innovative approach that in the right cases has proved successful.  

A. E-Mediation, the E-Mediation Statement, and the 
Mediated E-Discovery Plan 

When e-discovery is involved, the mediation is referred to as an e-mediation, 
and the e-neutral is called an e-mediator. An e-mediator is trained and experienced in 
not only dispute resolution but electronically stored information. An e-mediation pro
vides the following benefits: 

" Self-directed workable solutions 
- Defining scope parameters 
- Determining relevancy 
- Determining reasonable accessibility of ESI 
- Creating timelines for production and e-depositions 
" Proposing confidential compromises 
- Creating efficiencies with a mutual discovery plan 
- Setting guidelines for asserting violations of the discovery plan 
- Creating boundaries for preservation 
" Avoiding spoliation pitfalls 
- Defining proportionality 
" Determining forms of production 
- Identifying custodians/key players 
" Managing protection of privileged information 
" Maintaining credibility with the court
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" Encouraging client participation and buy-in 
- Avoiding court-imposed sanctions 
- Cost allocation' 

The parties prepare an e-mediation statement,2 and the outcome of the mediation 
is memorialized in a mediated e-discovery plan (MEP). 3 

Parties and their counsel should view an e-mediation differently from a typical 
mediation used to settle a case.4 After all, the parties cannot reach trial without com
pleting discovery. To prepare for an e-mediation, counsel should be prepared to 
address the following issues candidly and confidentially in the e-mediation statement: 

Who. Counsel should identify who is available to participate in the 
e-mediation. Preferably, the in-house counsel or client representative with authority to 
make final decisions on behalf of the client should attend with outside counsel and an 
IT representative. Counsel should advise the mediator whether the IT representative is 
a company employee or a hired consultant. If the IT representative is a hired consul
tant, a brief background about the IT representative's experience with the client's busi
ness is helpful. Further, counsel should identify whether any corporate representative 
depositions have been taken addressing custodial issues of electronically stored infor
mation, which the author refers to commonly as "e-depositions." If portions of a depo
sition transcript would be helpful to the mediator to understand the types of 
electronically stored information the client maintains, counsel should provide those 
relevant portions of the deposition transcript.  

What. Counsel should provide all relevant or applicable discovery requests, 
objections, responses, motions to compel (with exhibits), motions for protective order 
(with exhibits), applicable discovery orders, and Federal Rule of Civil Procedure 16 
scheduling orders. In certain circumstances, the applicable litigation hold letter or 
preservation letter should be provided. Counsel should identify whether every request 
is in dispute or only certain groups of requests. Grouping requests by similar issues 
(which may not be in chronological order) facilitates the issue-based aspect of an e
mediation.  

Approach. If requests can be grouped by issue, counsel should identify the 
issue and the position his client takes with respect to that issue. If the e-mediation will 
address every request in a set of discovery, counsel should identify themes or issues in 
which he anticipates the parties will share differences. Counsel should articulate the 
grounds that support his position for a particular theme or issue and whether any 
points of concession are available. This part of the position statement should also 

1. Allison O. Skinner, The Role of Mediation for ESI Disputes, DRI E-Discovery Connection 
Newsl. (DRI, Chicago, Ill.), May 2009; IADC Alternative Disp. Committee Newsl. (Int'l Ass'n of Def.  
Counsel, Chicago, Ill.), May 2009, at 2; and 70 Ala. Law. 425 (2009).  

2. Allison O. Skinner, How to Prepare a Mediation Statement For An E-Discovery Mediation, 
DRI E-Discovery Connection Newsl. (DRI, Chicago, Ill.), 2010, available at http:// 
clients.criticalimpact.com/newsletter/newslettercontentshowl.cfm?contentid=1453&id=250.  

3. Skinner, How to Prepare a Mediation Statement.  
4. Skinner, How to Prepare a Mediation Statement.
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include issues or themes counsel anticipates the opposing side will have. For a 
requesting party, counsel should be able to provide why a particular issue is relevant.  

Mapping. Counsel should be prepared to discuss in confidence with the medi
ator a general overview of the client's data mapping. Data mapping traces the connec
tion from the communicator and the methodology of the communication. This 
connection may run unidirectionally or bidirectionally. A data map should include 
storage devices, methodologies, technologies, systems, applications, custodians, com
municators, and retention policies. A data map is like an organizational chart for the 
digital age. Counsel should be aware of and identify any virtualization or clouding. In 
other words, a data map traces the identities of any entities that are not named parties 
but by virtue of their relationships to the client maintain or have connections to dis
coverable electronic information.  

Spoliation. Counsel should identify whether any spoliation pitfalls exist.  

Costs. Counsel should identify any known cost or burden concerns.  

Timing. Counsel should articulate any relevant timing issues. Production of 
e-discovery can be time-consuming, and it is important to be aware of any timing 
issues that may run afoul of any agreement or order on production.  

Privilege. Counsel should identify any privilege concerns. Additionally, coun
sel should provide his position on how inadvertent disclosure of privileged informa
tion should be handled. Restated, counsel should articulate how his client would like 
to handle any issues falling under Federal Rule of Evidence 502.  

Compatibility. Counsel should discuss any issues relating to the compatibility 
of the client's electronic information or the capability of producing it and providing it 
to the law firm, the opposing party, or the opposing law firm.  

Inaccessibility. If counsel is aware of any requested electronic information 
that counsel believes is relevant and in existence but that is reasonably inaccessible, 
counsel should identify the information and explain why the information is inaccessi
ble.  

Searches. Searches must be conducted to identify and retrieve discoverable 
information. Most commonly, searches for e-mails or voice mails are requested, for 
example. For different types of data, counsel should identify keywords or search terms 
his client believes are reasonably calculated to identify relevant information. Con
versely, counsel should provide a list of keywords, if aware of any, that counsel 
believes are inappropriate and explain why. Further, if other search concepts are 
appropriate, like "fuzzy logic," then counsel needs to be prepared to discuss this alter
native.  

E-Discovery Experience. Counsel should confidentially communicate (in a 
manner he's comfortable with) his level of knowledge or expertise in handling 
e-discovery as well as his level of knowledge regarding his client's particular technol
ogies. The mediator recognizes that the bar in general, along with parties, has a learn
ing curve. The mediator also recognizes that the mediation forum is an opportunity for
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counsel, in-house counsel, and the IT representative to focus on the specific case and 
the related discovery issues together. 5 

The statement is similar to providing the procedure, facts, and law to the mediator in a 
settlement mediation.6 

Parties should use e-mediation at the outset of a case to develop the MEP. If the 
parties did not develop a discovery plan, however, they can use e-mediation at a later 
date for a specific dispute, such as a search protocol. Using an e-mediator on an issue
by-issue basis 7 allows for informal negotiations on an as-needed basis. Efficiency is 
created when the parties have access to an e-mediator who is familiar with the pretrial 
activities to address specific issues in a timely manner.8 Additionally, e-mediation 
allows the parties to maintain civility and to avoid a breakdown in communication.  
Maintaining a working relationship among counsel and their respective clients may be 
an important consideration, particularly if a business relationship is involved.  

The e-mediation may begin with the parties in the same room with the 
e-mediator.9 The e-mediator may split the parties into respective caucus rooms as nec
essary.10 A major advantage to using e-mediation is that the client representative and 
an IT representative participate in the negotiations of developing the MEP in a confi
dential environment. This opportunity provides a forum to educate the stakeholders on 
the ESI issues." Consequently, e-mediators are trained and experienced in both medi
ation and e-discovery.' 2 Because the e-mediator is facilitating mutual solutions among 
the parties, by virtue of the process, the parties are demonstrating good faith as 
required under the parties' Federal Rule of Civil Procedure 26 obligations.  

B. Selecting an Appropriate E-Mediator 

E-mediation is a tool to manage the complexity of electronic evidence while pre
serving judicial economy. A successful e-mediation, however, requires the right 
e-mediator. An e-mediator should be trained and experienced not only in e-discovery 
but in alternative dispute resolution. It is important to note that the Supreme Court of 
Texas adopted ethical guidelines for mediators in 2005.13 An e-mediator should be 

5. Skinner, How to Prepare a Mediation Statement.  
6. Skinner, How to Prepare a Mediation Statement.  
7. Skinner, How to Prepare a Mediation Statement.  
8. An added benefit of using an e-mediator is that the neutral is educated on the facts of the case 

and may be appropriate to use as the settlement mediator for case disposition. This familiarity with the 
parties and the issues should enhance the neutral's ability to settle the case. However, the parties may not 
want to use the e-mediator for settlement purposes for strategic reasons, such as not wanting the settle
ment mediator to know confidential information that was divulged to the e-mediator.  

9. Skinner, How to Prepare a Mediation Statement.  
10. Skinner, How to Prepare a Mediation Statement.  
11. Skinner, How to Prepare a Mediation Statement.  
12. American College of e-Neutrals, www.acesin.com.  
13. See Texas Mediator Credentialing Association, Standards of Practice and Code of Ethics, 

www.txmca.org/ethics.htm.
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versed in these guidelines or similar ethical standards if the e-mediator is from out of 
state. Beware of the e-discovery vendor who has not had the requisite training and 
experience as a mediator, because he may unwittingly violate the mediative process.  
In certain types of cases, the parties may want the e-mediator to also have specialized 
industry knowledge in a particular practice area, for example, aviation, gaming, or 
pharmaceuticals. The American College of E-Neutrals, www.acesin.com, offers a 
two-day program designed to teach neutrals how to mediate e-discovery disputes.  
Other e-mediation training programs are available, and attorneys should require the 
e-mediator have some type of training in these fields.  

C. The Effect of E-Mediation on the Cost of 
E-Discovery 

E-mediation should reduce, not add to, the cost of e-discovery. E-mediator 
charges at customary rates pale in comparison to endless e-discovery battles and 
motion practice. E-mediation conserves time and cost because the parties have a plan.  
Also, having access to an e-mediator allows parties to reach a resolution sooner than 
they would be able to setting a hearing on an overburdened court docket.  

E-mediation is a unique, confidential venue available to lawyers, clients, and the 
court to efficiently manage the discovery of electronic evidence. E-mediation allows 
parties to demonstrate cooperation and communicate in a safe environment to reach 
resolution so a case may be resolved on its merits.  

E-mediation is a tool that Texas lawyers should consider as a method for manag
ing e-discovery, which will reduce the time, money, and energy of e-discovery motion 
practice.  

II. E-Neutral Special Masters 

A. In General 

The appointment of a special master under Texas Rule of Civil Procedure 171 or 
Federal Rule of Civil Procedure 53 is another viable method of alternative dispute res
olution to resolve e-discovery disputes.'4 Under Texas Rule of Civil Procedure 171 
and Federal Rule of Civil Procedure 53, the order appointing the special master is 
required to include provisions that address the scope of the appointment, the special 
master's duties and authority, provisions for ex parte communications, filing materi
als, standard of review, setting compensation, and issuing orders. The Scheindlin

14. See Honorable Shira A. Scheindlin & Jonathan M. Redgrave, Special Masters and 
E-Discovery: The Intersection of Two Recent Revisions to the Federal Rules of Civil Procedure, 30 Car
dozo L. Rev. 347 (2008).
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Redgrave article succinctly describes four roles the special master may serve for ESI 
disputes: (1) facilitative, (2) compliance, (3) adjudicative, and (4) technical assis
tance. 15 The facilitative role is similar to the role of an e-mediator, but the special mas
ter still has court authority, and the discussions are not confidential. The role of a 
special master who oversees compliance of a court order allows for efficient case 
management by monitoring the parties' progress. In the role of adjudicator, the special 
master decides e-discovery issues. A special master who provides technical expertise, 
which may be particularly important in copyright or patent infringement cases, for 
example, requires a sophisticated level of technical knowledge relative to the subject 
matter. Regardless of the function of the special master, the needs of the case are 
addressed in an efficient manner, and the special master frees the court's time for dis
positive matters.  

One important option for special masters is that they may have ex parte confer
ences with different parties if permitted by the terms of the order. It might seem coun
terintuitive at first that a special master can have ex parte meetings with litigation 
parties while a judge may not. The following is an example of why ex parte meetings 
make sense.  

B. Example of Special Master in E-Discovery 

In a particular case in Texas state court, the judge appointed a special master 
regarding e-evidence concerning a 1985 computerized invoicing system and the 2000 
SAP database (see the order included as an appendix to this chapter). The plaintiff 
alleged that the 1985 invoicing system contained detail records of the item numbers 
for each invoice of computer printers (the newly created 2000 SAP database did not 
contain the detail for each item sold, only the total dollar amount of each invoice).  

The special master had ex parte meetings with the defendant to review the 1985 
computer invoicing system and the 2000 SAP database. During the ex parte meeting 
with the defendant the special master requested copies of the data files so an indepen
dent examination by the special master could be conducted and the defendant would 
not see the examination. During the special master's examination of the 1985 invoic
ing records and the 2000 SAP database, the special master concluded that the 1985 
computer system did not contain item details, only summary totals. As a result, data 
files were converted from the old 1985 system to the 2000 SAP system and contained 
the identical records.  

By permitting the special master ex parte access to the defendant's computer, 
there was no disclosure of unrelated confidential evidence to the plaintiff. Also, the 
special master was able to access computer records to permit an independent review.  

15. Scheindlin & Redgrave at 383-87.
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III. Additional Resource 

- Garrie, Daniel B., and Yoav M. Griver. Dispute Resolution and E
Discovery. Eagan, MN: Thomson Reuters, 2013.
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Appendix 

CAUSE NO. CC-03-11791D 

MICRO ELECTRONICS, INC. COUNTY COURTATLAW 
d/b/a MICRO CENTER, 

Plaintiff; 

V.  
V. NO.4 

UMAX TECHNOLOGIES, INC.  
d/b/a UMAX TECHNOLOGIES, 

Defendant. DALLAS COUNTY, TEXAS 

ORDER OF REFERENCE AND APPOINTMENT OF SPECIAL MASTER 

BASED ON THE PLEADINGS and other case papers in this case and as a result of 

the hearing on November 12, 2004 on Plaintiffs ("Micro Center") Second Set of Discovery 

Motions Against Defendant ("UMAX") as well as the argument presented to this Court on a 

number of issues in dispute, the Court, pursuant to the provisions of Texas Rules of Civil 

Procedure ("TRCP") Rule 171, hereby orders that Peter Vogel is appointed as a Special Master 

(the "Special Master") for certain discovery issues in this case asserted in the Plaintiffs First and 

Second Set of Discovery Motions (the "Discovery Motions") to be paid a reasonable fee charged 

as taxable costs, to be initially assessed equally to the parties herein, subject to further orders of 

the court.  

The Court determines that these discovery and computer issues require special expertise 

and that these issues create exceptional circumstances and good cause for the appointment of 

Master. Those discovery issues presented to the Special Master shall include review and analysis 

of, and reporting the Special Master's conclusions to the Court and counsel for all parties, about 

the following matters: 

1. All of the matters relating to databases, invoicing, and transactional records 

contained in Micro Center's Second Set of Discovery Motions and those matters held in abeyance 

at the time of the Court's hearing on Plaintiff, Micro Center's First Set of Discovery Motions, 

including but not limited to the review and analysis of:
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-A. Various computer and hardware and software systems ("Computer Systems") 
of UMAX Technologies, Inc. ("UMAX"); 

B. Data stored on the various Computer Systems of UMAX, whether in databases 
or any other types of media or files, 

C. Creating, or having created, mirror images of certain computer storage media 
including, data and files, and related reviews of the contents of the mirror 
images of the Computer Systems of UMAX; 

D. The nature, configuration, capabilities and compatibility of UMAX's Platinum, 
SAP, and any other computer hardware and software systems ("Computer 
Systems'); 

E. The nature, extent, size, and amount of data stored on those various Computer 
Systems, whether in databases or any other type of files maintained by UMAX; 

F. The ability, feasibility, and estimated costs of creating, or having created, mirror 
images of computer storage media containing database, data and files of UMAX 
in ea.ch of its Platinum and SAP databases and files related to transactions 
between Micro Center and UMAX, and related reviews of the contents of the 
mirror images of those UMAX files and records from UMAX's databases, and 
images of the software necessary to access, read, utilize and print the data; 

G. The feasibility and estimated costs associated with accessing UMAX's Platinum 
database and preparing and printing records and reports, including, but not 
limited to invoices, credit memos, e-mails, contracts, correspondence, check 
record histories, ledgers and subledgers (including accounts receivable and 
notations related thereto) and other transactions and records regarding Micro 
Center (all of which are referred to collectively as "Transactional Records") of 
transactions between UMAX and Micro Center from OMAX's Platinum database 
and lists of UMAX ledger and subledger accounts, and descriptions of their 
contents; 

H. The ability of UMAX to review, access, and print data and records, including, but 
not limited to invoices, credit memos, e-mails, contracts, correspondence, 
check record histories, ledgers and subledgers (including accounts receivable 
and notations related thereto) and other transactions and records regarding Micro 
Center, (all of which are referred to collectively as "Transactional Records") and 
other data (including metadata and revisions of Transactional Records) maintained 
by UMAX in both its Platinum and SAP databases and computers; 

I. The estimated costs of accessing and printing in original format, or if not 
available in original format, in other available alternative formats, Transactional 
Records and other data (including metadata and revisions of Transactional 
Records) from UMAX's Platinum and SAP databases and computers; 

J. Whether UMAX can currently print in original or other formats copies of 
invoices, credit memos, Transactional Records and other documents and records 
from its Platinum database which depict and/or describe commercial transactions 
and the documentation of those transactions between UMAX and Micro Center 
during the period of January, 1996 through December, 2001; and if it is
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determined that UMAX cannot print those records, what the estimated costs are 
for a third party contractor to do so; 

K. Whether UMAX has. the capability .and can currently provide access to Micro 
Center and its counsel to Transactional Records and other data (including 
metadata and revisions to Transactional Records) from its databases (both 
Platinum and SAP) limited only to commercial transactions and the 
documentation of those transactions between UMAX and Micro Center during the 
period of 1996-2004; and if it cannot, what the estimated costs would be to furnish 
Micro Center with access to such data and records and the ability to .read and 
print such data and records; and, 

L. What the estimated costs are for UMAX to furnish Micro Center and its counsel 
with legible and printable copies of all of its Transactional Records of UMAX's 
dealings with Micro Center during the entire period of January 1, 1996 through 
November 30, 2004.  

The Master shall proceed with all reasonable diligence in the investigation and reporting 

of these matters, and may communicate ex parte with the parties and their counsel in pursuing 

his investigation, but may not receive any additional or new documents from any party unless all 

parties receive such records and documents at the same time.  

The Master shall use his best efforts to complete his work and submit his report by 

February 1, 2005. The materials received by the Master shall be preserved by the Master and, 

filed with the Court at the time the Master files his report with the Court and serves a copy of his 

report upon all counsel in this case.  

The Master may compel the parties, their employees and representatives to give evidence 

and produce data and records at any hearings or other proceedings conducted by the Master, and 

is authorized to issue subpoenas and subpoenas duces tecum for these purposes. The Master may 

recommend a contempt sanction against a party or non-party and such other sanctions as he 

determines to be appropriate.  

To the extent there arise any disputes concerning the furnishing of access to UMAX's 

Computer Systems, databases, and/or data in this case, such disputes shall be first presented to 

Peter Vogel as Special Master who shall have the full and complete authority to resolve such 

disputes, subject only to further Order of this Court. The parties will comply with the 

instructions and directives of the Special Master until further Order of this Court with regard to 

the matters referred to the Master, as described above, and where necessary the Master may

271



272 Essentials of E-Discovery

conduct hearings and compel the production before him of evidence and witnesses. The Master is 

further empowered to take all measures necessary and proper for the efficient performance of his 

duties, to regulate all proceedings before the Master, examine witnesses and evidence, engage the 

assistance of clerical and other help, and take other measures necessary or proper for the 

efficient performance of his duties.  

The Master shall not, and is not authorized to, make any legal rulings, determine the 

admissibility of any evidence, or admit or exclude any evidence from proceedings before him, 

adjudicate anyone in contempt for failing to comply with his orders, or make any legal rulings 

on the issues raised in the Discovery Motions; all of which rights, powers and duties are 

retained by and reserved for the Court.  

The Special Master shall investigate these matters described above and submit a written 

report to the Court and parties describing the results of his investigation and make 

recommendations to the Court, as appropriate.  

Thereafter the Court, which has taken the matters held in abeyance at the hearing on 

Micro Center's First Set of Discovery Motions, and those matters argued at the hearing on Plaintiff's 

Second Set of Discovery Motions, under advisement, will review and consider the Master's report, 

any additional evidence or argument of counsel, may refer additional matters to the Master, and 

thereafter decide the matters raised in the Discovery Motions.  

ORDERED THIS of , 2004

JUDGE W. BRUCE WOODY
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CHAPTER 16

Authentication and Admissibility 

Karl E. Hays' 

I. Introduction 

In 1999, former United States District Judge Samuel Kent offered the following 
thoughts on the reliability of what he referred to as "voodoo information taken from 
the Internet": 

While some look to the Internet as an innovative vehicle for communica
tion, the Court continues to warily and wearily view it largely as one large 
catalyst for rumor, innuendo, and misinformation. So as to not mince 
words, the Court reiterates that this so-called Web provides no way of veri
fying the authenticity of the alleged contentions that Plaintiff wishes to rely 
upon in his Response to Defendant's Motion. There is no way Plaintiff can 
overcome the presumption that the information he discovered on the Inter
net is inherently untrustworthy. Anyone can put anything on the Internet.  
No web-site is monitored for accuracy and nothing contained therein is 
under oath or even subject to independent verification absent underlying 
documentation. Moreover, the Court holds no illusions that hackers can 
adulterate the content of any web-site from any location at any time. 2 

In the early days of computers, this mistrust of technology led one appellate 
court to express the view that proof of the reliability of the computer generating the 
business records at issue was necessary to establish the proper predicate for the admis
sion of printouts obtained from the computer.3 

Today, however, most courts share the view that the standards and procedures 
for admitting electronically stored information (ESI) are no different from the stan
dards and procedures employed in admitting traditional evidence.  

For example, in addressing the question of what was necessary to authenticate 
transcripts of instant message conversations, a Pennsylvania appellate court opined: 

1. The author wishes to express his sincere appreciation to Heather L. King, Jessica H. Janicek, and 
Emily Miskel of the law firm of KoonsFuller, P.C., for the use of their article "Electronic Evidence Cases 
Every Family Law Attorney Should Know," from which this work has been adapted.  

2. St. Clair v. Johnny's Oyster & Shrimp, Inc., 76 F. Supp. 2d 773, 774-75 (S.D. Tex. 1999).  
3. Railroad Commission v. Southern Pacific Co., 468 S.W.2d 125, 129 (Tex. Civ. App.-Austin 

1971, writ ref'd n.r.e.).
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Essentially, appellant would have us create a whole new body of law just to 
deal with e-mails or instant messages. The argument is that e-mails or text 
messages are inherently unreliable because of their relative anonymity and 
the fact that while an electronic message can be traced to a particular com
puter, it can rarely be connected to a specific author with any certainty.  
Unless the purported author is actually witnessed sending the e-mail, there 
is always the possibility it is not from whom it claims. As appellant cor
rectly points out, anybody with the right password can gain access to 
another's e-mail account and send a message ostensibly from that person.  
However, the same uncertainties exist with traditional written documents.  
A signature can be forged; a letter can be typed on another's typewriter; 
distinct letterhead stationary can be copied or stolen. We believe that 
e-mail messages and similar forms of electronic communication can be 
properly authenticated within the existing framework of [the rules of evi
dence and case law]. We see no justification for constructing unique rules 
of admissibility of electronic communications such as instant messages; 
they are to be evaluated on a case-by-case basis as any other document to 
determine whether or not there has been an adequate foundational showing 
of their relevance and authenticity.4 

If the procedures for admitting ESI are no different from those governing the 
admission of nonelectronic traditional evidence, exactly what does it take to insure the 
admission of ESI? This question was perhaps most appropriately answered by then
Chief United States Magistrate Judge Paul W. Grimm5 in his seminal memorandum 
opinion in Lorraine v. Markel American Insurance Co.: 

Whether ESI is admissible into evidence is determined by a collection of 
evidence rules that present themselves like a series of hurdles to be cleared 
by the proponent of the evidence. Failure to clear any of these evidentiary 
hurdles means that the evidence will not be admissible. Whenever ESI is 
offered as evidence, either at trial or in summary judgment, the following 
evidence rules must be considered: (1) is the ESI relevant as determined by 
Rule 401 (does it have any tendency to make some fact that is of conse
quence to the litigation more or less probable than it otherwise would be); 
(2) if relevant under 401, is it authentic as required by Rule 901(a) (can the 
proponent show that the ESI is what it purports to be); (3) if the ESI is 
offered for its substantive truth, is it hearsay as defined by Rule 801, and if 
so, is it covered by an applicable exception (Rules 803, 804 and 807); (4) is 
the form of the ESI that is being offered as evidence an original or dupli

4. In re EP, 878 A.2d 91, 95-96 (Pa. Super. Ct. 2005) (citation omitted).  
5. Judge Grimm was appointed district judge of the United States Court for the District of Maryland 

on December 10, 2012.
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cate under the original writing rule, or if not, is there admissible secondary 
evidence to prove the content of the ESI (Rules 1001-1008); and (5) is the 
probative value of the ESI substantially outweighed by the danger of unfair 
prejudice or one of the other factors identified by Rule 403, such that it 
should be excluded despite its relevance. 6 

II. Authentication 

The requirement of authentication or identification is a condition precedent to 
admissibility. This requirement is satisfied by evidence sufficient to support a finding 
that the matter in question is what its proponent claims. 7 Unless the evidence sought to 
be admitted is self-authenticating under Texas Rule of Evidence 902 or Texas Rule of 
Civil Procedure 193.7, extrinsic evidence must be adduced prior to its admission.  
Texas Rule of Evidence 901(b) contains a nonexclusive list of illustrations of methods 
of authentication that comply with the rule.  

A party seeking to admit an exhibit need only make a prima facie showing that it 
is what he claims it to be. As stated in United States v. Goichman, "[w]hat appellant 
overlooks is that the showing of authenticity is not on a par with the more technical 
evidentiary rules, such as hearsay exceptions, governing admissibility. Rather, there 
need be only a prima facie showing, to the court, of authenticity, not a full argument 
on admissibility."8 

As Judge Grimm noted in Lorraine: 

This is not a particularly high barrier to overcome. For example, in United 
States v. Safavian, the court analyzed the admissibility of e-mail, noting, 

"[t]he question for the court under Rule 901 is whether the propo
nent of the evidence has 'offered a foundation from which the jury 
could reasonably find that the evidence is what the proponent says it 
is....' The Court need not find that the evidence is necessarily what 
the proponent claims, but only that there is sufficient evidence that 
the jury ultimately might do so." 

The authentication requirements of Rule 901 are designed to set up a 
threshold preliminary standard to test the reliability of evidence, subject to 
later review by an opponent's cross-examination... .  

6. Lorraine v. Markel/American Insurance Co., 241 F.R.D. 534, 538 (D. Md. 2007).  
7. Tex. R. Evid. 901.  
8. 547 F.2d 778, 784 (3d Cir. 1976).
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Determining what degree of foundation is appropriate in any given case is 
in the judgment of the court. The required foundation will vary not only 
with the particular circumstances but also with the individual judge.  

Obviously, there is no "one size fits all" approach that can be taken when 
authenticating electronic evidence, in part because technology changes so 
rapidly that it is often new to many judges.9 

A. Tienda v. State 

Any examination of the issues surrounding the authentication of ESI in Texas 
courts should begin with a careful reading of the Texas Court of Criminal Appeals' 
opinion in Tienda v. State.'0 In that case, the State had introduced, at trial, printouts of 
a Myspace profile allegedly belonging to the defendant and implicating him in a 
shooting. The issue of whether the Myspace pages were sufficiently authenticated by 
circumstantial evidence was specifically addressed: 

Rule 901(a) of the Rules of Evidence defines authentication as a "condition 
precedent" to admissibility of evidence that requires the proponent to make 
a threshold showing that would be "sufficient to support a finding that the 
matter in question is what its proponent claims." Whether the proponent 
has crossed this threshold as required by Rule 901 is one of the preliminary 
questions of admissibility contemplated by Rule 104(a). The trial court 
should admit proffered evidence "upon, or subject to the introduction of 
evidence sufficient to support a finding of' authenticity. The ultimate ques
tion whether an item of evidence is what its proponent claims then becomes 
a question for the fact-finder-the jury, in a jury trial. In performing its 
Rule 104 gate-keeping function, the trial court itself need not be persuaded 
that the proffered evidence is authentic. The preliminary question for the 
trial court to decide is simply whether the proponent of the evidence has 
supplied facts that are sufficient to support a reasonable jury determination 
that the evidence he has proffered is authentic." 

The court continued by noting that there is no specific procedure for authenticat
ing electronic evidence; rather the means of authentication will depend on the facts of 
the case: 

Evidence may be authenticated in a number of ways, including by direct 
testimony from a witness with personal knowledge, by comparison with 
other authenticated evidence, or by circumstantial evidence. Courts and 
legal commentators have reached a virtual consensus that, although rapidly 

9. Lorraine, 241 F.R.D. at 542-44 (citations omitted).  
10. 358 S.W.3d 633 (Tex. Crim. App. 2012).  
11. Tienda, 358 S.W.3d at 638 (footnotes omitted).
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developing electronic communications technology often presents new and 
protean issues with respect to the admissibility of electronically generated, 
transmitted and/or stored information, including information found on 
social networking web sites, the rules of evidence already in place for 
determining authenticity are at least generally "adequate to the task." 
Widely regarded as the watershed opinion with respect to the admissibility 
of various forms of electronically stored and/or transmitted information is 
Lorraine v. Markel American Insurance Co. There the federal magistrate 
judge observed that "any serious consideration of the requirement to 
authenticate electronic evidence needs to acknowledge that, given the wide 
diversity of such evidence, there is no single approach to authentication 
that will work in all instances." Rather, as with the authentication of any 
kind of proffered evidence, the best or most appropriate method for authen
ticating electronic evidence will often depend upon the nature of the evi
dence and the circumstances of the particular case.12 

The Tienda court went on to note how other jurisdictions have addressed the 
issue of authenticating ESI: 

Like our own courts of appeals here in Texas, jurisdictions across the coun
try have recognized that electronic evidence may be authenticated in a 
number of different ways consistent with Federal Rule 901 and its various 
state analogs. Printouts of emails, internet chat room dialogues, and cellu
lar phone text messages have all been admitted into evidence when found 
to be sufficiently linked to the purported author so as to justify submission 
to the jury for its ultimate determination of authenticity. Such prima facie 
authentication has taken various forms. In some cases, the purported sender 
actually admitted to authorship, either in whole or in part, or was seen com
posing it. In others, the business records of an internet service provider or a 
cell phone company have shown that the message originated with the pur
ported sender's personal computer or cell phone under circumstances in 
which it is reasonable to believe that only the purported sender would have 
had access to the computer or cell phone. Sometimes the communication 
has contained information that only the purported sender could be expected 
to know. Sometimes the purported sender has responded to an exchange of 
electronic communications in such a way as to indicate circumstantially 
that he was in fact the author of the particular communication, the authenti
cation of which is in issue. And sometimes other circumstances, peculiar to 
the facts of the particular case, have sufficed to establish at least a prima 
facie showing of authentication.13 

12. Tienda, 358 S.W.3d at 638-39 (footnotes omitted).  
13. Tienda, 358 S.W.3d at 639-41 (footnotes omitted).
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In particular, the Tienda court specifically examined the merits of Griffin v.  
State,'4 an intermediate appellate court opinion out of Maryland that the Dallas court 
of appeals had relied on to support its conclusion that the Myspace pages had been 
properly authenticated: 

[T]he Maryland Court of Appeals recognized that such postings may read
ily be authenticated, explicitly identifying three non-exclusive methods.  
First, the proponent could present the testimony of a witness with knowl
edge; or, in other words, "ask the purported creator if she indeed created 
the profile and also if she added the posting in question." That may not be 
possible where, as here, the State offers the evidence to be authenticated 
and the purported author is the defendant. Second, the proponent could 
offer the results of an examination of the internet history or hard drive of 
the person who is claimed to have created the profile in question to deter
mine whether that person's personal computer was used to originate the 
evidence at issue. Or, third, the proponent could produce information that 
would link the profile to the alleged person from the appropriate employee 
of the social networking website corporation.15 

The Tienda court also acknowledged that some courts have held electronic evi
dence to a higher standard of authentication than other forms of evidence: 

However, mindful that the provenance of such electronic writings can 
sometimes be open to question-computers can be hacked, protected pass
words can be compromised, and cell phones can be purloined-courts in 
other cases have held that not even the prima facie demonstration required 
to submit the issue of authentication to the jury has been satisfied. That an 
email on its face purports to come from a certain person's email address, 
that the respondent in an internet chat room dialogue purports to identify 
himself, or that a text message emanates from a cell phone number 
assigned to the purported author-none of these circumstances, without 
more, has typically been regarded as sufficient to support a finding of 
authenticity.16 

In Tienda, the court found that the State presented sufficient circumstantial evi
dence to authenticate the Myspace pages and postings as those of the defendant: 

This combination of facts-(1) the numerous photographs of the appellant 
with his unique arm, body, and neck tattoos, as well as his distinctive eye
glasses and earring; (2) the reference to [the victim's] death and the music 
from his funeral; (3) the references to the appellant's [gang]; and (4) the 
messages referring to. . . the [MySpace] user having been on a monitor for 
a year (coupled with the photograph of the appellant lounging in a chair 

14. 995 A.2d 791 (Md. Ct. Spec. App. 2010).  
15. Tienda, 358 S.W.3d at 647 (footnotes omitted).  
16. Tienda, 358 S.W.3d at 641-42 (footnotes omitted).
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displaying an ankle monitor) sent from the MySpace pages ... is sufficient 
to support a finding by a rational jury that the MySpace pages that the State 
offered into evidence were created by the appellant. This is ample circum
stantial evidence-taken as a whole with all of the individual, particular 
details considered in combination-to support a finding that the MySpace 
pages belonged to the appellant and that he created and maintained them.'7 

While the court acknowledged the possibility that someone could have forged 
the pages to set up the defendant, it held that that issue was one for the fact-finder, not 
for the court as prerequisite to authentication: 

It is, of course, within the realm of possibility that the appellant was the 
victim of some elaborate and ongoing conspiracy. Conceivably some 
unknown malefactors somehow stole the appellant's numerous self-portrait 
photographs, concocted boastful messages about [the victim's] murder and 
the circumstances of that shooting, was aware of the music played at [the 
victim's] funeral, knew when the appellant was released on pretrial bond 
with electronic monitoring and referred to that year-long event along with 
stealing the photograph of the grinning appellant lounging in his chair 
while wearing his ankle monitor. But that is an alternate scenario whose 
likelihood and weight the jury was entitled to assess once the State had pro
duced a prima facie showing that it was the appetant not some unidenti
fied conspirators or fraud artists, who created and maintained these 
MySpace pages.'8 

B. Self-Authentication 

1. Texas Rule of Evidence 902 

Rule 902 of the Texas Rules of Evidence specifically provides that extrinsic evi
dence of authenticity as a prerequisite to admissibility is not required with respect to 
the types of documents specifically enumerated in that rule. Of particular note, with 
respect to ESI, are rules 902(5), Official Publications, and 902(6), Newspapers and 
Periodicals. In theory, pages printed out from an official federal, state, or local gov
ernment-run Web site ought to be self-authenticating. The same should also be true for 
pages downloaded from Web sites such as www.time.com and www.wsj.com (the 
Web page for the online edition of The Wall Street Journal).  

17. Tienda, 358 S.W.3d at 645 (footnote omitted).  

18. Tienda, 358 S.W.3d at 645-46 (footnotes omitted).
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2. Texas Rule of Civil Procedure 193.7 

Rule 193.7 of the Texas Rules of Civil Procedure provides that documents pro
duced in response to written discovery are automatically authenticated against the pro
ducing party for use in any pretrial proceeding or at trial, unless the producing party 
objects to the authenticity within ten days of receiving notice that the document will 
be used.  

Relevant Case Law Regarding Self-Authentication 

Williams v. Long 
The court held that Web page printouts from the Maryland Judiciary Case 

Search Web site and the Employment Standards Service Web site were self-authenti
cating under Federal Rules of Evidence 902(1) and 902(5). The court also noted that 
the online information need not be "available without restriction to the general public" 
in order to be self-authenticating. 19 

" Paralyzed Veterans of America v. McPherson 
The court granted the plaintiff's request to take judicial notice of documents 

appearing on the Web site of the California secretary of state and determined that 
printouts from that site were self-authenticating under rule 902(5) of the Federal Rules 
of Evidence.20 

C. Authenticating E-Mail 

There are many ways in which e-mail evidence may be authenticated. An e-mail 
is properly authenticated if its appearance, contents, substance, or other distinctive 
characteristics, taken in conjunction with circumstances,, support a finding that the 
document is what its proponent claims.21 As noted by Judge Grimm in Lorraine: 

[E]-mail messages may be authenticated by direct or circumstantial evi
dence. An e-mail message's distinctive characteristics, including its "con
tents, substance, internal patterns, or other distinctive characteristics, taken 
in conjunction with circumstances" may be sufficient for authentication.  

Printouts of e-mail messages ordinarily bear the sender's e-mail address, 
providing circumstantial evidence that the message was transmitted by the 
person identified in the e-mail address. In responding to an e-mail message, 
the person receiving the message may transmit the reply using the com
puter's reply function, which automatically routes the message to the 
address from which the original message came. Use of the reply function 

19. Williams v. Long, 585 F. Supp. 2d 679, 690 (D. Md. 2008).  
20. Paralyzed Veterans of America v. McPherson, No. C 06-4670 SBA, 2008 WL 4183981, at *5-6 

(N.D. Cal. Sept. 9, 2008).  
21. Manuel v. State, 357 S.W.3d 66, 76-77 (Tex. App.-Tyler 2011, pet. denied).

282



Authentication and Admissibility

- indicates that the reply message was sent to the sender's listed e-mail 
address.  

The contents of the e-mail may help show authentication by revealing 
details known only to the sender and the person receiving the message.  

... However, the sending address in an e-mail message is not conclusive, 
since e-mail messages can be sent by persons other than the named sender.  
For example, a person with unauthorized access to a computer can transmit 
e-mail messages under the computer owner's name. Because of the poten
tial for unauthorized transmission of e-mail messages, authentication 
requires testimony from a person with personal knowledge of the transmis
sion or receipt to ensure its trustworthiness.2 2 

Several Texas cases have held that the reply-letter doctrine for authenticating let
ters applies to e-mail and other messages. Under this traditional doctrine, a letter 
received in the due course of mail purportedly in answer to another letter is prima 
facie genuine and admissible without further proof of authenticity.23 A reply letter 
needs no further authentication because it is unlikely that anyone other than the pur
ported writer would know of and respond to the contents of the earlier letter addressed 
to him. 24 This same rule has been applied to other types of messages as well.  

Relevant Case Law Regarding Authenticating E-Mails 

" United States v. Siddiqui 
E-mail may be authenticated entirely by circumstantial evidence, including its 

distinctive characteristics. 25 

" United States v. Safavian 
E-mail may be authenticated by distinctive characteristics under Federal Rule of 

Evidence 901(b)(4) or by comparison of exemplars with other e-mails that already 
have been authenticated under rule 901(b)(3). 26 

" Rambus Inc. v. Infineon Technologies AG 
E-mail that qualifies as a business record may be self-authenticating under Fed

eral Rule of Evidence 902(11).27 

- In re ER 

E-mail may be authenticated by direct or circumstantial evidence. 28 

22. Lorraine, 241 F.R.D. at 554 (quoting 5 Joseph A. McLoughlin ed., Weinstein's Federal Evidence 
900.07[3][c] (2005)).  

23. Varkonyi v. State, 276 S.W.3d 27, 35 (Tex. App.-El Paso 2008, pet. ref'd).  
24. Varkonyi, 276 S.W.3d at 35.  
25. United States v. Siddiqui, 235 F.3d 1318, 1322-23 (11th Cir. 2000).  
26. United States v. Safavian, 435 F. Supp. 2d 36, 40 (D.D.C. 2006).  
27. Rambus Inc. v. Infineon Technologies AG, 348 F. Supp. 2d 698 (E.D. Va. 2004).  
28. In re EP, 878 A.2d at 94.
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" Shea v. State 
E-mail can be authenticated by testimony that the witness was familiar with the 

sender's e-mail address and that the witness had received the e-mails in question from 
the sender.29 

" Massimo v. State 
When determining whether an e-mail has been properly authenticated, several 

characteristics should be considered, including

1. Consistency with the e-mail address on another e-mail sent by the defen
dant; 

2. The author's awareness through the e-mail of the details of the defendant's 
conduct; 

3. The e-mail's inclusion of similar requests that the defendant had made by 
phone during the time period; and 

4. The e-mail's reference to the author by the defendant's nickname.3 0 

" Manuel v. State 
An e-mail is sufficiently authenticated when a person responds to an e-mail that 

was sent to the person's e-mail address. 31 

" People v. Pierre 
The reply-letter doctrine was applied to instant messages, where the person sent 

an instant message to a screen name and received a reply, the content in the reply sup
ported the conclusion that the message was sent by the defendant, and no evidence 
was admitted to show.that anyone else had motive or opportunity to impersonate the 
defendant by using his screen name. 32 

" Martinez v. AA Foundries, Inc.  
Cartoons and e-mails laid on a desk cannot be properly authenticated by simply 

stating that they must have come from the defendant as that person was the only one to 
have access to the desk. 33 This is akin to an e-mail on its face purporting to come from 
the purported author, without other distinct characteristics, usually not being sufficient 
to show authenticity.34 

- Sennett v. State 
E-mail authenticated through testimony that the witness knew the appellant's 

e-mail address, was familiar with the e-mail address, and before the sexual assault, the 
subject of the appeal, the appellant told the witness that she was "beautiful" and then 
referred to her the same way in an e-mail response to the witness's e-mail to the appel

29. Shea v. State, 167 S.W.3d 98, 105 (Tex. App.-Waco 2005, pet. ref'd).  
30. Massimo v. State, 144 S.W.3d 210, 215 (Tex. App.-Fort Worth 2004, no pet.) (citing Siddiqui, 

235 F.3d at 1322-23).  
31. Manuel, 357 S.W.3d at 76-77.  
32. People v. Pierre, 838 N.Y.S.2d 546, 548-49 (N.Y. App. Div. 2007).  
33. Martinez v. AA. Foundries, Inc., No. 04-11-00879, 2013 WL 346814, at *5 (Tex. App.-San 

Antonio Jan. 30, 2013, no pet.) (mem. op.).  
34. Martinez, 2013 WL 346814, at *5.
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lant. Further, the e-mails contained content that only the appellant and the witness 
would have known.35 

D. Authenticating Text Messages 

Text messages can be authenticated by applying the same factors as with 
e-mails. 36 

Relevant Case Law Regarding Authenticating Text Messages 

Montoya v. State 
The defendant argued that the state failed to authenticate a text message because 

the witness did not see the text message arrive from the defendant's phone, nor could 
the witness testify that the texts were sent by the defendant's recognizable telephone 
number.37 The court held that the witness did testify he knew when his mother 
received text messages from the defendant. Because he was better with technology, he 
saved the texts on the phone. The witness then pulled out his mother's phone and 
pulled up the text message for the attorneys to review. The court held that "[g]iven the 
low threshold for authentication under Rule 901(b)(1), we conclude [the witness's] 
testimony was sufficient that a reasonable fact finder could properly determine that 
the text message was what it claimed to be-a text message from [the defendant]." 38 

" Gardner v. State 
A witness was permitted to testify about the contents of text messages the victim 

received from the accused and the emotional effect the texts had on the victim.3 9 

" Black v. State 
The defendant raised an authenticity objection, stating that just because text mes

sages were found on a phone in his possession did not mean he sent or received 
them.40 The court overruled the authenticity objection (but upheld a hearsay objec
tion), stating in part: 

This court is sympathetic with Appellant's position in trying to find law 
directly on point, given the speed with which technology has changed. To 
guide parties in raising and preserving such issues, courts are going to have 
to determine at some point whether a cell phone is akin to a computer, a file 
cabinet, a personal notebook or diary, or something else, and the rules of 
evidence should be modernized. But Appellant does not challenge the tech

35. Sennett v. State, 406 S.W.3d 661 (Tex. App.-Eastland 2013, no pet.) 
36. Manuel, 357 S.W.3d at 76-77.  
37. Montoya v. State, No. 05-10-01468-CR, 2012 WL 1059699 (Tex. App.-Dallas Mar. 30, 2012) 

(mem. op., not designated for publication).  
38. Montoya, 2012 WL 1059699, at *3.  
39. Gardner v. State, 306 S.W.3d 274 (Tex. Crim. App. 2009).  
40. Black v. State, 358 S.W.3d 823, 830 (Tex. App.-Fort Worth 2012, pet. denied).
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nology. Nor does he challenge the rule 901 predicate required for the 
authentication or identification of most electronic devices.4 ' 

Franklin v. State 

The defendant complained that the State failed to properly authenticate text mes
sages from a cellular phone. 42 On appeal, the court held that there was sufficient evi
dence of authentication, finding that

1. evidence was presented that the defendant had a cell phone in his hand 
when the police stopped him; 

2. the same cell phone was taken from him when he was arrested; 

3. a forensic search of the same phone retrieved contacts, call histories, and 
text messages; and 

4. the text messages from that phone referenced "the bridge," where the 
accomplices lived, and were sent on or at the time of the crime.43 

Although the State could not prove that the defendant sent or received the 
messages, the evidence was such for the fact finder to fmd that the defendant did send 
and receive the messages. 44 

Joseph v. State 
The defendant's verbal messages to witnesses were so similar to the purported 

texts that they could be properly authenticated as coming from the defendant.45 

E. Authenticating Internet Web Site Postings 

When determining the admissibility of exhibits containing representations of the 
contents of Web site postings of a party, Judge Grimm noted in Lorraine that "the 
issues that have concerned courts include the possibility that third persons other than 
the sponsor of the website were responsible for the content of the postings, leading 
many to require proof by the proponent that the organization hosting the website actu
ally posted the statements or authorized their posting."46 

Judge Grimm further opined: 

One commentator has observed "[i]n applying [the authentication standard] 
to website evidence, there are three questions that must be answered 
explicitly or implicitly. (1) What was actually on the website? (2) Does the 

41. Black, 358 S.W.3d at 831.  
42. Franklin v. State, No. 05-11-00990-CR, 2012 WL 4801522 (Tex. App.-Dallas Oct. 10, 2012, no 

pet.) (not designated for publication).  
43. Franklin, 2012 WL 4801522, at *6.  
44. Franklin, 2012 WL 4801522, at *6.  
45. Joseph v. State, No. 14-11-00776, 2013 WL 2149779, at *3 (Tex. App.-Houston [14th Dist.] 

May 16, 2013, pet. ref'd) (mem. op., not designated for publication).  
46. Lorraine, 241 F.R.D. at 555 (citations omitted).
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exhibit or testimony accurately reflect it? (3) If so, is it attributable to the 
owner of the site?" 

The same author suggests that the following factors will influence courts in 
ruling whether to admit evidence of internet postings: 

"The length of time the data was posted on the site;.whether others 
report having seen it; whether it remains on the website for the court .  
to verify; whether the data is of a type ordinarily posted on that web
site or websites of similar entities (e.g. financial information from 
corporations); whether the owner of the site has elsewhere published 
the same data, in whole or in part; whether others have published the 
same data, in whole or in part; whether the data has been republished 
by others who identify the source of the data as the website in ques
tion?" 

Counsel attempting to authenticate exhibits containing information 
from internet websites need to address these concerns in deciding what 
method of authentication to use, and the facts to include in the foundation.  
The authentication rules most likely to apply, singly or in combination, are 
901(b)(1) (witness with personal knowledge), 901(b)(3) (expert testi
mony), 901(b)(4) (distinctive characteristics), 901(b)(7) (public records), 
901(b)(9) (system or process capable of producing a reliable result), and 
902(5) (official publications). 47 

Relevant Case Law Regarding Authenticating Internet Web Site Postings 

" United States v. Jackson 

The trial court properly excluded evidence of Web site postings because the pro
ponent failed to show that the sponsoring organization actually posted the statements, 
as opposed to a third party.48 

" St. Luke's Cataract & Laser Institute, PA. v. Sanderson 

The plaintiff failed to authenticate exhibits of the defendant's Web site postings 
because affidavits used to authenticate the exhibits were factually inaccurate and the 
author lacked personal knowledge of the Web site.49 

47. Lorraine, 241 F.R.D. at 555-56 (quoting Gregory P. Joseph, Internet and Email Evidence, 13 
Prac. Litigator (Mar. 2002), reprinted in 5 Stephen A. Saltzburg et al., Federal Rules of Evidence Man
ual, pt. 4 at 21, 22 (9th ed. 2006)).  

48. United States v. Jackson, 208 F.3d 633, 638 (7th Cir. 2000).  
49. St. Luke's Cataract & Laser Institute, PA. v. Sanderson, No. 8:06-CV-223-T-MSS, 2006 WL 

1320242, at *2 (M.D. Fla. May 12, 2006).
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" Musgrove v. State 
In addressing an online personal ad, the court found that it was not necessary for 

authentication to show that the person placed the ad, only that the exhibit was an 
authentic copy of the actual online ad.50 Whether the party placed the ad did not go to 
the authenticity of the exhibit, but rather to the underlying issues in the case.  

" In re J.A.S.  
In a child custody proceeding, a mother objected to the admission of provocative 

photographs of her, allegedly posted to an adult Web site. On appeal, the court held 
that the objection had not been preserved because, although she objected at trial that 
the photos were not of her, she failed to object to their authentication as pictures that 
were posted on an adult Web site.5 ' 

* State v. Eleck 
The court held that a showing that messages came from a particular Facebook 

account was insufficient to authenticate messages without further "foundational 
proof."52 

" Commonwealth v. Purdy 
The court held that e-mail sent from a Facebook account bearing the defendant's 

name was not sufficiently authenticated without additional "confirming circum
stances." 53 

* Campbell v. State 
Like e-mail messages addressed in the Massimo opinion, Facebook messages 

may also be authenticated by internal characteristics, such as the speech pattern of the 
purported author, the fact that the messages reference specifics about an incident or 
occurrence between the parties, and circumstantial evidence regarding the parties' 
access to the Facebook account. For example, in this case, the only parties that had 
access to the account were the victim and the defendant, the defendant admitted he 
had a Facebook account, and the victim admitted to receiving messages from the 
defendant's Facebook account.54 

" Rene v. State 
Just like the court in Tienda, the Fourteenth District Court of Appeals considered 

the defendant's Myspace page relevant to a criminal case. 55 Although there was less 
circumstantial evidence to link the Myspace page to the defendant than was present in 
Tienda

1. there was testimony by a witness that the Myspace page was discovered by 
online search of the defendant's name; 

50. Musgrove v. State, No. 03-09-00163-CR, 2009 WL 3926289, at *2 (Tex. App.-Austin Nov. 20, 
2009) (mem. op., not designated for publication).  

51. In re J.A.S., No. 11-09-00176-CV, 2011 WL 704390, at *3 (Tex. App.-Eastland Jan. 13, 2011) 
(mem. op.).  

52. State v. Eleck, 23 A.3d 818, 824 (Conn. App. Ct. 2011).  
53. Commonwealth v. Purdy, 945 N.E.2d 372, 381 (Mass. 2011).  
54. Campbell v. State, 382 S.W.3d 545, 551-53 (Tex. App.-Austin 2012, no pet.).  
55. Rene v. State, 376 S.W.3d 302, 303 (Tex. App.-Houston [14th Dist.] 2012, pet. denied).
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2. there were headings at the top of the page stating "137's Don Lo," the 
defendant's gang number and name; 

3. there was witness testimony that the defendant used the nickname "Lo"; 
4. the defendant appeared in almost all of the photographs on the profile; and 
5. the defendant's distinctive tattoos could be soon in the photographs on the 

profile, especially photographs of children on his arms later matched to 
photographs of his children by witness testimony. 56 

As a result, there was sufficient circumstantial evidence to authenticate the 
Myspace page as the defendant's. 57 

F. Authenticating Chat Room Content 

In Lorraine, Judge Grimm noted: 

Many of the same foundational issues found encountered when authenticat
ing website evidence apply with equal force to text messages and internet 
chat room content; however, the fact that chat room messages are posted by 
third parties, often using "screen names" means that it cannot be assumed 
that the content found in chat rooms was posted with the knowledge or 
authority of the website host. One commentator has suggested that the fol
lowing foundational requirements must be met to authenticate chat room 
evidence: 

"(1) [e]vidence that the individual used the screen name in question when 
participating in chat room conversations (either generally or at the site in 
question); (2) [e]vidence that, when a meeting with the person using the 
screen name was arranged, the individual . . . showed up; (3) [e]vidence 
that the person using the screen name identified [himself] as the [person in 
the chat room conversation]; (4) [e]vidence that the individual had in [his] 
possession information given to the person using the screen name; (5) [and] 
[e]vidence from the hard drive of the individual's computer [showing use 
of the same screen name]."58 

Relevant Case Law Regarding Authenticating Chat Room Content 

In re ER 
The court held that circumstantial evidence, such as the use of the defendant's 

first name and screen name in instant messages and the subject matter of the mes
sages, could authenticate the transcripts.59 

56. Rene, 376 S.W.3d at 307.  
57. Rene, 376 S.W.3d at 307.  
58. Lorraine, 241 F.R.D. at 556 (quoting 1 Saltzburg et al., at 901.02[12]).  
59. In re EP, 878 A.2d at 93-94.
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* United States v. Simpson 
The court held that there was sufficient circumstantial evidence to authenticate 

printouts of the chat room discussions between the defendant and an undercover 
detective, including use of the e-mail name of the defendant, the use of the defen
dant's correct address in the messages, and notes seized at the defendant's home con
taining the address, e-mail address, and telephone number given by the undercover 
officer. 60 

* United States v. Tank 
The court found sufficient circumstantial evidence to authenticate chat room 

conversations, despite portions of the text of the messages having been deleted. The 
court found that testimony regarding the limited nature of the deletions by a member 
of the chat room club who had made the deletions and circumstantial evidence con
necting the defendant to the chat room, including the use of the defendant's screen 
name in the messages, were sufficient to authenticate the messages.6 

* United States v. Barlow 
The defendant asserted that the government had failed to lay the proper founda

tion for a log from a Yahoo chat room. The court held that the testimony of a witness 
who had been involved in the chats was sufficient to authenticate the chat log.62 

G. Authenticating Stored Data and Records 

In Lorraine, Judge Grimm added the following: 

In general, electronic documents or records that are merely stored in a com
puter raise no computer-specific authentication issues. If a computer pro
cesses data rather than merely storing it, authentication issues may arise.  
The need for authentication and an explanation of the computer's process
ing will depend on the complexity and novelty of the computer processing.  
There are many states in the development of computer data where error can 
be introduced, which can adversely affect the accuracy and reliability of the 
output. Inaccurate results occur most often because of bad or incomplete 
data inputting, but can also happen when defective software programs are 
used or stored-data media become corrupted or damaged. 63 

Further, as authentication issues can arise depending on whether data is stored or 
processed, it is vital for the practitioner to understand the discovery process involved 
with obtaining ESI, namely how data is processed, how to collect it, and depending on 
its form, how to properly authenticate it.  

60. United States v. Simpson, 152 F.3d 1241, 1249 (10th Cir. 1998).  
61. United States v. Tank, 200 F.3d 627, 629-31 (9th Cir. 2000). 
62. United States v. Barlow, 568 F.3d 215 (5th Cir. 2009).  
63. Lorraine, 241 F.R.D. at 543 (emphasis added) (quoting Jack B. Weinstein & Margaret A. Berger, 

Weinstein's Federal Evidence, at 900.06[3] (2d ed. 1997)).
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Judge Grimm continued: 

Given the widespread use of computers, there is an almost limitless variety 
of records that are stored in or generated by computers. As one commenta
tor has observed "[m]any kinds of computer records and computer
generated information are introduced as real evidence or used as litigation 
aids at trials. They range from computer printouts of stored digital data to 
complex computer-generated models performing complicated computa
tions. Each may raise different admissibility issues concerning authentica
tion and other foundational requirements." Weinstein at 900.06[3]. The 
least complex admissibility issues are associated with electronically stored 
records. "In general, electronic documents or records that are merely stored 
in a computer raise no computer-specific authentication issues." Weinstein 
at 900.06[3]. That said, although computer records are the easiest to 
authenticate, there is growing recognition that more care is required to 
authenticate these electronic records than traditional "hard copy" records.  
[Manual for Complex Litigation, at 11.447 (4th ed. 2004); see also 
Edward J. Imwinkelried, Evidentiary Foundations, at 4.03[2] (6th ed.  
2005)].64 

Relevant Case Law Regarding Authenticating Stored Data and Records 

* United States v. Meienberg 
The defendant challenged, printouts of computerized records of the Colorado 

Bureau of Investigation that were admitted into evidence, arguing that they had not 
been authenticated because the government had failed to introduce any evidence to 
demonstrate the accuracy of the records. The Tenth Circuit held: "Any question as to 
the accuracy of the printouts, whether resulting from incorrect data entry or the opera
tion of the computer program, as with inaccuracies in any other type of business 
records,' would have affected only the weight of the printouts, not their admissibil
ity." 65 

* United States v. Kassimu 
The court held that there was no requirement that the witness laying the founda

tion to authenticate computer records as business records be the person who actually 
entered the data into the computer or even a custodian of the records, or be able to per
sonally attest to its accuracy, only that the witness be qualified to explain the record
keeping system of the organization that meets the requirements of Federal Rule of 
Evidence 803(6).66 

* Sea-Land Service, Inc. v. Lozen International, LLC 
At issue was an electronically generated bill of lading attached as an exhibit to a 

motion for summary judgment that the trial court admitted pursuant to the business 

64. Lorraine, 241 F.R.D. at 556-57.  
65. United States v. Meienberg, 263 F.3d 1177, 1180-81 (10th Cir. 2001).  
66. United States v. Kassimu, No. 05-31087, 2006 WL 1880335, at * 1(5th Cir. July 7, 2006).
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records exception to the hearsay rule. The court of appeals held that although the 
physical record was not generated when the parties entered into their contact, it was 
produced from the same electronic information that was generated contemporane
ously. 67 

* In re Vee Vinhnee 

As Judge Grimm noted in Lorraine: 

[I]n the case of In re Vee Vinhnee,68 the bankruptcy appellate panel upheld 
the trial ruling of a bankruptcy judge excluding electronic business records 
of the credit card issuer of a Chapter 7 debtor, for failing to authenticate 
them. 336 B.R. 437 [(9th Cir. 2005)]. The court noted that "it is becoming 
recognized that early versions of computer foundations were too cursory, 
even though the basic elements covered the ground." Id. at 445-46. The 
court further observed that: 

"The primary authenticity issue in the context of business records is 
on what has, or may have, happened to the record in the interval 
between when it was placed in the files and the time of trial. In other 
words, the record being proffered must be shown to continue to be an 
accurate representation of the record that originally was created. .  
Hence, the focus is not on the circumstances of the creation of the 
record, but rather on the circumstances of the preservation of the 
record during the time it is in the file so as to assure that the document 
being proffered is the same as the document that originally was cre
ated." 

Id. at 444. The court reasoned that, for paperless electronic records: 

"The logical questions extend beyond the identification of the partic
ular computer equipment and programs used. The entity's policies 
and procedures for the use of the equipment, database, and programs 
are important. How access to the pertinent database is controlled and, 
separately, how access to the specific program is controlled are 
important questions. How changes in the database are logged or 
recorded, as well as the structure and implementation of backup sys
tems and audit procedures for assuring the continuing integrity of the 
database, are pertinent to the question of whether records have been 
changed since their creation." 

Id. at 445. In order to meet the heightened demands for authenticating elec
tronic business records, the court adopted, with some modification, an 
eleven-step foundation proposed by Professor Edward Imwinkelried[.] 

67. Sea-Land Service, Inc. v. Lozen International, LLC, 285 F.3d 808, 819 (9th Cir. 2002).  
68. 336 B.R. 437, 442 (9th Cir. 2005).
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Professor Imwinkelried perceives electronic records as a form of scientific 
evidence and discerns an eleven-step foundation for computer records: 

"1. The business uses a computer.  
2. The computer is reliable.  
3. The business has developed a procedure for inserting data into the 

computer.  
4. The procedure has built-in safeguards to ensure accuracy and iden

tify errors.  
5. The business keeps the computer in a good state of repair.  
6. The witness had the computer readout certain data.  
7. The witness used the proper procedures to obtain the readout.  
8. The computer was in working order at the time the witness 

obtained the readout.  
9. The witness recognizes the exhibit as the readout.  
10. The witness explains how he or she recognizes the readout.  
11. If the readout contains strange symbols or terms, the witness 

explains the meaning of the symbols or terms for the trier of fact." 

Id. at 446-47 (citation omitted). 69 

* State v. Dunn 
The admissibility of computer-generated records "should be determined on the 

basis of the reliability and accuracy of the process involved." 70 

* State v. Hall 
"[T]he admissibility of the computer tracing system record should be measured 

by the reliability of the system, itself, relative to its proper functioning and accu
racy." 71 

Judge Grimm continued: 
defendant SA tfie foregoing cases illustrate, there is a wide disparity between the 

most lenient positions courts have taken in accepting electronic records as 
authentic and the most demanding requirements that have been imposed.  
Further, it would not be surprising to find that, to date, more courts have 
tended towards the lenient rather than the demanding approach. However, 
it also is plain that commentators and courts increasingly recognize the spe
cial characteristics of electronically stored records, and there appears to be 
a growing awareness, as expressed in the Manualfor Complex Litigation 
[at 11.446], that courts "should. . . consider the accuracy and reliability 
of computerized evidence" in ruling on its admissibility. Lawyers can 
expect to encounter judges in both camps, and in the absence of controlling 
precedent in the court where an action is pending setting forth the founda

69. Lorraine, 241 F.R.D. at 557-58 (footnote omitted).  
70. State v. Dunn, 7 S.W.3d 427, 432 (Mo. Ct. App. 2000).  
71. State v. Hall, 976 S.W.2d 121, 147 (Tenn. 1998).
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tional requirements for computer records, there is uncertainty about which 
approach will be required. Further, although "it may be better to be lucky 
than good," as the saying goes, counsel would be wise not to test their luck 
unnecessarily. If it is critical to the success of your case to admit into evi
dence computer stored records, it would be prudent to plan to authenticate 
the record by the most rigorous standard that may be applied. If less is 
required, then luck was with you. 72 

H. Authenticating Digital Photographs and Videos 

Judge Grimm also discussed authentication of digital photographs: 

Photographs have been authenticated for decades under Rule 
901(b)(1) by the testimony of a witness familiar with the scene depicted in 
the photograph who testifies that the photograph fairly and accurately rep
resents the scene. Calling the photographer or offering expert testimony 
about how a camera works almost never has been required for traditional 
film photographs. Today, however, the vast majority of photographs taken, 
and offered as exhibits at trial, are digital photographs, which are not made 
from film, but rather from images captured by a digital camera and loaded 
into a computer. Digital photographs present unique authentication prob
lems because they are a form of electronically produced evidence that may 
be manipulated and altered. Indeed, unlike photographs made from film, 
digital photographs may be "enhanced." Digital image "enhancement con
sists of removing, inserting, or highlighting an aspect of the photograph 
that the technician wants to change." Edward J. Imwinkelried, Can this 
Photo be Trusted?, Trial, October 2005, at 48. Some examples graphically 
illustrate the authentication issues associated with digital enhancement of 
photographs: 

"[S]uppose that in a civil case, a shadow on a 35 mm photograph 
obscures the name of the manufacturer of an offending product. The 
plaintiff might offer an enhanced image, magically stripping the 
shadow to reveal the defendant's name. Or suppose that a critical 
issue is the visibility of a highway hazard..A civil defendant might 
offer an enhanced image of the stretch of highway to persuade the 
jury that the plaintiff should have perceived the danger ahead before 
reaching it. In many criminal trials, the prosecutor offers an 
'improved', digitally enhanced image of fingerprints discovered at 

72. Lorraine, 241 F.R.D. at 558-59.
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the crime scene. The digital image reveals incriminating points of 
similarity that the jury otherwise would never would have seen." 

Id. at 49. There are three distinct types of digital photographs that should be 
considered with respect to authentication analysis: original digital images, 
digitally converted images, and digitally enhanced images. Id.  

An original digital photograph may be authenticated the same way as 
a film photo, by a witness with personal knowledge of the scene depicted 
who can testify that the photo fairly and accurately depicts it. Id. If a ques
tion is raised about the reliability of digital photography in general, the 
court likely could take judicial notice of it under Rule 201. Id.73 

Further, even if no witness can testify from personal knowledge that the photo or 
video accurately depicts the scene, the "silent witness" analysis allows a photo or 
video to be authenticated by showing a process or system that produces an accurate 
result.74 Testimony that showed how the film was put in the camera, how the camera 
was activated, the removal of the film immediately after the photographs were taken, 
the chain of custody, and how the film was developed was sufficient to support a trial 
court's decision to admit the photographs into evidence.75 Photos taken by an ATM 
were properly authenticated on even less evidence-mere testimony of a bank 
employee familiar with the operation of the camera and the fact that the time and date 
were indicated on the evidence were sufficient to authenticate the photos. 76 

Judge Grimm's analysis continues: 

For digitally converted images, authentication requires an explanation 
of the process by which a film photograph was converted to digital format.  
This would require testimony about the process used to do the conversion, 
requiring a witness with personal knowledge that the conversion process 
produces accurate and reliable images, Rules 901(b)(1) and 901(b)(9)-the 
latter rule implicating expert testimony under Rule 702. [Imwinkelried, 
Can this Photo be Trusted?, at 49.] Alternatively, if there is a witness 
familiar with the scene depicted who can testify that the photo produced 
from the film when it was digitally converted, no testimony would be 
needed regarding the process of digital conversion. Id.  

For digitally enhanced images, it is unlikely that there will be a wit
ness who can testify how the original scene looked if, for example, a 
shadow was removed, or the colors were intensified. In such a case, there 

73. Lorraine, 241 F.R.D. at 561.  
74. See Tex. R. Evid. 901(b)(9).  
75. Reavis . State, 84 S.W.3d 716, 719 (Tex. App.-Fort Worth 2002, no pet.) (citing United States 

v. Taylor, 530 F.2d 639, 641-42 (5th Cir. 1976)).  
76. Reavis, 84 S.W.3d at 719-20 (citing United States v. Fadyini, 28 F.3d 1236, 1241 (D.C. Cir.  

1994).
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will need to be proof, permissible under Rule 901(b)(9), that the digital 
enhancement process produces reliable and accurate results, which gets 
into the realm of scientific or technical evidence under Rule 702. Id.  
Recently, one state court has given particular scrutiny to how this should be 
done. In State v. Swinton, the defendant was convicted of murder in part 
based on evidence of computer enhanced images prepared using the Adobe 
Photoshop software. 268 Conn. 781, 847 A.2d 921, 950-52 (2004). The 
images showed a superimposition of the defendants teeth over digital pho
tographs of bite marks taken from the victim's body. At trial, the state 
called the forensic odontologist (bite mark expert) to testify that the defen
dant was the source of the bite marks on the victim. However, the [forensic 
odontologist] testified that he was not familiar with how the Adobe Photo
shop made the overlay photographs, which involved a multistep process in 
which a wax mold of the defendant's teeth was digitally photographed and 
scanned into the computer to then be superimposed on the photo of the vic
tim. The trial court admitted the exhibits over objection, but the state appel
late court reversed, finding that the defendant had not been afforded a 
chance to challenge the scientific or technical process by which the exhib
its had been prepared. The court stated that to authenticate the exhibits 
would require a sponsoring witness who could testify, adequately and 
truthfully, as to exactly what the jury was looking at, and the defendant had 
a right to cross-examine the witness concerning the evidence. Because the 
witness called by the state to authenticate the exhibits lacked the computer 
expertise to do so, the defendant was deprived of the right to cross examine 
him. Id. at 950-51.  

Because the process of computer enhancement involves a scientific or 
technical process, one commentator has suggested the following founda
tion as a means to authenticate digitally enhanced photographs under Rule 
901(b)(9): (1) The witness is an expert in digital photography; (2) the wit
ness testifies as to image enhancement technology, including the creation 
of the digital image consisting of pixels and the process by which the com
puter manipulates them; (3) the witness testifies that the processes used are 
valid; (4) the witness testifies that there has been "adequate research into 
the specific application of image enhancement technology involved in the 
case"; (5) the witness testifies that the software used was developed from 
the research; (6) the witness received a film photograph; (7) the witness 
digitized the film photograph using the proper procedure, then used the 
proper procedure to enhance the film photograph in the computer; (8) the 
witness can identify the trial exhibit as the product of the enhancement pro-
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cess he or she performed. [Imwinkelried, Can this Photo be Trusted?, at 
54.] The author recognized that this is an "extensive foundation," and 
whether it will be adopted by courts in the future remains to be seen. Id.  
However, it is probable that courts will require authentication of digitally 
enhanced photographs by adequate testimony that a photograph is the prod
uct of a system or process that produces accurate and reliable results. Fed.  
R. Evid. 901(b)(9). 77 

Relevant Case Law Regarding Authenticating Digital Photographs and Videos 

* Thierry v. State 
The following testimony was found to be sufficient to authenticate a video: a 

witness, who was not present at the time of the incident, described the store's multi
plex recording system and its computer systems; he detailed how he was able to link 
the encoding on the receipts to the time and date that the account was opened, to the 
transactions in question, to the cashier, to the terminal, and finally to the video camera 
that recorded the transactions; and he testified that he had personally copied the rele
vant recordiigfrtv he -multiplex to the videotape. He further testified that he had 
viewed the video on the multiplex system, viewed it- on the tape on the day that he 
made the tape, and then viewed it again on the day prior to his testimony and that it 
fairly and accurately represented what it purported to show. The witness testified that 
no alterations or deletions were made to the videotape. 7 8 

" Brown v. State 
Interestingly, a witness may authenticate a photograph without knowing where it 

was taken, when it was taken, or by whom it was taken, as long as the witness can tes
tify that the photograph accurately represents what it purports to represent. 7 9 This 
holds true for any photograph, not just digital photographs.  

* Hines v. State 
Even though portions of a video may be choppy, or contain breaks in the video 

content, the video can still be authenticated by a witness testifying that the video 
depicts exactly what it purports to depict.80 

I. Authenticating Voice Mail or Other Audio 
Recordings 

Texas Rule of Evidence 901(b)(5) provides that a voice recording may be identi
fied by opinion based on hearing the voice at any time under circumstances connect

77. Lorraine, 241 F.R.D. at 561-62.  
78. Thierry v. State, 288 S.W.3d 80, 89-90 (Tex. App.-Houston [1st Dist.] 2009, pet. ref'd).  
79. Brown v. State, No. 12-11-00027-CR, 2011 WL 3915663, at *2 (Tex. App.-Tyler Sept. 7, 2011) 

(mem. op., not designated for publication).  
80. Hines v. State, 383 S.W.3d 615, 625 (Tex. App.-San Antonio 2012, pet. ref'd).
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ing it with the alleged speaker. One Texas court has found that a voice mail was not 
properly authenticated when a witness testified that she recognized the voice as a 
party's but did not identify the recording or explain the circumstances in which it was 
made.8 1 However, a recording can be properly authenticated even when the witness 
cannot identify every voice in the recording. 82 

Relevant Case Law Regarding Authenticating Voice Mail and Other Audio 
Recordings 

" Goodrich v. State 
One recent case lists three methods that can be used to authenticate a voicemail: 

(1) through the testimony of a witness with knowledge that a matter is what it is 
claimed to be; (2) by opinion based on hearing the voice at any time under circum
stances connecting it with the alleged speaker; or (3) demonstrating the identity of a 
caller by self-identification coupled with additional circumstances, such as the context 
and timing of the call, the contents of the statement, and disclosure of knowledge of 
facts known peculiarly to the speaker.83 

Practice Tip: A video is typically authenticated by a witness who can testify either 
that the scene is accurately depicted, or that the recording was made by a reliable 
method. However, if your witness merely recognizes the people in the video but can
not testify about the scene or how the video was made, you may try admitting solely 
the audio portion. Your witness can testify that he recognizes some or all of the 
voices, and the other requirements for authenticating a video would not apply.  

J. Conclusion 

As opined by Judge Grimm in Lorraine

To prepare properly to address authentication issues associated with 
electronically generated or stored evidence, a lawyer must identify each 
category of electronic evidence to be introduced. Then, he or she should 
determine what courts have required to authenticate this type of evidence, 
and carefully evaluate the methods of authentication identified in Rules 
901 and 902, as well as consider requesting a stipulation from opposing 
counsel, or filing a request for admission of the genuineness of the evi
dence under Rule 36 of Federal Rules of Civil Procedure. With this analy
sis in mind, the lawyer then can plan which method or methods of 

81. Miller v. State, 208 S.W.3d 554, 566 (Tex. App.-Austin 2006, pet. ref'd).  
82. See, e.g., Jones v. State, 80 S.W.3d 686, 689 (Tex. App.-Houston [1st Dist.] 2002, no pet.); Rios 

v. State, No. 10-08-00408-CR, 2009 WL 3766341, at *2 (Tex. App.-Waco Nov. 10, 2009, no pet.) 
(mem. op., not designated for publication).  

83. Goodrich v. State, No. 09-10-00167-CR, 2011 WL 1417026, at *3 (Tex. App.-Beaumont Apr.  
13, 2011, pet. ref'd) (mem. op., not designated for publication).
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authentication will be most effective, and prepare the necessary formula
tion, whether through testimony, affidavit, admission or stipulation. The 
proffering attorney needs to be specific in presenting the authenticating 
facts and, if authenticity is challenged, should cite authority to support the 
method selected.84 

An attorney could also ask authenticating questions about ESI during a deposi
tion. An attorney could have the deponent log into various sites during the deposition 
and testify to the contents. In theory, this would be no different than having a depo
nent produce a diary and go through it.  

IIl. Additional Issues Affecting the Admissibility of 
ESI 

A. Best-Evidence Rule 

Rule 1002 of the Texas Rules of Evidence states, "To prove the content of a 
writing, recording, or photograph, the original writing, recording, or photograph is 
required except as otherwise provided in these rules or by law."85 Under rule 1001(c), 
"If data are stored in a computer or similar device, any printout or other output read
able by sight, shown to reflect the data accurately, is an 'original."' 86 

In Robinson v. State,87 the court held that it was proper to permit a witness to tes
tify to the results of a computer search without qualifying as an expert or presenting 
computer printouts. In this case, the witness said that a computer search on the bank's 
computer confirmed that an account number on a suspicious check was fictitious.  
According to the court, the best-evidence rule was not implicated because the witness 
was merely explaining the process he went through to determine whether an account 
number was a valid one with his bank. The court also said that the best evidence was 
offered to show the nonexistence of a bank account. 88 

In Milton v. State, the State transferred a recording to a CD, and offered the 
duplicate into evidence. 89 The defendant objected, citing the best-evidence rule. The 
court stated that a duplicate is admissible to the same extent as an original unless a 
question is raised about the authenticity of the original. Stated another way, a dupli

84. Lorraine, 241 F.R.D. at 562.  
85. Tex. R. Evid. 1002 (emphasis added).  
86. Tex. R. Evid. 1001(c).  
87. No. B14-91-00458-CR, 1992 WL 133831 (Tex. App.-Houston [14th Dist.] June 18 1992, pet.  

ref'd) (not designated for publication).  
88. Robinson, 1992 WL 133831, at *3.  
89. Milton v. State, No. 14-10-00696-CR, 2011 WL 4361482 (Tex. App.-Houston [14th Dist.] Sept.  

20, 2011) (mem. op., not designated for publication).
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cate is inadmissible if reasonable jurors might differ about whether the original is 
what it is claimed to be. Because the defendant challenged the authenticity of the 
duplicate CD, rather than the original, and the officer testified that the copy was an 
exact duplicate, the best-evidence objection failed.9 0 

An objection under rule 1002 of the Texas Rules of Evidence is most often rele
vant in situations wherein a litigant is seeking to admit copies of text messages, e-mail 
streams, or chat conversations that have been cut and pasted into an exhibit. In United 
States v. Jackson, the court sustained the defendant's objection that a cut-and-paste 
document reflecting instant message conversations between the defendant and a fed
eral agent was inadmissible under the best-evidence rule.91 Because the document was 
neither an original under Federal Rule of Evidence 1001(3) nor a duplicate under rule 
1003, the court held that it was inadmissible because "[i]t is clear the proposed docu
ment does not accurately reflect the contents of the original." 92 

One interesting issue concerning ESI and the application of the Texas Rules of 
Evidence regarding original writings is the applicability of rule 1004, which permits 
the admission of "other evidence" of the contents of a writing if the original is lost or 
destroyed.93 Given how fleeting information posted on the Internet can be, it is likely 
that there may be occasions when a party must resort to secondary evidence to estab
lish the content of ESI that is lost or destroyed.  

B. Hearsay Issues 

Hearsay is "a statement, other than one made by the declarant while testifying at 
the trial or hearing, offered in evidence to prove the truth of the matter asserted."9 4 The 
"matter asserted" includes "any matter explicitly asserted, and any matter implied by a 
statement, if the probative value of the statement as offered flows from declarant's 
belief as to the matter." 95 Hearsay is inadmissible unless otherwise permitted by the 
rules or by statute. 96 

Put more simply, any out-of-court statement, whether by the witness or another 
person, is hearsay and is inadmissible to support the truth of a claim, unless permitted 
by another rule. However, otherwise inadmissible hearsay admitted without objection 
should not be denied probative value merely because it is hearsay.97 If it can be shown 
that a statement is nonhearsay or that it falls within a hearsay exception, the statement 
can be admissible as probative evidence. 98 

90. Milton, 2011 WL 4361482, at *5.  
91. 488 F. Supp. 2d 866 (D. Neb. 2007).  
92. United States v. Jackson, 488 F. Supp. 2d 866, 871 (D. Neb. 2007).  
93. See Tex. R. Evid. 1004(a).  
94. Tex. R. Evid. 801(d).  
95. Tex. R. Evid. 801(c).  
96. Tex. R. Evid. 802; see Tex. R. Evid. 801(e), 803, 804.  
97. Tex. R. Evid. 802.
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"The twenty-four hearsay exceptions listed in Texas Rule [of Evidence] 803 may 
be roughly categorized into (1) unreflective statements, (2) reliable documents, and 
(3) reputation evidence. The rationale for all of the exceptions is that, over time, expe
rience has shown that these types of statements are generally reliable and trust
worthy." 99 However, all hearsay exceptions require a showing of trustworthiness.1 0 0 

1. Unreflective Statements 

Evidence obtained from e-mail, text messaging, or social networking sites, such 
as Facebook, Myspace, or Twitter, is often relevant in family law cases. The evidence 
may be nonhearsay to the extent that it is an admission by a party-opponent, but there 
may be times when statements by others are relevant. Of the hearsay exceptions, 
Texas Rule of Evidence 803(1)-(3) can be especially useful in admitting these types of 
evidence. Those are the exceptions for present sense impression, excited utterance, 
and then-existing condition.11 Electronic communication is particularly prone to can
did statements of the declarant's state of mind, feelings, emotions, and motives.' 02 

Further, such messages are often sent while events are unfolding. The logic of the 
existing exceptions can be applied to admit even new forms of communication.  

a. Present Sense Impression 

"Present sense impression" is described as "[a] statement describing or explain
ing an event or condition made while the declarant was perceiving the event or condi
tion or immediately thereafter." 0 3 

Unlike the excited-utterance exception, the rationale for this exception stems 
from the statement's contemporaneity, not its spontaneity.10 4 The present-sense
impression exception to the hearsay rule is based on the premise that the contempora
neity of the event and the declaration ensures reliability of the statement. The rationale 
underlying the present sense impression is that (1) the statement is safe from any error 
of the defect of memory of the declarant because of its contemporaneous nature, (2) 
there is little or no time for a calculated misstatement, and (3) the statement will usu
ally be made to another (the witness who reports it) who would have an equal opportu
nity to observe and therefore check a misstatement.105 In Fischer v. State, the court 
noted: 

98. See Miranda v. State, 813 S.W.2d 724, 735 (Tex. App.-San Antonio 1991, pet ref'd).  
99. Fischer v. State, 252 S.W.3d 375, 379 (Tex. Crim. App. 2008).  
100. Robinson v. Harkins & Co., 711 S.W.2d 619, 621 (Tex.1986).  
101. See Tex. R. Evid. 803(1)-(3).  
102. Lorraine, 241 F.R.D. at 570.  
103. Tex. R. Evid. 803(1) (emphasis added).  
104. Rabbani v. State, 847 S.W.2d 555, 560 (Tex. Crim. App. 1992).  
105. Rabbani, 847 S.W.2d at 560.
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The rule is predicated on the notion that the utterance is a reflex product of 
immediate sensual impressions, unaided by retrospective mental processes.  
It is instinctive, rather than deliberate. If the declarant has had time to 
reflect upon the event and the conditions he observed, this lack of contem
poraneity diminishes the reliability of the statements and renders them 
inadmissible under the rule. Once reflective narratives, calculated state
ments, deliberate opinions, conclusions, or conscious thinking-it-through 
statements enter the picture, the present sense impression exception no lon
ger allows their admission. Thinking about it destroys the unreflective 
nature required of a present sense impression.106 

b. Excited Utterance 

An "excited utterance" is "[a] statement relating to a startling event or condition 
made while the declarant was under the stress of excitement caused by the event or 
condition."107 

The excited-utterance exception is broader than the present-sense-impression 
exception. 108 While a present-sense-impression statement must be made while the 
declarant was perceiving the event or condition, or immediately thereafter, under the 
excited-utterance exception, the startling event may trigger a spontaneous statement 
that relates to a much earlier incident. 109 In Goodman v. State, the court observed: 

For the excited-utterance exception to apply, three conditions must be met: 
(1) the statement must be a product of a startling occurrence that produces a 
state of nervous excitement in the declarant and renders the utterance spon
taneous and unreflecting, (2) the state of excitement must still so dominate 
the declarant's mind that there is no time or opportunity to contrive or mis
represent, and (3) the statement must relate to the circumstances of the 
occurrence preceding it. The critical factor in determining when a state
ment is an excited utterance under Rule 803(2) is whether the declarant was 
still dominated by the emotions, excitement, fear, or pain of the event. The 
time elapsed between the occurrence of the event and the utterance is only 
one factor considered in determining the admissibility of the hearsay state
ment. 110 

106. Fischer, 252 S.W.3d at 381 (citations and internal punctuation omitted).  
107. Tex. R. Evid. 803(2).  
108. McCarty v. State, 257 S.W.3d 238, 240 (Tex. Crim. App. 2008).  
109. McCarty, 257 S.W.3d at 240.  
110. Goodman v. State, 302 S.W.3d 462, 471-72 (Tex. App.-Texarkana 2009, pet. ref'd) (citations 

omitted).
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c. Then-Existing Mental, Emotional, or Physical Condition 

A "then-existing" condition is

[a] statement of the declarant's then existing state of mind, emotion, sensa
tion, or physical condition (such as intent, plan, motive, design, mental 
feeling, pain, or bodily health), but not including a statement of memory or 
belief to prove the fact remembered or believed unless it relates to the exe
cution, revocation, identification, or terms of declarant's will."1 

"Texas courts have held that the type of statement contemplated by this rule 
includes a statement that on its face expresses or exemplifies the declarant's state of 
mind-such as fear, hate, love, and pain.""2 For example, a person's statement 
regarding his emotional response to a particular person qualifies as a statement of 
then-existing state of emotion under rule 803(3)."3 However, a statement is inadmissi
ble if it is a statement of memory or belief offered to prove the fact remembered or 
believed."4 As noted in Delapaz v. State: 

One federal court offers the following explanation of Rule 803(3)'s "exception 
to the exception:" 

Case law makes it clear that a witness may testify to a declarant say
ing "I am scared," but not "I am scared because the defendant threat
ened me." The first statement indicates an actual state of mind or 

me auu m '1cnitioohi eod t m teepre, e efbu twhy the 
declarant is frightened. The phrase "because the defendant threatened 
me" is expressly outside the state-of-mind exception because the 
explanation for the fear expresses a belief different from the state of 
mind of being afraid."5 

2. Reliable Documents 

The second category of hearsay exceptions, reliable documents, can also include 
a variety of computer- or Internet-stored data. Anything from online flight schedules 
to personal financial records to e-mails could potentially be admitted under these 
existing hearsay exceptions.  

a. Recorded Recollection 

A "recorded recollection" is

111. Tex. R. Evid. 803(3).  
112. Garcia v. State, 246 S.W.3d 121, 132 (Tex. App.-San Antonio 2007, pet. ref'd).  
113. Garcia, 246 S.W.3d at 132.  
114. Tex. R. Evid. 803(3).  
115. Delapaz v. State, 228 S.W.3d 183, 207 (Tex..App.-Dallas 2007, pet. ref'd) (quoting United 

States v. Ledford, 443 F.3d 702, 709 (10th Cir. 2005)).
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[a] memorandum or record concerning a matter about which a witness once 
had personal knowledge but now has insufficient recollection to enable the 
witness to testify fully and accurately, shown to have been made or adopted 
by the witness when the matter was fresh in the witness' memory and to 
reflect that knowledge correctly, unless the circumstances of preparation 
cast doubt on the document's trustworthiness. If admitted, the memoran
dum or record may be read into evidence but may not itself be received as 
an exhibit unless offered by an adverse party.116 

For a statement to be admissible under rule 803(5)

(1) the witness must have had firsthand knowledge of the event, (2) the 
statement must be an original memorandum made at or near the time of the 
event while the witness had a clear and accurate memory of it, (3) the wit
ness must lack a present recollection of the event, and (4) the witness must 
vouch for the accuracy of the written memorandum. . . . [T]o meet the 
fourth element, the witness may testify that she presently remembers 
recording the fact correctly or remembers recognizing the writing as accu
rate when she read it at an earlier time. But if her present memory is less 
effective, it is sufficient if the witness testifies that she knows the memo
randum is correct because of a habit or practice to record matters accurately 
or to check them for accuracy. At the extreme, it is even sufficient if the 
individual testifies to recognizing her signature on the statement and 
believes the statement is correct because she would not have signed it if she 
had not believed it true at the time." 7 

b. Records of Regularly Conducted Activity 

"Records of regularly conducted activity" have been defined as

[a] memorandum, report, record, or data compilation, in any form, of acts, 
events, conditions, opinions, or diagnoses, made at or near the time by, or 
from information transmitted by, a person with knowledge, if kept in the 
course of a regularly conducted business activity, and if it was the regular 
practice of that business activity to make the memorandum, report, record, 
or data compilation, all as shown by the testimony of the custodian or other 
qualified witness, or by affidavit that complies with Rule 902(10), unless 
the source of information or the method or circumstances of preparation 
indicate lack of trustworthiness. "Business" as used in this paragraph 
includes any and every kind of regular organized activity whether con
ducted for profit or not."8

1 

116. Tex. R. Evid. 803(5).  
117. Johnson v. State, 967 S.W.2d 410, 416 (Tex. Crim. App. 1998) (citations omitted).  
118. Tex. R. Evid. 803(6).
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For example, if a spouse keeps financial records as part of a regularly organized 
activity, the records can be admitted under this exception with the spouse as the spon
soring witness, without a business records affidavit. Courts have admitted check regis
ters, medical bills and receipts, and canceled checks in this way."9 As noted in 
Martinez v. Midland Management, Inc.

The predicate for admissibility under the business records exception is 
established if the party offering the evidence establishes that the records 
were generated pursuant to a course of regularly conducted business activ
ity and that the records were created by or from information transmitted by 
a person with knowledge, at or near the time of the event.  

Business records that have been created by one entity, but which have 
become another entity's primary record of the underlying transaction may 
be admissible pursuant to Rule 803(6).  

Although Rule 803(6) does not require the predicate witness to be the 
record's creator or have personal knowledge of the content of the record, 
the witness must have personal knowledge of the manner in which the 
records were prepared.12o 

In order for a compilation of records to be admitted, there must be a showing that the 
authenticating witness or another person compiling the records had personal knowl
edge of the accuracy of the statements in the documents.'2 ' 

c. Market Reports; Commercial Publications 

Market reports and commercial publications include "[m]arket quotations, tabu
lations, lists, directories, or other published compilations, generally used and relied 
upon by the public or by persons in particular occupations."' 22 

"Where it is proven that publications of market prices or statistical compilations 
are generally recognized as reliable and regularly used in a trade or specialized activ
ity by persons so engaged, such publications are admissible for the truth of the matter 
published." 2 3 A variety of potentially relevant commercial data published online can 
be admissible under this exception.  

119. See Sabatino v. Curtiss National Bank of Miami Springs, 415 F.2d 632, 634 (5th Cir. 1969); In re 
MMS., 256 S.W.3d 470, 477 (Tex. App.-Dallas 2008, no pet.); Strahan v. Strahan, No. 01-01-00614
CV, 2003 WL 22723432, at *8 (Tex. App.-Houston [1st Dist.] Nov. 20, 2003) (mem. op.).  

120. Martinez v. Midland Management, Inc., 250 S.W.3d 481, 485 (Tex. App.-El Paso 2008, no 
pet.) (citations omitted).  

121. In re E.A.K, 192 S.W.3d 133, 143 (Tex. App.-Houston [14th Dist.] 2006, no pet.).  
122. Tex. R. Evid. 803(17).  
123. Patel v. Kuciemba, 82 S.W.3d 589, 594 (Tex. App.-Corpus Christi 2002, pet. denied) (citation 

omitted).

305



Essentials of E-Discovery

3. Statements That Are Not Hearsay 

Evidence constitutes hearsay only if it is (1) an assertive statement (2) by an out
of-court declarant (3) offered to prove the truth of the assertion.124 

a. Computer Generated "Statements" 

"Cases involving electronic evidence often raise the issue of whether electronic 
writings constitute 'statements' under Rule 801(a). Where the writings are non
assertive, or not made by a 'person,' courts have held that they do not constitute hear

say, as they are not 'statements.'
125 

b. Metadata 

Metadata is the computer-generated data about a file, including date, time, past 
saves, edit information, etc. It would likely be considered a nonstatement under the 
above logic, and therefore nonhearsay. It remains important to properly satisfy 
authentication requirements. A higher authentication standard may apply, since it is 
computer-processed data, rather than merely computer-stored data.  

However, since metadata is normally hidden and usually not intended to be 
reviewed, several states have issued ethics opinions concluding that it is unethical to 
mine inadvertently produced metadata.126 A few ethics opinions have held that mining 
metadata is not unethical.' 27 Texas does not yet have an ethics opinion directly on 
point.  

c. Admissions by a Party-Opponent 

Texas Rule of Evidence 801(e)(2) provides: 

The statement is offered against a party and is: 
(A) the party's own statement in either an individual or representative 
capacity; 

(B) a statement of which the party has manifested an adoption or belief in 
its truth; 

(C) a statement by a person authorized by the party to make a statement 
concerning the subject; 

124. Edward J. Imwinkelreid, Evidentiary Foundations, at 10.01 (7th ed. 2008).  
125. Lorraine, 241 F.R.D. at 564 (citation omitted).  
126. See, e.g., NY. Comm. on Prof'l Ethics, Op. 749 (1002); Prof'! Ethics of the Fla. Bar, Op. 06-2 

(2006); Ala. State Bar Office of the Gen. Counsel, Op. No. 2007-02 (2007); D.C. Bar, Op. 341.  
127. See, e.g., Md. State Bar Ass'n, Comm. on Ethics, Op. 2007-092 (2006); ABA Formal Op. 06

442.
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(D) a statement by the party's agent or servant concerning a matter 
within the scope of the agency or employment, made during the existence 
of the relationship; or 
(E) a statement by a co-conspirator of a party during the course and in 
furtherance of the conspiracy. 128 

The exemption for admissions by a party-opponent is extremely useful in over
coming a hearsay objection to texts, e-mails, Facebook wall posts, etc.  

Relevant Case Law Regarding ESI and Hearsay 

" United States v. Khorozian 
The court held that neither the header nor the text of the fax was hearsay. As to 

the header, under rule 801(a) of the Federal Rules of Evidence, a statement is some
thing uttered by "a person," so nothing "said" by a machine is hearsay.129 

* Telewizja Polska USA, Inc. v. Echostar Satellite Corp.  
The court held that images and text posted on a Web site offered to show what 

that Web site looked like on the date in question were not statements and therefore 
were not barred by the hearsay rule.13 0 

" Perfect 10, Inc. v. Cybernet Ventures, Inc.  
The court held that images and text taken from the Web site of the defendant are 

not hearsay; "[T]o the extent these images and text are being introduced to show the 
images and text found on the websites, they are not statements at all-and thus fall 
outside the ambit of the hearsay rule." 13 ' 

* United States v. Rollins 
The court held as follows: 

Computer generated records are not hearsay: the role that the hearsay rule 
plays in limiting the fact finder's consideration to reliable evidence 
received from witnesses who are under oath and subject to cross
examination has no application to the computer generated record in this 
case. Instead, the admissibility of the computer tracing system record 
should be measured by the reliability of the system itself, relative to its 
proper functioning and accuracy.132 

" State v. Dunn 
The court held as follows: 

128. Tex. R. Evid. 801(e)(2).  
129. United States v. Khorozian, 333 F.3d 498, 506 (3d Cir. 2003).  
130. Telewizja Polska USA, Inc. v. Echostar Satellite Corp., No. 02 C 3293, 2004 WL 2367740, at *5 

(N.D. Ill. Oct. 15, 2004).  
131. Perfect 10, Inc. v. Cybernet Ventures, Inc., 213 F. Supp. 2d 1146, 1155 (C.D. Cal. 2002).  
132. United States v. Rollins, No. ACM34515, 2004 WL 26780 (A.F. Ct. Crim. App. Dec. 24, 2003), 

aff'd in part and rev'd in part, 61 M.J. 338 (C.A.A.F. 2005) (quoting State v. Hall, 976 S.W.2d 121, 147 
(Tenn. 1998), cert. denied, 526 U.S. 1089 (1999)).
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Because records of this type [computer-generated telephone records] are 
not the counterpart of a statement by a human declarant, which should ide
ally be tested by cross-examination of that declarant, they should not be 
treated as hearsay, but rather their admissibility should be determined on 
the reliability and accuracy of the process involved.133 

* State v. Hall 
In reviewing the admissibility of computer-generated records, the court held: 

The role that the hearsay rule plays in limiting the fact finder's consider
ation to reliable evidence received from witnesses who are under oath and 
subject to cross-examination has no application to the computer generated 
record in this case. Instead, the admissibility of the computer tracing sys
tem record should be measured by the reliability of the system, itself, rela
tive to its proper functioning and accuracy.134 

* Massimo v. State 
The court provides a description of the authentication of a party's e-mails as well 

as a discussion of whether the e-mails meet the hearsay exemption for admission by 
party opponent or the hearsay exception for a statement against interest. 135 

* In reTT 
The court allowed statements by a party on his Myspace page as nonhearsay as 

admissions by a party-opponent.136 

" Bailey v. State 
The court upheld the admission of the defendant's chat room logs as nonhear

say.137 

IV. Unfair Prejudice 

If an attorney trying to keep a piece of evidence out has failed to block the evi
dence based on relevance, authenticity, hearsay, or the original writing rule, the final 
step is the requirement to balance the evidence's probative value against the potential 
for unfair prejudice, or other harm, under rule 403 of the Texas Rules of Evidence.  
Rule 403 states, "Although relevant, evidence may be excluded if its probative value 
is substantially outweighed by the danger of unfair prejudice, confusion of the issues, 

133. State v. Dunn, 7 S.W.3d 427, 432 (Mo. Ct. App. 2000).  
134. State v. Hall, 976 S.W.2d 121, 147 (Tenn. 1998) (quoting State v. Meeks, 867 S.W.2d 361, 376 

(Tenn. Crim. App. 1993).  
135. Massimo, 144 S.W.3d at 215-17.  
136. In re TT, 228 S.W.3d 312, 322 (Tex. App.-Houston [14th Dist.] 2007, pet. denied).  
137. Bailey v. State, No. 05-08-01590-CR, 2009 WL 4725348, at *6 (Tex. App.-Dallas, Dec. 11, 

2009, pet. ref'd) (not designated for publication).
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or misleading the jury, or by considerations of undue delay, or needless presentation 
of cumulative evidence." 138 

Although rule 403 can be used with any other rule of evidence to determine the 
admissibility of ESI, courts are more likely to consider whether the admission of ESI 
would be unduly prejudicial as discussed below.  

Relevant Case Law Regarding ESI and Unfair Prejudice 

" Monotype Corp. PLC v. International Typeface Corp.  
The court upheld the exclusion of an e-mail from an employee under rule 403 

that contained a "highly derogatory and offensive description of [another company's] 
director." 139 

* Friend v. Time Manufacturing Co.  
In analyzing computer animations, the court held: 

Therefore, the question is simply whether the animation accurately demon
strates the scene of the accident, and whether the probative value is sub
stantially outweighed by the danger of unfair prejudice, confusion of the 
issues, or misladinig tejuf, ryonieafons of unduedelay, waste 
oftim, o neefes presentation &iun ocm aieevi ence? 

* State v. Sayles 
The court upheld the admission of computer animation slides that showed the 

effects of shaken infant syndrome with a cautionary instruction that the evidence was 
only an illustration, not a recreation of the actual crime.141 

" St. Clair v. Johnny's Oyster & Shrimp, Inc.  
The court expressed extreme skepticism regarding the reliability and accuracy of 

information posted on the Internet, referring to it variously as "voodoo informa

tion."142.Although the court did not refer to rule 403, it could be used to exclude such 
evidence if there is the possibility of unfair prejudice stemming from the admissibility 
of unreliable or inaccurate information, as well as for confusion of the jury.  

V. Conclusion 

Judge Paul W. Grimm's 2007 memorandum opinion in Lorraine v. Markel 
American Insurance Co. remains today as one of the most comprehensive disserta

138. Tex. R. Evid. 403.  
139. Monotype Corp. PLC v. International Typeface Corp., 43 F.3d 443, 450 (9th Cir. 1994).  
140. Friend v. Time Manufacturing Co., No. 03-343-TUC-CKJ, 2006 WL 2135807, at * 7 (D. Ariz.  

July 28, 2006).  
141. State. Sayles, 662 N.W. 2d 1, 11 (Iowa 2003).  
142. St. Clair, 76 F. Supp. 2d at 775.
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tions on the issues surrounding the admissibility of ESI. At the conclusion of what is 
essentially a treatise on evidentiary issues relating to ESI, Judge Grimm explains: 

The discussion above highlights the fact that there are five distinct but 
interrelated evidentiary issues that govern whether electronic evidence will 
be admitted into evidence at trial or accepted as an exhibit in summary 
judgment practice. Although each of these rules may not apply to every 
exhibit offered, as was the case here, each still must be considered in eval
uating how to secure the admissibility of electronic evidence to support 
claims and defenses. Because it can be expected that electronic evidence 
will constitute much, if not most, of the evidence used in future motions 
practice or at trial, counsel should know how to get it right on the first try.  
The Court hopes that the explanation provided in this memorandum order 
will assist in that endeavor.1 43 

Echoing the sentiments of Judge Grimm, it is hoped that the information pro
vided in this article will also assist the reader in his efforts to secure the admissibility 
of ESI and "get it right on the first try."

143. Lorraine, 241 F.R.D. at 585.
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CHAPTER 17

Ethical Issues in E-Discovery 

KathyJ. Owen' 

I. Introduction 

When the Texas Disciplinary Rules of Professional Conduct were promulgated, 
electronically stored information (ESI), electronic discovery (e-discovery), and every
thing that came along with the "technology age" were likely not contemplated by the 
drafters. However, even though these things may not have been contemplated, the 
Texas Disciplinary Rules of Professional Conduct contain rules that can be land mines 
for attorneys when venturing into the world of e-discovery and technology if they are 
not prepared. The rules require cooperation, competence, confidentiality, candor, and 
diligence. Social networking has also opened up a new set of potential ethical issues 
for attorneys. Attorneys must keep in mind their ethical obligations when dealing with 
the technological advances in our modern age.  

II. Four Cs and a D of Ethical Issues in E-Discovery 

A. Cooperation 

In practice today, the costs of litigation associated with e-discovery can often 
dwarf those associated with the rest of the matter. Parties will sometimes settle a mat
ter they otherwise would not because the discovery costs exceed any potential value of 
the case. Parties have sometimes decided to forego pursuing a potential claim due to 
the risk of high discovery costs. If a party has not received a "smoking gun" from the 
opposition in discovery, the answer could never be that the document never existed, 
and instead it seeks spoliation sanctions. Defending a spoliation allegation is very 
costly, even if there are no sanctions awarded.  

In our current legal atmosphere, it often seems that cooperation has been lost 
under an argument for zealously representing clients. The preamble to the Texas Dis

1. The author would like to thank Katherine Terrell Raymond, an associate at DLA Piper LLP 
(US), for her contributions to the research and writing of this chapter. Any opinions expressed in this 
chapter are those of Kathy Owen in her individual capacity and do not reflect any opinion of DLA Piper 
LLP (US) or the Board of Disciplinary Appeals, appointed by the Supreme Court of Texas.
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ciplinary Rules of Professional Conduct promotes zealously representing clients: "As 
a representative of clients, a lawyer performs various functions. . . . As advocate, 
a lawyer zealously asserts the clients position under the rules of the adversary sys
tem."2 "In all professional functions, a lawyer should zealously pursue client's inter
ests within the bounds of the law."3 

However, there are limits on zeal. As set forth in the preamble to the rules, zeal 
must be within the rules of the adversary system and within the bounds of the law. For 
example, an attorney is not allowed to use tactics in representing a client that have no 
substantial purpose other than to burden the other party.4 

The Sedona Conference, well known for its learned publications and resources 
on several topics, including e-discovery topics, has issued a "Cooperation Proclama
tion," which has been endorsed by many judges. 5 The proclamation's purpose is to 
launch "a coordinated effort to promote cooperation by all parties to the discovery 
process to achieve the goal of a just, speedy, and inexpensive determination of every 
action.'"6 This purpose is reflected in the first subtitle in the proclamation: "Coopera
tion in Discovery is Consistent with Zealous Advocacy." 7 

Cooperation between parties in litigation will result in a significant number of 
benefits for the parties and the court. First, cooperation will result in a more stream
lined litigation. By cooperating and having open lines of communication, attorneys 
will be able seek and receive a more reasonable volume of data. Parties will not bur
den the courts as often with discovery hearings. Cooperation does not mean opening 
up the storehouse and letting the opposition have unfettered access to everything. It 
means each side having sufficient information about the case and the available data so 
that it can meaningfully discuss data sources, scope, search terms, predictive coding, 
and the like. Cooperation is often not a one-time discussion, especially in larger mat
ters. As discovery progresses, the parties leave open the option for further discussions, 
which could broaden or limit the scope of discovery if different information is discov
ered.  

Cooperation is a win-win-win for the parties, the clients, and the courts.  
Although contrary to many styles of practice in recent years, it is becoming more and 
more crucial as the volume of data continues to grow.  

2. Tex. Disciplinary R. Prof'! Conduct preamble 2.  
3. Tex. Disciplinary R. Prof'l Conduct preamble 3.  
4. Tex. Disciplinary R. Prof'l Conduct 4.04(a).  
5. The Sedona Conference, The Sedona Conference Cooperation Proclamation, 10 Sedona Conf.  

J. 331, 334-38 (2009 Supp.) (hereinafter Cooperation Proclamation).  
6. Cooperation Proclamation, at 331.  
7. Cooperation Proclamation, at 331.
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B. Competence 

Almost any attorney would acknowledge that competence is required when rep
resenting clients. After all, competence is addressed in the very first rule of the Texas 
Disciplinary Rules of Professional Conduct and the American Bar Association (ABA) 
Model Rules of Professional Conduct. A practitioner who focuses on criminal law 
would likely not represent a party in an oil and gas royalty dispute. Likewise, a practi
tioner who focuses on antitrust litigation would likely not represent a party in a hotly 
contested divorce and child custody dispute. Attorneys typically know their limita
tions in their practice areas. However, attorneys often do not realize their lack of 
knowledge or competence when it comes to matters of technology and e-discovery.  

1. Texas Disciplinary Rules of Professional Conduct 

Rule 1.01 requires that "[a] lawyer shall not accept or continue employment in a 
legal matter which the lawyer knows or should know is beyond the lawyer's compe
tence, unless: (1) another lawyer who is competent to handle the matter is, with the 
prior informed consent of the client, associated in the matter. . . ." Tex. Disciplinary 
Rules Prof'l Conduct R. 1.01(a)(1). Comment 8 to rule 1.01 explains that "[b]ecause 
of the vital role of lawyers in the legal process, each lawyer should strive to become 
and remain proficient and competent in the practice of law. To maintain the requisite 
knYeu iandskia competent practitioner, a lawyer should engage in continuing 
study and education." Tex. Disciplinary Rules Prof'l Conduct R. 1.01(a)(1) cmt. 8.  

2. ABA Model Rules of Professional Conduct 

Similarly, model rule 1.1 requires that "[a] lawyer shall provide competent repre
sentation to a client. Competent representation requires the legal knowledge, skill, 
thoroughness and preparation necessary for the representation." Model Rules of Prof'l 
Conduct R. 1.1. Comment 8 to model rule 1.1 advises that "[t]o maintain the requisite 
knowledge and skill, a lawyer should keep abreast of changes in the law and its prac
tice, including the benefits and risks associated with relevant technology, engage in 
continuing study and education and comply with all continuing legal education 
requirements to which the lawyer is subject." Model Rules of Prof'l Conduct R. 1.1 
cmt. 8 (emphasis added).  

3. Competence in E-Discovery 

The days have passed when attorneys could avoid having to deal with e-discov
ery issues by either sticking their heads in the sand or by blaming their lack of knowl
edge on not being "tech savvy." Attorneys have an ethical duty of competence.  
Comment 8 to both Texas rule 1.01 and model rule 1.1 make clear that it is not enough
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that attorneys to initially gain knowledge. They must maintain that knowledge. Com
ment 8 to model rule 1.1 specifically addresses keeping abreast of relevant technology.  

Judges are becoming impatient with attorneys who are uninformed about tech
nology and e-discovery issues. United States Magistrate Judge John M. Facciola for 
the United States District Court for the District of Columbia told an audience at a Feb
ruary 4, 2009, Legal Tech Keynote address that "[w]atching an incompetent lawyer is 
like watching a clumsy ballerina."8 Courts will not excuse an attorney's lack of com
petence when he makes commitments not understanding the effort and cost involved 
in keeping the commitment.9 Courts also will not excuse an attorney's lack of knowl
edge when it results in the attorney providing false and misleading information.' 0 

The 2006 amendments to the Federal Rules of Civil Procedure created new 
duties and obligations that require lawyers to be competent in current technology to be 
adequately prepared. For example, attorneys must 

1. even before receipt of a discovery request, advise opposing parties of the 
description and location of ESI supportive of their clients' claims or 
defenses;" 

2. confer on any issues related to the disclosure or discovery of ESI;12 and 
3. appropriately distinguish between ESI that is reasonably accessible from 

that which is not.'3 

Counsel cannot merely defer to his client to investigate and determine the 
required information. Instead, counsel shares responsibility with the client for compli
ance with these obligations.'4 

Fortunately, competence does not require every attorney to become an informa
tion technology expert. But attorneys do need to be able to recognize what they do not 
know and be willing to associate persons with the appropriate technical knowledge 
and competence to handle those issues for a matter.' 5 

8. Jeff Beard, Thoughts from Legal Tech 2009, Lawtech Guru Blog (Feb. 9, 2009), 
www.lawtechguru.com/archives/2009/02/09_thoughts _fromlegaltech_2009.html.  

9. See In re Fannie Mae Securities Litigation, 552 F.3d 814 (D.C. Cir. 2009).  
10. See Peter Kiewit Sons Inc. v. Wall Street Equity Group, Inc., No. 8:10CV365, 2012 WL 

1852048, at *22 (D. Neb. May 18, 2012).  
11. Fed. R. Civ. P. 26(a)(1)(A)(ii).  
12. Fed. R. Civ. P. 26(f); see also chapter 6 of this book.  
13. Fed. R. Civ. P. 26(b)(2)(B).  
14. See, e.g., Phoenix Four, Inc. v. Strategic Resources Corp., No. 05 Civ. 4837(HB), 2006 WL 

1409413, at *8 (S.D.N.Y May 23, 2006).  
15. Tex. Disciplinary Rules Prof'l Conduct R. 1.01(a)(1); see also State Bar of Cal. Standing 

Comm. on Prof'l Responsibility and Conduct, op. 2010-179 (2010).
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C. Confidentiality 

Clients entrust attorneys with information. That information is often personal, 
sensitive, proprietary, and privileged. Depending on the client, the confidentiality of 
the information may be subject to confidentiality requirements under state or federal 
law.16 As attorneys, we have an obligation to keep nonpublic information entrusted to 
us as confidential. In this current age of short deadlines, emerging technology, and 
data security challenges, attorneys must maintain an awareness of their confidentiality 
obligations.  

1. Texas Disciplinary Rules of Professional Conduct 

Rule 1.05(b)(1) states
(b) Except as permitted by paragraphs (c) and (d), or as required by 
paragraphs (e), and (f), a lawyer shall not knowingly: 

(1) Reveal confidential information of a client or a former client 
to: 

(i) a person that the client has instructed is not to receive 
the information; or 
(ii) anyone else, other than the client, the client's represen
tatives, or the members, associates, or employees of the 
lawyer's law firm.  

Tex. Disciplinary Rules Prof'l Conduct R. 1.05(b)(1).  

2. ABA Model Rules of Professional Conduct 

Model rule 1.6(a) requires: "A lawyer shall not reveal information relating to the 
representation of a client unless the client gives informed consent, the disclosure is 
impliedly authorized in order to carry out the representation or the disclosure is per
mitted by paragraph (b)." Model Rules of Prof'l Conduct R. 1.6(a).  

In the 2012 amendments to the Model Rules, the ABA added the following as 
model rule 1.6(c), which focuses on confidentiality issues in technology. That rule 
states "[a] lawyer shall make reasonable efforts to prevent the inadvertent or unautho
rized disclosure of, or unauthorized access to, information relating to the representa
tion of a client." Model Rules of Prof'l Conduct R. 1.6(c).  

Comment 18 to model rule 1.6, also added in 2012, states

Paragraph (c) requires a lawyer to act competently to safeguard informa
tion relating to the representation of a client against unauthorized access by 
third parties and against inadvertent or unauthorized disclosure by the law

16. See chapter 21 of this book.
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yer or other persons who are participating in the representation of the client 
or who are subject to the lawyer's supervision. See Rules 1.1, 5.1 and 5.3.  
The unauthorized access to, or the inadvertent or unauthorized disclosure 
of, information relating to the representation of a client does not constitute 
a violation of paragraph (c) if the lawyer has made reasonable efforts to 
prevent the access or disclosure. Factors to be considered in determining 
the reasonableness of the lawyer's efforts include, but are not limited to, 
the sensitivity of the information, the likelihood of disclosure if additional 
safeguards are not employed, the cost of employing additional safeguards, 
the difficulty of implementing the safeguards, and the extent to which the 
safeguards adversely affect the lawyer's ability to represent clients (e.g., by 
making a device or important piece of software excessively difficult to 
use). A client may require the lawyer to implement special security mea
sures not required by this Rule or may give informed consent to forgo secu
rity measures that would otherwise be required by this Rule.  

Model Rules of Prof'l Conduct R. 1.6(a) cmt. 18.  

Comment 19 to model rule 1.6 states

When transmitting a communication that includes information relating to 
the representation of a client, the lawyer must take reasonable precautions 
to prevent the information from coming into the hands of unintended recip
ients. This duty, however, does not require that the lawyer use special secu
rity measures if the method of communication affords a reasonable 
expectation of privacy. Special circumstances, however, may warrant spe
cial precautions. Factors to be considered in determining the reasonable
ness of the lawyer's expectation of confidentiality include the sensitivity of 
the information and the extent to which the privacy of the communication 
is protected by law or by a confidentiality agreement. A client may require 
the lawyer to implement special security measures" not required by this 
Rule or may give informed consent to the use of a means of communication 
that would otherwise be prohibited by this Rule.  

Model Rules of Prof'l Conduct R. 1.6(a) cmt. 19.  

3. Confidentiality in E-Discovery 

Before getting to high-tech technology issues, first begin with a low-tech one: 
attorneys should not have screens from computers, tablets, or smart phones displayed 
in a way that they allow other individuals to read the screen. Attorneys also need to be 
mindful of who might be able to overhear a conversation. Attorneys should not let oth
ers use devices containing confidential client information if that information is not 
stored on the device in a way that protects it from being accessed by others who might
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pick up the device (for example, protected by passwords or encryption). These prac
tices could result in the disclosure of confidential client information.  

If confidential information is being transferred to third parties in the course of 
representing a client, attorneys need to ensure that appropriate agreements or orders, 
such as nondisclosure agreements and confidentiality orders, are in place to protect the 
transfer of that information. Because there is always the possibility of inadvertent dis
closure of confidential or privileged information, if not otherwise provided by the 
rules applicable to a matter," an attorney should have a clawback agreement and have 
that agreement entered as an order by the judge. If an attorney is using the cloud to 
transmit or store data, special precautions should be taken.18 

D. Candor 

Attorneys must exercise candor before the court. In dealing with e-discovery, the 
duty of candor goes hand-in-hand with other ethical obligations, including compe
tence and diligence. Attorneys must be able to understand and communicate the avail
ability of data and any issues related to such data. Attorneys must be diligent in 
gathering information relating to client data so that they can make accurate representa
tions to the court.  

1. Texas Disciplinary Rules of Professional Conduct 

Rule 3.03 provides: 
(a) A lawyer shall not knowingly: 

(1) make a false statement of material fact or law to a tribunal; 

(5) offer or use evidence that the lawyer knows to be false.  
(b) If a lawyer has offered material evidence and comes to know of its fal

sity, the lawyer shall make a good faith effort to persuade the client to 
authorize the lawyer to correct or withdraw the false evidence. If such 
efforts are unsuccessful, the lawyer shall take reasonable remedial mea
sures, including disclosure of the true facts.  

Tex. Disciplinary Rules Prof'l Conduct R. 3.03(a), (b).  

2. ABA Model Rules of Professional Conduct 

Model rule 3.3 provides: 
(a) A lawyer shall not knowingly: 

17. See, e.g., Tex. R. Civ. P. 193.3(d); Fed. R. Evid. 502.  
18. See part III.A. below.
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(1) make a false statement of fact or law to a tribunal or fail to correct 
a false statement of material fact or law previously made to the tri
bunal by the lawyer; 

(2) offer evidence that the lawyer knows to be false. If a lawyer, the 
lawyer's client, or a witness called by the lawyer, has offered 
material evidence and the lawyer comes to know of its falsity, the 
lawyer shall take reasonable remedial measures, including, if nec
essary, disclosure to the tribunal. A lawyer may refuse to offer evi
dence, other than the testimony of a defendant in a criminal 
matter, that the lawyer reasonably believes is false.  

Model Rules of Prof'l Conduct R. 3.3(a)(1), (2).  

3. Candor in E-Discovery 

The duty of candor with the court extends to e-discovery. Violations of this duty 
can arise by the attorney's making false, misleading, evasive, or incomplete answers 
to discovery. They can also result from improperly limiting searches for electronic 
data and failing to disclose destroyed data when there is a duty to do so.  

In some instances, an ethical dilemma can arise between an attorney and his cli
ent when the client is instructing the attorney to withhold information regarding ESI.  
Lawyers have a duty to follow the directions of their clients. 19 But there are limits on 
that duty. If the client insists that the attorney engage in conduct that would constitute 
a fraud on the court, the attorney may have no other option than to withdraw from rep
resentation of that client. 20 

E. Diligence 

Attorneys are required to be diligent in their representation of their clients. Dili
gence applies in many areas of representation, including preservation of electronic 
data in the client's possession, timely issuing a legal hold, supervising contract attor
neys, and vetting third parties to be granted access to client data.  

1. Texas Disciplinary Rules of Professional Conduct 

Rule 1.01(b) provides, "[i]n representing a client, a lawyer shall not: (1) neglect 
a legal matter entrusted to the lawyer." Tex. Disciplinary Rules Prof'l Conduct 

19. Tex. Disciplinary Rules Prof'l Conduct R. 1.02(a); Model Rules of Prof'l Conduct R. 1.2(a).  
20. Tex. Disciplinary Rules Prof'l Conduct R. 1.02(c), (f); 1.15(a); Model Rules of Prof'l Conduct 

R. 1.2(d); 1.16(a)(1).
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R. 1.01(b)(1). In defining "neglect," rule 1.01(c) provides, "[a]s used in this Rule 
neglect signifies inattentiveness involving a conscious disregard for the responsibili
ties owed to a client or clients." Tex. Disciplinary Rules Prof'l Conduct R. 1.01(c).  

2. ABA Model Rules of Professional Conduct 

Model rule 1.3 states, "[a] lawyer shall act with reasonable diligence and 
promptness in representing a client." Model Rules of Prof'l Conduct R. 1.3.  

3. Diligence in E-Discovery 

Diligence is very important as it applies to electronic data. The passage of time 
can result in the loss of data.2 ' Courts are finding that the duty to preserve data is aris
ing earlier and earlier in litigation.22 Attorneys must be diligent in working with their 
clients to issue a legal hold and identify all data sources. 23 

In large matters with significant amounts of data, attorneys often outsource doc
ument review to be able to conduct the review and a quicker and more cost effective 
manner. However, when using contract attorneys, attorneys must be diligent in super
vising the attorneys. 24 When outsourcing data storage to the cloud, attorneys must be 
diligent in evaluating the vendors.25 

and cornpeTer' 

21. See chapters 1 and 2 of this book.  
22. See, e.g., E.I. du Pont de Nemours & Co. v. Kolon Industries, Inc., 803 F. Supp. 2d 469 (E.D. Va.  

2011) (finding that defendants' delay of six days in issuing legal hold notice to key employees after learn
ing action had been filed was too long and that notice needed to be in native language of recipients); Phil
lip M Adams & Associates., LLC v. Dell, Inc., 621 F. Supp. 2d 1173, 1191 (D. Utah 2009) (preservation 
duty triggered when defendant's industry was "sensitized to the issue" in the case; discussing importance 
of centralized document retention policies); see also Phillip M Adams & Associates, LLC v. Winbond 
Electronics Corp., No. 1:05-CV-674 TS, 2010 WL 3767318, at *1 (D. Utah Sept. 16, 2010) (defendants' 
duty to preserve was triggered by fact that "[i]n late 1999 the entire computer and component manufac
turer's industry was put on notice of a potential for litigation regarding defective floppy disk components 
("FDCs") by the well-publicized settlement in a large class action lawsuit against Toshiba"). See also 
chapter 1 in this book.  

23. See Phoenix Four, 2006 WL 1409413, at *8 (stating that counsel cannot rely on client's asser
tions regarding sources and locations of discoverable information without conducting an independent 
inquiry).  

24. See part III.B. below.  
25. See part III.A. below.
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III. Applying the Four Cs and the D to Specific 
Scenarios 

A. Cloud Computing 

Cloud solutions for data storage are becoming more and more prevalent. Simply 
put, the cloud, when referring to electronic data is data storage (which can include 
servers, networks, applications, and support services), is data maintained by a third 
party and accessed by an Internet connection. For example, many use an e-mail pro
vider such as Yahoo or Google, and that e-mail is being stored on remote servers and 
accessed by the individual via an Internet connection. Other common examples of 
cloud storage are Dropbox, iCloud, and Amazon Cloud. In addition, more and more 
companies are going to cloud-based solutions for their data storage such as those 
offered by Microsoft and Google. Many attorneys use e-discovery vendors who pro
cess client data and host it on a platform for reviewing, coding, and producing. Some 
cloud providers allow access to proprietary programs to support needs such as 
accounting and human resources, in addition to just providing data storage.  

There are many reasons individuals and businesses today, including attorneys 
and their clients, are using cloud solutions for their data needs. Cloud solutions can 
result in cost savings for the user. The user is not having to pay for internal infrastruc
ture or for the information technology staff to maintain the infrastructure. Cloud pro
viders allow for more scalability of data storage. It is much easier and quicker for a 
cloud provider, whose business is to provide data storage, to add extra gigabytes or 
terabytes of data storage. Reputable cloud providers' primary business purpose is the 
provision of data related storage and services, so they are staffed with professionals 
trained on the infrastructure providers. Those cloud providers that include software as 
part of the cloud services typically have programming specialists to assist their clients.  
By using a reputable cloud provider, most attorneys and their clients can save costs 
while gaining more flexibility, scalability, and a higher level of support.  

While cloud solutions offer many business advantages, there are ethical factors 
attorneys must consider before using a cloud solution.  

1. Confidentiality and the Cloud 

Before using a cloud solution, it is important to first evaluate the cloud pro

vider's policies on data ownership and data privacy. For example, if the cloud provider 

receives a subpoena for data; what policies will that subpoena implicate? Usually 
there is more flexibility and control when using a paid or contracted solution as 
opposed to a free cloud solution.
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a. Ethical Duty of Confidentiality 

As discussed in part II.C. above, attorneys owe a duty of confidentiality to their 
clients. For example, Texas rule 1.05(b) provides that attorneys cannot disclose confi
dential information received from a client. Model rule 1.6(a) provides that a lawyer 
shall not reveal client information unless the client gives informed consent. This rule 
of professional conduct, considered with attorneys' fiduciary duty to clients, could 
create an obligation on the part of attorneys to perform an inquiry into the level of 
security and the potential risk for disclosure of a client's data before placing it on a 
cloud. A recent survey by the American Bar Association shows that the states that 
have considered the issue have allowed for cloud computing and have applied a rea
sonable care standard. 26 

b. Subpoena Responses 

If the cloud provider receives a subpoena for data, what are its policies for com
plying with that subpoena? Will it notify the individual or company who placed the 
data on its cloud? Yahoo's privacy policy for its free cloud-based services2 7 and Drop
box's privacy policy,28 makes assurances that the user's data will be kept private.  
However, both policies state that the providers will comply with subpoenas, court 
orders, and other such compulsory legal requests. Moreover, there is no indication in 
either policy that the providers will notify the user of such a request. On the other 
hand, if an attorney or law firm is paying a cloud provider to provide business solu
tions, there is often a higher level of user notification when the provider receives third 
party requests, such as those described in the terms for the Google Apps for Business 
Cloud offering. 29 

c. Cloud Provider Access to Data 

Some cloud providers expressly inform users that they access their stored infor
mation and cull through that information for their own purposes. Third-party access to 
the data and how the information obtained is used or disseminated raises confidential
ity concerns that should be considered before placing data in the cloud.  

26. See Legal Technology Resource Center, Cloud Ethics Opinions Around the US., Am. Bar 
Ass'n, www.americanbar.org/groups/departmentsoffices/legaltechnology_resources/resources 
/chartsfyis/cloud-ethics-chart.html.  

27. Yahoo! Privacy Center, Yahoo!, https://info.yahoo.com/privacy/us/yahoo/details.html.  
28. Dropbox Privacy Policy, Dropbox, www.dropbox.com/privacy2014.  
29. Google Apps for Business (Online) Agreement, Google Apps, www.google.com/apps/intl/en 

/terms/premier_terms.html.
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d. Type of Data and Encryption 

Attorneys and their clients should be conservative about storing critical data in 
the cloud. Encrypting data before placing it in the cloud can help. Additionally, if a 
service-level agreement (SLA) is not in place covering data access and privacy, highly 
confidential data, such as HIPAA-protected information, Social Security numbers, 
credit card information, and intellectual property, should be carefully evaluated before 
placing it in a cloud.  

2. Competence and the Cloud 

As discussed in part II.B. above, lawyers must provide competent representation 
to their clients. They have obligations to not only maintain knowledge relevant to their 
practice but to also stay abreast of developments and obtain addition knowledge when 
needed. Attorneys are very familiar with Tex. Disciplinary Rules Prof'l Conduct 
R. 1.01(a)(1). Attorneys must have the knowledge and skill for the representation.  

But has anyone considered whether that requirement extends to an ability to 
evaluate and choose vendors? The ABA has. Comment 8 to model rule 1.1 explains 
that to "maintain the requisite knowledge and skill, a lawyer should keep abreast of 
changes in the law and its practice, including the benefits and risks associated with rel
evant technology... ." Model Rules of Prof'l Conduct R. 1.1 cmt. 8. This language 
was added in 2012.  

So not only do attorneys have an obligation to keep up with their practice areas, 
they also need to keep up with technology or hire someone who can do that on their 
behalf.  

3. Diligence, the Duty to Supervise, and the Cloud 

In the context of cloud solutions, diligence and the duty to supervise go hand-in
hand. In selecting a cloud provider, an attorney should review and understand the pro
vider's policies, practices, and procedures to ensure they are compatible with the law
yer's professional obligations. Then the attorney should use diligence to periodically 
review and reexamine the provider's policies, practices, and procedures to ensure that 
they remain compatible with the lawyer's professional obligations. 30 

The standard articulated in many states' ethics opinions is "reasonable efforts" 
or "reasonable care." 3 1 

30. N.Y. Bar Ass'n Comm. on Prof'l Ethics, op. 842 (2010).  
31. See, e.g., Penn. Bar Ass'n Comm. on Legal Ethics and Prof'l Responsibility, Op. 2011-200 

(2011); N.Y. Bar Ass'n Comm. on Prof'l Ethics, Op. 842 (2010); State Bar of Cal. Standing Comm. on 
Prof'l Responsibility and Conduct, Op. 2010-179 (2010).
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B. Document Review 

In large matters, it is now common for corporations and law firms to outsource 
their document reviews to contract attorneys. Outsourcing document review can result 
in substantial cost savings. Although many of these document reviews occur remotely, 
reviewing attorneys must diligently oversee the review process.  

1. Duty to Supervise 

When outsourcing a document review, attorneys must be mindful of their duty to 
supervise under the applicable ethical rules. Off-site review can provide additional 
challenges to supervision.  

a. Texas Disciplinary Rules of Professional Conduct 

Rule 5.01 states: 

A lawyer shall be subject to discipline because of another lawyer's viola
tion of these rules of professional conduct if: 
(a) The lawyer is a partner or supervising lawyer and orders, encourages, 

or knowingly permits the conduct involved; or 
(b) The lawyer is a partner in the law firm in which the other lawyer prac

tices, is the general counsel of a government agency's legal depart
ment in which the other lawyer is employed, or has direct supervisory 
authority over the other lawyer, and with knowledge of the other law
yer's violation of these rules knowingly fails to take reasonable reme
dial action to avoid or mitigate the consequences of the other lawyer's 
violation.  

Tex. Disciplinary Rules Prof'l Conduct R. 5.01.  

Rule 5.03 addresses the duty to supervise nonlawyers: 

With respect to a nonlawyer employed or retained by or associated with a 
lawyer: 

(a) a lawyer having direct supervisory authority over the nonlawyer shall 
make reasonable efforts to ensure that the person's conduct is compat
ible with the professional obligations of the lawyer; and 

(b) a lawyer shall be subject to discipline for the conduct of such a person 
that would be a violation of these rules if engaged in by a lawyer if: 
(1) the lawyer orders, encourages, or permits the conduct involved; 

or
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(2) the lawyer: 
(i) is a partner in the law firm in which the person is employed, 

retained by, or associated with; or is the general counsel of a 
government agency's legal department in which the person is 
employed, retained by or associated with; or has direct super
visory authority over such person; and 

(ii) with knowledge of such misconduct by the nonlawyer know
ingly fails to take reasonable remedial action to avoid or miti
gate the consequences of that person's misconduct.  

Tex. Disciplinary Rules Prof'l Conduct R. 5.03.  

b. ABA Model Rules of Professional Conduct 

Model rule 5.1 states: 

(a) A partner in a law firm, and a lawyer who individually or together 
with other lawyers possesses comparable managerial authority in a 
law firm, shall make reasonable efforts to ensure that the firm has in 
effect measures giving reasonable assurance that all lawyers in the 
firm conform to the Rules of Professional Conduct.  

(b) A lawyer having direct supervisory authority over another lawyer 
shall make reasonable efforts to ensure that the other lawyer conforms 
to the Rules of Professional Conduct.  

(c) A lawyer shall be responsible for another lawyer's violation of the 
Rules of Professional Conduct if: 
(1) the lawyer orders or, with knowledge of the specific conduct, 

ratifies the conduct involved; or 
(2) the lawyer is a partner or has comparable managerial authority 

in the law firm in which the other lawyer practices, or has direct 
supervisory authority over the other lawyer, and knows of the 
conduct at a time when its consequences can be avoided or miti
gated but fails to take reasonable remedial action.  

Model Rules of Prof'l Conduct R. 5.1.  

ABA Formal Opinion 08-451 states that although comment 1 to model rule 5.1 
paragraph (b) applies to lawyers who have supervisory authority over the work of 
other lawyers in a firm, the drafters of the Rules likely did not intend to restrict the 
application of Rule 5.1(b) to the supervision of lawyers within firms as defined in 
Rule 1.0(c). ABA Comm. on Ethics & Prof'l Responsibility, Formal Op. 08-451 
(2008). Model rule 1.0(c) defines a "firm" or "law firm" as "a lawyer or lawyers in a
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law partnership, professional corporation, sole proprietorship, or other association 
authorized to practice law; or lawyers employed in a legal services organization or the 
legal department of a corporation or other organization." Model Rules of Prof'l Con
duct R. 1.0. This rule requires lawyers supervising other lawyers to ensure competent 
and diligent representation of the client pursuant to model rules 1.1 and 1.3, as well as 
the protection of a client's confidential information pursuant to model rule 1.6.  

Model rule 5.3 also applies to the duty to supervise

With respect to a nonlawyer employed or retained by or associated with a 
lawyer: 
(a) a partner, and a lawyer who individually or together with other law

yers possesses comparable managerial authority in a law firm shall 
make reasonable efforts to ensure that the firm has in effect measures 
giving reasonable assurance that the person's conduct is compatible 
with the professional obligations of the lawyer; 

(b) a lawyer having direct supervisory authority over the nonlawyer shall 
make reasonable efforts to ensure that the person's conduct is compat
ible with the professional obligations of the lawyer; and 

(c) a lawyer shall be responsible for conduct of such a person that would 
be a violation of the Rules of Professional Conduct if engaged in by a 
lawyer if: 
(1) the lawyer orders or, with the knowledge of the specific con

duct, ratifies the conduct involved; or 
(2) the lawyer is a partner or has comparable managerial authority 

in the law firm in which the person is employed, or has direct 
supervisory authority over the person, and knows of the conduct 
at a time when its consequences can be avoided or mitigated but 
fails to take reasonable remedial action.  

Model Rules of Prof'l Conduct R. 5.3.  

The rules impose a higher standard of care for supervising nonlawyer assistants 
than for supervising subordinate attorneys. The measures employed in supervising 
nonlawyers should take into account the fact that nonlawyers do not have legal train
ing and are not subject to professional discipline.32 

c. Guidance from ABA Formal Opinions 

ABA Formal Opinion 88-356 (Temporary Lawyers) provides that "[s]upervising 

lawyers with the firm hiring temporary lawyer have an obligation to make reasonable 

32. See Model Rules of Prof'l Conduct R. 5.3 cmt 1.
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efforts to ensure that the temporary lawyers conform to the rules of professional con
duct, including those governing the confidentiality of information relating to represen
tation of a client." ABA Comm. on Ethics & Prof'l Responsibility, Formal Op. 88-356 
(1988). Formal Opinion 88-356 further notes that "where the temporary lawyer is per
forming independent work for a client without the close supervision of a lawyer asso
ciated with the law firm, the client must be advised of the fact that the temporary 
lawyer will work on the client's matter and the consent of the client must be obtained" 
(emphasis added).  

ABA Formal Opinion 08-451 (Lawyer's Obligations When Outsourcing Legal 
and Nonlegal Support Services) notes that a lawyer may outsource legal or nonlegal 
support services provided the lawyer remains ultimately responsible for rendering 
competent legal services to the client under model rule 1.1, which requires a lawyer to 
"provide competent representation to a client." See ABA Comm. on Ethics & Prof'l 
Responsibility, Formal Op. 08-451 (2008). Competent representation "requires the 
legal knowledge, skill, thoroughness and preparation reasonably necessary for the rep
resentation." Model Rules of Prof'l Conduct R. 1.1. The challenges for the outsourc
ing lawyer include ensuring that tasks are delegated to individuals competent to 
perform them and overseeing execution of the project adequately and appropriately.  
Formal Opinion 08-451 further states a lawyer outsourcing services for "ultimate pro
vision" to a client should

1. conduct reference and background checks of the lawyer or nonlawyer pro
viding the services, as well as any nonlawyer intermediary involved, such 
as a temporary placement agency or service provider; 

2. interview principal lawyers, if any, involved in the project; 

3. inquire into intermediary's hiring practices to evaluate quality and charac
ter of the employees likely to have access to the client's information; 

4. investigate security of the service provider's premises, computer network, 
and its recycling or refuse disposal procedures; 

5. conduct a site visit to intermediary's facility; and 

6. disclose the outsourcing relationship to the client and obtain informed con
sent from the client.33 

When engaging lawyers trained in a foreign country, the supervising lawyer should 
assess whether the legal education system is comparable to that in the U.S. and evalu
ate professional regulatory and disciplinary enforcement system for lawyers in that 
country.  

33. In Formal Opinion 88-356, it was concluded that there was no duty to give notice or obtain con
sent of client when hiring a temporary attorney. Nevertheless, Formal Opinion 08-451 recognizes that the 
prior opinion "was predicated on the assumption that the relationship between the firm and the temporary 
lawyer involved a high degree of supervision and control, so that the temporary lawyer would be tanta
mount to an employee." Because the relationship between the firm and contracted personnel is usually 
more attenuated in an outsourcing situation, this opinion advises giving notice and obtaining informed 
consent.
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d. Malpractice Lawsuit Alleging the Failure to Supervise 
Outsourced Work 

In June 2011, a former client filed a malpractice suit in California state court 
against McDermott Will & Emery (MWE) alleging improper supervision of an e
discovery vendor. J-M Manufacturing complained that MWE failed to supervise prop
erly the e-discovery efforts in response to a whistleblower investigation. According to 
the complaint, MWE inadvertently produced 3,900 privileged documents that were 
handed over to the federal government and subsequently to a third party 34 The com
plaint alleged that MWE's attorneys performed only a limited spot-check of the con
tract attorneys' document review work and did not perform a thorough review of the 
privilege categorizations.35 This case appears to represent the first time a law firm has 
been sued for e-discovery malpractice.  

2. Billing for Contract Attorneys 

Supervising lawyers must consider how to bill their clients for work performed 
by contract attorneys. Billing options include having the contract agency bill the client 
directly, passing the bills directly to the client, or adding a fee before sending the bill 
to the client. In deciding how to bill the client, the supervising attorney should con
sider relevant ethical guidelines.  

a. Texas Disciplinary Rules of Professional Conduct 

Rule 1.04(a) provides that a legal fee cannot be illegal or unconscionable and 
rule 1.04(b) provides factors to consider in determining reasonableness.  

Rule 1.04(f) requires that when a law firm and a lawyer who is not in the firm 
divide legal fees or agree to do so, the division must meet several requirements, 
including: (1) either the billing is in proportion to services performed or the lawyers 
involved assume joint responsibility for the matter, (2) the client consents in writing to 
the terms of the fee division arrangement, and (3) the total fee complies with the 
requirement of rule 1.04(a) that a fee for legal services not be unconscionable. See 
Tex. Disciplinary Rules Prof'l Conduct R. 1.04(f).36 

34. J-M Manufacturing Co. v. McDermott Will & Emery, No. BC462832, 2011 WL 2296468 (Cal.  
Super. Ct. June 2, 2011).  

35. J-MManufacturing, 2011 WL 2296468.  
36. A division of fees is a single billing to a client covering the fee of two or more lawyers who are 

not in the same firm. Tex. Disciplinary Rules Prof'l Conduct R. 1.04 cmt. 10. A division of a fee based on 
the proportion of services rendered by two or more lawyers contemplates that each lawyer is performing 
substantial legal services on behalf of the client with respect to the matter. Tex. Disciplinary Rules Prof'l 
Conduct R. 1.04 cmt. 12.
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b. ABA Model Rules of Professional Conduct 

Model rule 1.5(a) provides that "a lawyer's fees shall be reasonable" and 
includes a series of factors to be considered in determining the reasonableness of a fee.  
See Model Rules of Prof'l Conduct R. 1.5(a).  

c. Guidance from Texas Ethics Opinion No. 577 

If a lawyer is in the law firm that is billing for the lawyer's work, such billing 
will not involve a division of fees and the requirements of Rule 1.04(f) will not apply.  

The Professional Ethics Committee of the Supreme Court of Texas, in Ethics 
Opinion No. 577 (March 1, 2007), lists several objective factors to be used to deter
mine whether a lawyer who is not a partner, shareholder, or associate of the firm is or 
is not in a law firm. They include

1. the receipt of firm communications; 
2. inclusion in firm events; 
3. work location; 
4. length and history of association with the firm; 
5. whether the firm and the lawyer identify or hold the lawyer out as being in 

the firm to clients and to the public; and 
6. the lawyer's access to firm resources including computer data and applica

tions, client files, and confidential information.  

See State Bar of Texas, Op. 577.  

d. Guidance from ABA Formal Ethics Opinions 

ABA Formal Opinion 00-420 (Surcharge to Client for Use of a Contract Law
yer) provides that a law firm that engages a contract lawyer may add a surcharge to the 
cost paid by the billing lawyer provided the total charge represents a reasonable fee for 
the services provided to the client. ABA Comm. on Ethics & Prof'l Responsibility, 
Formal Op. 00-420 (2000). In the absence of an understanding to the contrary with the 
client, if the legal services of a contract lawyer are billed to the client as an expense or 
cost, the client may be charged only the cost directly associated with the services, 
including expenses incurred by the billing lawyer to obtain and provide the benefit of 
the contract lawyer's services. Formal Opinion 00-420 further notes that an attorney 
may bill the contract attorney's charges to the client as fees rather than costs when "the 
client's reasonable expectation is that the retaining lawyer has supervised the work of 
the contract lawyer or adopted that work as her own." 37 

In Carlson v. Xerox Corp.,38 the court employed a lodestar calculation of reason
able attorney's fees and concluded that, if evidence showed that contract attorneys 
conducting document review were trained and their work was monitored and 
reviewed, they were properly supervised and thus the calculation was not inflated by
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court's use of a rate of $300 per hour even though the contract attorneys were 
allegedly paid only $55 per hour.  

ABA Formal Opinion 93-379 (Billing for Professional Fees, Disbursements, and 
Other Expenses) notes that if a firm decides to pass the costs through to the client as a 
disbursement, no surcharge is permitted. See ABA Comm. on Ethics & Prof'l Respon
sibility, Formal Op. 93-379 (1993). In this situation, the lawyer may bill the client 
only its actual cost plus a reasonable allocation of associated overhead, such as the 
cost of office space, support staff, equipment, and supplies for the individuals under 
contract. Formal Opinion 93-379 also notes that if a lawyer receives a discounted rate 
from a third-party provider, "it would be improper if she did not pass along the benefit 
bf th'discount to her client." 

C. Metadata 

Metadata, widely defined as "data about data," is an often misunderstood but 
important part of e-discovery. The definition of metadata is far more complex than just 
"data about data." There are several types of metadata, including application meta
data, documentrnetadata, e-mail metadata, and embedded metadata. 39 The multifacets 
of metadat tisassurance ma 

1. Cooperation 
- - _ui lerTiC awVCY 201'r 

Due to the many issuesinvolved withmetadata, including the many options for 
production ofmetadata, it is best if-the parties can come to an agreement on what 
metadata fields will be produced. Often in litigation, lawyers may receive requests for 
"all metadata," but that is seldom what the requesting party is really seeking. A 
request for all metadata4ypically is an indicator that an attorney does not understand 
what metadata is. If a party receives a request for all metadata, it is very important to 

37. In re Wright, 290 B.R. 145, 153 (Bankr. C.D. Cal. 2003) (citing ABA Formal Opinion 00-420); 
see also In re Enron Securities, Derivative & ERISA Litigation, 586 F. Supp. 2d 732, 783 (S.D. Tex.  
2008) (citing In re Wright and ABA Formal Opinion 00-420 in the context of calculating reasonable 
award of attorneys' fees and noting that there is "not much case law addressing the question [of] whether 
the charges of contract lawyers and paralegals may be billed separately as attorneys' fees at a higher rate 
than the law firm pays them").  

38. 596 F. Supp. 2d 400, 410 (D. Conn. 2009).  
39. For a discussion of the importance of metadata in discovery and also an explanation of the dif

ferent types of metadata, see The Sedona Conference, The Sedona Principles: Best Practices, Recommen
dations & Principles for Addressing Electronic Document Production (2d ed. 2007), available at 
https://thesedonaconference.org/publication/The%20Sedona%20Principles. For a more detailed dis
cussion of metadata, including definitions, see The Sedona Conference, The Sedona Conference Glos
sary: E-Discovery & Digital Information Management (3d ed. 2010), available at 
https://thesedonaconference.org//publication/The%2520Sedona%2520Conference%25C2%25AE 
%2520Glossary; see also Aguilar v. Immigration & Customs Enforcement Division of US. Department 
of Homeland Security, 255 F.R.D. 350, 353-55 (S.D.N.Y. 2008).
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respond to that request, either in the form of a request for clarification, a proposed 
agreement on the metadata to be provided, or an objection if the requesting party will 
not narrow the request. If a party does not respond to a request for all metadata, dis
covery battles can result if the responding party does not produce all metadata.  

When propounding discovery that asks for metadata, be sure that you are not 
requesting metadata that you would not be willing to provide on behalf of your client.  
The adage of "what is good for the goose is good for the gander" applies in discovery.  
Very often, a requesting party will see the same requests turned around and sent to 
back to him.  

To simplify discovery and to avoid any confusion, it is best for the parties to 
cooperate on the metadata fields to be provided. The agreement can be set forth in a 
rule 11 agreement 40 or a format of production order.  

2. Competency 

As discussed in part II.B. above, attorneys must maintain competence. The duty 
to maintain competence applies to an attorney's area of practice as well as technol
ogy.4 1 When handling discovery involving ESI (which is all discovery for all intents 
and purposes), attorneys must have sufficient competency in understanding meta
data-what it is, how to preserve it,42 how to collect it, what to request, and what to 
produce. Failure to understand those areas of data could result in harm to the client.  

If metadata is not preserved, either by not instructing a client to preserve or by 
collecting data in such a way that metadata is changed or destroyed, an attorney could 
face sanctions for spoliation.  

3. Confidentiality 

As discussed in part II.C. above, attorneys have an ethical duty to maintain con
fidentiality. This duty extends to metadata, which can contain confidential or privi
leged information. For example, some information that is included in metadata could 
be track changes or deleted data that contains a comment from an attorney. When pro
ducing data, it is important to make sure metadata is also reviewed so that confidential 
information can be appropriately designated for production pursuant to a protective 
order and privileged information can be withheld or redacted.  

40. Tex. R. Civ. P. 11.  
41. Model Rules of Prof'l Conduct R. 1.1 cmt. 8.  
42. See chapter 1 of this book.
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IV. Using Social Networking Sites: An Issue for 
Lawyers, Judges, and Jurors 

Careless use of social networking sites like Facebook during litigation can create 
serious problems for litigants, and even lead to a miscarriage of justice in certain cir
cumstances. As officers of the court, lawyers should always be cognizant of the ways 
their use of social media during litigation could affect their clients, the opposing par
ties, and court proceedings. Likewise, judges have an obligation to refrain from using 
social media in a way that jeopardizes the integrity of the judicial process. Addition
ally, judges and lawyers must ensure that jurors don't use social media in ways that 
could taint or delay court proceedings.  

A. Limitations for Lawyers 

The Texas Disciplinary Rules of Professional Conduct limit lawyers' use of 
social networking sites to comment on pending litigation. A social media misstep 
could conflict with a lawyer's duty to competently represent the client's interests to 
the best of his or her ability, as required by rule 1.01,43 or violate a lawyer's duty under 
rule 1.05 to keep client information confidential." However, using social media also 
significantly implicates the rules requiring lawyers to exhibit fairness in court pro
ceedings.  

1. Texas Disciplinary Rules of Professional Conduct 

Rule 3.04 (Fairness in Adjudicatory Proceedings) provides that "[a] lawyer shall 
not ... engage in conduct to disrupt the proceedings." Tex. Disciplinary Rules Prof'l 
Conduct R. 3.04(c)(5).  

Rule 3.05 (Maintaining Impartiality of Tribunal) states

A lawyer shall not: 

(a) seek to influence a tribunal concerning a pending matter by means 
prohibited by law or applicable rules of practice or procedure; 

(b) except as otherwise permitted by law and not prohibited by applicable 
rules of practice orprocedure, communicate or cause another to com

43. "Having accepted employment, a lawyer should act with competence, commitment and dedica
tion to the interest of the client and with zeal in advocacy upon the client's behalf." Tex. Disciplinary 
Rules of Prof'l Conduct R. 1.01 cmt. 6 (emphasis added).  

44. Tex. Disciplinary Rules of Prof'l Conduct R. 1.05(b) ("[A] lawyer shall not knowingly: (1) 
Reveal confidential information of a client or a former client to: (i) a person that the client has instructed 
is not to receive the information; or (ii) anyone else, other than the client, the client's representatives, or 
the members, associates, or employees of the lawyer's law firm.")
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municate ex parte with a tribunal for the purpose of influencing that 
entity or person concerning a pending matter other than: 
(1) in the course of official proceedings in the cause; 
(2) in writing if he promptly delivers a copy of the writing to oppos

ing counsel or the adverse party if he is not represented by a 
lawyer; 

(3) orally upon adequate notice to opposing counsel or to the 
adverse party if he is not represented by a lawyer.  

Tex. Disciplinary Rules Prof'l Conduct R. 3.05.  

Rule 3.06 (Maintaining Integrity of Jury System) provides that "[a] lawyer shall 
not.. . seek to influence a venireman or juror concerning the merits of a pending mat
ter by means prohibited by law or applicable rules of practice or procedure." Tex. Dis
ciplinary Rules Prof'l Conduct R. 3.06(a)(2).  

Rule 3.07 (Trial Publicity) states

In the course of representing a client, a lawyer shall not make an extrajudi
cial statement that a reasonable person would expect to be disseminated by 
means of public communication if the lawyer knows or reasonably should 
know that it will have a substantial likelihood of materially prejudicing an 
adjudicatory proceeding.  

Tex. Disciplinary Rules Prof'l Conduct R. 3.07(a).  

2. Application of the Texas Disciplinary Rules of Professional 
Conduct to Social Media Use 

The commentary to rule 3.04(c) explains that "[t]he obligations imposed by 
[paragraph (c)] to avoid seeking to influence the outcome of a matter by introducing 
irrelevant or improper considerations into the deliberative process are important 
aspects of a lawyer's duty to maintain the fairness and impartiality of adjudicatory 
proceedings."4 5 This obligation exists inside and outside the courthouse, and on social 
networking sites, as rule 3.07 governing extrajudicial statements makes clear.  

Rule 3.05 prohibits lawyers from communicating with judges for the purposes of 
influencing pending litigation. This is a special concern in the social media context 
where judges and lawyers may be Facebook friends. As will be discussed further in 
part IV.B. below, some states have issued ethics opinions that clarify the circum
stances in which lawyers and judges can "friend" each other and communicate on 
Facebook.4 6

45. Tex. Disciplinary Rules Prof'l Conduct R. 3.04 cmt. 4.
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Along the same lines, the commentary to rule 3.06 explains "jurors should be 
protected against extraneous influences" and that "[t]here should be no extrajudicial 
communication with veniremen prior to trial or with jurors during trial or on behalf of 
a lawyer connected with the case." 47 Lawyers' misuse of social media can have signif
icant ramifications in the course of legal proceedings. In Minnesota, a Somali man 
convicted of murder filed a motion for a new trial based on prosecutor's anti-Somali 
Facebook posts allegedly made during his murder trial. The postings also allegedly 
contained statements regarding the prosecutor's impressions of one of the jurors in the 
case.48 Although that defendant's motion for a new trial was denied, the case neverthe
less demonstrates the risk of jeopardizing the finality of the jury verdicts with offen
sive Facebook posts.  

Lawyers should never let their use of social media cost them credibility with the 
court to the disadvantage of their clients. In Texas, a lawyer requested a continuance 
due to the death of her father, but the lawyer's recent Facebook statuses told a story of 
a week filled with drinking and partying.49 Also in Texas, a lawyer complained about a 
judge's handling of a motion on her Facebook page. The judge "zinged" her back, on 
Facebook.50 

B. Judges' Use of Social Media 

Judges' use of social media directly implicates the rule set forth in canon 2 of the 
Texas Code of Judicial Conduct that requires judges to promote the public's confi
dence in an impartial judiciary by avoiding any actual impropriety and the appearance 
of impropriety or improper influence. It also implicates canon 3, and in particular, the 
rule prohibiting judges from participating in ex parte communications with counsel.  

1. Canons 2 and 3 of -the Texas Code of Judicial Conduct 
tiny t,., .  

phin t(Aiioidirig Impropriety and the Appearance of Impropriety in All of the 
tJudges-Activities) states: 

(A) A judge shall comply with the law and should act at all times in a 
manner that promotes public confidence in the integrity and impar
tiality of the judiciary.  

46. See part IV.B.2., below.  
47. Tex. Disciplinary Rules Prof'l Conduct R. 3.06 cmt. 1.  
48. Debra Cassens Weiss, Defendant Cites Prosecutor's Facebook Comments in Bid for New Trial, 

ABAJoumal.com (Feb. 18, 2010, 7:26 a.m.), available at www.abajournal.com/news/article 
/defendantcitesprosecutors_facebook_commentsinbidfor_newtrial/.  

49. Molly McDonough, Facebooking Judge Catches Lawyer in Lie, Sees Ethical Breaches #ABA
Chicago, ABAJournal.com (Jul. 31, 2009, 3:16 p.m.), available at www.abajournal.com/news/article 
/facebookingjudgecatcheslawyersinliescrossingethical_lines_abachicago/.  

50. See McDonough.
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(B) A judge shall not allow any relationship to influence judicial conduct 
or judgment. A judge shall not lend the prestige of judicial office to 
advance the private interests of the judge or others; nor shall a judge 
convey or permit others to convey the impression that they are in a 
special position to influence the judge. A judge shall not testify vol
untarily as a character witness.  

(C) A judge shall not knowingly hold membership in any organization 
that practices discrimination prohibited by law.  

Tex. Code Jud. Conduct, Canon 2.  

Text of Canon 3 (Performing the Duties of Judicial Office Impartially and Dili
gently) provides: 

A judge shall accord to every person who has a legal interest in a proceed
ing, or that person's lawyer, the right to be heard according to law. A judge 
shall not initiate, permit, or consider ex parte communications or other 
communications made to the judge outside the presence of the parties 
between the judge and a party, an attorney, a guardian or attorney ad litem, 
an alternative dispute resolution neutral, or any other court appointee con
cerning the merits of a pending or impending judicial proceeding.  

Tex. Code Jud. Conduct, Canon 3.B(8).  

2. Abiding by Canons 2 and 3 in the Social Media Context 

Judges face the same obligations under canons 2 and 3 when using social media 
as they do when using other forms of communication. In applying similar provisions 
in the Model Code of Judicial Conduct, the ABA concluded that "judges' use of 
[social networking] does not necessarily compromise their duties under the Model 
Code any more than use of traditional and less public forms of social connection such 
as U.S. Mail, telephone, email or texting."5

1 Nevertheless, because information posted 
on social networking sites can potentially reach tens of thousands of members of the 
public, the misuse of social media is especially damaging to the public's trust in the 
judiciary.  

Although Texas has not issued any ethics opinions directly addressing a judge's 
use of social media, several other states have. According to the Florida Judicial Ethics 
Advisory Committee, a judge may not add lawyers who may appear before the judge 
as "friends" on a social networking site or permit such lawyers to add the judge as 
their friend.52 That rule aims to prevent the appearance of impropriety, so the public 

51. ABA Formal Ethics Opinion 462, at 4 (Feb. 21, 2013).
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does not get the impression that the judge's Facebook friend has special influence over 
the judge.  

The South Carolina Advisory Committee on Standards of Judicial Conduct has 
reached a more lenient conclusion about whether judges and lawyers can be Facebook 
friends. It opined that a judge may be a member of Facebook and be friends with law 
enforcement officers and employees of the magistrate as long as they do not discuss 
anything related to the judge's position as magistrate.53 

One recent widely-publicized case example in Texas illustrates how a judge's 
abuse of social media during trial can erode the public's trust in the judiciary. During 
the trial of a criminal case, a judge sent texts to a prosecutor suggesting lines of ques
tioning.54 On October 21, 2013, the Texas State Commission on Judicial Conduct 
announced that the judge was stepping down from the bench to avoid disciplinary 
action. 55 Although this example did not involve use of a social media site, the judge's 
ex parte communications would have been equally improper if made on Facebook 
through posts or private messages to a lawyer appearing before the judge.  

C. Setting Limits for Jurors 

Because the integrity of the judicial process depends in large part on protecting 
jurors from improper influences, judges and lawyers must take whatever steps they 
can to minimize the risk that a jury pool will be tainted by information on social net
working sites. Some case examples about jurors' use of social media demonstrate the 
importance of making crystal clear to the jury panel their obligation to refrain from 
using social media while serving jury duty. Jurors should also be advised of the rami
fications on the trial proceedings if they violate that obligation-potential trial delays 
and appeals from their verdicts.  

In a multimillion-dollar civil action in Cincinnati, Ohio, plaintiffs' counsel dis
covered that a member of the jury pool listed his status update on Facebook as "sitting 
in hell 'aka jury duty[.]'" The judge removed the juror from the jury pool, but denied 
the defendant's motion for a mistrial. 56 

52. Legal Profession Blog (Dec. 8, 2009), http://lawprofessors.typepad.com/legalprofession 
/2009/12/the-florida-judicial-ethics-advisory-commission-opines-on-judges-use-of-on-line-social 
-networking-a-summary-of-the-opinion.html.  

53. South Carolina Judiciary Department, Advisory Opinion No. 17-2009, available at 
www.judicial.state.sc.us/advisoryOpinions/displayadvopin.cfm?advOpinNo=17-2009.  

54. Martha Neil, Judge Texted During Trial to Help State, Ex-Prosecutor Says, ABAJoumal.com 
(July 9, 2013, 6:00 a.m.), available at www.abajournal.com/news/article/judge texted during 
_trial_to_helpstatesaysex-prosecutor/.  

55. Cindy Horswell and Brian Rogers, East Texas Judge Resigns Amid Texting Probe, Houston 
Chron., Oct. 22, 2013, available at www.houstonchronicle.com/news/houston-texas/houston/article 
/East-Texas-judge-resigns-amid-texting-probe-4914820.php.  

56. Kimball Perry, Juror Booted for Facebook Comment, Dayton Daily News, Feb. 1, 2009, at A6, 
available at http://content.hcpro.com/pdf/content/228698.pdf.
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In one Pennsylvania case, a juror used Twitter, Facebook, and blogs to post 
information about the trial during deliberations, prompting the defendant, a former 
state senator, to appeal his convictions on 137 counts of fraud, tax evasion, and 
obstruction of justice.57 The court found that the juror violated the court's admonition 
against discussing the details of the trial but that there was no evidence showing that 
his extra-jury misconduct had a prejudicial impact on the verdict.  

V. Conclusion 

As technology and e-discovery evolves, the ethical standards applicable to attor
neys require that attorneys also evolve in their knowledge and practice. Attorneys' 
duties of competence, confidentiality, candor and diligence require attorneys to keep 
up with developments and to also have knowledge of clients' systems and data. The 
trends requiring cooperation will hopefully relieve some of the costs and burdens of e
discovery for all parties involved.  

As social media use becomes more and more of a part of our everyday life, attor
neys should be mindful of the Texas Disciplinary Rules of Professional Conduct. For 
example, if one always honors the baseline duty to maintain the impartiality and integ
rity of court proceedings, abiding by the applicable rules of conduct are really just a 
matter of common sense and thinking before posting.  

In summary, if the conduct would be an ethical violation in a low-tech world, the 
conduct will also be a violation in a high-tech world.  

VI. Additional Resources 

Additional information about ethical issues in e-discovery may be found at the 
following Web sites.  

" www.edrm.net 

" www.ediscoverylaw.com 

- www.craigball.com 

- www.altop.com 

- www.e-discoveryteam.com 

57. United States v. Fumo, 655 F.3d 288 (3rd Cir. 2011) (affirming district court's denial of defen
dant's motion for new trial).

336



Ethical Issues in E-Discovery 337 

- www.bowtielaw.wordpress.com 

- www.thesedonaconference.org (including publications) 

- www.x1.com/products/x1_social_discovery/caselaw_2012.html 

- www.americanbar.org/groups/professionalresponsibility.html 

- www.law.uh.edu/libraries/ethics/homepage.html 

- www.texasbar.com/AM/Template.cfm?Section=AdvertisingReview 

" http://tyla.org/ (Project-TYLA Pocket Guide: Social Media 101)
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CHAPTER 18 

Social Media in Texas Courts 

John G. Browning 

I. Introduction 

Social networking platforms like Facebook, Twitter, YouTube, and LinkedIn 
have revolutionized the way people communicate and share information. Facebook 
boasts over 1.2 billion users worldwide,' and one out of every seven online minutes is 
spent on Facebook. 2 Twitter, with 255 million active users, has gone from processing 
5,000 tweets a day in 2007 to currently over 500 million daily.3 According to the Pew 
Institute, 72 percent of American adults online use social networking sites.4 And with 
social media use by society in general at an all-time high, it's hardly surprising that 
use by lawyers is steadily rising as well. According to a 2012 survey by American 
Lawyer Media, nearly 75 percent of U.S. law firms employ one or more social net
working platforms for marketing purposes.5 But lawyers are finding that sites like 
Facebook and Twitter are more than just marketing tools; with people seemingly shar
ing every last detail of their lives online, lawyers in virtually all practice areas have 
found social media to be a valuable avenue for discovery. The 2012 ABA Legal Tech
nology Survey indicates that at least 44 percent of lawyers acknowledge making use.  
of social networking sites for case investigation and discovery.6 

Texas lawyers, like their counterparts across the country, are experiencing the 
many different ways in which social networking has had an impact on the legal sys
tem. In virtually all areas of practice-from criminal law to employment law and fam

1. See Facebook Newsroom, http://newsroom.fb.com/company-info/.  
2. See, e.g., Emil Protalinski, Facebook Accounts for 1 in Every 7 Online Minutes, ZDNet (Dec.  

27, 2011, 11:55 GMT), www.zdnet.com/blog/facebook/facebook-accounts-for-1-in-every-7-online 
-minutes/6639.  

3. See About Twitter, https://about.twitter.com/company; see also Twitter Usage Statistics, 
www.internetlivestats.com/twitter-statistics/.  

4. See Joanna Brenner & Aaron Smith, 72% of Online Adults are Social Networking Site Users, 
Pew Research Internet Project (Aug. 5, 2013), www.pewinternet.org/2013/08/05/72-of-online-adults 
-are-social-networking-site-users/.  

5. See Press Release, American Lawyer Media, The American Lawyer Tech Survey: CIOs Back 
Personal Devices, Pan Windows 8 (Nov. 5, 2012), www.alm.com/about/pr/releases/american-lawyer 
-tech-survey-cios-back-personal-devices-pan-windows-8.  

6. See Robert Ambrogi, ABA Survey Shows Growth in Lawyers' Social Media Use, Lawsites 
(Aug. 16, 2012), http://www.lawsitesblog.com/2012/08/aba-survey-shows-growth-in-lawyers-social 
-media-use.html.
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ily law to personal injury cases and commercial litigation-attorneys in Texas are 
making use of content from social media sites. In Texas, as they have nationwide, 
social media sites are influencing cases from the very earliest stages of serving a party 
and determining jurisdiction through to the instructions given to jurors. Texas lawyers 
must take social media content into consideration not only when it comes to discovery 
and evidentiary issues, but also for such things as the online conduct of jurors, other 
lawyers, and even judges. While Texas hasn't yet become "ground zero" for questions 
about social networking discovery that Pennsylvania has, as this chapter will demon
strate, Texas courts have contributed more than their share to the ever-evolving saga 
of social media's paradigm-shifting impact on the legal system.  

II. Service of Process via Social Media 

In permitting what was then state-of-the-art technology-the telex-to be used 
as a mode of service, a New York federal judge wrote: 

Courts, however, cannot be blind to changes and advances in technology.  
No longer do we live in a world where communications are conducted 
solely by mail carrier by fast sailing clipper or steam ships. Electronic com
munication via satellite can and does provide instantaneous transmission of 
notice and information. No longer must process be mailed to a defendant's 
door when he can receive complete notice at an electronic terminal inside 
his very office, even when the door is steel and bolted shut. 7 

The very same comments are equally applicable to service of process in the digi
tal age, in which the pervasiveness of social media and the increasing tendency to 
maintain an online presence as a point of contact with the outside world means that 
substituted service via social networking platforms is an increasingly viable option. At 
least eight countries-Australia, New Zealand, Canada, the United Kingdom, Singa
pore, Ireland, South Africa, and Estonia-permit some form of substituted or alternate 
service on parties using social media. In the United States, Minnesota and Utah have 
permitted it as well, pronouncing it far more effective than traditional avenues of sub
stituted service like publication. As one Minnesota judge opined, "the traditional way 
to get service by publication is antiquated and is prohibitively expensive. Service is 
critical, and technology provides a cheaper and hopefully more effective way of find
ing Respondent." 8 

7. New England Merchants National Bank v. Iran Power Generation & Transmission Co., 495 F.  
Supp. 73, 81-82 (S.D.N.Y. 1980).  

8. In re Marriage of Jessica Mpafe v. Clarence Mdjounwou Mpafe, Order for Service by Publica
tion on the Internet, Court File No. 27-FA-11, 4th Jud. Dist. Family Ct. Div., Hennepin Cnty., Minn. (May 
10, 2011).
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Federal courts have also begun to confront the service implications of social 
media, with mixed results. After a judge in the Southern District of New York rejected 
a bank's request for substituted service on an alleged debtor in June 2012, just months 
later a different judge in the same district permitted service via Facebook, albeit on 
foreign rather than domestic parties.9 In that instance, service by Facebook was held to 
be reasonably calculated to provide the defendants with notice, since there were facts 
demonstrated by the FTC that the Facebook accounts were, in fact, those of the defen
dants (registrations using independently verified e-mail accounts were documented, 
and several of the defendants were Facebook friends of each other). While acknowl
edging that service by Facebook was still a "relatively novel concept," the court none
theless observed that "courts must be open to considering requests to authorize service 
via technological means of then-recent vintage, rather than dismissing them out of 
hand as novel."10 

In Texas, attitudes toward making use of online resources have come a long way 
from one former federal judge's condemnation of the Internet as a source of "voodoo 
information" and "one large catalyst for rumor, innuendo, and misinformation."" 
Texas is also among the few states where judges have permitted service via social net
working platforms. While no appellate decisions discuss such substituted service, 
anecdotal evidence indicates that several judges-such as Dallas County Court-at
Law Judge Ken Tapscott-have permitted parties to be served via Facebook with 
everything from citation and a petition to postjudgment discovery requests. Under rule 
106 of the Texas Rules of Civil Procedure, a serving party can achieve service in per
son, through registered or certified mail, or by some form of substituted service. Rule 
106(b) requires a formal motion seeking an order of substituted service, supported by 
affidavit testimony (that of a process server attesting to the lack of success in serving 
the party in more traditional fashion). The affidavit must state "the location of the 
defendant's usual place of business or usual place of abode or other place where the 
defendant can probably be found and stating specifically the facts showing that ser
vice has been attempted" through either personal service or registered or certified mail 
at the location named in the affidavit, but has been unsuccessful. 2 On a showing that 
past attempts have been unsuccessful, a court may then authorize substituted service 
"by leaving a true copy of the citation, with a copy of the petition attached, with any
one sixteen years of age at the location specified in such affidavit."13 More impor
tantly, the court may also authorize service "in any other manner that the affidavit or 
other evidence before the court shows will be reasonably effective to give the defen
dant notice of the suit."'4 

9. Federal Trade Commission v. PCCare247 Inc., No. 12 Civ. 7189(PAE), 2013 WL 841037.  
(S.D.N.Y. Mar. 7, 2013).  

10. PCCare247, 2013 WL 841037, at *5.  
11. St. Clair v. Johnny's Oyster & Shrimp, Inc., 76 F. Supp. 2d 773, 774 (S.D. Tex. 1999).  
12. Tex. R. Civ. P. 106(b).  
13. Tex. R. Civ. P. 106(b)(1).  
14. Tex. R. Civ. P. 106(b)(2) (emphasis added).
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It is this second part that gives Texas courts sufficient latitude to permit, under 
appropriate circumstances, substituted service via a social networking site like Face
book. A typical motion would make a showing detailing the unsuccessful efforts at 
personal service and proposing the viability of an effort via Facebook or some other 
site. As "other evidence" to put before the court of a means calculated to be "reason
ably effective" at giving the defendant notice of suit, the moving party could introduce 
screenshots of the defendant's Facebook page, pointing out content on the profile 
itself tying it to the defendant (or other evidence, such as a registration with an e-mail 
address that matches a known email address of the party). The evidence from the 
social networking profile itself can not only convince the court that it has the correct 
person but also demonstrate that service via Facebook is reasonably calculated to give 
the party notice (for example, through indications that the defendant regularly visits 
his page, posts regular status updates or other content).  

While rule 106 already gives judges sufficient latitude to grant requests for sub
stituted service via social media (even if only a brave few have actually done so), in 
the 2013 legislative session, Texas Representative Jeff Leach introduced a bill that 
would formalize such authority. H.B. 1989 was designed to give courts the authority 
to approve of service through a social networking platform, provided certain criteria 
are met. There would have to be a finding that (1) the defendant maintains a social 
media page on that Web site, (2) the profile is in fact the profile of the defendant, (3) 
the defendant "regularly" accesses the social media account, and (4) the "defendant 
could reasonably be expected to receive actual notice if the electronic communication 
were sent to the defendant's account."'5 Unfortunately, however, H.B. 1989 never 
came up for a vote and so has not become Texas law. It does indicate, however, that 
Texas lawmakers are certainly aware of cutting-edge issues at the intersection of tech
nology and the law and the need to adapt analog procedural rules to a digital world.  

Federal courts have been willing to permit the use of "Facebook service" on par
ties, but only in the case of foreign defendants.16 Federal courts confronting requests 
to serve domestic defendants via social networking sites as a means of alternative ser
vice have, to date, rejected such requests. Federal Rule of Civil Procedure 4(e)(2) 
specifies acceptable forms of service, including leaving a copy of the paperwork at the 
individual's dwelling "with someone of suitable age and discretion," but service via 
social media platform is not listed. To date, there have been no cases in Texas federal 
courts considering the question of service via social media.  

15. Tex. H.B. 1989, 83rd Leg., R.S. (2013).  
16. See, e.g., PCCare247 Inc., 2013 WL 841037; Woodward v. Chetvertakov, No. 2:13-cv-11943 

(E.D. Mich. Aug. 7, 2013).
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Ill. Personal Jurisdiction in the Digital Age 

Can a tweet or a Facebook post subject a party to jurisdiction in a particular 
state? The issue of whether a party's activities on social networking platforms like 
Facebook, Twitter, YouTube, and LinkedIn can lead to a court finding that it has per
sonal jurisdiction over that party is a still-evolving one around the country; some 
courts have answered "yes" while other courts have said "no." In most instances, the 
nature and extent of the Internet activities in question will be analyzed to determine 
whether exercising jurisdiction would satisfy due process concerns and be consistent 
with what the United States Supreme Court has characterized as "fair play and sub
stantial justice." Generally speaking, it will usually take more than merely having a 
Facebook page or Twitter account before a court will find a basis for jurisdiction.  
However, when those social media accounts are used to target activities or communi
cations to a particular state, it is certainly possible that the account holder may have 
subjected himself to the court's jurisdiction. This issue has become a greater concern 
than ever in the age of e-commerce and digital media, in which-as one Texas court 
has pointed out-the Internet "makes it possible to conduct business throughout the 
world entirely from a desktop."' 7 

How do traditional notions of jurisdiction apply in situations where a customer 
in one state is, with a few clicks of a mouse, transacting business with a company in 
another state? The seminal decision on whether minimum contacts exist in a party's 
operation of an Internet-based business is Zippo Manufacturing Co. v. Zippo Dot Corn, 
Inc. '8 -a highly influential case that has been cited numerous times. In this case, 
Zippo Manufacturing filed suit in its home state, Pennsylvania, against a California
based Internet news service, Zippo Dot Coin, alleging that it was wrongfully capitaliz
ing on the lighter manufacturer's name and reputation in the marketplace. The trial 
court held that Pennsylvania could exercise jurisdiction over the California company, 
pointing out that Zippo Dot Com delivered news to approximately 140,000 subscrib
ers worldwide, of which roughly 3,000 were residents of Pennsylvania.  

More importantly, the Zippo decision established a sliding scale test to evaluate 
the "nature and quality of commercial activity that an entity conducts over the Inter
net."19 The court's analysis categorized Internet use over a spectrum with three main 
points. At one end is the purely passive Web site, where the defendant merely makes 
information available, and there is no interactivity that would enable customers to 
transact business. At the opposite end of the spectrum is a highly interactive Web site, 
which gives others the ability to download, exchange information, enter into contracts, 
etc. At the purely passive end of the spectrum, exercising personal jurisdiction over a 
nonresident defendant is generally improper, while at the highly interactive end of the 

17. Jones v. Beech Aircraft Corp., 995 S.W.2d 767, 772 (Tex. App.-San Antonio 1999, pet.  
dism'd. w.o.j.).  

18. 952 F. Supp. 1119 (W.D. Pa. 1997).  
19. Zippo, 952 F. Supp. at 1124.
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spectrum-where the activities "involve the knowing and repeated transmission of 
computer files over the Internet"-jurisdiction over the nonresident defendant is gen
erally proper.20 The middle point on the spectrum, where information can be 
exchanged between the person viewing the site and the host computer, presents a 
thornier question in which the court will have to examine "the level of interactivity 
and the commercial nature of the exchange of information." 2

1 

The experience of Texas appellate courts in determining whether one's activities 
on a social networking platform may justify the exercise of jurisdiction is typical of 
the debate raging in courts nationwide; in other words, it is highly dependent on the 
facts of each case. In two cases, courts relied at least in part on social media activity 
by the defendant in order to justify exercising jurisdiction. The 2012 case of Hale v.  
Richey involved a long-distance feud between the widow and adopted daughter of a 
deceased country & western singer-songwriter known as George Richey.22 After Mr.  
Richey died, his daughter (California resident Deirdre Hale) allegedly defamed 
Richey's widow (Texas resident Sheila Richey) by claiming that she'd mishandled 
Richey's trust fund, neglected his medical needs, and other allegations. Richey filed a 
defamation lawsuit in Texas and, as a basis for jurisdiction, claimed that Hale (1) com
mitted a tort in Texas, (2) made defamatory comments to a national publication "sold 
at almost every grocery store in Texas," (3) made defamatory statements to at least 
one relative in Texas via telephone and text messages, (4) made claims about Richey's 
administration of a Texas-based trust, and (5) used Facebook as a platform to make 
defamatory statements to multiple recipients whom Hale knew to be in Texas.23 The 
trial court denied Hale's special appearance. In upholding this decision, the Waco 
court of appeals focused more on what it considered targeted communications such as 
the calls and text messages to Texas rather than national publications that some Texans 
just happened to read. Nevertheless, the posts on Facebook were among the evidence 
on which the appellate court relied.  

In another Texas case, it was an instance of a business finding out the hard way 
that social networking is a two-way street: a great platform for promoting one's com
pany and attracting new hires, but at the same time a potential portal to jurisdiction. 24 

In this case (based on the real life incident that inspired the 2013 movie Captain Phil
lips starring Tom Hanks), Ruiz and his fellow appellees sued Waterman Steamship 
Corp. and Maersk Line Ltd. in Texas state court in Houston for negligence under the 
Jones Act and general maritime law for injuries the crewmen suffered when their ves
sel, the MV Maersk Alabama, was hijacked by Somali pirates in April 2009. Water
man, an Alabama corporation, and Maersk, a Delaware corporation with its principal 

20. Zippo, 952 F. Supp. at 1124.  
21. Zippo, 952 F. Supp. at 1124.  
22. Hale v. Richey, No. 10-11-00187-CV, 2012 WL 89920 (Tex. App.-Waco 2012, no pet.) (mem.  

op.).  
23. Hale, 2012 WL 89920, at *1-2.  
24. Waterman Steamship Corp. v. Ruiz, 355 S.W.3d 387 (Tex. App.-Houston [1st Dist.] 2011, pet.  

denied).
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place of business in Virginia, objected to the Texas court asserting jurisdiction. The 
trial court denied their special appearances, and the appellate court upheld this denial 
as to Maersk. In analyzing whether the defendants had sufficient minimum contacts 
with Texas, the appellate court examined numerous factors, including calls on Texas 
ports, payment of Texas franchise taxes, and purchases from Texas vendors. But one 
of the most significant factors in the court's decision to uphold jurisdiction over 
Maersk (it found Waterman's contact insufficient to confer jurisdiction) was Maersk's 
reliance on and use of Twitter to solicit business and to advertise in Texas. The court 
pointed out that when Maersk's ships would dock in Houston's port, it would use their 
Twitter feed to give estimated times of arrival, "promote the capabilities of its ves
sels," and "solicit additional cargo for its voyages" when it had unused space.25 This 
regular use of Twitter became an important part of what the court considered the 
"totality of Maersk's contacts with Texas," which the court found was a sufficient 
basis for jurisdiction. 26 

However, jurisdictional analysis is highly fact-specific, and Texas courts consid
ering online activities have also rejected them as a basis for haling-a party into a Texas 
court. A case from the same appellate district as Ruiz illustrates the point that the mere 
claim that one has been defamed online-absent facts that show the specific targeting 
of the forum state-won't be enough to justify jurisdiction. The case of Wilkerson v.  
RSL Funding, L.L. C.27 involved an individual whose daughter won the California lot
tery, then sold her rights to future installments in exchange for a lump-sum payment 
from Houston-based RSL Funding, LLC. Wilkerson was less than pleased with her 
experience, and her father Jerry posted about the company on Yahoo's consumer 
reviews section and on Yelp. Wilkerson didn't know that both sites would also publish 
his reviews on "local" pages aimed at Texas residents. RSL Funding sued him for libel 
and business disparagement in Texas, claiming he had "purposely directed his actions 
at Texas," and the trial court agreed, denying his special appearance. 28 

But Houston's First District Court of Appeals disagreed and gave a lengthy and 
useful analysis in its opinion of how Texas courts have applied the Zippo sliding-scale 
analysis of Web site interactivity. It adopted a user-centric view that is applicable to 
individual users of social media. Even though sites like Yelp and Yahoo have a high 
degree of interactivity under the Zippo test (and so, by extension, do social networking 
platforms), the use by a third party (like Wilkerson) of such a site could be considered 
essentially a passive usage. The court distinguished between what a site operator like 
Yelp might have intended in publishing comments on its Texas pages and what Wilk
erson individually intended, in terms of whether his activities were expressly.aimed at 
Texas. The court noted that it is "common knowledge" that sites like Yelp and Yahoo 
"commonly repackage and republish user contributions along with other information 

25. Ruiz, 355 S.W.3d at 423-24.  
26. Ruiz, 355 S.W.3d at 424-25.  
27. 388 S.W.3d 668 (Tex. App.-Houston [1st Dist.] 2011, pet. denied).  
28. Wilkerson, 388 S.W.3d at 673.
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like the maps, addresses, photographs, and other identifying characteristics relied 
upon by RSL." 29 The court concluded that since Wilkerson did not intend to direct his 
comments to a Texas audience and he had no ability to control how Yelp and Yahoo 
packaged his comments, exercising jurisdiction over this California resident would be 
inappropriate. 30 

IV. Discovery of Social Media Content 

With 72 percent of adult Americans maintaining at least one social networking 
profile,31 and use of social media at ever-growing rates, it is certainly not surprising 
that attorneys have discovered the litigation value of information contained in a 
party's postings on social media sites like Facebook and Twitter. But regardless of 
what a lawyer or party may be able to discover informally on a publicly viewable pro
file, formal requests for this information must still conform to traditional discovery 
rules. Recent decisions nationwide confirm that while, generally, objections based on 
privacy concerns are likely doomed from the start, the availability of social media 
content does not open the door to a fishing expedition. While there are cases in which 
a party has been compelled to turn over her entire profile or even produce her social 
networking password and login credentials, the trend among courts nationally is to 
refrain from such unfettered discovery.32 Just because information has been posted on 
Facebook or Twitter and may be relatively easily produced doesn't mean that stan
dards are relaxed when it comes to requests that are overly broad or seek information 
that is neither relevant nor reasonably calculated to lead to the discovery of admissible 
evidence.  

For example, requests for a party's entire social networking profile's content or, 
alternatively, that party's Facebook password are usually going to be viewed as overly 
broad. Courts have held that while content on a social networking site is discoverable, 
the discovering party is not entitled to "rummage at will" through its opponent's Face
book profile.33 A party seeking discovery will still have the burden of showing that the 
information sought is relevant. In many jurisdictions, this comes down to establishing 

29. Wilkerson, 388 S.W.3d at 680 n.12.  
30. Wilkerson, 388 S.W.3d at 683. In another case, while the court took note of the fact that use of 

social networking media like YouTube and Twitter were alleged in the case against nonresident political 
activists, it was their actual visits to Texas that proved to be decisive in ruling in favor of jurisdiction. See 
Hoaglandv. Butcher, 396 S.W.3d 182 (Tex. App.-Houston [14th Dist.] 2013, pet. denied).  

31. See Joanna Brenner & Aaron Smith, 72% of Online Adults are Social Networking Site Users, 
Pew Research Internet Project (Aug. 5, 2013), www.pewinternet.org/2013/08/05/72-of-online-adults 
-are-social-networking-site-users/.  

32. See, e.g., John G Browning, With "Friends" Like These, Who Needs Enemies? Passwords, Pri
vacy, and the Discovery of Social Media Content, 36 Am. J. Trial Advocacy 505 (2013); John G Brown
ing, Digging for the Digital Dirt: Discovery and Use of Evidence from Social Media Sites, 14 SMU Sci.  
& Tech. L. Rev. 465 (2011).  

33. See, e.g., Tompkins v. Detroit Metropolitan Airport, 278 F.R.D. 387, 388 (E.D. Mich. 2012).
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a factual predicate-some reason to believe that the private portion of a profile con
tains information relevant to the case. Court after court have rejected a blanket request 
for "all social media content" or a request that rests on some hope of relevant evi
dence. Instead, parties seeking discovery should have some basis for a belief that 
privacy-restricted portions of a profile will contain information relevant to the litiga
tion. "Absent such a showing, [defendant] is not entitled to delve carte blanche into 
the nonpublic sections of Plaintiffs' social networking accounts." 34 In many instances, 
it is information that is publicly viewable and that contradicts some aspect of the 
party's claims or defenses that forms the basis for such a predicate. For example, in 
one personal injury case, the defendant's motion to compel was granted when the 
plaintiff's claims that he "never [wore] shorts because he [was] embarrassed by his 
scar" were contradicted by photos on his Facebook and Myspace pages depicting him 
in shorts.35 In other cases, it may be "plaintiff's own testimony at his deposition as to 
the alleged impact of the claimed accident and his alleged injuries" that establishes a 
basis for compelling the production of Facebook content. 36 

Moreover, even in cases where what is sought is clearly relevant to some aspect 
of the party's claims or defenses-such as discovery seeking social media content 
demonstrative of the party's emotional state in a case where emotional distress is 
alleged-courts may still rein in discovery. For example, in one employment discrim
ination case in which emotional distress was alleged, the defendant sought any social 
media content that "reveals or relates to plaintiff's emotion, feeling, or mental state." 
The court held that was too broad and ordered the plaintiff to produce any posts that 
"reveal, refer, or relate to . . . any significant emotion, feeling, or mental state 
allegedly caused by defendant's conduct." 37 Parties on both sides are invariably better 
off propounding more narrowly-tailored discovery requests when seeking social 
media content, as opposed to sending overly broad requests, seeking the entire con
tents of a social networking profile, asking for a Facebook password, or similarly 
unrestricted access to a profile.  

Unlike courts in Pennsylvania or New York (which have been hotbeds of judicial 
activity related to issues pertaining to the discoverability of social media content), 
Texas courts have been relatively silent on the subject. Only two reported appellate 
decisions have confronted the issue of discoverability of social networking evidence.  
In one, defendants in an underlying personal injury case sought to obtain, via deposi
tions on written questions directed to both Facebook and Myspace, plaintiff Cody 
Karl's social networking profile contents and to compel the continuation of his.deposi

34. Keller v. National Farmers Union Property & Casualty Co., No. CV 12-72-M-DLC-JCL, 2013 
WL 27731, at *4 (D. Montana Jan. 2, 2013).  

35. Zimmerman v. Weis Markets, Inc., No. CV-09-1535, 2011 WL 2065410 (Pa. Comm. P1. May 19, 
2011).  

36. Bianco v. North Fork Bancorporation, Inc., No. 107069/2010, 2012 WL 5199007 (N.Y. Sup. Ct.  
Oct. 10, 2012).  

37. Robinson v. Jones Lang Lasalle Americas, Inc., No. 3:12-cv-00127-PK, 2012 WL 3763545, at 
*2 (D. Ore. Aug. 29, 2012); see also Mailhoit v. Home Depot USA, Inc., 285 F.R.D. 566 (C.D. Cal. 2012).
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tion until such documents were produced. The trial court granted plaintiff's motion to 
quash and denied the motion to compel, prompting a mandamus action. In a one
sentence per curiam opinion that sheds no light whatsoever on the reasoning behind it, 
Houston's First District Court of Appeals denied the petition for writ of mandamus. 38 

The other discovery dispute came in a medical malpractice case regarding 
wrongful death in which the surviving family members were asked to produce copies 
of any social media postings that pertained to the decedent, Arthur Lowe, or to his 
death. The plaintiffs objected, calling the request "an invasion of privacy and any such 
information would be unreliable and constitute hearsay and a fishing expedition and 
this request is meant for the purpose of harassment." 39 The trial court denied the hospi
tal's motion to compel, but there was no reporter's record of the hearing. The appellate 
court found that the requests seeking posts about the decedent before he died were not 
limited in time and that the requests for the social networking posts should have been 
more limited in time. While the court explicitly rejected the plaintiff's arguments as to 
privacy and found that they would be clearly relevant to the issue of mental anguish, 
nevertheless, the court concluded that "a request without a time limit for posts is 
overly broad on its face." 40 Consequently, it held that the trial court's denial of the 
defendant's motion to compel was not an abuse of discretion.  

The paucity of reported Texas caselaw on discovery issues involving social 
media will no doubt end as use of social networking content becomes more wide
spread and discovery disputes naturally follow. In the meantime, the lessons learned 
from the Christus Health case are consistent with trends that can be observed from 
courts around the country. Privacy objections are largely futile, and relevant social 
media content should be produced in response to narrowly tailored discovery requests 
that are limited in time and scope of what is being sought.  

V. Evidentiary Issues 

If a picture is worth a thousand words, then a YouTube video that impeaches the 
opposing party must be priceless. Welcome to the beauty of social media content as 
evidence: with people posting anything and everything, right down to the minutiae of 
their daily lives, trial lawyers have a greater resource than ever imagined with which 
to portray a person in his unguarded moments-in contrast to after he has been 
coached and prepared in everything from word choice to body language. But all of the 
incriminating tweets and Facebook posts will do a party little good if they can't be 
admitted into evidence.  

38. In re Magellan Terminals Holdings, L.P, No. 01-11-00373- CV, 2011 WL 2150422, at *1 (Tex.  
App.-Houston [1st Dist.] May 13, 2011, orig. proceeding) (mem. op.).  

39. In re Christus Health Southeast Texas, 399 S.W.3d 343, 346 (Tex. App.-Beaumont 2013, orig.  
proceeding).  

40. In re Christus Health, 399 S.W.3d at 348.
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Certainly, one of the best ways to authenticate social media content is to do so 
directly; that is, through a direct admission of authorship by the party or witness who 
created the content. Asking a party to confirm that a particular social networking pro
file is his or that he uploaded the photos in question or authored the Facebook post is 
definitely preferable. In a number of states, including Maryland, Connecticut, New 
York, and Massachusetts, this direct authentication is the rule, and courts in these 
states are distrustful of other means of authentication. In Texas, however (as well as in 
other states), there is a recognition that due to the highly individualized nature of 
social networking profiles, sufficient assurance exists that the social media content is 
indeed what it purports to be, even without direct authentication by the creator of the 
content. One Texas court even permitted authentication by a witness who reportedly 
read the statements in question on the defendant's Myspace page-without any per
sonal knowledge that the defendant herself had typed that admission.41 

Rule 901 allows a party to authenticate evidence by "[a]ppearance, contents, 
substance, internal patterns, or other distinctive characteristics, taken in conjunction 
with circumstances." Tex. R. Evid. 901(b)(2). No Texas case exemplifies the princi
ples of such circumstantial authentication quite like Tienda v. State in which the Texas 
court of criminal appeals upheld the murder conviction of Ronnie Tienda, Jr.-a con
viction based not on forensic evidence or eyewitness testimony but instead on post
ings from various Myspace accounts of the defendant.42 A jury convicted Tienda of 
murder following an altercation with the victim, David Valadez, at a nightclub. On 
Tienda's Myspace pages (found and testified to by the victim's sister) there was a 
photo of the appellant with the caption "You ain't BLASTIN/You ain't Lastin" and the 
notation "Rest in Peace, David Valadez." 4 3 There were also an embedded link to an 
audio recording of a song played at the victim's memorial service, statements referring 
to people "snitchin on me" and "it's cool if I get off," photos of Tienda's tattoos, refer
ences to his nickname "Smiley," as well as photos of Tienda's electronic monitoring 
bracelet and the fact that he was "str8 outta jail and n da club." 44 The Dallas court of 
appeals had been persuaded by all of these (and more) indications of authenticity, 
observing that "the inherent nature of social networking websites encourages mem
bers who choose to use pseudonyms to identify themselves by posting profiles and 
pictures or descriptions of their physical appearance, personal backgrounds, and life
styles." 45 This type of individualization, the court went on, "is significant in authenti
cating a particular profile page as having been created by the person depicted in it. The 
more particular and individualized the information, the greater the support for a rea
sonable juror's finding that the person depicted supplied the information." 46 The court 

41. See In re J.1W, No. 10-09-00127-CV, 2009 WL 5155784, at *4 (Tex. App.-Waco Dec. 30.  
2009, no pet.) (mem. op.).  

42. 358 S.W.3d 633 (Tex. Crim. App. 2012).  
43. Tienda, 358 S.W.3d at 643.  
44. Tienda, 358 S.W.3d at 644-45.  
45. Tienda v. State, No. 05-09-00553-CR, 2010 WL 5129722, at *5 (Tex. App.-Dallas, pet.  

granted).
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of criminal appeals, after similarly describing several dozen messages, photos, and 
other details, upheld the conviction as well, concluding that "[t]his is ample circum
stantial evidence-taken as a whole with all of the individual, particular details con
sidered" that the "MySpace pages belonged to [Tienda] and that he created and 
maintained them." 47 

Circumstantial authentication of social media has been followed by subsequent 
Texas cases. In Campbell v. State, an individual convicted of aggravated assault 
appealed his conviction, claiming that Facebook messages admitting that he should 
not have put his hands on the victim were wrongly attributed to him. 48 The Campbell 
court acknowledged that there were hurdles to overcome in considering social media 
evidence: 

Facebook presents an authentication concern that is twofold. First, because 
anyone can publish a fictitious profile under any name, the person viewing 
the profile has no way of knowing whether the profile is legitimate. Sec
ond, because a person may gain access to another person's account by 
obtaining the user's name and password, the person viewing communica
tions on or from an account profile cannot be certain that the author is in 
fact the profile owner. Thus, the fact that an electronic communication on 
its face purports to originate from a certain person's social networking 
account is generally insufficient standing alone to authenticate that person 
as the author of the communication. 49 

However, the court went on to discuss the multiple Facebook messages alleged 
to have been sent by Campbell, each of which bore a banner and date stamp at the top 
with Campbell's name and the date. Not only did Campbell's victim confirm that 
Campbell had an account and that she received the messages, the court also took note 
of certain "internal characteristics" that tended to confirm Campbell as the author.5 0 

These included unique speech patterns in the messages that matched Campbell's 
Jamaican dialect, as well as references to the incident and potential charges (which, at 
the time, few people would have known about). Taking all of this into consideration 
along with the victim's testimony that she and Campbell were the only ones with 
access to the Facebook account (and that, at the time of the incident, she did not have 
such access), the court held that the Facebook evidence was properly admitted.  

Yet another Texas case upheld the use of circumstantial authentication, although 
the court also noted that there was other, stronger evidence admitted without objection 
and which supported the same conclusion. 5" In Rene, the circumstantial authentication 
of the defendant's Myspace photos included depictions of his gang tattoos, references 

46. Tienda, 2010 WL 5129722, at *5.  
47. Tienda, 358 S.W.3d at 645.  
48. 382 S.W.3d 545 (Tex. App.-Austin 2012, no pet.).  
49. Campbell, 382 S.W.3d at 550 (citations omitted).  
50. Campbell, 382 S.W.3d at 551.  
51. See Rene v. State, 376 S.W.3d 302 (Tex. App.-Houston [14th Dist.] 2012, pet. denied).
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to his nickname "Lo," and photos of a small boy and girl identified as the defendant's 
children.52 The conviction was affirmed.  

Other states, including Georgia, Kentucky, Mississippi, Arizona, and California, 
have embraced circumstantial authentication of social media content, and several have 
cited Tienda in doing so. When it comes to evidentiary issues and social media, it is 
fair to say that Texas has been on the cutting edge of an already cutting-edge issue.  

VI. Judges and Social Media 

Can a judge have a presence on social media without violating the Texas Code of 
Judicial Conduct? Can a jurist be Facebook "friends" with counsel or even parties or 
does that convey the impression that the "friend" has some sort of special relationship 
or influence with the judge? The judicial ethics bodies often states have examined the 
issue of judges' social media activities. Florida takes the most restrictive view of all, 
holding that not only should a judge not have Facebook "friendships" with attorneys, 
such a connection warrants automatic disqualification of the judge.53 Most states give 
cautious approval to judges' tentative forays into social networking. And no less an 
authority than the ABA Standing Committee on Ethics and Professional Responsibil
ity, in its February, 2013, ABA Formal Ethics Opinion 462 on "Judges' Use of Elec
tronic Social Networking Media," gave a thumbs up-with certain caveats-to the 
practice. The ABA opinion provides a useful discussion of the benefits of social net
working for members of the judiciary while simultaneously sharing some sobering, 
common sense reminders about social media interaction.  

While Texas is not one of the ten states to have formally confronted in an ethics 
opinion the question of the extent to which a judge may have social media connec
tions, a 2013 Texas appellate opinion does provide a highly useful and instructive dis
cussion of the Texas perspective on judges and social media. Youkers v. State,54 a 
criminal appellate case, dealt with a Facebook communication by the victim's father 
toward the judge. Youkers appealed the revocation of his eight-year prison sentence 
and community supervision following his conviction on charges of assaulting his 
pregnant girlfriend. One of the grounds for his appeal was that he allegedly did not 
receive a fair trial due to the judge's purported lack of impartiality. The judge in ques
tion was Facebook friends with the girlfriend's father and had received an ex parte 
communication from this friend.55 At the hearing on Youkers's motion for new trial, 
the judge testified that he knew the girlfriend's father as a result of them both having 
run for office during the same election cycle and that, although they were friends on 

52. Rene, 376 S.W.3d at 307.  
53. See, e.g., Domville v. State, 103 So.3d 184 (Fla. Dist. Ct. App. 2012), rev.denied, State v. Dom

ville, 110 So.3d 441 (Fla. 2013).  
54. 400 S.W.3d 200 (Tex. App.-Dallas 2013, no pet.).  
55. Youkers, 400 S.W.3d at 204.
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Facebook, that was the extent of their relationship. Their only Facebook communica
tion took place just prior to Youkers's original plea, when the father sent a Facebook 
message to the judge seeking leniency for the defendant. The trial judge responded 
online formally, advising the father that his communication violated the rules; that any 
further communication about the case, or any other pending legal matter, would result 
in being removed from the judge's friends list; and that the judge was placing a copy 
of the communication in the court's file, disclosing it to the lawyers and contacting the 
judicial conduct commission. The father responded with an apology and a promise not 
to make comments relating to criminal cases in the future. 56 

Judge Mary Murphy of the Dallas Fifth District Court of Appeals pointed out in 
her opinion that this was a case of first impression in Texas, since "no Texas court 
appears to have addressed the propriety of a judge's use of social media websites such 
as Facebook. Nor is there a rule, canon of ethics, or judicial ethics opinion in Texas 
proscribing such use."57 Judge Murphy went on to cite ABA Formal Ethics Opinion 
462 approvingly, both for the beneficial aspects of allowing judges to use social media 
(for example, remaining active in the community) and for the concept that the status of 
being Facebook friends is not necessarily representative of "the degree or intensity of 
a judge's relationship with that person." 58 As the court pointed out, "the designation, 
standing alone, provides no insight into the nature of the relationship." 59 Furthermore, 
in examining the record for further context, the court noted that there was nothing to 
indicate that the "Facebook friendship" between the judge and the girlfriend's 
father-who was actually asking for leniency-was anything but a fleeting acquain
tance. 60 

Even more importantly, the court observed, the trial judge had fully complied 
with the state protocol for dealing with ex parte communications. And while the 
appellate court noted that judges should, in using social media, remain mindful of 
their responsibilities under applicable judicial codes of conduct, everything about this 
judge's actions was consistent with promoting public confidence in the integrity and 
impartiality of the judiciary. Significantly, the court concluded that while new technol
ogy may have ushered in new ways to communicate and share information, the same 
ethics rules apply: "[W]hile the internet and social media websites create new venues 
for communication, our analysis should not change because an ex parte communica
tion occurs online or offline." 61 

56. Youkers, 400 S.W.3d at 204.  
57. Youkers, 400 S.W.3d at 205.  
58. Youkers, 400 S.W.3d at 205-06.  
59. Youkers, 400 S.W.3d at 206.  
60. Youkers, 400 S.W.3d at 206.  
61. Youkers, 400 S.W.3d at 206.
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VII. Juries and Social Media 

One of the unfortunate byproducts of the digital age is the rise in incidents of 
online misconduct by jurors, often resulting in mistrials and overturned verdicts. The 
problem of the "Googling juror" has been well-documented in recent years, and both 
state and federal courts all over the country have attempted to address it.62 Texas has 
not been spared in what some legal observers have characterized as an epidemic. In 
the 2006 case of Sharpless v. Sims, 63 after a jury in a double-fatality motor vehicle 
accident returned a verdict in favor of the victims' family, the parties learned that one 
of the jurors had conducted her own independent Internet research. The juror had 
found the defendant truck driver Sharpless's driving record (which, like evidence of 
his drug use, had been excluded from evidence). Lawyers for Sharpless and his 
employer sought a new trial on grounds of jury misconduct, but the Dallas court of 
appeals ultimately denied their efforts, pointing out that the research wouldn't have 
led to a different result (the "Googling juror" in question had in fact been in the 
minority finding for the trucker). 64 And more recently, in 2011, a Tarrant County juror 
in a car wreck case found himself in trouble when he sent a Facebook friend request to 
the attractive young female defendant-during trial. As a result, the would-be online 
Romeo was dismissed from the jury, found in contempt of court, and sentenced to two 
days of community service. 65 

As concerns of Googling jurors mounted, Texas did what many states did-it 
revised its instructions and admonishments to jurors and prospective jurors to address 
the problem of jurors venturing online to research the issues or parties or to communi
cate with third parties about the case while serving on the jury. Effective April 1, 2011, 
the Supreme Court of Texas amended Texas Rule of Civil Procedure 284 as well as the 
jury instructions prescribed by rule 226a. Under rule 284, judges must instruct jurors 
immediately after they are selected for a case "to turn off their cell phones and other 
electronic devices and not to communicate with anyone through any electronic device 
while they are in the courtroom or while they are deliberating." 66 In addition, the court 
must also instruct them that "while they are serving as jurors, they must not post any 
information about the case on the Internet or search for any information outside of the 
courtroom, including on the Internet, to try to learn more about the case." 67 

In addition, the instructions to prospective jurors include admonishments to not 
communicate with anyone through any electronic device, and to "not communicate by 
phone, text message, email message, chat room, blog, or social networking websites 

62. See John G. Browning, The Online Juror, 93 Judicature 6 (May/June 2010).  
63. 209 S.W.3d 825, 827 (Tex. App.-Dallas 2006, pet. denied).  
64. Sharpless, 209 S.W.3d at 828.  
65. See North Texas Juror Tried to 'Friend' Defendant, dfw.cbslocal.com (Aug. 29, 2011 8:10 

a.m.), http://dfw.cbslocal.com/2011/08/29/north-texas-juror-tried-to-friend-defendant/.  
66. Tex. R. Civ. P. 284.  
67. Tex. R. Civ. P. 284.
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such as Facebook, Twitter, or MySpace." 6 8 Similarly, jurors are also reminded in the 
formal instruction and in the court's charge as follows: 

Do not discuss the case with anyone else, either in person or by any other 
means. Do not do any independent investigation about the case or conduct 
any research. Do not look up any words in dictionaries or on the Internet.  
Do not post information about the case on the Internet. Do not share any 
special knowledge or experiences with the other jurors. Do not use your 
cell phone or any other electronic device during your deliberations for any 
reason. 69 

In an age in which digital intimacy has become the new normal and where the 
sanctity of a jury room can be violated at the speed of a search engine, measures like 
these have become an unfortunate necessity in Texas and everywhere else.  

In August 2012, federal courts nationally updated their model jury instructions 
to similarly address this problem of online jurors. 70 These revised model instructions 
provide that before trial, jurors will be admonished not to "communicate with anyone 
about the case on your cell phone, through e-mail, Blackberry, iPhone, text messaging, 
or on Twitter, through any blog or website, including Facebook, Google+, MySpace, 
LinkedIn, or YouTube. You may not use any similar technology of social media even 
if I have not specifically mentioned it here." 71 After the close of evidence, and before 
deliberations begins, these new model federal court instructions impose similar 
restrictions to prevent impermissible online investigation or communication by jurors.  
The instructions state as follows: 

During your deliberations, you must not communicate with or provide any 
information to anyone by any means about this case. You may not use any 
electronic device or media, such as the telephone, a cell phone, smart 
phone, iPhone, Blackberry or computer, the Internet, any Internet service, 
any text or instant messaging service, any Internet chat room, blog, or web
site such as Facebook, MySpace, LinkedIn, YouTube or Twitter, to com
municate to anyone any information about this case or to conduct research 
about this case until I accept your verdict. In other words, you cannot talk 
to anyone on the phone, correspond with anyone, or electronically commu
nicate with anyone about this case. You can only discuss the case in the 
jury room with your fellow jurors during deliberations, I expect you will 

68. Tex. R. Civ. P. 226a.  
69. Tex. R. Civ. P. 226a.  
70. See Administrative Office of the U.S. Courts, "Revised Jury Instructions Hope to Deter Juror 

Use of Social Media During Trial" (Aug. 21, 2012), http://news.uscourts.gov/revised-jury 
-instructions-hope-deter-juror-use-social-media-during-trial.  

71. Judicial Conference Committee on Court Administration and Case Management, Proposed 
Model Instructions: The Use of Electronic Technology to Conduct Research or Communicate about a 
Case, at 1 (June 2012), available at www.uscourts.gov/uscourts/News/2012/jury-instructions.pdf.
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inform me as soon as you become aware of another juror's violation of 
these instructions.  

You may not use these electronic means to investigate or communicate 
about the case because it is important that you decide this case based solely 
on the evidence presented in this courtroom. Information on the internet or 
available through social media might be wrong, incomplete, or inaccurate.  
You are only permitted to discuss the case with your fellow jurors during 
deliberations because they have seen and heard the same evidence you 
have. In our judicial system it is important that you are not influenced by 
anything or anyone outside of this courtroom. Otherwise, your decision 
may be based on information known only by you and not your fellow jurors 
or the parties in the case. This would unfairly and adversely impact the 
judicial process.72 

VIII. Criminal Law 

Social media continues to play a role in shaping Texas criminal law and not just 
in terms of the admissibility of evidence. For example, in one recent case, the com
plainant in an armed robbery case saw the two men who robbed him and asked some
one with them for their names. He then looked them up on Facebook, finding (among 
other things) a photo of one defendant posing with guns-including one identical to a 
gun stolen from the victim during the robbery.73 The crime victim then e-mailed the 
Facebook photos to the investigating detective and later identified both robbers in sep
arate photo lineups. When the defendant appealed his conviction, claiming that the 
photo array was impermissibly suggestive, the court rejected the argument, noting that 
technology was having an impact when it came to shoring up the sometimes question
able reliability of eyewitness testimony. As the court observed, "Vast online photo 
databases-like Facebook-and relatively easy access to them will undoubtedly play 
an ever-increasing role in identifying and prosecuting suspects." 74 

Social media has played a role in other aspects of the criminal justice system, 
including revocation of probation. It is even mentioned in a case involving alleged 
Brady violations by the prosecution involving their voluntary dismissal of a state's 
witness with whom the state had been communicating via Facebook.75 In another case, 
a prisoner complained his rights were being violated when he was drug tested after 
guards became aware of certain content on his Facebook page. 76 The court held that 

72. Model Instructions, at 2.  
73. Bradley v. State, 359 S.W.3d 912 (Tex. App.-Houston [14th Dist.] 2012, pet. ref'd).  
74. Bradley, 359 S.W.3d at 918.  
75. Futch v. State, No. 10-11-00283-CR, 2013 WL3770952 (Tex. App.-Waco July 18, 2013, pet.  

ref'd) (mem. op., not designated for publication).  
76. McNickles v. Amaral, No. H-12-3692, 2013 WL 2295407, at *1 (S.D. Tex. May 23, 2013).

355



Essentials of E-Discovery

there was nothing wrong with corrections officials monitoring the social media activi
ties of inmates, not only because "[p]risoners do not have the same expectation of pri
vacy enjoyed by citizens in the free world" but also because such monitoring "is not 
an unreasonable measure given ... the intractable problem of controlled substances in 
the prisons." 77 

Social media can play a pivotal role in the modern criminal trial, as high profile 
cases like the George Zimmerman case in Florida have demonstrated. Content from 
social networking sites has been used in Texas criminal cases for everything from 
proving gang affiliation 78 to establishing state of mind. 79 Use of such content will only 
assume a more prominent role as time goes on.  

IX. Employment Law 

Social media is having a dramatic impact in the modern workplace. As sites like 
Facebook and Twitter become "digital water coolers" where coworkers discuss cus
tomers, competitors, working conditions, and other topics, employers have to remain 
vigilant about walking the tightrope between legitimately protecting business interests 
and violating expectations of privacy. Companies have adopted social media policies 
to make it as clear as possible to employees that certain activity on social networking 
platforms can have grave consequences for employee and employer alike; yet even 
these measures run the risk of drawing the ire of the National Labor Relations Board.  

About thirteen states have already enacted social media employee privacy laws 
that ban an employer from demanding an applicant or employee's social networking 
password or log-in credentials; similar legislation has been or is being considered by 
another thirty states. During the 2013 Texas legislative session, two bills (H.B. 318 
and S.B. 118) were introduced that would have added Texas to the growing list of 
states prohibiting employers from demanding social media passwords. 80 Both bills 
failed. Even without statutory measures, Texas's view on employee privacy when it 
comes to social media activity can best be summarized by considering two cases in 
particular, Sumien v. CareFlite8 ' and Roberts v. CareFlite.82 Both cases spring out of 
the same set of operative facts involving two EMTs working for an ambulance service 
who made unfortunate comments about patients on Facebook. Roberts said she 
wanted to "slap" a particular patient and made statements about whether or not 

77. McNickles, 2013 WL 2295407, at *4.  
78. Munoz v. State, No. 13-08-00239-CR, 2009 WL 695462 (Tex. App.-Waco Jan 15. 2009, pet.  

ref'd) (mem. op., not designated for publication).  
79. Hall v. State, 283 S.W.3d 137 (Tex. App.-Austin 2009, pet. ref'd).  
80. See Tex. H.B. 318, 83rd Leg., R.S. (2013); Tex. S.B. 1318, 83rd Leg., R.S. (2013).  
81. No. 02-12-00039-CV, 2012 WL 2579525 (Tex. App.-Fort Worth July 5, 2012, no pet.) (mem.  

op.).  
82. No. 02-12-00105-CV, 2012 WL 4662962 (Tex. App.-Fort Worth Oct. 4, 2012, no pet.) (mem.  

op.).
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restraints would be needed or perhaps a "boot to the head" would do; Sumien, her fel
low paramedic, posted comments agreeing with Roberts. After a third party made 
CareFlite CEO James Swartz aware of the comments (as well as Roberts's comments 
to a well-meaning CareFlite compliance officer), both Roberts and Sumien were ter
minated.  

Sumien sued CareFlite for unlawful termination, intrusion on seclusion (invasion 
of privacy), and public disclosure of private facts. The trial court granted a summary 
judgment for CareFlight, and the court of appeals affirmed. Sumien claimed that he 
misunderstood Roberts' Facebook settings and didn't realize who had access to the 
comments he had posted on Roberts' Facebook wall. The court rejected his excuse 
and held that nothing constituting an invasion of privacy had occurred. Roberts fared 
no better with her invasion of privacy claim, with the court expressing dismay at how 
"comments that could be viewed by third parties" could possibly constitute "an intru
sion upon Roberts' seclusion." 83 Simply put, the Sumien and Roberts cases serve as a 
cautionary note to Texas employees that posting inappropriately on social media in a 
manner in which the world (including your boss) can see is likely to get you disci
plined or even fired. Sharing your rants about your job for the public to see is hardly 
conducive to job security.  

Because of the reputational damage and other risks posed by employees' online 
misconduct, social media policies have become increasingly common in the work
place. But can having a social media policy defend an employer in more ways than 
one? One recent Texas case that was affirmed by the Fifth Circuit would seem to indi
cate as much. Virginia Rodriguez was a middle-aged Mexican-American woman 
working for Sam's Club who brought suit for discrimination based on age and national 
origin after she was fired.84 The firing occurred after she saw (on Facebook) that two 
coworkers had called in sick to attend a party, photos of which were posted on the 
social networking site. Rodriguez posted some comments of her own about her 
coworkers' conduct, only to run afoul herself of Wal-Mart's social media policy, 
which prohibits online conduct that "adversely affects" the job performance of fellow 
associates including comments that appear "unprofessional" or "harmful." 85 Rodri
guez was terminated for violating this policy, a termination Rodriguez claimed was a 
pretext for the age and national origin discrimination against her. However, Wal-Mart 
was able to point to a legitimate, nondiscriminatory basis for the firing. Rodriguez had 
already been disciplined for violating company policy on employee purchase dis
counts and was on probation for that violation-and subject to immediate termination 
for further infractions-when her Facebook misbehavior occurred. The trial court 
agreed that Rodriguez' violation of the social media policy was a legitimate, nondis
criminatory basis for termination and granted summary judgment for the employer.  

83. Roberts, 2012 WL 4662962, at *5.  
84. Rodriguez v. Wal-Mart Stores, Inc., No. 3:11-CV-2129-B, 2013 WL 102674 (N.D. Tex. Jan. 9, 

2013).  
85. Rodriguez, 2013 WL 102674, at *2.
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The Fifth Circuit affirmed, pointing out that Rodriguez had "admitted to the facts that 
formed the basis of her Social Media Policy violation."86 

The Rodriguez case underscores the importance for Texas employers to not only 
have a social media policy, but to enforce it as well. While the social media posts of 
employees can present challenges for employers (especially when they constitute the 
basis for a claim of harassment or even wrongful termination), having a social media 
policy can be both a first line of defense and a means of justifying employee discipline 
or termination.

86. Rodriguez v. Wal-Mart Stores, Inc., 540 Fed. App'x 322, 328 (5th Cir. 2013).
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CHAPTER 19

Discovery of ESI from Nonparties 

Stephen Orsinger 

This chapter addresses the standards and procedures for acquiring discovery of 
electronically stored information (ESI) from nonparties in both state and federal 
courts in Texas. The law has not developed many rules for nonparty discovery unique 
to ESI, though there are some special rules applicable to the discovery of ESI from 
parties that could also impact nonparties. As a result, this chapter describes the state 
and federal framework for nonparty discovery in general and focuses on special issues 
involving ESI when they arise.  

I. Texas Standards and Procedures 

There are four primary mechanisms for obtaining particular types of discovery 
from nonparties: (1) subpoenas under Texas Rule of Civil Procedure 205, (2) court 
orders permitting presuit depositions under Texas Rule of Civil Procedure 202, (3) 
court orders requiring a physical or mental examination under Texas Rule of Civil 
Procedure 204, and (4) court orders permitting entry on property for examination 
under Texas Rule of Civil Procedure 196.7.  

In theory, ESI may be sought or generated with all four of these mechanisms, but 
it usually only arises in the context of the first and second. This pair comprises the vast 
majority of nonparty discovery attorneys encounter and is the primary focus of this 
chapter.  

A. Rule 205-Subpoena 

The Texas Rules of Civil Procedure specifically govern discovery from nonpar
ties. 1 These rules establish the procedure for obtaining nonparty discovery by means 
of a subpoena compelling one of four types of discovery. They are

1. oral depositions; 

2. depositions on written questions; 

1. See Tex. R. Civ. P. 205.1, 205.2, 205.3.
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3. requests for production accompanied by a deposition notice; and 

4. requests for production unaccompanied by a deposition notice. 2 

However, ESI itself is not obtained in a deposition, but instead only through a request 
for production of that ESI.  

1. Issuing Subpoena 

The subpoena is an integral component of acquiring ESI from a nonparty. The 
subpoena may be issued by the court's clerk, an attorney licensed in Texas, or an offi
cer of the court authorized to take depositions after receiving a rule 205 notice to take 
a deposition.3 

2. Requests for Production with Deposition Notice 

A party may secure ESI from a nonparty through the deposition procedure. The 
subpoena for the production of documents or tangible things (referred to commonly as 
a "subpoena duces tecum") may be served on a nonparty along with a notice of depo
sition on oral examination or written questions.4 The procedures for noticing either 
type of deposition on a nonparty are the same as they are for parties generally. 5 

For an oral deposition, the list of ESI to be produced must be included in the sub
poena, as well as either attached to or included in the deposition notice.6 The notice 
must be served on the nonparty either before or simultaneously with service of the 
subpoena compelling attendance and production 7 and must be served a reasonable 
time before the deposition is to be taken.8 

What constitutes a "reasonable time" for service of notice of an oral or written 
deposition is case specific.9 Most cases interpreting reasonable notice focus on time 
periods within ten days, with less than five days' notice usually (but not always) 
assessed as unreasonable and more than five days' notice usually assessed as reason
able.10 

2. Tex. R. Civ. P. 205.1.  
3. Tex. R. Civ. P. 176.4.  
4. Tex. R. Civ. P. 205.1(c).  
5. Tex. R. Civ. P. 199.2, 200.1, 205.1(c).  
6. Tex. R. Civ. P. 199.2(b)(5).  
7. Tex. R. Civ. P. 205.2.  
8. Tex. R. Civ. P. 199.2(a).  
9. Hycarbex, Inc. v. Anglo-Suisse, Inc., 927 S.W.2d 103, 111 (Tex. App.-Houston [14th Dist.] 

1996, no writ) (interpreting predecessor to rule 199).  
10. See Hycarbex, 927 S.W.2d at 111-12 (four days' notice unreasonable); Hogan v. Beckel, 783 

S.W.2d 307, 309 (Tex. App.-San Antonio 1989, writ denied) (same); Bohmfalk v. Linwood, 742 S.W.2d 
518, 520 (Tex. App.-Dallas 1987, no writ) (four days' notice reasonable); Gutierrez v. Walsh, 748 
S.W.2d 27, 28 (Tex. App.-Corpus Christi 1988, no writ) (six and eight days' notice reasonable).
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A written deposition follows many of the same rules applicable to oral deposi
tions." The list of ESI to be produced must be included in the subpoena, as well as 
either attached to or included in the deposition notice.12 Again, the notice for a written 
deposition must be served on the nonparty either before or simultaneously with ser
vice of the subpoena compelling production, 3 but unlike oral depositions the notice 
must be served on the deponent and all parties at least twenty days before the deposi
tion is to occur.14 

The general rule for the other contents of the notice is the same for both types of 
depositions.' 5 The conducting of a written deposition follows a similar procedure for 
the conducting of an oral deposition.' 6 

3. Requests for Production without Deposition Notice 

A party may also request ESI from a nonparty without taking a deposition. 17 As 
with production pursuant to a deposition, this type of request requires both a subpoena 
and notice.' 8 The notice must be served at least ten days before the subpoena compel
ling production,' 9 and that notice must also be served a reasonable time before the 
deposition is to be taken.20 

The content of the notice is governed by a special rule that tracks the general 
requirements of requests for production made in connection with depositions.2 Such 
requirements include identification of the ESI to.be produced and the time and place 
of production. 22 

4. Cost of Production 

The rules for the costs of production of ESI from a nonparty differ from the cost
shifting analysis applicable to the production of ESI from a party.  

11. See Tex. R. Civ. P. 200.1(b).  
12. Tex. R. Civ. P. 200.1(b), 199.2(b)(5).  
13. Tex. R. Civ. P. 205.2.  
14. Tex. R. Civ. P. 200.1(a).  
15. Tex. R. Civ. P. 199.2(b), 200.1(b).  
16. Cf Tex. R. Civ. P. 200.3, 200.4, 199.5.  
17. One important function of a nonparty deposition-whether in person or on written questions-is 

to provide a convenient means by which the documents produced by the deponent can be authenticated.  
While ESI produced by a nonparty can still be authenticated in other ways (such as by a business records 
affidavit or live testimony) it is advisable to authenticate the nonparty discovery at the time it is initially 
produced through the deposition process.  

18. Tex. R. Civ. P. 205.3(a).  
19. Tex. R. Civ. P. 205.2.  
20. Tex. R. Civ. P. 205.3(a).  
21. Cf Tex. R. Civ. P. 205.3(b), 199.2(b).  
22. Tex. R. Civ. P. 205.3(b).
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The long-standing general rule is that a person responding to a discovery request 
bears the costs of production.23 Under the cost-shifting analysis for production of ESI 
from parties, the requesting party is only required to pay the reasonable expenses of 
any extraordinary measures required to produce the ESI.24 

The rule for nonparties is at the opposite end of the spectrum: the requesting 
party must reimburse all of the nonparty's reasonable costs of production. 25 Further
more, the party issuing the subpoena to the nonparty must also take reasonable steps to 
avoid imposing undue burden or expense on that nonparty.26 This rule significantly 
differs from federal rule 45, which applies the federal cost-shifting analysis to nonpar
ties, as well.  

5. Specificity of Notice 

Separate requirements for notices requesting production of ESI have developed 
through the case law. While these requirements have only been applied in the context 
of a party's production of ESI pursuant to a standard rule 196.4 request, rule 
199.2(b)(5) invokes both rule 196 and rule 205. Rule 205.3 requires the identification 
of the material to be produced "with reasonable particularity," while rule 196.4 
requires a party to "specifically request production" of ESI.27 

Even though the rule 196.4 specificity requirement is not directed toward non
party discovery, the reasons underlying the requirement-to ensure that requests for 
ESI are clearly understood and disputes avoided-would seem to apply equally to 
both parties and nonparties. 28 For those same reasons, the following analysis of the 
specificity of the notice requesting production of ESI from parties could also be 
applied to notice to nonparties.  

Both Texas 29 and the federal courts30 recognize that a requesting party should 
specifically request production of electronic information. 31 However, at the outset of 
litigation, the requesting party might not yet know enough about the responding 
party's computer system, retention procedures, or means of creating and storing infor
mation to fashion a sufficiently specific request.  

In Weekley Homes, the requesting party did not specifically request the produc
tion of "deleted emails" and could have made such a request without needing an intri

23. See Rowe Entertainment, Inc. v. William Morris Agency, Inc., 205 F.R.D. 421, 428-29 (S.D.N.Y.  
2002).  

24. Tex. R. Civ. P. 196.4.  
25. Tex. R. Civ. P. 205.3(f).  
26. Tex. R. Civ. P. 176.7.  
27. Tex. R. Civ. P. 205.3(b)(3), 196.4.  
28. See In re Weekley Homes, L.P, 295 S.W.3d 309, 314-15 (Tex. 2009) (orig. proceeding).  
29. Tex. R. Civ. P. 196.4 ("[T]he requesting party must specifically request production of electronic 

or magnetic data." (emphasis added)).  
30. Rowe, 205 F.R.D. at 429; Zubulake v. UBS Warburg LLC, 217 F.R.D. 309, 321 (S.D.N.Y 2003).  
31. Notice, however, that specificity is an explicit requirement under the Texas Rules of Civil Proce

dure, but merely a factor to be considered in the cost-shifting analysis on the federal level.
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cate knowledge of the responding party's computer system.32 Nevertheless, the court 
determined that the responding party "understood" that deleted e-mails were being 
requested and therefore "was not prejudiced by" the lack of specificity in the request. 33 

Thus, there was no abuse of discretion in ordering their production, despite rule 
196.4.34 

The court also limited the specificity requirement by stating that "knowledge as 
to the particular method or means of retrieving [ESI] is not necessary at the requesting 
state of discovery."3 However, the court strongly encouraged the requesting party to 
communicate with the responding party regarding the latter's electronic storage sys
tems and procedures, as well as potential methods of retrieval of ESI.3 6 

In sum, the specificity requirement is only violated if the responding party is 
prejudiced by the lack of specificity. However, requesting parties should always make 
their discovery requests as clear as possible with the knowledge they have. They need 
not understand the particularities of the responding party's computing system prior to 
making their request, but should communicate with them after the request is made to 
determine the feasibility of production of the ESI.  

B. Rule 202-Presuit Depositions 

Presuit depositions are used as a means of investigating a potential claim or suit 
or securing testimony for an anticipated suit.37 Because no suit is actually pending, 
any such discovery is technically from a nonparty. 38 

1. Petition to Take Deposition 

The person wishing to take a presuit deposition must petition a court for permis
sion to do so. The various requirements of this petition are outside the scope of this 
chapter but generally include an explanation of the potential or anticipated suit, as 
well as an identification of the potential parties and deponent, the substance of the tes
timony to be elicited, and the reasons for requesting that testimony. 39 The petition 
must be verified. 40 

32. Weekley Homes, 295 S.W.3d at 314.  
33. Weekley Homes, 295 S.W.3d at 314-15.  
34. Weekley Homes, 295 S.W.3d at 315.  
35. Weekley Homes, 295 S.W.3d at 314 (emphasis added).  
36. Weekley Homes, 295 S.W.3d at 314, 315 n.6.  
37. Tex. R. Civ. P. 202.1.  
38. See Tex. R. Civ. P. 202.5.  
39. Tex. R. Civ. P. 202.2.  
40. Tex. R. Civ. P. 202.2.
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2. Notice of Hearing on Petition 

Notice of the hearing on the petition for presuit discovery must be made on the 
deponent and the potential or anticipated party at least fifteen days before the date of 
the hearing. This time period may be modified by the court, as justice or necessity 
require. 41 

The notice must be served under rule 21a, the standard rule for service applica
ble to most filings. 42 Special provisions for service by publication are employed for 
presuit discovery, however.43 

3. Notice of Deposition 

The court's order permitting the presuit deposition must prescribe the method of 
the deposition and may set its time and date." If the order does not set the time and 
date for the deposition, the person authorized to conduct the presuit discovery may 
notice the deposition himself under either rule 199 or 200.45 The notice procedures 
established by those rules are described at length above and are applicable to the pre
suit deposition notice.  

4. Applicability of Rules for Nonparty Discovery 

A presuit deposition is "governed by the rules applicable to depositions of non

parties in a pending suit."46 As a result, the form of the presuit deposition notice, its 
contents, and the timing of its service all follow the rules described above. Rule 202 
does not contain any specific subpoena requirement, and the court order authorizing 
the deposition would seem to serve the same function. However, there would be little 
harm in reading rule 202.5 strictly and issuing a subpoena along with or after (as 
applicable) the rule 202.4 notice.  

C. Rule 204-Mental Examinations 

Though the discovery mechanism of mental examinations does not often directly 
involve ESI, the examination itself may incorporate testing that generates ESI. Com
puter-assisted psychological assessment and computer-based test interpretation pro
grams incorporate data and functions that are not usually apparent from the output of 

41. Tex. R. Civ. P. 202.3(d).  
42. Tex. R. Civ. P. 202.3(a), 21a.  
43. Cf Tex. R. Civ. P. 202.3(b), 109.  
44. Tex. R. Civ. P. 202.4(b).  
45. Tex. R. Civ. P. 202.4(b).  
46. Tex. R. Civ. P. 202.5.
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the program. These hidden data and functions are conceptually (and defmitionally) 
metadata, which is generally discoverable. 47 

Because the court's order must specify the manner, conditions and scope of the 
mental examination of a nonparty,48 if ESI will be generated during the mental exam
ination, the party requesting this discovery mechanism should ensure that provisions 
for the production of that ESI be included in that order. The nonparty may also access 
this ESI by means of a request under rule 204.2 for the examiner to report its findings, 
"including results of all tests made." 49 

D. Rule 196.7-Entry on Property for Examination 

As with the mental examination, this discovery mechanism does not often 
directly involve ESI. However, rule 196.7 permits entry onto property in order to 
"measure, survey, photograph, test, or sample the property." 50 Any of these five 
actions may involve the creation of ESI.  

The court's order must state the manner, conditions, and scope of the inspection 
and must specifically describe any desired means, manner, and procedure for testing 
or sampling.51 Therefore, the party requesting this discovery-mechanism should ensure 
that provisions for the production of any ESI that is created be included in that order.  

II. Federal Standards and Procedures 

Under the Federal Rules of Civil Procedure, a nonparty may be compelled to 
produce ESI or permit entry onto property for examination. 52 Both types of nonparty 
discovery are governed by rule 45. This rule underwent significant revision effective 
December 1, 2013; the new version is described in this section, with occasional refer
ence to its predecessor.  

A. Rule 45-Subpoena 

Unlike the Texas Rules of Civil Procedure, the Federal Rules of Civil Procedure 
specifically incorporate provisions pertinent to ESI into their subpoena rule. Rule 45 
governs the issuance of all subpoena, including those to nonparties.  

47. See In re Honza, 242 S.W.3d 578, 581 (Tex. App.-Waco 2008, orig. proceeding).  
48. Tex. R. Civ. P. 204.1.  
49. Tex. R. Civ. P. 204.2(a).  
50. Tex. R. Civ. P. 196.7(a).  
51. Tex. R. Civ. P. 196.7(b).  
52. Fed. R. Civ. P. 34(c).
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1. Form and Contents 

As with its Texas counterpart, rule 45 permits a discovery subpoena to issue 
along with or independently from a subpoena commanding attendance at a deposi
tion.53 The subpoena must specify the time and place at which the producing party 
must produce ESI and testify, if applicable. 54 If the subpoena requests ESI, it "may 
specify the form or forms in which electronically stored information is to be pro
duced." 55 

2. Issuance, Enforcement, and Protection 

One of the important changes made to rule 45 is the location of the court issuing 
the subpoena. Under the old version of the rule, the court that issued the subpoena was 

the court with territorial jurisdiction over the nonparty from whom discovery was 
sought, and the subpoena had to comply with the rules of form for that foreign court.  
In situations in which subpoenas for multiple nonparties in diverse jurisdictions were 
being issued, the requesting party could face a significant burden in drafting several 
different subpoenas for each of these nonparties.  

The new rule eliminates this potential problem by designating the court in which 
the suit is pending as the "issuing court."56 Enforcement of or protection from these 
subpoenas is ordered by the court for the district in which compliance is required-the 
"enforcement court"-under both old and new versions of the rule.57 

3. Production of ESI 

If the subpoena requires only the production of ESI without accompanying testi
mony, the nonparty must produce it at a location within one hundred miles of where 
he resides, is employed, or regularly transacts business in person. 58 When only pro
duction without a deposition is requested, the nonparty need not personally appear at 
that location to produce the ESI.59 

If the subpoena requires production along with a deposition, the deposition must 
be within that same one hundred mile radius or anywhere in the nonparty's state if the 
subpoena is for trial testimony and the nonparty would not incur substantial expense.6 0 

As explained above, the request for ESI "may" specify the form in which it is to 
be produced.6 1 If the subpoena does not,, the nonparty must produce the ESI in the 

53. Fed. R. Civ. P. 45(a)(1)(C).  
54. Fed. R. Civ. P. 45(a)(1)(A)(iii).  
55. Fed. R. Civ. P. 45(a)(1)(C).  
56. Fed. R. Civ. P. 45(a)(2).  
57. Fed. R. Civ. P. 45(d).  
58. Fed. R. Civ. P. 45(c)(2)(A).  
59. Fed. R. Civ. P. 45(d)(2)(A).  
60. Fed. R. Civ. P. 45(c)(1).
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form in which it is ordinarily maintained or in a reasonably usable form.6 2 Only one 
form of the ESI need be produced.63 

4. Costs of Production 

The Texas method for shifting the costs of producing ESI described above were 
derived from the federal method. Federal rule 45(e)(1)(D) is virtually identical to fed
eral rule 26(b)(2)(B) and governs the procedure for discovering ESI from a nonparty 
that is not reasonably accessible because of undue burden or cost. Both rules provide 
that the person responding to the request

need not provide discovery of electronically stored information from 
sources that the [person/party] identifies as not reasonably accessible 
because of undue burden or cost. On motion to compel discovery or for a 
protective order, the [person/party] from whom discovery is sought must 
show that the information is not reasonably accessible because of undue 
burden or cost. If that showing is made, the court may nonetheless order 
discovery from such sources if the requesting party shows good cause, con
sidering the limitations of Rule 26(b)(2)(C). The court may specify condi
tions for the discovery. 64 

This rule has been described as establishing a "two-tier approach" to discovery 
of ESI.65 A cost-benefit analysis is applied in the first instance with regard to whether 
the ESI should be discoverable. That analysis is applied in the second instance when 
the court considers how the cost of retrieval of discoverable information will be 
apportioned among the requesting and responding parties.  

Unlike the Texas rules for discovery from nonparties, the federal approach spe
cifically provides that the cost-shifting analysis applies to requests for production 
from both parties (rule 26) and nonparties (rule 45). Another important difference 
between the Texas rule and its federal counterpart is that in Texas, the cost of produc
ing ESI that is not reasonably accessible but still discoverable must be borne by the 
requesting party.  

While the Texas rule does not have an explicit requirement for showing "good 
cause" in order to obtain production of ESI that is not reasonably accessible, the Texas 
Supreme Court has derived a substantively identical standard from another rule of 
civil procedure. 66 

61. Fed. R. Civ. P. 45(a)(1)(C).  
62. Fed. R. Civ. P. 45(e)(1)(B).  
63. Fed. R. Civ. P. 45(e)(1)(C).  
64. Fed. R. Civ. P. 26(b)(2)(B), 45(e)(1)(B).  
65. These two tiers are: (1) the designation by the responding party that the ESI requested is "not rea

sonably accessible"; and (2) the hearing and showing required to resist discovery of ESI not reasonably 
accessible.  

66. Weekley Homes, 295 S.W.3d at 317; Tex. R. Civ. P.192.4(b).
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B. Rule27-Depositions to Perpetuate Testimony 

The federal analogue to Texas rule 202 governing presuit depositions is federal 
rule 27; on the federal level, this mechanism is referred to as a "deposition to perpetu
ate testimony." Again, because no suit is actually pending, any such discovery is tech
nically from a nonparty.  

1. Petition for Deposition to Perpetuate Testimony 

The person wishing to take a deposition to perpetuate testimony must petition a 
court for permission to do so. This petition must include an explanation of the subject 
matter of the suit and the reason it cannot presently be brought, as well as an identifi
cation of the adverse parties and deponent, the expected substance of the testimony to 
be elicited, and the reasons for perpetuating that testimony.67 

The petition must be verified and should be filed in the district court for the dis
trict in which any expected adverse party resides.68 

2. Notice of Hearing on Petition 

Notice of the hearing on the petition for presuit discovery must be made on the 
deponent and adverse parties at least twenty-one days before the date of the hearing. 69 

The notice must be served under rule 4, the standard rule for service applicable to 
most filings.70 The court may order service by publication under appropriate circum
stances, but must appoint an attorney to represent the potential party served by publi
cation, who may crossexamine the deponent. 71 

3. Applicability of Rules for Nonparty Discovery 

Though not as specifically prescribed as its Texas equivalent, the conduct of a 
deposition to perpetuate testimony is governed by rule 34, which in turn invoked rule 
45 for nonparties. 72 Thus, the form of the presuit deposition notice, its contents, and 
the timing of its service all follow the rules discussed above.  

67. Fed. R. Civ. P. 27(a)(1).  
68. Fed. R. Civ. P. 27(a)(1).  
69. Fed. R. Civ. P. 27(a)(2).  
70. Fed. R. Civ. P. 27(a)(2), (4).  
71. Fed. R. Civ. P. 27(a)(2), (4).  
72. Cf Fed. R. Civ. P. 27(a)(3), Tex. R. Civ. P. 202.5.
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C. Rule 45-Entry on Property for Inspection 

As with its Texas counterpart, this discovery mechanism does not often directly 
involve ESI. Rule 45 provides that a subpoena may command a nonparty to permit 
inspection of its property, 73 thereby allowing a nonparty to "measure, survey, photo
graph, test or sample" that property. 74 Any of these five actions may involve the cre
ation of ESI.  

The court's order must state the manner, conditions, and scope of the inspection 
and must specifically describe any desired means, manner, and procedure for testing 
or sampling. 75 Therefore, the party requesting this discovery mechanism should ensure 
that provisions for the production of any ESI that is created be included in that order.  

D. Rule 35-Physical and Mental Examinations 

Discovery requests for physical and mental examinations are governed by rule 
35. Unlike in the Texas rules, there is no specific provision in either rule 35 or rule 45 
permitting the court to order a nonparty to submit to such an examination.  

Ill. Conclusion 

Under both Texas and federal procedural rules, there are three primary means of 
acquiring ESI from nonparties: subpoenas, depositions taken before suit is filed, and 
tests conducted while present on real property. Texas recognizes a fourth category of 
nonparty discovery, with ESI produced during a physical or mental examination.  

The rules for employing each of these procedures are nuanced and differ in the 
state and federal schema, sometimes markedly. Furthermore, the applicability of other 
standards developed with respect to the discovery of ESI from the parties them
selves-such as cost-shifting-must also be considered when seeking nonparty dis
covery.  

73. Fed. R. Civ. P. 45(a)(1)(A)(iii).  
74. Fed. R. Civ. P. 34(a)(2).  
75. Tex. R. Civ. P. 196.7(b).

369



s 

a 

a 

a 

y 

e



CHAPTER 20

Introduction to Computer Forensics 

Craig Ball 

I. What Is Computer Forensics? 

A computer's operating system (for example, Windows, Mac, or Linux) and its 
installed software or applications generate and store much more information than 
users realize. Some of this unseen information is active data readily accessible to 
users, but sometimes requiring skilled interpretation to be of value. An example 
includes the "data about data" or metadata tracked by the operating system and appli
cations. For instance, Windows Explorer supports the display of geolocation data 
embedded within photos, but few users customize their folder view to reveal such 
information.  

Other active data reside in obscure locations or in encoded formats not readily 
accessible or comprehensible to users, but that is enlightening when.interpreted and 
correlated by forensic examiners or others with proper software and training. Log 
files, hidden system files, and information recorded in nontext formats are examples 
of encoded data that may reveal information about user behavior. To illustrate, in a 
data theft investigation, crucial evidence may reside within the system registry as 
time-stamped entries logging when USB storage devices were first and most recently 
attached to an employee's laptop 

Finally, there are vast regions of hard drives and other data storage devices that 
hold forensic artifacts in areas and forms that even the operating system can't access.  
These digital boneyards, called "unallocated clusters" and "slack space," contain 
much of what a user, application, or operating system discards over the life of a 
machine. Accessing and making sense of these vast, unstructured troves demands the 
specialized tools, techniques, and skills of a computer forensics examiner and may 
produce the most compelling evidence in a case, particularly in cases of suspected 
spoliation.  

Computer forensics is the expert acquisition, interpretation, and presentation of 
the data within these three categories (active, encoded, and forensic data), along with 
its juxtaposition against other available information (for example, credit card transac
tions, keycard access data, phone records, social networking, voice mail, e-mail, docu
ments, and text messaging).  

In litigation, computer forensics isn't limited to personal computers and servers 
but may extend to all manner of devices harboring electronically stored information
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(ESI). Certainly, external hard drives, thumb drives, and memory cards are routinely 
examined, and, increasingly, relevant information resides on phones, tablets, cameras, 
and even automobile navigation systems and air bag deployment modules. The scope 
of computer forensics-like the scope of a crime scene investigation-expands to 
mirror the available evidence and issues before the court.  

II. How Does Computer Forensics Differ from 
Electronic Discovery? 

Computer forensics is a nonroutine subcategory of e-discovery. In simplest 
terms, electronic discovery addresses the ESI accessible to litigants; computer foren
sics addresses the ESI accessible to forensic experts. However, the lines blur because 
e-discovery often requires litigants to grapple with forms of ESI-like backup tapes
deemed not reasonably accessible due to burden or cost, and computer forensic analy
sis often turns on information readily accessible to litigants, such as file modification 
dates.  

The principal differentiators are: (1) expertise (computer forensics requires a 
unique skill set), (2) issues (most cases can be resolved without resorting to computer 
forensics, though some will hinge on matters that can only be resolved by forensic 
analysis), and (3) proportionality (computer forensics injects issues of expense, delay, 
and intrusion). Additionally, electronic discovery tends to address evidence as discrete 
information items (documents, messages, databases), while computer forensics takes a 
more systemic or holistic view of ESI, studying information items as they relate to one 
another and in terms of what they reveal about what a user did or tried to do. And last, 
but not least, electronic discovery deals almost exclusively with existing ESI; com
puter forensics frequently focuses on what's gone, how and why it's gone, and how it 
might be restored.  

III. When to Turn to Computer Forensics 

Most cases require no forensic-level computer examination, so parties and courts 
should closely probe whether a request for access to an opponent's machines is 
grounded on a genuine need or is simply a fishing expedition. When the question is 
close, courts can balance need and burden by using a neutral examiner and a protec
tive protocol, as well as by assessing the cost of the examination against the party 
seeking same until the evidence supports reallocation of that cost.  

Certain disputes demand forensic analysis of relevant systems and media, and, in 
these cases, the parties or the court should act swiftly to support appropriate efforts to 
preserve relevant evidence. For example, claims of data theft may emerge when a key
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employee leaves to join or become a competitor, prompting a need to forensically 
examine the departing employee's current and former business machines, portable 
storage devices, and home machines. Such examinations inquire into the fact and 
method of data theft and the extent to which the stolen data has been used, shared, or 
disseminated.  

Cases involving credible allegations of destruction, alteration, or forgery of ESI 
also justify forensic analysis, as do matters alleging system intrusion or misuse, such 
as instances of employment discrimination or sexual harassment involving the use of 
electronic communications. Of course, electronic devices now figure prominently in 
the majority of crimes and domestic relations matters, too. It's the rare fraud or extra
marital liaison that doesn't leave behind a trail of electronic footprints in Web mail, 
texting, online bank records, and cellular telephones.  

IV. Balancing Need, Privilege, and Privacy 

AcbMpiMt&rfrensic examiner sees it all. The Internet has so broken down barri
ers between business and personal communications that workplace computers are rou
tinely peppered with personal, privileged, and confidential communications, even 
intimate and sexual content, and home computers normally contain some business 
content. Further, a hard drive is more like one's office than a file drawer. It may hold 
data about the full range of a user's daily activity, including private or confidential 
information. Trade secrets, customer data, e-mail flirtations, salary schedules, Internet 
searches for pornography and escort services, bank account numbers, online shopping, 
medical records, and passwords abound.  

So how does the justice system afford access to discoverable information with
soutdi rnabusenrrexploitation of the rest? With so much at stake, parties and the 
'courts must approach forensic examination cautiously. Access should hinge on 
demonstrated need and a showing of relevance, balanced against burden, cost, or 
harm. Direct access to storage media should be afforded an opponent only when, for 
example, it's been demonstrated that an opponent is untrustworthy, incapable of pre
serving and producing responsive information or that the party seeking access has 
some proprietary right with respect to the drive or its contents. Showing that a party 
lost or destroyed ESI is a common basis for access, as are situations like sexual harass
ment or data theft where the computer was instrumental to the alleged misconduct.  

In Texas, the process attendant to seeking forensic examination is described by 
the Texas Supreme Court in In re Weekley Homes, L.P, 295 S.W.3d 309 (Tex. 2009) 
(orig. proceeding), a dispute concerning a litigant's right to directly access an oppo
nent's storage media. The plaintiff wanted to run twenty-one search terms against the 
hard drives of four of defendant's employees in an effort to find deleted e-mails. The 
standards that emerged from the court's remand serve as a sensible guide to those 
seeking to compel an opponent to recover and produce deleted e-mail, to wit:
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1. Parties seeking production of deleted e-mails should specifically request 
them and specify a form of production.  

2. Responding parties must produce reasonably available information in the 
format sought. They must object if the information is not reasonably avail
able or if they oppose the requested format.  

3. Parties should try to resolve disputes without court intervention; but if they 
can't work it out, either side may seek a hearing at which the responding 
party bears the burden to prove that the information sought is not reason
ably available because of undue burden or cost.  

4. If the trial court determines the requested information is not reasonably 
available, the court may still order production if the requesting party 
demonstrates that it's feasible to recover deleted, relevant materials and the 
benefits of production outweigh the burden, for example, the responding 
party's production is inadequate absent recovery.  

5. Direct access to another party's storage devices is discouraged; but, if 
ordered, only a qualified expert should be afforded such access, subject to a 
reasonable search and production protocol protecting sensitive information 
and minimizing undue intrusion.  

6. The requesting party pays the reasonable expenses of any extraordinary 
steps required to retrieve and produce the information.  

See Weekley Homes, 295 S.W.3d at 322.  

In Weekley Homes, the supreme court further articulated a new duty: Early in the 
litigation, parties must share relevant information concerning electronic systems and 
storage methodologies to foster agreements regarding protocols and equip courts with 
the information needed to craft suitable discovery orders. Weekley Homes, 295 S.W.3d 
at 321. That's a familiar-though poorly realized-obligation in federal practice, but 
one largely absent from state court practice nationwide.  

Weekley Homes brings much needed discipline to the process of getting to the 
other side's drives, but scant guidance about what's required to demonstrate feasible 
recovery of deleted e-mail or what constitutes a proper protocol to protect privilege 
and privacy. Something that seems simple to counsel can enormously complicate 
forensic examination and recovery, at great cost. A sensible protocol balances what 
lawyers want against what forensic experts can deliver.  

The parties may agree that one side's computer forensics expert will operate 
under an agreed protocol to protect unwarranted disclosure of privileged and confi
dential information. Increasingly, federal courts appoint neutral forensic examiners to 
serve as rule 53 special masters for the purpose of performing the forensic examina
tion in camera. See Fed. R. Civ. P. 53. To address privilege concerns, the information 
developed by the neutral may first be tendered to counsel for the party proffering the 
devices, who then generates a privilege log and produces nonprivileged, responsive 
data.
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Whether an expert or court-appointed neutral conducts the examination, the 
order granting forensic examination of ESI should provide for handling of confiden
tial and privileged data and narrow the scope of examination by targeting specific 
objectives. The examiner needs clear direction in terms of relevant keywords and doc
uments, as well as pertinent events, topics, persons, and time intervals. A common 
mistake is for parties to agree upon a search protocol or secure an agreed order with
out consulting an expert to determine feasibility, complexity or cost. Generally, use of 
a qualified neutral examiner is more cost-effective and ensures that the court-ordered 
search protocol is respected.  

V. Who Performs Computer Forensics? 

Historically, experienced examiners tended to emerge from the ranks of law 
enforcement, but this is changing as a host of computer forensics training courses and 
college degree plans have appeared. Though the ranks of those offering computer 
forensics services are growing, there is spotty assessment or regulation of the profes
sion. Only a handful of respected certifications exist to test the training, experience, 
and integrity of forensic examiners. These include the certified computer examiner 
(CCE), certified forensic computer examiner (CFCE), and encase certified examiner 
(EnCE). Some states require computer forensic examiners to obtain private investiga
tor licenses but don't demand that applicants possess or demonstrate expertise in com
puter forensics.  

Computer experts without formal forensic training or experience may also offer 
their services as experts; but just as few doctors are qualified as coroners, few com
puter experts are qualified to undertake a competent digital forensics analysis. Pro
gramming skill has little practical correlation to skill in computer forensics.  

VI. Selecting a Neutral Examiner 

Ideally, the parties will agree on a qualified neutral. When they cannot, the court 
might

1. require each side to submit a list of proposed candidates, including their 
curriculum vitae and a listing of other matters in which the examiner candi
dates have served as court-appointed neutrals, then review the CVs for evi
dence of training, experience, credible professional certification, and other 
customary indicia of expertise (checking professional references is recom
mended, as CV embellishment is a great temptation in an unregulated envi
ronment); or
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2. seek recommendations from other judges before whom well-qualified 
examiners have appeared.  

VII. What Can Computer Forensics Do? 

Though the extent and reliability of information gleaned from a forensic exam
ination varies, here are some examples of the information an analysis may uncover.  

1. The manner and extent of a user's theft of proprietary data.  
2. The timing and extent of file deletion or antiforensic (for example, data 

wiping) activity.  
3. Whether and when a thumb drive or external hard drive was connected to a 

machine.  
4. Forgery or alteration of documents.  
5. Recovery of deleted ESI, file structures, and associated metadata.  
6. Internet usage, online activity, cloud storage access, and e-commerce trans

actions.  
7. Intrusion and unauthorized access to servers and networks.  
8. Social networking.  
9. Clock and calendar tampering.  
10. Photo manipulation.  
11. Minute-by-minute system usage.  

VIII. What Can't Computer Forensics Do? 

Notwithstanding urban legend and dramatic license, there are limits on what can 
be accomplished by computer forensic examination. To illustrate, an examiner gener
ally cannot

1. recover any information that has been completely overwritten-even just 
once-by new data; 

2. conclusively identify the hands on the keyboard if one person logs in as 
another; 

3. conduct a thorough forensic examination without access to the source hard 
drive or a forensically-sound image of the drive; 

4. recover data from a drive that has suffered severe physical damage and 
cannot spin; 

5. guarantee that a drive won't fail during the acquisition process; or 
6. rely on any software tool to autonomously complete the tasks attendant to a 

competent examination.
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IX. Supervision of Examination 

A party whose systems are being examined may demand to be present through
out the examination. This may make sense and be feasible while the contents of a 
computer are being acquired (duplicated); otherwise, it's an unwieldy, unnecessary, 
and profligate practice. Computer forensic examinations are commonly punctuated by 
the need to allow data to be processed or searched. Such efforts consume hours, even 
days, of machine time, but not examiner time. Examiners sleep, eat, and turn to other 
cases and projects until the process completes. However, if an examiner must be 
supervised during machine time operations, the examiner cannot jeopardize another 
client's expectation of confidentiality by turning to other matters. Thus, the meter runs 
all the time, without any commensurate benefit to either side except as may flow from 
the unwarranted inflation of discovery costs.  

One notable exception is the examination of machines believed to house child 
pornography. In that case, it's common for the government to insist that the examina
tion take place under constant supervision and refuse to allow other data to be pro
cessed in the examiner's lab.  

X. Forensic Acquisition and Preservation 

Parties and courts are wise to distinguish and apply different standards to 
requests for forensically-sound acquisition versus those seeking forensic examination.  
Forensic examination and analysis of an opponent's ESI tends to be both intrusive and 
costly, necessitating proof of compelling circumstances before allowing one side to 
directly access the contents of the other side's computers and storage devices. By con
trast, forensically duplicating and preserving the status quo of electronic evidence 
costs little and can generally be accomplished without significant inconvenience or 
intrusion upon privileged or confidential material. Accordingly, courts should freely 
allow forensic preservation on a bare showing of need.  

Forensically-sound acquisition of implicated media guards against spoliation 
engendered by continued usage of computers and by intentional deletion. It also pre
serves the ability to later conduct a forensic examination, if warranted.  

During the conduct of a forensically-sound acquisition

1. nothing on the evidence media is altered by the acquisition; 
2. everything on the evidence media is faithfully acquired; and 
3. the processes employed are authenticated to confirm success.  

These standards cannot be met in every situation-notably, in the logical acqui
sition of a live server or physical acquisition of a phone or tablet device-but parties 
deviating from a "change nothing" standard should disclose and justify that deviation.
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XI. Exemplar Acquisition Protocol 

An exemplar protocol for acquisition follows, adapted from the court's decision 
inXpel Technologies Corp. v. American Filter Film Distributors, No. SA-08-CV-0175 
XR, 2008 WL 744837, at *1 (W.D. Tex. Mar. 17, 2008): 

The motion is GRANTED and expedited forensic imaging shall take place 
as follows: 
A. The Forensic Examiner's costs shall be borne by the Plaintiff.  
B. Computer forensic analysis will be performed by [name and address 

of forensic examiner] (the "Forensic Examiner").  
C. The Forensic Examiner must agree in writing to be bound by the 

terms of this Order prior to the commencement of the work.  
D. Within two days of this Order or at such other time agreed to by the 

parties, defendants shall make its computer(s) and other electronic 
storage devices available to the Forensic Examiner to enable him or 
her to make forensically-sound images of those devices, as follows: 
i. Images of the computer(s) and any other electronic storage 

devices in Defendants' possession, custody, or control shall be 
made using hardware and software tools that create a forensi
cally sound, bit-for-bit, mirror image of the original hard drives 
(e.g., EnCase, FTK Imager, X-Ways Forensics or Linux dd). A 
bit-stream mirror image copy of the media item(s) will be cap
tured and will include all file slack and unallocated space.  

ii. The Forensic Examiner should photographically document the 
make, model, serial or service tag numbers, peripherals, dates of 
manufacture and condition of the systems and media acquired.  

iii. All images and copies of images shall be authenticated by cryp
tographic hash value comparison to the original media.  

iv. The forensic images shall be copied and retained by the Foren
sic Examiner in strictest confidence until such time the court or 
both parties request the destruction of the forensic image files.  

v. Without altering any data, the Forensic Examiner should, as fea
sible, determine and document any deviations of the systems' 
clock and calendar settings.  

E. The Forensic Examiner will use best efforts to avoid unnecessarily 
disrupting the normal activities or business operations of the defen
dants while inspecting, copying, and imaging the computers and stor
age devices.  

F. The Defendants and their officers, employees and agents shall refrain 
from deleting, relocating, defragmenting, overwriting data on the sub
ject computers or otherwise engaging in any form of activity calcu
lated to impair or defeat forensic acquisition or examination.
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XII. Forensic Examination 

There is no more a standard protocol applicable to every forensic examination 
than there is a standard set of deposition questions applicable to every matter or wit
ness. In either circumstance, a skilled examiner tailors the inquiry to the case, follows 
the evidence as it develops and remains flexible enough to adapt to unanticipated dis
coveries. Consequently, it is desirable for a court-ordered protocol to afford the exam
iner some discretion to adapt to the evidence and apply their expertise.  

Although the goals of forensic examination vary depending on the circumstances 
justifying the analysis, a common aim is recovery of deleted data.  

XIII. The Perils of "Undelete Everything" 

Be wary of an order directing the examiner to, in effect, "undelete all deleted 
material and produce it." Though it sounds clear, it creates unrealistic expectations 
and invites excessive cost. Here's why: 

A computer manages its hard drive in much the same way that a librarian man
ages a library. The files are the books, and their location is tracked by an index. But 
there are two key differentiators between libraries and computer file systems. Com
puters employ no Dewey decimal system, so electronic books can be on any shelf.  
Further, electronic books may be split into chapters, and those chapters stored in mul
tiple locations across the drive. This is called "fragmentation." Historically, libraries 
tracked books by noting their locations on index card in a card catalog. Computers 
similarly employ directories (called "file tables") to track files and fragmented seg
ments of files.  

When a user hits "Delete" in a Windows environment, nothing happens to the 
actual file targeted for deletion. Instead, a change is made to the master file table that 
keeps track of the file's location. Thus, akin to tearing up a card in the card catalogue, 
the file, like its literary counterpart, is still on the shelf, but now-without a locator in 
the file table-the deleted file is a needle in a haystack, buried amidst millions of other 
unallocated clusters.  

To recover the deleted file, a computer forensic examiner employs three princi
pal techniques: 

File Carving by Binary Signature. Because most files begin with a unique 
digital signature identifying the file type, examiners run software that scans each of 
the millions of unallocated clusters for particular signatures, hoping to find matches. If 
a matching file signature is found and the original size of the deleted file can be ascer
tained, the software copies or "carves" out the deleted file. If the size of the deleted 
file is unknown, the examiner designates how much data to carve out. The carved data 
is then assigned a new name and the process continues.
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Unfortunately, deleted files may be stored in pieces, as discussed above, so sim
ply carving out contiguous blocks of fragmented data grabs intervening data having 
no connection to the deleted file and fails to collect segments for which the directory 
pointers have been lost. Likewise, when the size of the deleted file isn't known, the 
size designated for carving may prove too small or large, leaving portions of the origi
nal file behind or grabbing unrelated data. Incomplete files and those commingled 
with unrelated data are generally corrupt and nonfunctional. Their evidentiary value is 
also compromised.  

File signature carving is frustrated when the first few bytes of a deleted file are 
overwritten by new data. Much of the deleted file may survive, but the data indicating 
what type of file it was, and thus enabling its recovery, is gone.  

File signature carving requires that each unallocated cluster be searched for each 
of the file types sought to be recovered. When a court directs that an examiner 
"recover all deleted files," that's an exercise that could take excessive effort, followed 
by countless hours spent examining corrupted files. Instead, the protocol should, as 
feasible, specify the particular file types of interest based on how the machine was 
used and the facts and issues in the case.  

File Carving by Remnant Directory Data. In some file systems, residual file 
directory information revealing the location of deleted files may be strewn across the 
drive. Forensic software scans the unallocated clusters in search of these lost directo
ries and uses this data to restore deleted files. Here again, reuse of clusters can corrupt 
the recovered data. A directive to "undelete everything" gives no guidance to the 
examiner respecting how to handle files where the metadata is known but the contents 
are suspect.  

Search by Keyword. Where it's known that a deleted file contained certain 
words or phrases, the remnant data may be found using keyword searching of the 
unallocated clusters and slack space. Keyword search is a laborious and notoriously 
inaccurate way to find deleted files, but its use is necessitated in most cases by the 
enormous volume of ESI. When keywords are not unique or less than about six letters 
long, many false positives ("noise hits") are encountered. Examiners must painstak
ingly look at each hit to assess relevance and then manually carve out responsive data.  
This process can take days or weeks for a single machine.  

XIV. Better Practice than "Undelete" Is "Try to Find" 

The better practice is to eschew broad directives to "undelete everything" in 
favor of targeted directives to use reasonable means to identify specified types of 
deleted files. To illustrate, a court might order, "Examiner should seek to recover any 
deleted Word, Excel, PowerPoint, and PDF files, as well as to locate potentially rele
vant deleted files or file fragments in any format containing the terms, 'explosion,' 
'ignition,' or 'hazard."
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XV. Eradication Challenges 

When confidential or proprietary data ends up where it doesn't belong, courts 
may order a computer forensic expert to eradicate it. Redaction of data from a hard 
drive is more challenging than most lawyers and judges appreciate. In fact, it's harder 
than some forensic examiners realize.  

Information requiring redaction routinely exists as many iterations, versions, and 
fragments within the active and/or the deleted areas of the hard drive. There's rarely 
just one copy of any file that must be found and destroyed. As discussed above, the 
target file may be fragmented (stored in segments separated by unrelated information).  
If fragmented files were deleted, the pointers to the fragments may be lost, complicat
ing the examiner's ability to gather all the pieces needing to be erased. Reduced to 
manual examination of thousands or even millions of clusters, the task quickly 
becomes infeasible.  

When framing an eradication protocol, the court should assess the lengths a 
party may go to in an effort to recover and use the data. In some cases, it may be suffi
cient to scour the drive well enough to forestall use by ordinary users. Irrevocably rel
egating accessible copies and drafts of the file to the digital trash heap may be 
sufficient here. In other circumstances, the sensitivity of the data or the sophistication 
and resources of the user may dictate the data be eradicated in a manner impervious to 
forensic recovery.  

There are three principal areas where data resides: allocated clusters (active 
data), unallocated clusters, and file slack space. Importantly, the last two are not 
needed by users for proper function of their machines, so selective eradication within 
these forensic areas is wasted effort (except insofar as it may be required to gather evi
dence of the misconduct or establish damages). Instead, a sufficient eradication proto
col may-require the examiner to first overwrite or double delete (deletion followed by 
emptying of the recycle bin) the contraband data and then to thoroughly overwrite the 
entire contents of unallocated clusters and slack space. Alternatively, the protocol may 
provide for the examiner to relocate only benign data to a new drive and destroy or 
sequester the drive holding the contraband data. Either method is reasonably effective 
in preventing the user from regaining access to the contraband data.  

Before any changes are made to the evidence drive to effect data eradication, the 
court should assess whether the contents of the drive with contraband data must first 
be preserved by forensic imaging for use as evidence in the case.  

XVI. Exemplar Examination Protocol 

Computer forensics examinations are often launched to resolve questions about 
the origins, integrity and authenticity of electronic documents. Following is a list of
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exemplar steps that might be taken in a forensic examination to assess the alleged 
authoring dates of particular Excel and Word documents and e-mail: 

1. Load the authenticated image into an analysis platform and examine the 
file structures for anomalies.  

2. Assess the integrity of the evidence by, for example, checking registry keys 
to investigate the possibility of drive swapping or fraudulent reimaging and 
looking at logs to evaluate BIOS date manipulation.  

3. Look at the various creation dates of key system folders to assess temporal 
consistency with the machine, operating system install, and events.  

4. Look for instances of applications that are employed to alter file metadata 
and seek to rule out their presence, now or in the past.  

5. Gather data about the versions and installation of the software applications 
used to author the documents in question and associated installed hardware 
for printing of same.  

6. Seek to refine the volume snapshot to, for example, identify relevant, 
deleted folders, applications, and files.  

7. Carve the unallocated clusters for documents related to Excel and Word, 
seeking alternate versions, drafts, temp files, or fragments.  

8. Look at the LNK files, temp directories, Registry MRUs and, as relevant, 
Windows prefetch area, to assess usage of the particular applications and 
files at issue.  

9. Look at the system metadata values for the subject documents and explore 
evidence, if any, of alteration of the associated file table entries.  

10. Run keyword searches against the contents of all clusters (including unallo
cated clusters and file slack) for characteristic names, contents of and mis
spellings in the source documents, then review the results.  

11. Sort the data chronologically for the relevant modified, accessed, and cre
ated (MAC) dates to assess the nature of activity proximate to the ostensi
ble authoring dates and claimed belated authoring dates.  

12. Run a network activity trace report against the index.dat files to determine 
if there has been research conducted at pertinent times concerning, for 
example, how to change dates, forge documents, and the like.  

13. Examine container files for relevant email and confirm temporal consis
tency.  

14. If Web mail, look at cache data. If not found, carve unallocated clusters in 
an effort to reconstruct same.  

Gather the probative results of the efforts detailed above, assess whether any
thing else is likely to shed light on the documents and, if not, share conclusions as to 
what transpired.
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XVII. Problematic Protocols 

Though the preceding is a simplified and focused examination protocol, it details 
activities clearly beyond the ken of most lawyers and judges. Not surprisingly, court
ordered examination protocols seen in reported cases are frequently forensic examina
tions in name only or simply gloss over the actions permitted to the examiner. To safe
guard against time- and money-wasting examinations, the court and counsel must 
become conversant about the technical issues presented in order to craft examination 
protocols that are feasible, cost-effective and will produce the desired results. See the 
appendix at the end of this chapter for a discussion of two decisions that exemplify the 
multitude of problems that can result from misguided examination protocols.  

XVIII. Crafting Better Forensic Examination Orders 

In framing a forensic examination order, it's helpful to set out he goals to be 
achieved and the risks to be averted. By using an aspirational statement to guide the 
overall effort instead of directing the details of the expert's forensic activities, the par
ties and the court reduces the risk of a costly, wasteful exercise. To illustrate, a court 
might order: "The computer forensic examiner should, as feasible, recover hidden and 
deleted information concerning missing e-mail from Smith's systems, but without 
revealing to any person other than Smith's counsel (1) any of Smith's personal confi
dential information or (2) the contents of privileged attorney-client communications." 

The court issued a clear, succinct order in Bro-Tech Corp. v. Thermax, Inc., No.  
05-CV-2330, 2008 WL 724627 (E.D. Pa. Mar. 17, 2008). Though it assumed some 
existing familiarity with the evidence (for example, referencing certain "Purolite doc
uments"), the examiner should have had no trouble understanding what was expected 
and conducting the examination within the confines of the order: 

(1) Within three (3) days of the date of this Order, Defendants' counsel 
shall produce to Plaintiffs' computer forensic expert forensically 
sound copies of the images of all electronic data storage devices in 
Michigan and India of which Huron Consulting Group ("Huron") 
made copies in May and June 2007. These forensically sound copies 
are to be marked "CONFIDENTIAL-DESIGNATED COUNSEL 
ONLY"; 

(2) Review of these forensically sound copies shall be limited to: 
(a) MD5 hash value searches for Purolite documents identified as 

such in this litigation; 
(b) File name searches for the Purolite documents; and 
(c) Searches for documents containing any term identified by Ste

phen C. Wolfe in his November 28, 2007 expert report;
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(3) All documents identified in these searches by Plaintiffs' computer 
forensic expert will be provided to Defendants' counsel in electronic 
format, who will review these documents for privilege; 

(4) Within seven (7) days of receiving these documents from Plaintiffs' 
computer forensic expert, Defendants' counsel will provide all such 
documents which are not privileged, and a privilege log for any with
held or redacted documents, to Plaintiffs' counsel. Plaintiffs' counsel 
shall not have access to any other documents on these images; 

(5) Each party shall bear its own costs[.] 

Bro-Tech, 2008 WL 724627, at *5.  

Of course, this order keeps a tight rein on the scope of examination by restricting 
the effort to hash value, filename, and keyword searches. Such limitations are appro
priate where the parties are seeking a small population of well-known documents, but 
would severely hamper a less-targeted effort.  

XIX. Hashing 

In the order just discussed, the court directed the use of MD5 hash value 
searches. Hashing is the use of mathematical algorithms to calculate a unique 
sequence of letters and numbers to serve as a fingerprint for digital data. These finger
print sequences are called "message digests" or, more commonly, "hash values." It's 
an invaluable tool in both computer forensics and electronic discovery, and one 
deployed by courts with growing frequency.  

The MD5 hash value of the plain text of Lincoln's Gettysburg Address is 
E7753A4E97B962B36F0B2A7C0D0DB8E8. Anyone, anywhere performing the 
same hash calculation on the same data will get the same unique value in a fraction of 
a second. But change "Four score and seven" to "Five score" and the hash becomes 
8A5EF7E9 1 86DCD9CF6 1 8343ECF7BDOOA. However subtle the alteration-an 
omitted period or extra space-the hash value changes markedly. The chance of an 
altered electronic document having the same MD5 hash-a "collision" in cryp
tographic parlance-is one in 340 trillion, trillion, trillion. That's four quadrillion 
times the number of stars in the observable universe! Though supercomputers have 
fabricated collisions, it's still a level of reliability far exceeding that of fingerprint and 
DNA evidence.  

The ability to fingerprint data enables forensic examiners to prove that their 
drive images are faithful to the source. Further, it allows the examiner to search for 
files without the necessity of examining their content. If the hash values of two files 
are identical, the files are identical. This file matching ability allows hashing to be 
used to deduplicate collections of electronic files before review, saving money and
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minimizing the potential for inconsistent decisions about privilege and responsiveness 
for identical files.  

These are the most important things for an attorney or judge to know about hash
ing: 

1. Electronically stored information of any type or size can be hashed.  
2. The algorithms used to hash data are not proprietary and thus cost nothing 

to use.  
3. No matter the size of the file that's hashed, its hash value is always a fixed 

length.  
4. The two most common hash algorithms are called MD5 and SHA-1.  
5. No one can reverse engineer a file's hash value to reveal anything about the 

file.  

A court may order the use of hash analysis to

1. demonstrate that data was properly preserved by matching hash values for 
the original and its duplicate; 

2. search data for files with hash values matching hash values of expropriated 
data alleged to be confidential proprietary; 

3. exclude from processing and production files with hash values matching 
known irrelevant files, like the Windows operating system files or generic 
parts of common software in a process termed "de-NISTing"; or 

4. employ hash values instead of Bates numbers to identify ESI produced in 
native formats.  

Hashing is often a pivotal tool employed to conclusively identify known contra
band images in prosecutions for child pornography.  

Although hashing is an invaluable and versatile technology, it has a few short
comings. Because the tiniest change in a file will alter that file's hash value, hashing is 
of little value in finding contraband data once it's been modified. Changing a file's 
name won't alter its hash value (because the name is generally not a part of the file), 
but even minimally changing its contents will render the file unrecognizable by its for
mer hash value. Another limitation to hashing is that, while a changed hash value 
proves a file has been altered, it doesn't reveal how, when, or where within a file 
changes occurred.  

XX. Frequently Asked Questions 

How do I preserve the status quo without requiring a party to stop using its 
systems? The ongoing use of a computer system erodes the effectiveness of a com
puter forensic examination and serves as an ongoing opportunity to delete or alter evi
dence. Where credible allegations suggest the need for forensic examination may 
arise, the best course is to immediately secure a forensically sound image of the

385



Essentials of E-Discovery

machine or device by a qualified technician and authenticated by hashing. Alterna
tively, the party in control of the machine may agree to replace the hard drive and 
sequester the original evidence drive so that it will not be altered or damaged.  
A party wants to have its technicians make "ghost" images of the drives. Are 
those forensically sound images? No, only tools and software specially suited to 
the task collect every cluster on a drive without altering the evidence. Other software, 
or the failure to employ write protection hardware devices, will make changes to the 
evidence and fail to collect data in all of the areas important to a thorough forensic 
examination. Even the right software and hardware in unskilled hands is no a guaran
tee of a forensically sound acquisition.  

The use of other imaging methods may be entirely sufficient to meet preserva
tion duties when issues requiring computer forensics issues aren't at stake.  
Do servers need to be preserved by forensically sound imaging, too? Though 
forensic examiners may differ on this issue, generally, forensically sound imaging of 
servers is unwarranted because the manner in which servers operate makes them poor 
candidates for examination of their unallocated clusters. This is an important distinc
tion because the consequences of shutting down a server to facilitate forensic acquisi
tion may have severe business interruption consequences for a party. For preservation 
in e-discovery, live acquisition of the server's active data areas is usually sufficient 
and typically doesn't require that the server be downed.  
What devices and media should be considered for examination? Though com
puter forensics is generally associated with servers, desktops and laptops, these are 
rarely the only candidates for examination. When they may hold potentially relevant 
ESI, forensic acquisition or examination could encompass external hard drives, thumb 
drives, tablet devices, smart phones, Web mail accounts, Cloud storage areas, media 
cards, entertainment devices with storage capabilities (for example, iPods and gaming 
consoles), optical media, external media (for example, floppy and ZIP disks), automo
bile air bag modules, incident data recorders ("black boxes"), GBS units, backup 
tapes, and any of a host of other digital storage devices and sources. Moreover, 
machines used at home, legacy machines sitting in closets or storage rooms and 
machines used by proxies like secretaries, assistants, and family members must be 
considered as candidates for examination.  
How intrusive is a computer forensic examination? A computer forensic exam
ination entails that the devices and media under scrutiny be acquired in a forensically 
sound manner. This process requires a user to surrender his computer(s) for several 
hours, but rarely longer than overnight. If a user poses no interim risk of wiping the 
drive or deleting files, acquisition can generally be scheduled so as not to unduly dis
rupt a user's activities.  

A properly conducted acquisition makes no changes to the user's data on the 
machine, so it can be expected to function exactly as before upon its return. No soft
ware, spyware, viruses, or any other applications or malware are installed.  

The intrusion attendant to forensic examination flows from the fact that such 
examination lays bare any and all current or prior usage of the machine, including for
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personal, confidential, and privileged communications; sexual misadventure; financial 
and medical recordkeeping; storage of proprietary business data; and other sensitive 
matters. Though it may be possible to avoid intruding on such data within the orderly 
realm of active data, once deleted, these relevant and irrelevant data cannot easily be 
segregated or avoided. Accordingly, it's important for the court to either impose strict 
limits on the use and disclosure of such information by the examiner or require that 
the examination be conducted by a neutral examiner obliged to protect the legitimate 
discovery and privacy concerns of both sides.  
What does it cost? Though the forensic preservation of a desktop or laptop machine 
tends to cost no more than a short deposition, the cost of a forensic examination can 
vary widely depending upon the nature and complexity of the media under examina
tion and the issues. Forensic examiners usually charge by the hour with rates ranging 
from approximately $200 to $500 per hour according to experience, training, reputa
tion, and locale. Costs of extensive or poorly targeted examinations can quickly run 
into five and even six figures. Nothing has a greater influence on the cost than the 
scope of the examination. Focused examinations communicated via clearly expressed 
protocols tend to keep costs down. Keyword searches should be carefully evaluated to 
determine if they are over- or under-inclusive. The examiner's progress should be fol
lowed closely and the protocol modified as needed. It's prudent to have the examiner 
report on progress and describe work yet to be done when either hourly or cost bench
marks are reached.
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Appendix 

Problematic Protocols: Two Recent Decisions 

A well-crafted protocol-one that employs the most efficient and cost-effective tools 
and methods for analyzing the particular type and quantity of ESI presented-is the 
key to a successful forensic examination. Two reported decisions exemplify the prob
lems that flow from inadequate examination protocols.  

Consider this protocol from Ferron v. Search Cactus, L.L. C., No. 2:06-CV-327, 2008 
WL 1902499, at *5 (S.D. Ohio Apr. 28, 2008): 

1. Within seven days of the date of this Opinion and Order, Plaintiff's 
forensic computer expert shall mirror image both of Plaintiff's com
puter systems' hard drives and Plaintiff shall preserve this mirror 
image.  

2. Plaintiff's forensic computer expert shall then remove only Plaintiff's 
confidential personal information from the mirror image of Plaintiff's 
computer systems' hard drives. Plaintiff's expert shall provide Defen
dants with the protocol he utilized to remove the confidential infor
mation.  

3. Plaintiff shall then provide Defendants' computer forensic expert 
access to his computer systems' hard drives.  

4. Defendants' forensic computer expert shall mirror image Plaintiff's 
computer systems' hard drives in approximately four to eight hours 
for each system. If the expert finds that this is not enough time, Plain
tiff is expected to be reasonable in allowing some additional time.  
Defendant is expected to be considerate with regard to scheduling 
times that are less intrusive to Plaintiff and his business.  

5. Defendants' expert shall review his findings in confidence with Plain
tiff prior to making any findings available to Defendants.  

6. Plaintiff shall identify for deletion any information that is irrelevant 
and create a specific privilege log of any relevant information for 
which he claims privilege. The computer forensic expert shall remove 
the information claimed as privileged and provide all other informa
tion to Defendants.  

7. Defendants' expert shall provide Plaintiff with the protocol he uti
lized to remove the privileged information.  

8. Forensic computer experts [names omitted] shall act as officers of this 
Court. Defendants shall be responsible for remunerating [Defendant's 
expert] and Plaintiff shall be responsible for remunerating [Plaintiff's 
expert].
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It's unclear whether the plan is for the plaintiff's expert to sterilize drive images before 
making the images available to the other side's examiner or whether the unsterilized 
source hard drives will be made available to the defendant's expert for imaging and 
examination. A literal reading supports the latter conclusion, but then what's the point 
of the plaintiff's sterilization effort? Moreover, the order ignores the Herculean chal
lenge faced in thoroughly cleansing a drive of particular confidential information in 
anticipation of forensic examination. If, for example, the plaintiff's e-mail included 
both confidential and discoverable messages, the examiner would be obliged to oblit
erate and reconstitute the plaintiff's e-mail container file. Additionally, the unallocated 
clusters typically carry tens or hundreds of gigabytes of commingled, undifferentiated 
data. Finally, the order offers no guidance as to what the examiners are allowed or 
expected to do, or whether the defendant's expert is limited in what he can share with 
defense counsel. The order appears detailed, but offers little practical guidance.  

Another case, Coburn v. PNII, Inc., No: 2:07-cv-00662-KJD-LRL, 2008 WL 879746 
(D. Nev. Mar. 28, 2008), exemplifies the difficulties attendant to programming a 
forensic examination in a court order. The court modeled its order on the protocol in 
Playboy Enterprises, Inc. v. Welles, 60 F. Supp. 2d 1050 (S.D. Cal. 1999). While there 
is much to commend the order in terms of addressing the choice of expert, privilege 
concerns, confidentiality, and convenience, the order is silent as to whether or how the 
forensic expert will recover information or analyze the data.  

1. The parties shall meet, confer and agree upon the designation of a 
computer expert who specializes in the field of electronic discovery 
to create a "mirror image" of the relevant hard drives. If the parties 
cannot agree on an expert, they shall submit suggested experts to the 
court by April 18, 2008. The court will then select and appoint a com
puter specialist. The services of the expert will be paid by defendants.  

2. The court appointed computer specialist will serve as an officer of the 
~ sourt. To the extent the computer specialist has direct or indirect 

a secnt- kacSeS$!orinfQrnation protected by the attorney-client privilege, such 
"disclosure" will not result in a waiver of the attorney-client privi
lege. Defendants herein, by requesting this discovery, are barred from 
asserting in this litigation that any such disclosure to the court desig
nated expert constitutes any waiver by Coburn of the attorney-client 
privilege. The computer specialist will sign a protective order stipu
lated to by the parties. Lastly, any communications between defen
dants and/or defendants' counsel and the computer specialist as to the 
payment of fees and costs pursuant to this order will be produced to 
Coburn's counsel.  

3. The parties shall agree on a day and time to access Coburn's com
puter. Defendants shall defer to Coburn's personal schedule in select
ing this date. Representatives of both parties shall be informed of the
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time and date, but only Coburn and her counsel may be present during 
the hard drive recovery.  

4. After the computer specialist makes a copy of Coburn's hard drives, 
the "mirror image" (which the court presumes will be on or trans
ferred to a disk(s)) will be given to Coburn's counsel. Coburn's coun
sel will print and review any recovered documents and produce to 
defendants those communications that are responsive to any earlier 
request for documents and relevant to the subject matter of this litiga
tion. Such discovery shall include, but not be limited to, information 
pertaining to defendants' contention that Coburn misappropriated 
their trade secrets. While no counterclaim for misappropriation of 
trade secrets has been made, such information is relevant to, and is 
reasonably calculated to lead to admissible evidence concerning, 
Coburn's alleged damages and emotional distress, and for impeach
ment purposes. All documents that are withheld on a claim of privi
lege will be recorded in a privilege log.  

5. Coburn's counsel will be the sole custodian of and shall retain this 
"mirror image" disk(s) and copies of all documents retrieved from the 
disk(s) throughout the course of this litigation. To the extent that doc
uments cannot be retrieved from Coburn's computer hard drives or 
the documents retrieved are less than the whole of data contained on 
the hard drives, Coburn's counsel shall submit a declaration to the 
court together with a written report signed by the designated expert 
explaining the limits of retrieval achieved.  

6. The "mirror image" copying of the hard drives, and the production of 
relevant documents, shall be completed by May 30, 2008.  

Coburn, 2008 WL 879746, at *2-3.  

Notably, all the expert does is duplicate the drive and hand it over to counsel for 
printing and review of any "recovered" documents; but the court's order doesn't 
authorize the expert to recover any documents, and presumably Coburn's counsel is 
ill-equipped to conduct a forensic examination or recover any hidden or deleted data 
without expert assistance. The forensic nature of the process is illusory because the 
examiner isn't instructed to do more than duplicate the hard drive. The party seeking 
forensic examination is in no way aided because the process isn't calculated to expose 
new evidence. Coburn already had access to the contents of her hard drive, and 
Coburn's counsel was already under an obligation to search same for responsive ESI.  
As phrased, it's an empty, expensive exercise.
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CHAPTER 21

Cross-Border Production Issues 

Christopher C. Costello, Sheryl A. Falk, 
and Benjamin J. Kimberley 

The advance of technology presents significant challenges to lawyers who must 
identify, preserve, and collect data for use in litigation. Data now migrates across tra
ditional national borders seamlessly-whether through globalization of industry or the 
increasing use of the cloud for data storage-while companies and individuals face 
laws, rules, and regulations that restrict the ability to obtain data from outside the 
United States. A common thread that connects each cross-border issue, particularly 
from the perspective of the United States, is that not every country shares the same 
values with respect to access to information during the discovery process. Indeed, 
most foreign countries disapprove of U.S. litigants' attempts to obtain information 
from entities located outside the United States for various reasons, including the per
ception that U.S. laws do not properly protect a data subject's privacy rights and the 
perceived risk of disclosure of a foreign country's state secrets. In contrast to the 
United States, many countries have laws and regulations that strictly define how and 
when data may be transferred outside its borders.  

Additionally, foreign laws and regulations pertaining to cross-border transfers 
are constantly in flux. While a wealth of rules exist, there is a general lack of clarity, 
and few have been tested in a manner that provides practical guidance. The trend of 
U.S. courts has been to order litigants to produce overseas data in the U.S. proceeding 
regardless of the risk associated with foreign law. At the same time, foreign countries 
have been increasingly more assertive in terms of protecting data and enforcing rules 
designed to limit cross-border transfers. For these reasons, cross-border data transfers 
present significant challenges to litigants responding to requests seeking the produc
tion of data from international sources.  

Faced with these hurdles, litigants should be aware of both the risks that await 
the unwary and the mechanisms by which a party can navigate these cross-border 
issues while still complying with U.S. discovery obligations. This chapter offers prac
tical advice on how best to address cross-border discovery and production issues to 
avoid facing a choice between Scylla and Charybdis. 1 Through a combination of edu

1. Scylla and Charybdis were mythical sea monsters noted by Homer in The Odyssey: one a six
headed monster on the shore, the other a whirlpool. In such cases, the company or individual faces unap
pealing and adverse choices, whichever path it chooses.
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cation and understanding, many of the problems discussed below can be avoided, or at 
least minimized.  

I. Initial Evaluation.  

The duty to preserve documents and information for purposes of U.S. litigations 
begins when the company or individual reasonably anticipates litigation. See, e.g., 
Zubulake v. UBS Warburg LLC, 220 F.R.D. 212, 216 (S.D.N.Y. 2003). See chapter 1 
of this book. In the context of third parties, the duty to respond begins once they have 
been served with a subpoena or other legal process as required by the local procedural 
rules. The sooner the company or individual becomes aware of potential cross-border 
production issues, the more quickly it can determine how best to respond and to what 
extent it must produce the requested data or take steps to protect itself from negative 
effects, both in the United States and abroad.  

A. Personal Jurisdiction 

The starting point of any discussion of cross-border discovery is whether the 
U.S. court has personal jurisdiction over the foreign litigant or individual in posses
sion of the desired documents and information. One of the main questions for jurisdic
tional purposes is whether the entity from whom the discovery is sought has sufficient 
contacts with the United States such that it can expect to be brought before the court 
on any number of matters (general jurisdiction) or whether the specific circumstances 
of the case or actions of the foreign entity allow the U.S. court to exercise authority 
over the foreign entity.2 Personal jurisdiction exists over an entity if it is a party to an 
existing lawsuit and does not object to personal jurisdiction or expressly subjects itself 
to the court's jurisdiction. If insufficient contacts exist, however, the court has no 
power over the party from whom the discovery is sought, and the question of produc
tion becomes moot.  

B. The Hague Convention vs. Federal (and State) 
Rules Governing Discovery 

If the forum court has personal jurisdiction over the foreign individual or entity, 
the court must then analyze whether it should allow discovery to proceed under the 
auspices of the Hague Convention on the Taking of Evidence Abroad in Civil or Con

2. Rule 4(k)(2) of the Federal Rules of Civil Procedure; Merial Ltd. v. Cipla Ltd., 681 F.3d 1283, 
1294-95 (Fed. Cir. 2012); United States v. Aluminum Co. ofAmerica, 148 F.2d 416 (2d Cir. 1945) (Hand, 
J.).

392



Cross-Border Production Issues

mercial Matters (Hague Convention) 3 or under the applicable state or federal rules of 
civil procedure. This is a fact-intensive inquiry that involves an analysis of interna
tional comity and sovereignty (e.g., the impact a decision to allow or limit discovery 
will have on the interests of all countries implicated by the discovery).  

Under either approach, the party from whom the discovery is requested must 
analyze whether the production of documents and information in the U.S.-based liti
gation will subject it to civil and criminal penalties in the foreign jurisdiction where 
the information resides. This often includes a complicated analysis of foreign statutes, 
regulations, and or other administrative requirements that the producing party must 
satisfy before taking action with regard to the data.  

1. The Hague Convention 

The Hague Convention provides a mechanism for transmitting letters of request 
from one signatory country to another, and for using the judicial authorities in the 
requested &oinfry to facilitate the taking of evidence in the other.4 Under the Hague 
Convention, the requesting party must r tm a fetro request from the court in 
which an action is pending. The letter of request must include specific information, 
such as the authority requesting assistance, the names and addresses of parties to the 
proceedings, the nature of the proceedings, and the evidence to be obtained or the 
judicial act required to be performed. Hague Convention, Art. 3. The letter of request 
is then transmitted to the central authority of the foreign country, which then executes 
the requested action to the.extent that it does not run afoul of the limitations placed on 
the foreign judiciary or prejudice the sovereignty or security of the foreign country.  
Hague Convention, Art. 12. The responding party has the right to resist it, including 
on the basis that there is an applicable privilege or duty to refuse to give evidence 
under either the law of the country where the discovery is being sought or the law of 
the country where the proceeding is being held. Hague Convention, Art. 11.  

Although the Hague Convention has the status of an international treaty and thus 
must be respected in litigation within the United States, the Supreme Court held in 
Societe Nationale Industrielle Aerospatiale v. United States District Court for the 
Southern District of Iowa, 482 U.S. 522, 539-40 (1987), that the existence of the 
Hague Convention "did not deprive the District Court of the jurisdiction it otherwise 
possessed to order a foreign national party before it to produce evidence physically 

3. Opened for signature March 18, 1970, 23 U.S.T. 2555, 847 U.N.T.S. 241. The United States is a 
signatory to the Hague Convention.  

4. Mutual legal assistance treaties (MLATs) are the most commonly used mechanism for cross
border transfers of data between governmental enforcement authorities regarding proceedings involving 
public or criminal law. MLATs grew out of comity-based system of letters rogatory. MLATs are agree
ments between two countries for the purpose of gathering and transferring information to assist in the 
enforcement of criminal laws. The United States has entered into such agreements with over sixty foreign 
nations. Although they represent a powerful discovery tool for enforcement authorities, MLATs do limit 
access to and the use of foreign evidence obtained pursuant to a U.S. proceeding.
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located within a signatory nation." The Supreme Court determined both that the 
Hague Convention and the Federal Rules of Civil Procedure are separate tools avail
able to the district court, and that there is no bright-line rule requiring the use of one 
over the other. However, the Supreme Court warned that lower courts supervising pre
trial proceedings "should exercise special vigilance to protect foreign litigants from 
the danger that unnecessary, or unduly burdensome, discovery may place them in a 
disadvantageous position.". Aerospatiale, 482 U.S. at 546. As such, the court cau
tioned that "[o]bjections to 'abusive' practices that foreign litigants advance should 
therefore receive the most careful consideration," and the "demands of comity in suits 
involving foreign states, either as parties or sovereigns" with an interest in the litiga
tion should be respected. Aerospatiale, 482 U.S. at 546.  

In determining whether to permit or limit discovery, the Supreme Court empha
sized that the district court should consider the following factors: (1) the importance to 
the litigation of the requested documents or information, (2) the degree of specificity 
of the request, (3) whether the information originated in the United States, (4) the 
availability of alternative means of securing the information, and (5) the extent to 
which the failure to comply with the request would harm the interests of the United 
States, and vice versa. Aerospatiale, 482 U.S. at 544 n.28.  

Both the United States Court of Appeals for the Fifth Circuit and Texas federal 
district courts have addressed the issues raised by Aerospatiale. In In re Anschuetz & 
Co., 838 F.2d 1362, 1363-64 (5th Cir. 1988)-a case involving third-party document 
requests served on a German company-the Fifth Circuit declined to adopt a pre
sumptive rule that the Hague Convention procedures should be used before a court 
can turn to the provisions of the Federal Rules of Civil Procedure. The Fifth Circuit, 
however, made it clear that district courts have "wide discretion [in deciding] between 
the two sets of discovery rules [Hague Convention and the FRCP]" and any determi
nation of whether the Hague Convention proceedings are appropriate should be made 
only "after 'scrutiny in each case of the particular facts, sovereign interests, and likeli
hood that resort to these procedures would prove effective." Anschuetz, 838 F.2d at 
1364 (quoting Aerospatiale, 482 U.S. at 546). The Fifth Circuit also noted that district 
courts should consider that many foreign countries do not subscribe to the open-ended 
views regarding pretrial discovery inherent in the U.S. system, and that the "purpose 
of the Hague Convention is to strike a compromise among different systems in order 
to facilitate the administration of justice without creating unnecessary friction among 
the foreign entities involved." Anschuetz, 838 F.2d at 1364.  

More recently, Texas federal courts have held that the requesting party should 
first attempt to use the Hague Convention proceedings before turning to discovery 
under the federal rules. For example, in Securities & Exchange Commission v. Stan
ford International Bank Ltd., 776 F. Supp. 2d 323, 326 (N.D. Tex. 2011), the Northern 
District of Texas, Dallas Division, found that discovery pursuant to the Hague Con
vention was "reasonable under the circumstances" and directed the court-appointed 
receiver of the estate of R. Allen Stanford to first seek to obtain discovery from 
Society Generale Private Banking (Suisse) S.A. (SG Suisse) under the Hague Conven-
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tion. Stanford International Bank, 776 F. Supp. 2d at 326. The receiver could request 
documents and information under the Federal Rules only if the attempt to use the 
Hague Convention procedures "prove[d] unfruitful." Stanford International Bank, 776 
F. Supp. 2d at 326.  

In reaching its conclusion, the court analyzed the receiver's initial discovery 
requests under the federal rules in light of the five factors noted by the Supreme Court 
in Aerospatiale, as well as two additional factors that other courts found to be import
ant: (1) the hardship of compliance on the party from whom discovery is sought, and 
(2) the good faith of the party resisting discovery under the Federal Rules. Stanford 
International Bank, 776 F. Supp. 2d at 330. After applying these factors, the court 
found that although "several factors weigh in the receiver's favor [application of the 
federal rules], the weightiest factors support SG Suisse [application of the Hague Con
vention procedures]." Stanford International Bank, 776 F. Supp. 2d at 330. The two 
factors that weighed in favor of applying the Hague Convention, at least in the first 
instance, were the argument that if SG Suisse were to comply with the discovery 
request outside the Hague Convention procedures, it would be subject to "criminal, 
civil, and administrative penalties." Stanford International Bank, 776 F. Supp. 2d at 
338.5 

In making this finding, the court noted that "[i]n examining the hardship on the 
party from whom compliance is sought, courts also look at likelihood that enforce
ment of the foreign law would be successful." Stanford International Bank, 776 F.  
Supp. 2d at 339 (quoting Minpeco, S.A., v. Conticommodity Services, Inc., 116 F.R.D.  
517, 526 (S.D.N.Y. 1987); Strauss v. Credit Lyonnais, S.A., 242 F.R.D. 199, 224 
(E.D.N.Y. 2007)). The also court noted that SG Suisse "present[ed] evidence suggest
ing that complying with the Receiver's discovery request would subject it to criminal, 
civil, and administrative penalties," and that SG Suisse's expert specifically pointed to 
three financial privacy statutes that provide for criminal liability: article 47 of the 
Swiss Banking Act, and articles 271 and 273 of the Swiss Penal Code. Stanford Inter
national Bank, 776 F. Supp. 2d at 338. Other Texas federal district courts have con
ducted similar analyses. See, e.g., Seoul Semiconductor Co. Ltd. v. Nichia Corp., 590 
F. Supp. 2d 832, 834-35 (E.D. Tex. 2008) (although the party "resisting discovery 
bears the burden of showing that the discovery is unwarranted," in cases where bur
densome discovery is requested from a French citizen, the burden should be on "the 
party requesting discovery" and requires a showing of both relevance and lack of 
hardship); Madden v. Wyeth, No. 03-cv-00167, 2006 WL 7284528, at *2 (N.D. Tex.  
Jan. 12, 2006) (the party seeking the application of the Hague Convention bears the 
burden of proof).6 

5. The existence of foreign laws regulating a litigant's ability to comply with discovery requests 
generally militates in favor of finding hardship. Stanford International Bank, 776 F. Supp. 2d at 338.  
However, not all foreign laws are treated equally. "The prospect that the foreign litigant would face crim
inal penalties rather than civil liability weighs in favor of the objecting party." Stanford International 
Bank, 776 F. Supp. 2d at 338 (quoting Strauss v. Credit Lyonnais, S.A., 242 F.R.D. 199, 225 (E.D.N.Y.  
2007).
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As this area of the law is still evolving, litigants should keep abreast of any new 
developments and should consider how the facts of their case fit within the framework 
established by Aerospatiale and its progeny.  

2. The Federal Rules' Approach to Cross-Border Discovery 

In addition to the procedures available under the Hague Convention, requesting 
parties can seek to obtain documents and information under the Federal Rules of Civil 
Procedure. For example, rule 26 allows a party to "obtain discovery regarding any 
nonprivileged matter that is relevant to any party's claim or defense-including the 
existence, description, nature, custody, condition, and location of any documents or 
things." Fed. R. Civ. P. 26(b)(1). The rule empowers courts to permit discovery of 
"any matter relevant to the subject matter involved in the action," including material 
that would not be admissible at trial "if the discovery appears reasonably calculated to 
lead to the discovery of admissible evidence." Fed. R. Civ. P. 26(b)(1). There is no ter
ritorial limitation built into the federal rules, and thus U.S. courts consistently hold 
that the rules apply to discovery from parties to the U.S. litigation, as well as to dis
covery sought from third parties, regardless of their country of origin. The broad 
scope of discovery in the United States stands in stark comparison to systems in civil
law countries, where the court is the fact finder and investigators and individuals only 
have to produce documents that would be admissible at trial.  

Despite the broad scope of the federal rules, rule 26(c) permits the court to issue 
orders limiting the scope of discovery in certain circumstances, including where such 
orders are necessary to protect from "annoyance, embarrassment, oppression, or 
undue burden or expense." See Fed. R. Civ. P. 26(c)(1). The court can, among other 
things (1) deny discovery into particular matters, (2) specify the terms for the disclo
sure, including time and place, (3) limit the scope of discovery into certain matters, 
either entirely or in part, and (4) require that a trade secret or other confidential 
research, development, or commercial information not be revealed or be revealed only 
in a specific way. Fed. R. Civ. P. 26(c)(1). 7 In addition, parties propounding discovery 
requests must certify under rule 26(g) that the request is nonfrivolous, consistent with 
existing law, not interposed for any improper purpose (such as harassment), and does 
not result in an unreasonable or undue burden. This rule was designed to curtail the 
overbroad requests that asked for "any and all" documents relating to topics that were 

6. The takeaway from Seoul Semiconductor may well be that parties seeking discovery from for
eign entities should make their requests as early in the proceeding as possible to allow the court to deter
mine whether it is appropriate to utilize the Hague Convention or federal rules at a time when it may not 
be clear that there are alternative sources of the same information.  

7. Rule 26(c)(1)(A)-(H) sets out the list of times and means through which the court can seek to 
limit discovery.
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defined as broadly as possible. Courts may impose sanctions when parties make the 
rule 26(g) certification improperly.8 

Companies or individuals facing requests seeking production of documents and 
information should determine whether to seek the protections of the Hague Conven
tion or those provided by rule 26, or both. In either event, as this area of the law is still 
evolving, litigants should continue to monitor how U.S. courts approach such deci
sions and shape their strategies accordingly.  

II. Laws and Regulations Governing Cross-Border 
Transfer of Information 

To assist the court in resolving discovery disputes involving foreign data, liti
gants should bring to the court's attention the existence of foreign laws and regula
tions that prohibit or limit their ability to disclose the requested information. Although 
these rules and regulations are not always easily categorized, they typically involve 
the following issues: (1) data privacy or data protection rules, (2) blocking statues, and 
(3) state secrets laws.  

A. Data Privacy Regulations 

A large number of countries outside the United States have implemented or are 
in the process of implementing data privacy regulations that prohibit the collection, 
use, and transfer of personal information across national borders unless certain 
requirements have been met (e.g., the individual whose data is at issue consents to 
such transfer, the company completing the transfer has put in place sufficient internal 
protections to guarantee the safety and security of the data, and the country to which 
the data is being transferred has adequate protections). Other exceptions typically 
apply when the personal data is needed to prosecute or defend claims or otherwise 
required to be disclosed by law or government action.  

The most well-known example of such a privacy regime is that established in the 
European Union (EU).9 Under the EU Data Protection Directive, Article 1(1), the EU 
member states agreed to "protect the fundamental rights and freedoms of natural per
sons, and in particular their right to privacy with respect to the processing of personal 
data." Although each of the member countries adopted national policies pursuant to 

8. See, e.g., Mancia v. Mayflower Textile Services Co., 253 F.R.D. 354 (D. Md. 2008) (containing 
an in-depth discussion of rule 26(g) and its application to discovery disputes).  

9. Regulation (EC) No. 45/2001 of the European Parliament (EU Data Protection Directive). On 
October 24, 1995, the European Parliament and the Council of the European Union adopted Directive 95/ 
46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals 
with regard to the processing of personal data and on the free movement of such data.
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the EU Data Protection Directive, each country enacted a separate data protection 
regime. This has led to certain country-specific differences, which require companies 
and their counsel to be aware of the differences and plan accordingly. Moreover, each 
country has its own data protection authority (DPA) tasked with ensuring compliance 
with the national programs. 10 In addition to the individual DPAs, the Article 29 Data 
Protection Working Party (Article 29 Working Party), comprising a representative of 
the DPA of each EU member country, a representative of the EU, and a representative 
of the European Commission, serves as the advisory body for the EU and publishes 
working papers, opinions, and other commentary on data privacy and data protection.  
Companies and practitioners should keep abreast of the Article 29 Working Party's 
pronouncements and activities as they are likely to influence the positions taken by the 
various DPAs.  

Although the specific requirements of each data protection regime differ, they 
generally all define personal information broadly. For example, the EU Data Protec
tion Directive defines personal information to include "any information relating to an 
identified or identifiable natural person ('data subject'); an identifiable person is one 
who can be identified, directly or indirectly, in particular by reference to an identifica
tion number or to one or more factors specific to his physical, physiological, mental, 
economic, cultural or social identity." EU Data Protection Directive, Article 2(a).  
Many countries, including the EU, take a two-tiered approach to personal data, sepa
rately defining a category of "sensitive" personal data that requires even greater pro
tections than those afforded to other types of personal data. The EU defines 
"sensitive" data as "personal data revealing racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade-union membership, and the processing of data 
concerning health or sex life." EU Data Protection Directive, Article 8. Additionally, 
China's Data Privacy Guidelines (Privacy Guidelines) define personal information as 
"computer data that may be processed by an information system, relevant to a certain 
natural person, and that may be used solely or along with other information to identify 
such natural person," and define "personal sensitive information" as information that 
would have an adverse impact on the subject if it is disclosed or altered.' 

Under the EU framework, personal data may be transferred within the EU if, 
among other things, the data is "necessary for the legitimate performance of tasks cov
ered by the competence of the recipient," and the recipient "shall process the personal 
data for the purposes for which they are transmitted." EU Data Protection Directive, 
Article 7(1), (3). Transfers outside the EU are to be made only if "an adequate level of 

10. For example, in France the Commission Nationale de l'informatique et des Libertds (the 
"CNiL") serves as the DPA, while in the United Kingdom it is the Information Commissioner's Office 
(the "ICO").  

11. http://baike.baidu.com/view/9995442.htm (Chinese language version). The official English 
version is not yet available. The Guidelines apply two categories to personal information: (1) personal 
sensitive information and (2) personal general information. Personal sensitive information is information 
that would have an adverse impact on the subject if it is disclosed or altered, with personal general infor
mation covering everything else.

398



Cross-Border Production Issues

protection is ensured in the country of the recipient . . . and the data are transferred 
solely to allow tasks covered by the competence of the controller to be carried out." 
EU Data Protection Directive, Article 9(1). In such circumstances, the adequacy of the 
level of protection afforded by the third country "shall be assessed in light of all of the 
circumstances surrounding a data transfer operation," with particular consideration 
given to "the nature of the data, the purpose and duration of the proposed processing 
operation or operations, the recipient third country. . . the rules of law, both general 
and sectoral, in force in the third country. . . and the professional rules and security 
measures which are complied with in that third country[.]" EU Data Protection Direc
tive, Article 9(2). Currently, U.S. laws do not meet the EU's privacyand data protec
tion standards.  

Similarly, when collecting data in China, a party should note that personal infor
mation (PI) may be collected only if the data subject is notified of the following: (1) 
purpose of collection; (2) means of collection; (3) scope of use of the PI; protective 
measures employed; (4) name, address, and contact information for the persons or 
entities collecting the data; (5) potential risks involved for the data subject; (6) chan
nels and processes for filing a complaint; and (7), when data needs to be transferred to 
another organization, (i) the purpose for such transmission, (ii) the specific PI trans
ferred and the scope of use, and (iii) the name, address and contact information of the 
recipient. The Guidelines also prohibit the overseas transfer of PI to an entity absent 
the data subject's consent, government consent, or other explicit legal or regulatory 
permission.12 There is no exception for intracompany transfers.  

B. Blocking Statutes 

In addition to data privacy regimes, certain regions and countries 13 impose 
restrictions through blocking statutes designed to prevent production of documents 
and information for use in U.S. litigations. Countries enact these statutes for a variety 
of reasons, most predominantly to protect the foreign country's sovereignty as well as 
its economic interests. Others were specifically enacted in response to cross-border 
interference by other states, namely the United States.14 Violations of these statutes 
can result in both civil and criminal penalties.  

The French blocking statute is typical.15 It imposes criminal penalties if certain 
categories of information are transmitted to the United States, such as documents 
relating to economic, commercial, industrial, financial, or technical matters, as well as 

12. Despite this requirement, the Privacy Guidelines do not provide any specific form for the 
required notifications or for obtaining consent from the data subject.  

13. These countries include, among others, France, Germany, Switzerland, China, and the Canadian 
Province of Quebec.  

14. See Quebec's Business Records Protection Act, 1950 R.S.O., ch. 54 (Can.).  
15. Section 1134 of the civil code, section 111-4 of the criminal code, 1 bis of the law no. 68-678, 

dated July 26, 1968, as amended.
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any communication that is capable of harming the sovereignty, security, or essential 
economic interests of France or contravening public policy, specified by the adminis
trative authorities as necessary. 16 Violators of the blocking statute can face up to six 
months in jail or a fine of¬18,000 (90,000 for legal entities), or both." 

Individuals or entities subject to such blocking statutes should raise their exis
tence and the potential impact on their ability to comply with U.S. discovery requests 
as early as possible in the U.S. proceeding in order to allow the court to determine 
whether to use the Hague Convention procedures or to issue a protective order. 18 Liti
gants should also memorialize their attempts to secure authorization from the relevant 
authorities, including any denials received, to demonstrate that they have been work
ing in good faith to resolve the conflict. This allows the party seeking to avoid the dis
covery to more persuasively argue that it is not simply interposing the existence of the 
blocking statute as a means to avoid producing damaging documents or information.  

C. Laws Concerning State Secrets and Sensitive 
Information 

In addition to blocking statutes, a number of countries have enacted laws pro
tecting against the disclosure of material that they deem important to national security 
interests, such as state secrets. For example, in China, the party from whom informa
tion is requested must consider whether responding to a request would violate the Law 
of the People's Republic of China on Guarding State Secrets (State Secrets Law), the 
Measures for Implementing the Law on the Protection of State Secrets of the People's 

16. Law no. 80-538 of July 16, 1980, Article 4.  
17. Law no. 80-538, Article 3. In December 2007, the French Cour de Cassation imposed a criminal 

fine under the French blocking statute against a French lawyer working with a U.S. firm who attempted to 
obtain information from a French mutual fund company for use in a pending U.S. Litigation. See In re 
Advocat "Christopher X," Cour de Cassation, Chambre Criminelle [Cass. Crim.], Paris, Dec. 12, 2007, 
Juris-Data no. 2007-332254. It remains unclear what effect the In re Christopher X decision will have on 
determinations of whether to require resort to the Hague Convention in the first instance when the 
requested party and information are located in France. See, e.g., Trueposition, Inc. v. LMEricsson Telel
phone Co., No. 11-4754, 2012 WL 707012, at *3-4 (E.D. Pa. Mar. 6, 2012) (finding existence of French 
blocking statute and potential criminal penalties did not require resort to Hague Convention when request 
was made only for jurisdictional discovery).  

18. The decision in In re Activision Blizzard, Inc. Stockholder Litigation, 86 A.3d 531 (Del. Ch.  
2014) underscores the need to be consistent in one's approach toward a blocking statute. In that case, the 
Delaware Chancery court found that the fact that one of the defendants had participated in a number of 
U.S. litigations as a plaintiff and never raised the French blocking statute "undercut its ability to invoke 
the Blocking Statute, now when the shoe is on the other foot." In re Activision Blizzard, 86 A.3d at 550.
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Republic of China (the Implementing Measures), China's State Security Law of the 
People's Republic of China (State Security Law), and the Criminal Law of the Peo
ple's Republic of China (Chinese Criminal Law) (collectively, the State Secrets 
Laws).19 What constitutes a state secret is broadly defined as matters that relate to the 
national security and interests as determined under statutory procedures and to which 
access is limited to a small number of persons for a given period of time. State Secrets 
Law, Article 2. The Chinese authorities, therefore, can exercise significant discretion 
to determine what constitutes a state secret. In addition, the Chinese authorities have 
the ability to retroactively classify material as being subject to state secrets protection.  
Due to the lack of clarity of Chinese law and the sanctions available to Chinese 
authorities to punish those that violate the law-including criminal sanctions as well 
as disbarment or suspension from operating in China-entities should seek counsel 
regarding whether responding to discovery requests might implicate these laws.  

III. Cross-Border Discovery Options 

To the extent a particular action requires cross-border discovery, there are a num
ber of options a producing party can consider to minimize any conflict between U.S.  
discovery obligations and any restrictions or protections imposed by the foreign coun
try.  

A. Cooperation 

Many discovery impasses-including disputes regarding the production of data 
located in foreign jurisdictions-can be resolved informally between the parties. A 
cooperative approach is regularly championed by The Sedona Conference and many 
U.S. courts. As noted in the Sedona Conference's International Principles on Discov
ery, Disclosure & Data Protection20 (International Discovery Principles): 

19. Law of the People's Republic of China on Guarding State Secrets, revised April 29, 2010 (unof
ficial translation), available at: www.hrichina.org/content/842; Measures for Implementing the Law on 
the Protection of State Secrets of the People's Republic of China (issued in 1990), the State Security Law 
of the People's Republic of China (effective February 22, 1993) (the "State Security Law"), the Criminal 
Law of the People's Republic of China (effective October 1, 1997) ("Chinese Criminal Law"), unofficial 
translations available at: www.hrichina.org/en.  

20. The Sedona Conference, The Sedona Conference International Principles on Discovery, Disclo
sure & Data Protection: Best Practices, Recommendations & Principles for Addressing the Preservation 
Discovery of Protected Data in US. Litigation, at iv (2011), available at https:// 
thesedonaconference.org/publication/The%20Sedona%20Conference%C2%AE%20International 
%20Principles%200n%20Discovery,%20Disclosure%20%2526%20Data%20Protection.
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(1) ... [C]ourts and parties should demonstrate due respect to Data 
Protection Laws of any foreign sovereign and the interests of any 
person who is subject to or benefits from such laws.  

(3) Preservation or discovery of Protected Data should be limited in 
scope to that which is relevant or necessary to support any party's 
claim or defense... . [and] 

(4) Where a conflict exists between Data Protection Laws and preser
vation, disclosure, or discovery obligations, a stipulation or court 
order should be employed to protect Protected Data and minimize 
the conflict.  

The earlier in the case litigants discuss these issues and approaches with each 
other and the court, if necessary, the more likely it is the litigants can find a mutually 
agreeable path forward that protects both sides from the pitfalls of foreign discovery 
while permitting them to vigorously litigate their positions.  

B. Protective Orders 

In situations in which the court determines that resort to the Hague Convention is 
unnecessary, a litigant can seek to limit cross-border discovery pursuant to the Federal 
Rules of Civil Procedure as a means of minimizing the risk of violating foreign laws 
while still complying with its U.S. discovery obligations. Rule 26(c) permits litigants 
to "move for a protective order" to protect them from "annoyance, embarrassment, 
oppression, or undue burden or expense." Fed. R. Civ. P. 26(c)(1). In its protective 
order, the court may prevent the disclosure of the requested material, limit the scope of 
the inquiry, or require that confidential material or trade secrets be treated in a manner 
that minimizes disclosure, or otherwise specify the terms of the discovery. See Fed. R.  
Civ. P. 26(c)(1)(A)-(H).  

The International Discovery Principles support the use of protective orders and 
other attempts to limit discovery. They advocate a three-stage approach for avoiding 
or minimizing the conflicts that may arise when discovery is sought from foreign 
jurisdictions. First, litigants should consider entering into a stipulated protective 
order21 to extend special protections to data covered by foreign restrictions. Second, 
litigants can and should consider a phased approach to discovery, which can be memo
rialized in a scheduling order issued by the U.S. court. Third, litigants should consider 
agreeing on a "legitimization plan" that seeks to "maximize compliance with the for
eign laws and U.S. discovery obligations." International Principles, at 3.  

21. Annexed as Appendix A to the International Principles is an exemplar of a Stipulated Protective 
Order Re: Protected Data that can be modified according to the needs of the particular situation.
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An appropriate protective order concerning the transfer of foreign data to the 
U.S. might obviate many of the foreign jurisdiction's objections or reservations. Yet, 
litigants need to recognize that even a comprehensive protective order issued by a 
U.S. court might not resolve all conflicts with foreign laws and regulations. The ear
lier the parties discuss the need for such an order, the more likely it is that they will be 
able to resolve their differences and be able to educate the court on the need for such 
an order.  

C. Consent 

Consent of the data subject to the use of his or her personal data is a cornerstone 
of foreign data privacy and protection regimes. Under those systems, consent typically 
should be obtained after providing appropriate notice and before processing begins. 22 

The individual collecting the data must disclose the purpose for which the data is 
being collected, the fact that the data subject may withhold his or her consent, the con
sequences if consent is withheld, and the other entities thatwill have access to the per
sonal data in the third country. The EU Data Protection Directive defines the data 
subject's consent as "any freely given, specific and informed indication of his wishes 
by which the data subject signifies his agreement to personal data relating to him 
being processed." 23 Consent is valid only if the data subject can exercise a real choice 
and there is no risk of deception, coercion, or negative consequences if the data sub
ject withholds his consent.24 

Generally, for consent to considered effective it must be (1) informed (the person 
or company consenting must be provided with sufficient information to consider 
whether they wish the processing to go ahead); (2) specific (the consent must relate to 
specific data processing activities); (3) overtly signified by the data subject (the data 
subject must take positive action to show its consent, silence will not generally suffice, 
and written consent of some kind is preferred); 2 5 and (4) given freely (it may not be 
obtained by virtue of duress).26 

22. To the extent the nature of the processing changes later, consent should be obtained for the addi
tional processing of personal data.  

23. Rob Sumroy, Getting the Right Consent on Data Capture (2006), available at 
www.slaughterandmay.com/media/39155/marketing%20part%202.pdf; see also EU Data Protection 
Directive, Article 2(h).  

24. Article 29 Data Protection Working Party, Opinion 15/2011, adopted July 13, 2011, at 12.  
25. Francoise Gilbert, 1 Global Privacy and Security Law chs. 28, 29, 37 (2013) (discussing France, 

Germany, and Italy); Council Directive 95/46, art. 8, 1995 O.J. (L 281) 31, 50 (EC).  
26. Seth Berman, Cross-Border Challenges for eDiscovery, 11 Bus. L. Int'l 123 (2010) (discussing 

the debate in Europe concerning whether employees can ever "freely" give consent to their employers).
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These factors are not simply window dressing. The Article 29 Working Party 
explains that for consent to be "informed" it must be based on "an appreciation and 
understanding of the facts and clear implications of an action." 27 This requires that the 
individual be given "accurate and full information of all issues," including, among 
others, the nature of the data being processed, the reason for the processing, the recip
ients of the data, and an explanation of the data subject's rights (such as the right to 
withhold consent). 28 In addition, for the consent to be valid, it must also be specific (it 
should refer clearly and precisely to the scope and consequences of the data process
ing being contemplated). Blanket consents that do not address the specific purpose for 
which the data is being processed may not be enough to shield the data transfer from 
scrutiny.29 Moreover, as consent must be freely given, the data subject must be able to 
withhold consent. This requirement presents significant challenges in the employment 
context, wherein an employee may have only an illusory choice to withhold consent.  
The Article 29 Working Party has consistently taken the position that "where consent 
is required from a worker, and there is a real or potential relevant prejudice that arises 
from not consenting," any consent obtained from the employee is not "freely given."3 0 

Any decision to obtain consent in the employment context depends on the particular 
needs of a given matter, but companies should consider the challenges and limitations 
of such consent and may wish to consult counsel to ensure that they have done every
thing necessary to comply with the applicable laws and regulations.3 1 

Adding to the general uncertainty surrounding the use of consent is the fact that 
countries have different regimes addressing when and how consent can be obtained 
from individuals who lack full legal capacity. For example, with respect to children, 
there is no single framework within which to operate. Applicable local laws and regu
lations may require obtaining consent from both the child and the child's representa
tive or parent, or only the child if he has reached a certain age. The Article 29 Working 
Party has noted that the "lack of general rules on [child consent] leads to a fragmented 
approach" and "legal uncertainty, particularly, as far as the way children's consent is 
obtained." 32 

There are, in principle, no limits as to the form of consent. For example, in the 
EU, the Article 29 Working Party states that "[c]onsent should include any indication 
of a wish, by which the data subject signifies his agreement." 33 In addition to "written 
consent," such as a signature on a piece of paper, the Article 29 Working Party empha
sizes that consent can include, among other things, "oral statements to signify agree

27. Opinion 15/2011, at 19.  
28. Opinion 15/2011, at 19.  
29. Opinion 15/2011, at 19.  
30. Article 29 Data Protection Working Party, Opinion 8/2001 on the processing of data in the 

employment context, adopted September 13, 2001, at 23.  
31. Obtaining employee consent can be a time-consuming process, so litigants should make sure to 

consider whether this option is preferable at the earliest possible stage.  
32. Opinion 15/2011, at 28.  
33. Opinion 15/2011, at 11.
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ment," or "behaviour from which consent can reasonably be concluded," such as 
dropping a business card in a bowl or submitting information to a company or organi
zation as part of a request for information. 34 Those seeking to use consent as an excep
tion to data privacy regimes are encouraged to seek legal counsel to ensure that it 
adequately addresses all pertinent issues.  

D. Binding Corporate Rules 

In an effort to reduce the need to obtain consent for every data transfer between 
or among corporate units, affiliates, or third parties acting on the company's behalf, 
the Article 29 Working Party developed a procedure whereby a company can adopt a 
set of binding corporate rules (BCRs) to ensure that an intra-organizational personal 
data transfer complies with the EU Data Protection Regime. 35 BCRs are a series of 
policies, codes, procedures, and rules that a company adopts to govern the movement 
of data between and among its subsidiaries. Broadly, BCRs must (1) be binding on all 
entities of the company, (2) provide for policies and procedures that ensure their effec
tiveness, (3) include a duty to cooperate with the relevant DPAs, (4) describe the geo
graphic and material scope of the transfers covered by BCRs, (5) provide a description 
of the mechanisms for recording and approving changes to BCRs, and (6) explain how 
the entity plans to observe the EU's data protection regime. 36 

The development and implementation of BCRs, however, can be an intrusive 
and expensive process, in many cases requiring fundamental changes to the entity's 
data handling processes. For this reason, fewer than fifty companies currently use 
BCRs. 37 Those that do are typically large multinational corporations with locations in 
a variety of foreign jurisdictions that need a way to address the daily operational reali
ties of multinational communication and administration.  

34. Opinion 15/2011, at 11.  
35. Representatives of the Article 29 Working Party and representatives of Asia-Pacific Economic 

Cooperation currently are exploring whether to allow companies that have EU-focused BCRs to be able 
to transfer data from APEC countries to the EU. News Release, APEC E-Commerce Steering Group, 
"Promoting cooperation on data transfer systems between Europe and the Asia-Pacific" (Mar. 6, 2013), 
www.apec.org/Press/News-Releases/2013/0306_data.aspx.  

36. A number of Working Party (WP) papers provide specific guidance regarding the necessary ele
ments and principles to be included in BCRs or implemented in conjunction with them. See Article 29 
Working Party, WP 74 (discussing primary requirements); see also Article 29 Working Party, WP 153, 
adopted June 24, 2008 (discussing additional elements and principles to be found in BCRs); WP 154, 
adopted June 24, 2008 (providing a framework for the structure of BCRs).  

37. See European Commission, List of companies for which the EU BCR cooperation procedure is 
closed, http://ec.europa.eu/justice/data-protection/document/international-transfers/binding
corporate-rules/bcr_cooperation/index_en.htm.
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The approval process generally involves four steps: (1) designating the lead 
DPA, (2) submitting a proposed set of BCRs that fulfill the requirements adopted by 
the Article 29 Working Party,38 (3) circulating the proposed BCRs to the other DPAs in 
the EU for comments, and (4) after receiving these comments and revising the BCRs 
accordingly, submitting the final set of BCRs for approval. 39 A company seeking 
approval of BCRs should take steps to ensure that its data processing is in compliance 
with applicable data protection directives and local rules and regulations prior to seek
ing approval of the BCRs.  

E. Model Contract Clauses 

As an alternative to the more arduous process of creating and obtaining approval 
for BCRs, companies seeking to transfer personal information from EU countries can 
use standardized or model contract clauses that ensure an adequate level of protection 
for data transfers outside the EU.40 The EU approved these model contract clauses for 
use in the following circumstances: (1) where the transfer is from a data controller 
located in the EU to a data controller located outside the EU41 and (2) where the trans
fer is from a data controller located within the EU to a data processor located outside 
the EU.42 Copies of the approved model contract clauses are annexed as exhibits to the 
Commission decisions and are included as Appendixes A and B to this chapter.  

The use of these model contract clauses obviates the need to make an indepen
dent assessment of the adequacy of the protection afforded the rights of each data sub
ject in connection with a particular transfer. If an individual or entity wishes to use the 
standard model contracts, the contracts cannot be changed in any way, other than to 
add another party. The model contract clauses, however, may be incorporated into 
other contracts or agreements, and additional provisions may be added provided they 
do not alter the effect of the model clauses. In addition, although parties are free to 
amendthe model contract clauses, doing so removes the presumption of adequate pro
tection. Parties that amend the clauses should be prepared to demonstrate that the 

38. See Article 29 Working Party, WP 195, adopted June 6, 2012 (providing a standard application 
form and discussing elements and principles to be found in the Binding Corporate Rules for Data 
Processors), available at http://ec.europa.eu/justice/data-protection/article-29/documentation/ 
opinion-recommendation/files/2012/wp195_en.pdf. See also WP 133.  

39. In some EU countries, BCRs do not inherently authorize all data transfers, and certain transfers 
many still require formal notification to the DPA and, in some cases, further approval. As long as the rel
evant country from which the data originates accepted the company's BCRs, that country's DPA gener
ally grants any later transfer notifications without further issue.  

40. The EU has adopted model contract clauses governing the transfer of personal data outside its 
borders. See Article 26(2) of Directive 95/46/EC of the European Parliament and Council.  

41. Commission Decision 2004/915/EC, Dec. 27, 2004 (alternative set of standard contractual 
clauses); Commission Decision 2001/497/EC, June 15, 2001 (original set of standard contractual 
clauses).  

42. Commission Decision 2010/87/EU, Feb. 5, 2010.
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amended provisions provide adequate safeguards. 43 To avoid disputes regarding these 
safeguards, parties should consider submitting their proposed language to the relevant 
DPA for approval before using the clauses in their contracts.  

F. Safe Harbor 

In addition to protective orders, consent, BCRs, and model contract clauses, the 
United States and the EU jointly created an additional mechanism to facilitate individ
ual companies' transfer of personal information from the EU to the United States: 
U.S.-EU Safe Harbor Framework.44 U.S. companies choosing to participate in the 
program must comply with personal data protection principles, including, among oth
ers, (1) notice of what entity is collecting personal data, why it is being collected, and 
what use will be made of the data; (2) the fact that the data subject has the right to 
choose not have his or her personal information disclosed or used for a purpose differ
ent from the purpose for which it was originally collected; (3) the fact that data sub
jects must be given access to their personal data and have the ability to correct it; (4) 
the taking of reasonable precautions to protect against loss, misuse, and unauthorized 
access; and (5) the creation of independent mechanisms to investigate complaints and 
resolve them.45 In essence, the program allows U.S. data processors to receive per
sonal information from EU countries as long as the U.S. data processors agree to 
accept restrictions requiring them to treat the data as if still physically located in the 
EU and subject to the EU Data Protection regulations.  

43. See United Kingdom Information Commissioner's Office, Model Contract Clauses-Interna
tional transfer of personal data from the, available at www.ico.org.uk/~/media/documents/library/ 
Data_Protection/Detailedspecialistguides/model_contract_clauses_international_transfers_of_ 
personaldata.pdf.  

44. Additional information about the U.S.-EU Safe Harbor Framework is available at the U.S.  
Department of Commerce, U.S.-EU Safe Harbor Overview, http://export.gov/safeharbor/eu/egmain 
_018476.asp. A similar program exists between the United States and Switzerland. In light of the revela
tions of U.S intelligence-gathering activities, there was some concern that the EU might choose to discon
tinue its participation in the Safe Harbor program. The European Commission undertook an assessment 
of the Safe Harbor program and issued a report on November 27, 2103, entitled "Communication from 
the Commission to the European Parliament and the Council: Rebuilding Trust in EU-US Data Flows," 
available at http://ec.europa.eu/justice/data-protection/files/com_2013_846_en.pdf. The report noted 
that "[a] robust Safe Harbour scheme is in the interests of EU and US citizens and companies," and it pro
posed a number of improvements designed to strengthen the Safe Harbor program. See Rebuilding Trust 
in EU-US Data Flows, at 10. It appears that the United States and the EU are likely to agree on the form 
that most, if not all, of these improvements will take. Companies and lawyers practicing in the area 
should continue to monitor the situation for any changes.  

45. See U.S.-EU Safe Harbor Overview.
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Organizations can qualify for Safe Harbor following two primary methods. An 
organization can either join a self-regulatory privacy program that adheres to the safe 
harbor principles (the typical method) or develop its own self-regulatory privacy pol
icy that complies with these principles. 46 To be assured of Safe Harbor benefits, the 
organization must self-certify annually to the Department of Commerce in writing that 
it agrees to adhere to the U.S.-EU Safe Harbor Framework's requirements, which 
include elements such as notice, choice, access, and enforcement.4 7 It must also state 
in its published privacy policy statement that it adheres to the Safe Harbor Privacy 
Principles. 48 If an organization fails to comply with the program, it can be held liable 
under U.S. federal or state laws prohibiting unfair and deceptive acts, as well as for 
making false statements to the government. 49 If an organization persistently fails to 
comply-where an entity fails to implement or follow safe harbor requirements to the 
point it can no longer comply with the safe harbor framework or where it refuses to 
comply with a final determination by a regulatory body-it.can be barred from partic
ipation in the safe harbor program.5 0 

G. In-Country Review 

The production of documents for use in U.S. litigation involves a number of dif
ferent stages, including preservation, identification, collection, filtering and culling, 
analytics, and, ultimately, review of such documents for responsiveness, and privilege.  
To meet the specific requirements of a given jurisdiction, litigants should consider 
whether some or all of these stages should be conducted in the jurisdiction where the 
data resides. For instance, where there is a concern that the information sought might 
implicate privacy or state secrets considerations sufficient to prevent or limit produc
tion to the United States, litigants should analyze whether it is preferable to have local 
reviewers conduct the document review within the foreign jurisdiction in a manner 
that minimizes the risk of violating the applicable foreign regulations.  

Even if a litigant decides to conduct a review outside the country of origin, an 
initial in-country review may alleviate certain cross-border transfer risks by identify
ing the types of information likely to be subject to further scrutiny under foreign laws.  
Law firms and companies alike should consider the need for local counsel to ensure 
that collection, processing, and review efforts comport with the applicable regulations 

46. See U.S.-EU Safe Harbor Overview.  
47. See U.S.-EU Safe Harbor Overview.  
48. See U.S.-EU Safe Harbor Overview.  
49. See U.S.-EU Safe Harbor Overview. For instance, the Federal Trade Commission has the power 

to rectify such misrepresentations by seeking administrative orders and civil penalties of up to $16,000 
per day for violations. In these cases, the organization must also promptly notify the Department of Com
merce of its repeated failures. An entity's failure to uphold the safe harbor requirements while simultane
ously publicizing its compliance may be criminally liable under the False Statements Act (18 U.S.C.  

1001).  
50. See U.S.-EU Safe Harbor Overview.
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of the foreign jurisdiction. In addition, finding strategic partners, whether third-party 
vendors, international law firms, or local law firms, to assist with navigating these 
considerations is an important part of any plan to conduct cross-border discovery.  

IV. Other Considerations 

A. Cloud Computing 

The increasing mobility of cloud service providers presents a particularly chal
lenging issue within the context of cross-border data transfers. Generally, cloud com
puting consists of a set of technologies that provide for Internet-based use and 
delivery of IT applications, processing capability, storage, and memory space. In con
trast to situations in which the entity producing documents hosts the document on its 
own systems and behind its own firewall, companies using the cloud generally do not 
maintain their own data on the company's conventional IT systems. The company, 
instead, accesses the data remotely through Web-based applications. Although theo
retically freed from a specific physical location, the information is not freed from 
cross-border transfer issues. For instance, even though data might reside in the cloud, 
a cloud provider might, as a practical or legal matter, store that data within a number 
of foreign countries. In such cases, the laws of those foreign countries may govern the 
processing of the data within their legal boundaries, even though the cloud is bound
less. Depending on how and where an entity stores its data, it should consider whether 
its storage methodology complies with any applicable data protection and privacy 
regimes.  

B. International Privilege Issues 

Like most common-law countries, the United States recognizes the existence of 
the attorney-client privilege Jheprivilege generally applies when a communication is 

working as in-house counsel for a company or at 
an outside Trm-seeking or conveying legal advice. Under the U.S. system, no dis
tinction is made between the in-house lawyer and outside counsel, as long as the com
munication is made for purposes of obtaining legal advice. In addition, the United 
States recognizes the work-product doctrine, which affords protection to documents 
prepared in connection with litigation, including documents prepared by nonlawyers, 
as long as they were prepared at the request of a lawyer to assist with the litigation. By 
contrast, most civil-law countries limit the privileges and protections afforded legal 

51. A heavy burden might be imposed on an entity that stores data in a manner that crosses multiple 
legal boundaries and, therefore, implicates multiple data privacy and protection regimes. See 1 Global 
Privacy and Security Law ch. 1, 1.05[B].
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communications and work-product. For example, in France, the law recognizes "pro
fessional secrecy" for communications made by the client to a lawyer and communi
cations between lawyers,52 but excludes in-house counsel for the purpose of this 
privilege.  

U.S. courts differ regarding whether to allow the U.S.-based system of privilege 
to apply in situations in which the foreign data is not protected by an analogous privi
lege in the country of origin. For example, in 2MAsset Management, LLC v. Netmass 
Inc., No. 2:06-CV-215, 2007 WL 666987, at *2-3 (E.D. Tex. Feb. 28, 2007), the East
ern District of Texas addressed this issue, noting that there are two general 
approaches: (1) the predominant interest test, and (2) international comity. Applying 
both tests to the facts before it, the court found that it would look to German law to 
determine whether the privilege existed. Compare Astra Aktiebolag v. Andrx Pharma
ceuticals, Inc., 208 F.R.D. 92 (S.D.N.Y. 2002) (holding that the U.S. attorney-client 
privilege applied to documents otherwise not protected by Korean law), with In re 
Rivastigmine Patent Litigation, 237 F.R.D. 69, 77-78 (S.D.N.Y. 2006) (holding that 
documents prepared by in-house counsel were discoverable). Because the interplay 
between U.S. and foreign privilege laws remains largely unsettled, counsel should 
familiarize themselves with the approaches taken by the country of origin as well as 
any other countries whose laws can provide a basis for asserting a privilege or other 
protection.  

V. Practical Steps to Minimize Cross-Border 
Conflicts Before They Arise 

In addition to using the methods of accomplishing data transfers after a request 
has been made, companies should consider the following strategies to minimize any 
potential conflicts between local data privacy and protection laws and U.S. discovery 
obligations.  

1. Understand the company's data infrastructure and storage locations. This 
can help the company plan for and respond to requests. The company can 
consider consolidating these data centers or locating them in jurisdictions 
with less restrictive data protection regimes.  

2. Understand the data privacy and protection rules and regulations in the var
ious jurisdictions where the company operates and maintains its data.  
Armed with the information on what law, rules, and regulations apply, and 

52. Article 66-5 of Law No. 71-1130. ("In all areas, whether with regard to advice or in the matter 
of defence, written opinions sent by a lawyer to his/her client or intended for the latter, correspondence 
between a client and a lawyer, between a lawyer and other lawyers with the exception, for the latter, of 
correspondence marked 'official,' meeting notes and generally all documents held in a file are covered by 
professional secrecy.")
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how they are enforced in the home countries, will help the company know 
what objections to raise when requests or subpoenas come in.  

3. Consult with the applicable DPAs or other administrative bodies to open a 
channel of communication when requests are made. Having an active dia
logue with the operative regulatory body will make it easier to obtain the 
approvals (or denials) necessary to produce data or convey to U.S. courts 
the reason for a company's failure to comply.  

4. Implement an aggressive records management program. Volume is the 
enemy both in terms of cost and in terms of possession of information 
likely to be subject to restrictions on transfers to the United States. By 
reducing the overall data retained, there will be less data subject to poten
tial production and less data for the relevant authority to review prior to 
production. In countries in which restricting the production of state secrets 
is paramount (such as the People's Republic of China) having a strong clas
sification system is key.  

5. Strengthen internal privacy protections. The existence of internal company 
protections for personal information will go a long way to convincing the 
relevant DPA that the company maintains an adequate level of protection.  
A well-developed privacy policy that includes obtaining prospective con
sent to the use of personal data, data security components, and mechanisms 
for employees and data subjects to correct personal data or file complaints 
is helpful. The use of BCRs and model contract clauses will also make it 
easier to obtain approval to transfer data.  

6. Educate business units regarding U.S. discovery obligations. It is helpful 
for a company to educate its various business units about U.S. discovery 
obligations and the need to implement legal holds and suspend automatic 
deletion policies. Crafting a litigation readiness program to be employed 
when the company reasonably anticipates litigation will assist in meeting 
these obligations. Through this process, the company can defensibly deter
mine what documents and information need to be preserved and where they 
can be preserved without fear of violating data protection laws and regula
tions.  

7. Establish relationships with law firms and vendors. Should a request to 
produce documents in a U.S. litigation arise, a company will benefit from 
engaging law firms and vendors that understand the challenges inherent in 
cross-border production and the steps necessary to reduce the company's 
exposure.
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VI. Checklist for Dealing with Cross-Border 
Production 

The following is not intended to be an exclusive listing of all factors and circum
stances to be considered by an individual or entity that is facing production of docu
ments in a U.S. proceeding, where the documents and information reside abroad and 
such production may potentially subject the producing party to civil and criminal pen
alties.  

A. Jurisdiction 

1. Is the entity from whom the documents and information are sought subject 
to personal jurisdiction in the U.S. court where the proceeding is pending? 
If not, may the entity disregard the request? If so, then continue to the next 
question.  

2. Is the U.S. court the appropriate forum for the action, or should a motion be 
made under the doctrine of forum non conveniens? 

3. If the U.S. court has jurisdiction over the party from whom the documents 
are sought, and the U.S. court is the appropriate forum, then should the 
court resort to the Hague Convention on the Taking of Evidence Abroad in 
the first instance? Do the factors enumerated in Societe Nationale Industri
elle Aerospatiale and its progeny support the application of the Hague Con
vention Proceedings? 

a. How important is the requested information to the litigation? 

b. How specific is the request? 

c. Did the information originate in the United States? 

d. Are there alternative means of obtaining the same information? 

e. To what extent will failing to comply with the request harm U.S.  
interests, and to what extent will complying with the request harm the 
interests of the foreign country? 

f. To what extent will complying with the request impose a hardship on 
the party from whom discovery is sought? And, 

g. Is the party resisting discovery acting in good faith? 

4. Based on the above, should the party resisting discovery move for a protec
tive order under rule 26(c) of the Federal Rules of Civil Procedure or its 
state law equivalents, precluding discovery or limiting it in a meaningful 
way?
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B. Compliance with Applicable Laws and 
Regulations 

1. State Secrets Laws 
a. Does the jurisdiction in which the documents and information reside 

have law prohibiting the disclosure of state secrets and confidential 
economic information? 
i. If so, have all required steps been taken to obtain approval or 

denials from the relevant authorities? 
ii. How long will it take to obtain such determinations? 

b. Should collection, processing, and review be conducted in the foreign 
country? By nationals of the foreign country? 

c. Does the company have a relationship with a third-party vendor or 
law firm knowledgeable regarding these laws and regulations? 

2. Data Protection Regimes 
a. Does the information requested contain personal information, defined 

broadly? 
b. If so, is there an applicable data protection or data privacy regime? 

i. National level policies? 
ii. Regional or provincial level policies? 

c. If so, does the regime allow for transfers to the United States? 
d. What is required in order to satisfy the specific requirements of the 

data protection regime? 
i. Is consent required? 
ii. Is there an exception for use in foreign legal proceedings? 
iii. In the EU, is the entity U.S.-EU Safe Harbor Certified? 
iv. Does the company have BCRs or use the EU model contract 

clauses? 
e. Are there rules particular to the national or regional DPA? 

C. Applicability of Attorney-Client and Other Legal 
Privileges 

1. What is the scope of attorney-client privilege, work-product doctrine, and 
other immunities? 
a. Does the foreign country recognize a right to legal privilege? 
b. Is so, what type of documents might be privileged? 
c. In some foreign countries, legal privileges do not extend to communi

cations between in-house counsel and employees.  
2. How does compliance with foreign laws and regulations limit access or 

production?
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D. Cloud Considerations 

1. Data Storage-does the entity store its data in the cloud? If so, in which 
jurisdictions are the data stored? 

2. Access 
a. Are there any impediments to prevent the entity from obtaining 

access to its data? 
b. What contractual provisions exist that govern the use and retrieval of 

the entity's data?
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Appendix A 

2004 O.J. (L 385) 77, available at http://eur-lex.europa.eu/en/index.htm.  

European Union, 1995-2014

ANNEX 

'SET II 

Standard contractual clauses for the transfer of personal data from the community to third 
countries (controller to controller transfers) 

Data transfer agreement

between

(name)

(address and country of establishment) 

hereinafter "data exporter")

and

(name)

(address and country of establishment)

hereinafter "data importer" 

each a "party"; together "the parties".  

Definitions 

For the purposes of the clauses:

(a) "personal data", "special categories of data/sensitive data", "process/processing", "controller", 
"processor", "data subject" and "supervisory authority/authority" shall have the same meaning 
as in Directive 95/46/EC of 24 October 1995 (whereby "the authority" shall mean the competent 
data protection authority in the territory in which the data exporter is established);

415



Essentials of E-Discovery

(b) "the data exporter" shall mean the controller who transfers the personal data; 

(c) "the data importer" shall mean the controller who agrees to receive from the data exporter 
personal data for further processing in accordance with the terms of these clauses and who is not 
subject to a third country's system ensuring adequate protection; 

(d) "clauses" shall mean these contractual clauses, which are a free-standing document that 
does not incorporate commercial business terms established by the parties under separate 
commercial arrangements.  

The details of the transfer (as well as the personal data covered) are specified in Annex B, which 
forms an integral part of the clauses.  

I. Obligations of the data exporter 

The data exporter warrants and undertakes that: 

(a) The personal data have been collected, processed and transferred in accordance with the 
laws applicable to the data exporter.  

(b) It has used reasonable efforts to determine that the data importer is able to satisfy its 
legal obligations under these clauses.  

(c) It will provide the data importer, when so requested, with copies of relevant data 
protection laws or references to them (where relevant, and not including legal advice) of 
the country in which the data exporter is established.  

(d) It will respond to enquiries from data subjects and the authority concerning processing of 
the personal data by the data importer, unless the parties have agreed that the data importer 
will so respond, in which case the data exporter will still respond to the extent reasonably 
possible and with the information reasonably available to it if the data importer is unwilling 
or unable to respond. Responses will be made within a reasonable time.  

(e) It will make available, upon request, a copy of the clauses to data subjects who are third 
party beneficiaries under clause III, unless the clauses contain confidential information, in 
which case it may remove such information. Where information is removed, the data 
exporter shall inform data subjects in writing of the reason for removal and of their right 
to draw the removal to the attention of the authority. However, the data exporter shall 
abide by a decision of the authority regarding access to the full text of the clauses by 
data subjects, as long as data subjects have agreed to respect the confidentiality of the 
confidential information removed. The data exporter shall also provide a copy of the
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clauses to the authority where required.  

1I. Obligations of the data importer 

The data importer warrants and undertakes that: 

(a) It will have in place appropriate technical and organisational measures to protect the 
personal data against accidental or unlawful destruction or accidental loss, alteration, 
unauthorised disclosure or access, and which provide a level of security appropriate to 
the risk represented by the processing and the nature of the data to be protected.  

(b) It will have in place procedures so that any third party it authorises to have access to the 
personal data, including processors, will respect and maintain the .confidentiality and 
security of the personal data. Any person acting under the authority of the data importer, 
including a data processor, shall be obligated to process the personal data only on 
instructions from the data importer. This provision does not apply to persons authorised or 
required by law or regulation to have access to the personal data.  

(c) It has no reason to believe, at the time of entering into these clauses, in the existence of 
any local laws that would have a substantial adverse effect on the guarantees provided for 
under these clauses, and it will inform the data exporter (which will pass such notification on 
to the authority where required) if it becomes aware of any such laws.  

(d) It will process the personal data for purposes described in Annex B, and has the legal 
authority to give the warranties and fulfil the undertakings set out in these clauses.  

(e) It will identify to the data exporter a contact point within its organisation authorised to 
respond to enquiries concerning processing of the personal data, and will cooperate in 
good faith with the data exporter, the data subject and the authority concerning all such 
enquiries within a reasonable time. In case of legal dissolution of the data exporter, or if 
the parties have so agreed, the data importer will assume responsibility for compliance 
with the provisions of clause I(e).  

(f) At the request of the data exporter, it will provide the data exporter with evidence of 
financial resources sufficient to fulfil its responsibilities under clause III (which may 
include insurance coverage).  

(g) Upon reasonable request of the data exporter, it will submit its data processing facilities, 
data files and documentation needed for processing to reviewing, auditing and/or 
certifying by the data exporter (or any independent or impartial inspection agents or 
auditors, selected by the data exporter and not reasonably objected to by the data importer)

417



Essentials of E-Discovery

to ascertain compliance with the warranties and undertakings in these clauses, with 
reasonable notice and during regular business hours. The request will be subject to any 
necessary consent or approval from a regulatory or supervisory authority within the country 
of the data importer, which consent or approval the data importer will attempt to obtain in 
a timely fashion.  

(h) It will process the personal data, at its option, in accordance with: 

(i) the data protection laws of the country in which the data exporter is established, or 

(ii) the relevant provisions(1) of any Commission decision pursuant to Article 25(6) of 
Directive 95/46/EC, where the data importer complies with the relevant provisions of 
such an authorisation or decision and is based in a country to which such an 
authorisation or decision pertains, but is not covered by such authorisation or 
decision for the purposes of the transfer(s) of the personal data( 2), or 

(iii) the data processing principles set forth in Annex A.  

Data importer to indicate which option it selects: 

Initials of data importer: 

(i) It will not disclose or transfer the personal data to a third party data controller located outside 
the European Economic Area (EEA) unless it notifies the data exporter about the transfer 
and 

(i) the third party data controller processes the personal data in accordance with a 
Commission decision finding that a third country provides adequate protection, or 

(ii) the third party data controller becomes a signatory to these clauses or another data 
transfer agreement approved by a competent authority in the EU, or 

(1) "Relevant provisions" means those provisions of any authorisation or decision except for the 
enforcement provisions of any authorisation or decision (which shall be governed by these 
clauses).  
(2) However, the provisions of Annex A.5 concerning rights of access, rectification, deletion and 
objection must be applied when this option is chosen and take precedence over any comparable 
provisions of the Commission Decision selected.
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(iii) data subjects have been given the opportunity to object, after having been informed 
of the purposes of the transfer, the categories of recipients and the fact that the 
countries to which data is exported may have different data protection standards, or 

(iv) with regard to onward transfers of sensitive data, data subjects have given their 
unambiguous consent to the onward transfer 

III. Liability and third party rights 

(a) Each party shall be liable to the other parties for damages it causes by any breach of these 
clauses. Liability as between the parties is limited to actual damage suffered. Punitive 
damages (i.e. damages intended to punish a party for its outrageous conduct) are specifically 
excluded. Each party shall be liable to data subjects for damages it causes by any breach of 
third party rights under these clauses. This does not affect the liability of the data exporter 
under its data protection law.  

(b) The parties agree that a data subject shall have the right to enforce as a third party 
beneficiary this clause and clauses I(b), I(d), I(e), II(a), II(c), II(d), II(e), II(h), II(i), III(a), 
V, VI(d) and VII against the data importer or the data exporter, for their respective breach 
of their contractual obligations, with regard to his personal data, and accept jurisdiction 
for this purpose in the- data exporter's country of establishment. In cases involving 
allegations of breach by the data importer, the data subject must first request the data 
exporter to take appropriate action to enforce his rights against the data importer; if the 
data exporter does not take such action within a reasonable period (which under normal 
circumstances would be one month), the data subject may then enforce his rights against 
the data importer directly. A data subject is entitled to proceed directly against a data 
exporter that has failed to use reasonable efforts to determine that the data importer is 
able to satisfy its legal obligations under these clauses (the data exporter shall have the 
burden to prove that it took reasonable efforts).  

IV. Law applicable to the clauses 

(a) These clauses shall be governed by the law of the country in which the data exporter is 
established, with the exception of the laws and regulations relating to processing of the 
personal data by the data importer under clause II(h), which shall apply only if so selected by 
the data importer under that clause.  

V. Resolution of disputes with data subjects or the authority 

(a) In the event of a dispute or claim brought by a data subject or the authority concerning the 
processing of the personal data against either or both of the parties, the parties will inform 
each other about any such disputes or claims, and will cooperate with a view to settling 
them amicably in a timely fashion.
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(b) The parties agree to respond to any generally available non-binding mediation 
procedure initiated by a data subject or by the authority. If they do participate in the 
proceedings, the parties may elect to do so remotely (such as by telephone or other 
electronic means). The parties also agree to consider participating in any other arbitration, 
mediation or other dispute resolution proceedings developed for data protection disputes.  

(c) Each party shall abide by a decision of a competent court of the data exporter's country 
of establishment or of the authority which is final and against which no further appeal is 
possible.  

VI. Termination 

(a) In the event that the data importer is in breach of its obligations under these clauses, then the 
data exporter may temporarily suspend the transfer of personal data to the data importer until 
the breach is repaired or the contract is terminated.  

(b) In the event that: 

(i) the transfer of personal data to the data importer has been temporarily suspended by 
the data exporter for longer than one month pursuant to paragraph (a); 

(ii) compliance by the data importer with these clauses would put it in breach of its legal or 
regulatory obligations in the country of import; 

(iii) the data importer is in substantial or persistent breach of any warranties or 
undertakings given by it under these clauses; 

(iv) a final decision against which no further appeal is possible of a competent court of 
the data exporter's country of establishment or of the authority rules that there has 
been a breach of the clauses by the data importer or the data exporter; or 

(v) a petition is presented for the administration or winding up of the data importer, 
whether in its personal or business capacity, which petition is not dismissed within 
the applicable period for such dismissal under applicable law; a winding up order is 
made; a receiver is appointed over any of its assets; a trustee in bankruptcy is 
appointed, if the data importer is an individual; a company voluntary arrangement 
is commenced by it; or any equivalent event in any jurisdiction occurs
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then the data exporter, without prejudice to any other rights which it may have against the 
data importer, shall be entitled to terminate these clauses, in which case the authority 
shall be informed where required. In cases covered by (i), (ii), or (iv) above the data 
importer may also terminate these clauses.  

(c) Either party may terminate these clauses if (i) any Commission positive adequacy decision 
under Article 25(6) of Directive 95/46/EC (or any superseding text) is issued in relation 
to the country (or a sector thereof) to which the data is transferred and processed by the 
data importer, or (ii) Directive 95/46/EC (or any superseding text) becomes directly 
applicable in such country.  

(d) The parties agree that the termination of these clauses at any time, in any circumstances 
and for whatever reason (except for termination under clause VI(8)) does not exempt them 
from the obligations and/or conditions under the clauses as regards the processing of the 
personal data transferred.  

VII. Variation of these clauses 

The parties may not modify these clauses except to update any information in Annex B, 
in which case they will inform the authority where required. This does not preclude the 
parties from adding additional commercial clauses where required.  

VIII. Description of the Transfer 

The details of the transfer and of the personal data are specified in Annex B. The parties 
agree that Annex B may contain confidential business information which they will not 
disclose to third parties, except as required by law or in response to a competent 
regulatory or government agency, or as required under clause I(e). The parties may 
execute additional annexes to cover additional transfers, which will be submitted to the 
authority where required. Annex B may, in the alternative, be drafted to cover multiple 
transfers.  

Dated:

FOR DATA EXPORTER
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ANNEX A 

DATA PROCESSING PRINCIPLES 

1. Purpose limitation: Personal data may be processed and subsequently used or further 
communicated only for purposes described in Annex B or subsequently authorised by the data 
subject.  

2. Data quality and proportionality: Personal data must be accurate and, where necessary, kept up 
to date. The personal data must be adequate, relevant and not excessive in relation to the 
purposes for which they are transferred and further processed.  

3. Transparency: Data subjects must be provided with information necessary to ensure fair 
processing (such as information about the purposes of processing and about the transfer), unless 
such information has already been given by the data exporter.  

4. Security and confidentiality: Technical and organisational security measures must be taken by 
the data controller that are appropriate to the risks, such as against accidental or unlawful 
destruction or accidental loss, alteration, unauthorised disclosure or access, presented by the 
processing. Any person acting under the authority of the data controller, including a 
processor, must not process the data except on instructions from the data controller.  

5. Rights of access, rectification, deletion and objection: As provided in Article 12 of Directive 
95/46/EC, data subjects must, whether directly or via a third party, be provided with the personal 
information about them that an organisation holds, except for requests which are manifestly 
abusive, based on unreasonable intervals or their number or repetitive or systematic nature, or 
for which access need not be granted under the law of the country of the data exporter.  
Provided that the authority has given its prior approval, access need also not be granted when 
doing so would be likely to seriously harm the interests of the data importer or other 
organisations dealing with the data importer and such interests are not overridden by the 
interests for fundamental rights and freedoms of the data subject. The sources of the personal 
data need not be identified when this is not possible by reasonable efforts, or where the rights 
of persons other than the individual would be violated. Data subjects must be able to have the 
personal information about them rectified, amended, or deleted where it is inaccurate or 
processed against these principles. If there are compelling grounds to doubt the legitimacy of 
the request, the organisation may require further justifications before proceeding to rectification, 
amendment or deletion. Notification of any rectification, amendment or deletion to third parties 
to whom the data have been disclosed need not be made when this involves a disproportionate 
effort. A data subject must also be able to object to the processing of the personal data 
relating to him if there are compelling legitimate grounds relating to his particular situation.  
The burden of proof for any refusal rests on the data importer, and the data subject may always 
challenge a refusal before the authority.  

6. Sensitive data: The data importer shall take such additional measures (e.g. relating to security) as 
are necessary to protect such sensitive data in accordance with its obligations under clause II.  

7. Data used for marketing purposes: Where data are processed for the purposes of direct 
marketing, effective procedures should exist allowing the data subject at any time to "opt-out" 
from having his data used for such purposes.
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8. Automated decisions: For purposes hereof "automated decision" shall mean a decision by the 
data exporter or the data importer which produces legal effects concerning a data subject or 
significantly affects a data subject and which is based solely on automated processing of 
personal data intended to evaluate certain personal aspects relating to him, such as his 
performance at work, creditworthiness, reliability, conduct, etc. The data importer shall not 
make any automated decisions concerning data subjects, except when: 

(a) (i) such decisions are made by the data importer in entering into or performing a contract 
with the data subject, and 

(ii) (the data subject is given an opportunity to discuss the results of a relevant automated 
decision with a representative of the parties making such decision or otherwise to make 
representations to that parties.  

or

(b) where otherwise provided by the law of the data exporter.
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ANNEXB 

DESCRIPTION OF THE TRANSFER 

(To be completed by the parties) 

Data subjects 

The personal data transferred concern the following categories of data subjects: 

Purposes of the transfer(s) 

The transfer is made for the following purposes: 

Categories of data 

The personal data transferred concern the following categories of data: 

Recipients 

The personal data transferred may be disclosed only to the following recipients or categories of 
recipients: 

Sensitive data (if appropriate) 

The personal data transferred concern the following categories of sensitive data:
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.... ..............................................................................  

..................................................................................  

Data protection registration information of data explorer (where applicable) 

..........................................................................................  

..........................................................................................  

Additional useful information (storage limits and other relevant information) 

..........................................................................................  

..........................................................................................  

Contact points for data protection enquiries 

Data importer Data exporter
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ILLUSTRATIVE COMMERCIAL CLAUSES (OPTIONAL) 
Indemnification between the data exporter and data importer: 

"The parties will indemnify each other and hold each other harmless from any cost, charge, 
damages, expense or loss which they cause each other as a result of their breach of any of 
the provisions of these clauses. Indemnification hereunder is contingent upon (a) the 
party(ies) to be indemnified (the "indemnified party(ies)") promptly notifying the other 
party(ies) (the "indemnifying party(ies)") of a claim, (b) the indemnifying party(ies) having 
sole control of the defence and settlement of any such claim, and (c) the indemnified 
party(ies) providing reasonable cooperation and assistance to the indemnifying party(ies) in 
defence of such claim.".  

Dispute resolution between the data exporter and data importer (the parties may of course 
substitute any other alternative dispute resolution or jurisdictional clause): 

"In the event of a dispute between the data importer and the data exporter concerning any 
alleged breach of any provision of these clauses, such dispute shall be finally settled under 
the rules of arbitration of the International Chamber of Commerce by one or more arbitrators 
appointed in accordance with the said rules. The place of arbitration shall be [ ]. The number of 
arbitrators shall be [ ]." 

Allocation of costs.  

"Each party shall perform its obligations under these clauses at its own cost." 

Extra termination clause.  

"In the event of termination of these clauses, the data importer must return all personal data 
and all copies of the personal data subject to these clauses to the data exporter forthwith or, at 
the data exporter's choice, will destroy all copies of the same and certify to the data exporter 
that it has done so, unless the data importer is prevented by its national law or local regulator 
from destroying or returning all or part of such data, in which event the data will be kept 
confidential and will not be actively processed for any purpose. The data importer agrees that, if 
so requested by the data exporter, it will allow the data exporter, or an inspection agent 
selected by the data exporter and not reasonably objected to by the data importer, access to 
its establishment to verify that this has been done, with reasonable notice and during business 
hours.".
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Appendix B 
2010 O.J. (L 39) 10, available at http://eur-lex.europa.eu/en/index.htm.  

European Union, 1995-2014.  

ANNEX 

STANDARD CONTRACTUAL CLAUSES (PROCESSORS) 

For the purposes of Article 26(2) of Directive 95/46/EC for the transfer of personal data to 
processors established in third countries which do not ensure an adequate level of data protection 

Name of the data exporting organisation............................................................................................  

Address: 

Tel..........................................; fax...................;. e-mail.........................  

Other information needed to identify the organisation 

(the data exporter) 

And 

Nam e of the data im porting organisation:.......................................................................................  

Address:.................................-...... .......  

Tel..........................................; fax...................;. e-mail.........................  

Other information needed to identify the organisation: 

(the data importer)

each a 'party'; together 'the parties',
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HAVE AGREED on the following. Contractual Clauses (the Clauses) in order to adduce adequate 
safeguards with respect to the protection of privacy and fundamental rights and freedoms of 
individuals for theytransfer by the data exporter to the data importer of the personal data specified 
in Appendix 1.  

Clause 1 

Definitions 

For the purposes of the Clauses: 

(a) 'personal data', 'special categories of data', 'process/processing', 'controller', 'processor', 'data 
subject' and 'supervisory authority' shall have the same meaning as in Directive 95/46/EC of 
the European Parliament and of the Council of 24 October 1995 on the protection of 
individuals with regard to the processing of personal data and on the free movement of such 
data (1); 

(b) 'the data exporter' means the controller who transfers the personal data; 

(c) 'the data importer' means the processor who agrees to receive from the data exporter personal 
data intended for processing on his behalf after the transfer in accordance with his instructions 
and the terms of the Clauses and who is not subject to a third country's system ensuring adequate 
protection within the meaning of Article 25(1) of Directive 95/46/EC; 

(d) 'the sub-processor' means any processor engaged by the data importer or by any other sub
processor of the data importer who agrees to receive from the data importer or from any other 
sub-processor of the data importer personal data exclusively intended for processing activities 
to be carried out on behalf of the data exporter after the transfer in accordance with his 
instructions, the terms of the Clauses and the terms of the written subcontract; 

(e) 'the applicable data protection law' means the legislation protecting the fundamental rights 
and freedoms of individuals and, in particular, their right to privacy with respect to the 
processing of personal data applicable to a data controller in the Member State in which the 
data exporter is established; 

(f) 'technical and organisational security measures' means those measures aimed at protecting 
personal data against accidental or unlawful destruction or accidental loss, alteration, 
unauthorised disclosure or access, in particular where the processing involves the transmission of 
data over a network, and against all other unlawful forms of processing.  

(1) Parties may reproduce definitions and meanings contained in Directive 95/46/EC within this 
Clause if they considered it better for the contract to stand alone.
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Clause 2 

Details of the transfer 

The details of the transfer and in particular the special categories of personal data where applicable 
are specified in Appendix 1 which forms an integral part of the Clauses.  

Clause 3 

Third-party beneficiary clause 

1. The data subject can enforce against the data exporter this Clause, Clause 4(b) to (i), Clause 
5(a) to (e), and (g) to (j), Clause 6(1) and (2), Clause 7, Clause 8(2), and Clauses 9 to 12 as third
party beneficiary.  

2. The data subject can enforce against the data importer this Clause, Clause 5(a) to (e) and 
(g), Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where the data exporter has 
factually disappeared or has ceased to exist in law unless any successor entity has assumed the 
entire legal obligations of the data exporter by contract or by operation of law, as a result of 
which it takes on the rights and obligations of the data exporter, in which case the data subject 
can enforce them against such entity.  

3. The data subject can enforce against the sub-processor this Clause, Clause 5(a) to (e) and 
(g), Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where both the data exporter 

4hJf a ( importer have factually disappeared or ceased to exist in law or have become 
insolvent, unless any successor entity has assumed the entire legal obligations of the data exporter 
by coniraet or by'6peration of lawas a result of which it takes on the rights and obligations of the 
data exporter, in which case the data subject can enforce them against such entity. Such third-party 
liability of the sub-processor shall be limited to its own processing operations under the Clauses.  

4. The parties do not object to a data subject being represented by an association or other body 
if the data subject so expressly wishes and if permitted by national law.  

Clause 4' 

Obligations of the data exporter 

The data exporter agrees and warrants: 

(a) that the processing, including the transfer itself, of the personal data has been and will 
continue to be carried out in accordance with the relevant provisions of the applicable data 
protection law (and, where applicable, has been notified to the relevant authorities of the 
Member State where the data exporter is established) and does not violate the relevant provisions 
of that State; 

(b) that it has instructed and throughout the duration of the personal data-processing services will 
instruct the data importer to process the personal data transferred only on the data exporter's 
behalf and in accordance with the applicable data protection law and the Clauses;
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(c) that the data importer will provide sufficient guarantees in respect of the technical and 
organisational security measures specified in Appendix 2 to this contract; 

(d) that after assessment of the requirements of the applicable data protection law, the security 
measures are appropriate to protect personal data against accidental or unlawful destruction or 
accidental loss, alteration, unauthorised disclosure or access, in particular where the processing 
involves the transmission of data over a network, and against all other unlawful forms of 
processing, and that these measures ensure a level of security appropriate to the risks presented 
by the processing and the nature of the data to be protected having regard to the state of the 
art and the cost of their implementation; 

(e) that it will ensure compliance with the security measures; 

(f) that, if the transfer involves special categories of data, the data subject has been informed or will 
be informed before, or as soon as possible after, the transfer that its data could be transmitted to 
a third country not providing adequate protection within the meaning of Directive 95/46/EC; 

(g) to forward any notification received from the data importer or any sub-processor pursuant to 
Clause 5(b) and Clause 8(3) to the data protection supervisory authority if the data exporter 
decides to continue the transfer or to lift the suspension; 

(h) to make available to the data subjects upon request a copy of the Clauses, with the exception 
of Appendix 2, and a summary description of the security measures, as well as a copy of any 
contract for sub-processing services which has to be made in accordance with the Clauses, 
unless the Clauses or the contract contain commercial information, in which case it may 
remove such commercial information; 

(i) that, in the event of sub-processing, the processing activity is carried out in accordance with 
Clause 11 by a sub-processor providing at least the same level of protection for the personal 
data and the rights of data subject as the data importer under the Clauses; and

(j) that it will ensure compliance with Clause 4(a) to (i).
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Clause 

Obligations of the data importer (1) 

The data importer agrees and warrants: 

(a) to process the personal data only on behalf of the data exporter and in compliance with its 
instructions and the Clauses; if it cannot provide such compliance for whatever reasons, it agrees 
to inform promptly the data exporter of its inability to comply, in which case the data exporter is 
entitled to suspend the transfer of data and/or terminate the contract; 

(b) that it has no reason to believe that the legislation applicable to it prevents it from fulfilling the 
instructions received from the data exporter and its obligations under the contract and that in 
the event of a change in this legislation which is likely to have a substantial adverse effect on 
the warranties and obligations provided by the Clauses, it will promptly notify the change to 
the data exporter as soon as it is aware, in which case the data exporter is entitled to suspend 
the transfer of data and/or terminate the contract; 

(c) that it has implemented the technical and organisational security measures specified in 
Appendix 2 before processing the personal data transferred; 

(d) that it will promptly notify the data exporter about: 

(i) any legally binding request for disclosure of the personal data by a law enforcement 
authority unless otherwise prohibited, such as a prohibition under criminal law to 
preserve the confidentiality of a law enforcement investigation; 

(ii) any accidental or unauthorised access; and 

(iii)any request received directly from the data subjects without responding to that request, 
unless it has been otherwise authorised to do so; 

(1) Mandatory requirements of the national legislation applicable to the data importer which do 
not go beyond what is necessary in a democratic society on the basis of one of the interests 
listed in Article 13(1) of Directive 95/46/EC, that is, if they constitute a necessary measure to 
safeguard national security, defence, public security, the prevention, investigation, detection 
and prosecution of criminal offences or of breaches of ethics for the regulated professions, an 
important economic or financial interest of the State or the protection of the data subject or the 
rights and freedoms of others, are not in contradiction with the standard contractual clauses.  
Some examples of such mandatory requirements which do not go beyond what is necessary in 
a democratic society are, inter alia, internationally recognised sanctions, tax-reporting 
requirements or anti-money-laundering reporting requirements.

431



Essentials of E-Discovery

(e) to deal promptly and properly with all inquiries from the data exporter relating to its 
processing of the personal data subject to the transfer and to abide by the advice of the 
supervisory authority with regard to the processing of the data transferred; 

(f) at the request of the data exporter to submit its data-processing facilities for audit of the 
processing activities covered by the Clauses which shall be carried out by the data exporter or an 
inspection body composed of independent members and in possession of the required 
professional qualifications bound by a duty of confidentiality, selected by the data exporter, 
where applicable, in agreement with the supervisory authority; 

(g) to make available to the data subject upon request a copy of the Clauses, or any existing 
contract for sub-processing, unless the Clauses or contract contain commercial information, in 
which case it may remove such commercial information, with the exception of Appendix 2 
which shall be replaced by a summary description of the security measures in those cases 
where the data subject is unable to obtain a copy from the data exporter; 

(h) that, in the event of sub-processing, it has previously informed the data exporter and obtained its 
prior written consent; 

(i) that the processing services by the sub-processor will be carried out in accordance with 
Clause 11; 

(j) to send promptly a copy of any sub-processor agreement it concludes under the Clauses to the 
data exporter.  

Clause 6 

Liability 

1. The parties agree that any data subject, who has suffered damage as a result of any breach of 
the obligations referred to in Clause 3 or in Clause 11 by any party or sub-processor is entitled to 
receive compensation from the data exporter for the damage suffered.  

2. If a data subject is not able to bring a claim for compensation in accordance with 
paragraph 1 against the data exporter, arising out of a breach by the data importer or his sub
processor of any of their obligations referred to in Clause 3 or in Clause 11, because the data 
exporter has factually disappeared or ceased to exist in law or has become insolvent, the data 
importer agrees that the data subject may issue a claim against the data importer as if it were the 
data exporter, unless any successor entity has assumed the entire legal obligations of the data 
exporter by contract of by operation of law, in which case the data subject can enforce its rights 
against such entity.
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The data importer may not rely on a breach by a sub-processor of its obligations in order to 
avoid its own liabilities.  

3. If a data subject is not able to bring a claim against the data exporter or the data importer 
referred to in paragraphs 1 and 2, arising out of a breach by the sub-processor of any of their 
obligations referred to in Clause 3 or in Clause 11 because both the data exporter and the data 
importer have factually disappeared or ceased to exist in law or have become insolvent, the sub
processor agrees that the data subject may issue a claim against the data sub-processor with regard 
to its own processing operations under the Clauses as if it were the data exporter or the data 
importer, unless any successor entity has assumed the entire legal obligations of the data exporter 
or data importer by contract or by operation of law, in which case the data subject can enforce its 
rights against such entity. The liability of the sub-processor shall be limited to its own processing 
operations under the Clauses.  

Clause 7 

Mediation and jurisdiction 
1. The data importer agrees that if the data subject invokes against it third-party beneficiary 
rights and/or claims compensation for damages under the Clauses, the data importer will accept the 
decision of the data subject: 

(a) to refer the Tdispute .to-mediation,'by an independent person or, where applicable, by the 
supervisory authority; 

(b) to refer the dispute to the courts in the Member State in which the data exporter is 
established.  

2. The parties agree that the choice made by the data subject will not prejudice its substantive 
or procedural rights to seek remedies in accordance with other provisions of national or 
international law.  

Clause 8 

Cooperation with supervisory authorities 

1. The data exporter agrees to deposit a copy of this contract with the supervisory authority if it 
so requests or if such deposit is required under the applicable data protection law.  

2. The parties agree that the supervisory authority has the right to conduct an audit of the data 
importer, and of any sub-processor, which has the same scope and is subject to the same 
conditions as would apply to an audit of the data exporter under the applicable data protection 
law.
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3. The data importer shall promptly inform the data exporter about the existence of legislation 
applicable to it or any sub-processor preventing the conduct of an audit of the data importer, or 
any sub-processor, pursuant to paragraph 2. In such a case the data exporter shall be entitled to 
take the measures foreseen in Clause 5(b).  

Clause 9 

Governing law 

The Clauses shall be governed by the law of the Member State in which the data exporter is 
established, nam ely .......................................................... .............................................................  

Clause 10 

Variation of the contract 

The parties undertake not to vary or modify the Clauses. This does not preclude the parties from 
adding clauses on business related issues where required as long as they do not contradict the 
Clause.  

Clause11 

Sub-processing 

1. The data importer shall not subcontract any of its processing operations performed on behalf 
of the data exporter under the Clauses without the prior written consent of the data exporter. Where 
the data importer subcontracts its obligations under the Clauses, with the consent of the data 
exporter, it shall do so only by way of a written agreement with the sub-processor which imposes 
the same obligations on the sub-processor as are imposed on the data importer under the Clauses 

(i). Where the sub-processor fails to fulfil its data protection obligations under such written 
agreement the data importer shall remain fully liable to the data exporter for the performance of 
the sub-processor's obligations under such agreement.  

2. The prior written contract between the data importer and the sub-processor shall also provide 
for a third-party beneficiary clause as laid down in Clause 3 for cases where the data subject is not 
able to bring the claim for compensation referred to in paragraph 1 of Clause 6 against the data 
exporter or the data importer because they have factually disappeared or have ceased to exist in law 
or have become insolvent and no successor entity has assumed the entire legal obligations of the data 
exporter or data importer by contract or by operation of law. Such third-party liability of the sub
processor shall be limited to its own processing operations under the Clauses.  

3. The provisions relating to data protection aspects for sub-processing of the contract referred 
to in paragraph 1 shall be governed by the law of the Member State in which the data exporter is 
established, namely ...........................................................................................................................  

(1) This requirement may be satisfied by the sub-processor co-signing the contract entered into 
between the data exporter and the data importer under this Decision.
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4. The data exporter shall keep a list of sub-processing agreements concluded under the 
Clauses and notified by the data importer pursuant to Clause 5(j), which shall be updated at least 
once a year. The list shall be available to the data exporter's data protection supervisory authority.  

Clause 12 

Obligation after the termination of personal data-processing services 

1. The parties agree that on the termination of the provision of data-processing services, the 
data importer and the sub-processor shall, at the choice of the data exporter, return all the 
personal data transferred and the copies thereof to the data exporter or shall destroy all the personal 
data and certify to the data exporter that it has done so, unless legislation imposed upon the data 
importer prevents it from returning or destroying all or part of the personal data transferred. In that 
case, the data importer warrants that it will guarantee the confidentiality of the personal data 
transferred and will not actively process the personal data transferred anymore.  

2. The data importer and the sub-processor warrant that upon request of the data exporter 
and/or of the supervisory authority, it will submit its data-processing facilities for an audit of the 
measures referred to in paragraph 1.  

On behalf of the data exporter: 

Name (written out in full):.............................................................  

P o sitio n : .............................................................................................  

A ddress:. ............................................................................................  

Other information necessary in order for the contract to be binding (if any):

Signature .................................................... ......
(stamp of organisation)

On behalf of the data importer:

Nam e (written out in full):................................................................................................ . . .
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Position:..............  

Address ......................................................  

Other information necessary in order for the contract to be binding (if any): 

Signature ..........................................................................  
(stamp of organisation)
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Appendix 1 

to the Standard Contractual Clauses 

This Appendix forms part of the Clauses and must be completed and signed by the parties 

The Member States may complete or specify, according to their national procedures, any additional 
necessary information to be contained in this Appendix 

Data exporter 

The data exporter is (please specify briefly your activities relevant to the transfer): 

Data importer 

The data importer is (please specify briefly activities relevant to the transfer): 

Data subjects 

The personal data transferred concern the following categories of data subjects (please specify): 

Categories of data 

The personal data transferred concern the following categories of data (please specify):
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Special categories of data (if appropriate) 

The personal data transferred concern the following special categories of data (please specify): 

Processing operations 

The personal data transferred will be subject to the following basic processing activities (please 
specify):
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DATA EXPORTER 

Name:.................................  

Authorized Signature......................... .....................  

DATA IMPORTER 

Name:.................................  

Authorised Signature ....................................................  

c.
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Appendix 2 

to the Standard Contractual Clauses 

This Appendix forms part of the Clauses and must be completed and signed by the parties.  

Description of the technical and organisational security measures implemented by the data 
importer in accordance with Clauses 4(d) and 5(c) (or document/legislation attached): 

ILLUSTRATIVE INDEMNIFICATION CLAUSE (OPTIONAL) 

Liability 

The parties agree that if one party is held liable for a violation of the clauses committed by the other 
party, the latter will, to the extent to which it is liable, indemnify the first party for any cost, charge, 
damages,.expenses or loss it has incurred.  

Indemnification is contingent upon: 

(a) the data exporter promptly notifying the data importer of a claim; and 

(b) the data importer being given the possibility to cooperate with the data exporter in the defence and 
settlement of the claim (1).
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CHAPTER 22

Privacy Issues 

David J. Kessler, Susan L. Ross, and Keith M. Angle 

I. Court Rules on Privacy 

The issue of privacy has received significant attention in recent years as sources 
of personal and private information evolve and become accessible through new media 
and communication technology. The Texas Supreme Court has held that the Texas 
Constitution protects personal privacy from unreasonable intrusion. Texas State 
Employees Union v. Texas Department of Mental Health & Mental Retardation, 746 
S.W.2d 203, 205 (Tex. 1987). The cases addressing the constitutional right to privacy 
have involved at least two different kinds of interests: the individual interest in avoid
ing disclosure of personal matters, and the interest in independence in making certain 
kinds of important decisions. Whalen v. Roe, 429 U.S. 589, 599-600 (1977). The for
mer interest is the topic covered in this chapter as it relates to the discovery of private 
information in the context of civil litigation. According to one Texas court, this "dis
closural privacy" "encompasses the ability of individuals to determine for themselves 
when, how, and to what extent information about them is communicated to others."1 

This chapter looks at the discovery of information that may be protected by rules 
or laws related to the privacy of the individual whose information is being requested.  
The chapter reviews the rules of civil procedure that provide methods to protect pri
vate information from discovery. In addition, the chapter provides a review of Texas 
and federal cases that discuss the factors to consider when seeking protections from 
discovery in the areas of medical, financial, communication, and other types of infor
mation.  

A. Federal Rule of Civil Procedure 5.2-Privacy 
Protection for Filings Made with the Court 

As of December 1, 2007, the federal court rules were modified to require certain 
personal information to be redacted in publicly filed court documents. The rule 
changes affected Federal Rule of Appellate Procedure 25, Federal Rule of Bankruptcy 

1. In re Crestcare Nursing & Rehabilitation Center, 222 S.W.3d 68, 73 (Tex. App.-Tyler 2006, 
orig. proceeding) (citing Industrial Foundation of the South v. Texas Industrial Accident Board, 540 
S.W.2d 668, 679 (Tex. 1976)).
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Procedure 9037, Federal Rule of Civil Procedure 5.2, and Federal Rule of Criminal 
Procedure 49.1. Federal Rule of Civil Procedure 5.2 requires that four categories of 
personal information be redacted from public filings, regardless of whether the filings 
are in paper or electronic format: (1) Social Security numbers and taxpayer ID num
bers, except that the last four digits may be included in a public filing; (2) an individ
ual's birth date, but the filing may include an individual's birth year; (3) the name of a 
minor, but the filing may include the minor's initials; and (4) financial account num
bers, but the filing may include the last four digits of the financial account number.  

Rule 5.2(a) contains certain exceptions. For example, the redaction requirement 
does not apply to "the record of an administrative or agency proceeding," or "the offi
cial record of a state-court proceeding," or "the record of a court or tribunal, if that 
record was not subject to the redaction requirement when originally filed." 2 There are 
limited exceptions from the redaction requirements for Social Security benefit and 
immigration cases, where that personal information may be directly relevant to the 
issues, but these exceptions are beyond the scope of this chapter. In addition, rule 5.2 
contains two additional broad provisions: 

(d) Filings Made Under Seal. The court may order that a filing be made 
under seal without redaction. The court may later unseal the filing or order 
the person who made the filing to file a redacted version for the public 
record.  

(e) For good cause, the court may by order in a case: 

(1) Require redaction of additional information; or 

(2) Limit or prohibit a nonparty's remote electronic access to a docu
ment filed with the court.3 

B. Texas Rules of Civil Procedure 

In Texas, rule 192.6 of the Texas Rules of Civil Procedure allows a party to 
move for a protective order to prevent the discovery of, among other things, personal 
information. 4 In appropriate circumstances, the court may simply prohibit the discov
ery of the personal information, or it may order a party to produce the information in a 

2. Fed. R. Civ. P. 5.2(b)(2)-(4).  
3. Fed. R. Civ. P. 5.2(d), (e).  
4. Rule 192.6 provides: "To protect the movant from undue burden, unnecessary expense, harass

ment, annoyance, or invasion of personal, constitutional, or property rights, the court may make any 
order in the interest of justice and may-among other things-order that: (1) the requested discovery not 
be sought in whole or in part; (2) the extent or subject matter of discovery be limited; (3) the discovery 
not be undertaken at the time or place specified; (4) the discovery be undertaken only by such method or 
upon such terms and conditions or at the time and place directed by the court; (5) the results of discovery 
be sealed or otherwise protected, subject to the provisions of Rule 76a." Tex. R. Civ. P. 192.6(b) (empha
sis added).
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manner that protects the party in some way (such as through redaction, attorney's eyes 
only, or in camera review).  

A party may also ask the court to seal documents produced in discovery if they 
contain personal or private information, as long as they meet the requirements of rule 
76a(1). 5 "Under Rule 76a(2) discovery materials can be considered 'court records' 
under Rule 76a(1) even if not filed with the court."6 Courts will "balance the public's 
interest in open court proceedings against an individual litigant's personal or propri
etary interest in privacy" in deciding whether to seal court records.' 

II. Privacy Laws and Regulations That May Affect 
E-Discovery 

The United States does not have a single federal privacy law but instead has 
enacted various laws that focus on the type of data to be protected. The most compre
hensive set of federal requirements relates to medical and health information that is 
subject to the Health Insurance Portability and Accountability Act of 1996 (HIPAA).8 

HIPAA does permit disclosure of medical and health information in response to a dis
covery request in certain circumstances.9 Other federal laws that may affect disclosure 
of personal information include the: Drivers Privacy Protection Act (state motor vehi
cle records),' 0 Electronic Communications Privacy Act (electronic communications, 
wiretaps, etc.)," Federal Educational Rights and Privacy Act (student education 
records),' 2 and Cable Communications Policy Act (personal data of cable subscrib
ers). 13 A detailed discussion of the requirements of these and other federal privacy 
laws is beyond the scope of this chapter.  

5. Rule 76a(1) provides: Court records may not be removed from court files except as permitted by 
statute or rule. No court order or opinion issued in the adjudication of a case may be sealed. Other court 
records, as defined in this rule, are presumed to be open to the general public and may be sealed only 
upon a showing of all of the following: (a) a specific, serious and substantial interest which clearly out
weighs: (1) this presumption of openness; (2) any probable adverse effect that sealing will have upon the 
general public health or safety; (b) no less restrictive means than sealing records will adequately and 
effectively protect the specific interest asserted. Tex. R. Civ. P. 76a(1).  

6. In re Browning-Ferris Industries, Inc., 267 S.W.3d 508, 512 (Tex. App.-Houston [14th Dist.] 
2008, orig. proceeding) (court reversed the decision of the trial court and remanded for entry of a sealing 
order).  

7. In re Browning-Ferris, 267 S.W.3d at 512.  
8. 42 U.S.C. 1320d as amended; 45 C.F.R. pts. 160-164.  
9. 45 C.F.R. 512(e) (disclosures for judicial and administrative proceedings).  
10. 18 U.S.C. 2721-2725.  
11. 18 U.S.C. 2510-3127.  
12. 20 U.S.C. 1232g.  
13. 47 U.S.C. 551.
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III. Cases in Texas Relating to Discovery and Privacy 
Issues 

A. Types of Information Sought 

1. Medical 

Texas case law has attempted to balance the privacy rules promulgated under 
evidentiary rules, HIPAA, confidentiality statutes, public information laws, and 
common-law principles in various cases. Generally, the courts have been loath to hold 
that HIPAA preempts Texas state law, often finding harmony between the two. There 
has been some conflict over whether redaction of personally identifiable information 
is an adequate measure to protect patient confidentiality. Texas's Public Information 
Act has also been instrumental in defining the contours of confidentiality in the medi
cal arena.  

a. Privilege Protection of Medical Information 

Under the Texas Rules of Evidence, confidential communications, including per
sonal medical information, between a patient and physician are generally considered 
privileged and are subject to protections from disclosure. 14 Texas courts may, how
ever, rely on certain exemptions in the Texas Rules of Evidence to permit discovery.  
For example, rule 509(e)(4) exempts from privilege any "communication or record 
relevant to an issue of the physical, mental, or emotional condition of a patient in any 
proceeding in which any party relies upon the condition as a part of the party's claim 
or defense." Tex. R. Evid. 509(e)(4). This exemption may even reach the records of 
third parties. In the case of In re Christus Health Southeast Texas, the plaintiff sought 
discovery of redacted hospital records detailing emergency room visits of nonparties 
on the same day the plaintiff was treated. 15 The hospital objected on the grounds of 
"Physician/Patient privilege, hospital patient privilege, HIPAA privilege." 16 The court 
noted that only a patient, his representative, or the physician may assert the physician
patient privilege, not a hospital. However, the plaintiff had neither requested nor 
obtained the consent of any nonparties to disclose the information. The court therefore 
remanded the decision to the trial court to determine whether the nonparty "patients' 
conditions are a part of [the plaintiff's] claim rather than simply relevant to the 
case."' 7 Moreover, the court cautioned the trial court to ensure that any discovery of 

14. Tex. R. Evid. 509(c).  
15. 167 S.W.3d 596, 597 (Tex. App.-Beaumont 2005, orig. proceeding).  
16. In re Christus, 167 S.W.3d at 598.  
17. In re Christus, 167 S.W.3d at 602.
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nonparty information was "no broader than necessary, considering the competing 
interests at stake."'8 

Under section 74.052 of the Texas Civil Practices and Remedies Code, a plaintiff 
in a medical malpractice claim must provide the defendant with a written form autho
rizing the release of healthcare information from nonparty medical providers. See Tex.  
Civ. Prac. & Rem. Code 74.052. The Texas Supreme Court held that the clear lan
guage of section 74.052 authorizes ex parte contacts between defense attorneys and 
the nonparty medical providers, rejecting the plaintiff's demand for a protective order 
and the argument that section 74.052 does not contemplate ex parte contacts and that 
HIPAA privacy rules preempt section 74.052 and forbid such contacts.19 The court 
held that HIPAA privacy rules were in harmony with section 74.052 because "HIPAA 
itself allows the disclosure of protected health information if the patient has executed 
a valid, written authorization." 20 

Although HIPAA protects medical records by requiring certain procedures and 
consent forms before they can be disclosed, the results of blood tests taken during 
medical examinations may be exempt when used by law enforcement to show blood 
alcohol content. Upholding precedent prior to the enactment of HIPAA,2 ' the Waco 
court of appeals held that the defendant had no standing to challenge the state's use of 
blood-alcohol test results obtained during the course of treatment of injuries sustained 
in a car accident, despite the fact that the state originally obtained those results via a 
"sham" subpoena.22 While recognizing that "there is no Fourth Amendment reason
able expectation of privacy protecting such blood-alcohol test results," the court rec
ognized that the state did violate HIPAA by obtaining the remainder of the defendant's 
medical records under the sham subpoena. 23 

The Houston court of appeals has ruled that two lawyers could not be held liable 
for invasion of privacy for allegedly obtaining the plaintiff's medical information 
from another lawyer in an unrelated case.24 The court relied on Texas case law holding 
that "attorneys should not be held liable for statements or actions taken in the course 
of representing their clients" absent fraudulent or malicious conduct and that "an inva
sion-of-privacy claim is not one of the recognized types of behavior that falls into the 
category of fraudulent or malicious conduct." 25 

18. In re Christus, 167 S.W.3d at 603 (quoting R.K v. Ramirez, 887 S.W.2d 836, 843 (Tex. 1994)).  
19. In re Collins, 286 S.W.3d 911 (Tex. 2009) (orig. proceeding).  
20. In re Collins, 286 S.W.3d at 916.  
21. State v. Hardy, 963 S.W.2d 516, 527 (Tex. Crim. App. 1998) (holding that there is no Fourth 

Amendment reasonable expectation of privacy protecting blood alcohol results from tests taken by hospi
tal personnel solely for medical purposes after a traffic accident).  

22. State v. Jewell, No. 10-11-00166-CR, 2013 WL 387800 (Tex. App.-Waco Jan. 31, 2013, no 
pet.) (mem. op., not designated for publication).  

23. Jewell, 2013 WL 387800, at *5. The court permitted the use of the medical records once the 
state cured the subpoena.  

24. Sacks v. Zimmerman, 401 S.W.3d 336 (Tex. App.-Houston [14th Dist.] 2013, pet. denied).  
25. Sacks, 401 S.W.3d at 342.
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b. Public Information Act 

In Abbott v. Texas Department of Mental Health & Mental Retardation, 26 the 
Austin court of appeals held that Texas's Public Information Act (PIA)2 7 qualifies as 
one of the exemptions to the privacy rule promulgated under HIPAA section 
164.512(a), thus compelling the Texas Department of Mental Health and Mental 
Retardation to release statistical information pertaining to abuse as well as the names 
of facilities investigated. In a complex analysis balancing the PIA with the privacy 
rule, the court concluded that when a request for protected health information is made 
under the PIA, an exception to nondisclosure found in the HIPAA regulations 
applies.28 It is then incumbent on the agency to determine whether the PIA compels or 
is subject to exemption from disclosure, as when information is deemed "confidential" 
under judicial decision or statute. 29 The court concluded that "the information 
requested in this case [was] not confidential and [was], therefore, subject to release 
under the Public Information Act." 3 0 

Construing the PIA in light of the Texas Occupations Code,3 ' the Austin court of 
appeals in Texas State Board of Chiropractic Examiners v. Abbott held that the board's 
files pertaining to complaints against a chiropractor were exempt from disclosure to a 
requestor.32 Under the Code, the board's investigation files are deemed confidential 
and, thus, presumably exempted from disclosure under the PIA.33 However, the Code 
also gives a requestor the right to compel disclosure of his own medical records.34 In 
reconciling this conflict, the court found that the two Code provisions were enacted 
for different purposes and that the board's investigation files were privileged from dis
closure under the PIA "[b]ecause the privilege asserted by the Board here is one 
intended to protect the integrity of the Board's regulatory process, rather than the 
requestor's privacy interests." 35 

2. Financial Information 

By and large, Texas allows for moderate discovery of financial information. Tax 
returns of litigants are generally discoverable where relevant. Similarly, evidence of a 
defendant's net worth is discoverable where punitive or exemplary damages are at 
issue. The courts will not, however, permit overly broad requests of financial informa

26. 212 S.W.3d 648 (Tex. App.-Austin 2006, no pet.).  
27. Tex. Gov't Code 552.001-.353.  
28. Abbott, 212 S.W.3d at 662.  
29. Abbott, 212 S.W.3d at 662.  
30. Abbott, 212 S.W.3d at 665.  
31. Tex. 0cc. Code 201.205, 201.206, 201.404, 201.405.  
32. 391 S.W.3d 343 (Tex. App.-Austin 2013, no pet.).  
33. Abbott, 391 S.W.3d at 346.  
34. Abbott, 391 S.W.3d at 346.  
35. Abbott, 391 S.W.3dat 351.
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tion, such as credit applications or loan requests, that appear to be duplicative or 
merely intended to harass.  

In a case arising under the Fair Labor Standards Act, both plaintiffs and defen
dant requested discovery of financial information. 36 The United States District Court 
for the Western District of Texas held that, where the plaintiffs' status as employees or 
contractors was at issue, their tax returns were relevant and discoverable. 37 Similarly, 
the court held that the defendant's tax returns were also relevant and discoverable as 
they tended to show how the defendant classified the plaintiffs' work and no other 
documents were duplicative. 38 However, the court denied the defendant's request for 
other financial records, such as the plaintiffs' loan applications, credit card statements, 
and bank records, on the grounds that such requests were "invasive and intrusive, sub
jecting Plaintiffs to a very substantial burden." 39 

In a suit for defamation, the plaintiff sought discovery of evidence of the defen
dants' net worth, claiming that such information is discoverable in causes of action, 
such as defamation, where punitive damages are available.40 The United States Dis
trict Court for the Southern District of Texas held that no evidentiary prerequisite 
needs to be met before discovery of net worth information and that the plaintiff was 
entitled to responsive documents and answers to a single interrogatory asking for net 
worth. The court denied the plaintiff's requests as to the defendants' loan applications, 
past financial statements, and documents reflecting the value of real estate and chattels 
as "overly burdensome, excessive, and unnecessary." 41 

In a personal injury case premised on negligence and premises liability, the 
plaintiff sought (1) deposition of the defendant's accountant, (2) tax returns for the 
defendant and the multiple businesses he conducted from the premises, and (3) infor
mation reflecting the defendant's net worth.42 The Corpus Christi court of appeals 
overruled the defendant's objections, first finding that there is no accountant-client 
privilege despite section 901.457 of the Texas Occupations Code, which protects the 
confidentiality of accountant-client communications, and that, even if there were such 
a privilege, the defendant failed to adequately plead such a relationship.43 Second, the 
court held that the tax returns of the defendant's nonparty businesses were discover
able to the extent that they were relevant to show the defendant's control of the prem
ises. 44 Last, the court held that evidence of the defendant's current net worth was 

36. Rafeedie v. L.L.C., Inc., No. A-10-CA-743 LY, 2011 WL 5352826 (W.D. Tex. Nov. 7, 2011).  
37. Rafeedie, 2011 WL 5352826, at *2.  
38. Rafeedie, 2011 WL 5352826, at *4.  
39. Rafeedie, 2011 WL 5352826, at *3.  
40. Smith v. DeTar Hospital LLC, No. V-10-83, 2011 WL 6217497, at *7 (S.D. Tex. Dec. 14, 2011).  
41. Smith, 2011 WL 6217497, at *8.  
42. In re Arnold, No. 13-12-00619-CV, 2012 WL 6085320 (Tex. App.-Corpus Christi Nov. 30, 

2012, orig. proceeding) (mem. op.).  
43. In re Arnold, 2012 WL 6085320, at *3-4.  
44. In re Arnold, 2012 WL 6085320, at *5.
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discoverable, as punitive damages were being sought, but evidence of the defendant's 
past net worth was deemed irrelevant and undiscoverable. 45 

3. Social Media 

Although social media frequently is intended to be readable by the public, most 
social media sites permit users to limit access through various privacy settings. Simi
lar to courts around the country, Texas courts are beginning to face the privacy issues 
raised by social media. For example, in 2013 the Beaumont court of appeals ruled in a 
health-care liability case in which the hospital sought copies of the plaintiffs' postings 
on any social media sites.46 The plaintiffs claimed that the request was an invasion of 
their privacy and that the request was a "fishing expedition." 47 The trial court denied 
the hospital's request, and the appellate court affirmed on narrow grounds that "the 
Lowes did not establish that they had an expectation of privacy in their statements on 
social media sites. Nevertheless, a request without a time limit for posts is overly 
broad on its face." 48 

Cases are mixed at the federal level with respect to data where the social media 
user has used a privacy setting to render the information not world-readable. Two fed
eral district court cases from 2010 illustrate the contrasting views. The court in the 
Central District of California found social media site information similar to employ
ment and bank records for purposes of standing49 and found that those records that 
"are not readily accessible to the general public" may be beyond the reach of a sub
poena.50 In contrast, a court in the Southern District of Indiana ruled that "a person's 
expectations and intent that her communications be maintained as private is not a 
legitimate basis for shielding those communications from discovery" and stated that a 
protective order may address the issues 

45. In re Arnold, 2012 WL 6085320, at *6-7.  
46. In re Christus Health Southeast Texas, 399 S.W.3d 343, 347-48 (Tex. App.-Beaumont 2013, 

no pet.).  
47. In re Christus, 399 S.W.3d ai 348.  
48. In re Christus, 399 S.W.3d at 348.  
49. Crispin v. Christian Audigier, Inc., 717 F. Supp. 2d 965, 974 (C.D. Cal. 2010) ("[A]n individual 

has a personal right in information in his or her profile and inbox on a social networking site and his or 
her webmail inbox in the same way that an individual has a personal right in employment and bank 
records.").  

50. Crispin, 717 F. Supp. 2d at 991 ("With respect to webmail and private messaging, the court is 
satisfied that those forms of communications media are inherently private such that stored messages are 
not readily accessible to the general public.").  

51. Equal Employment Opportunity Commission v. Simply Storage Management, LLC, 270 F.R.D.  
430, 440 (S.D. Ind. 2010) ("SNS [social networking site] content is not shielded from discovery simply 
because it is 'locked' or 'private.' Although privacy concerns may be germane to the question of whether 
requested discovery is burdensome or oppressive and whether it has been sought for a proper purpose in 
the litigation, a person's expectations and intent that her communications be maintained as private is not a 
legitimate basis for shielding those communications from discovery. . . . As in other cases when privacy 
or confidentiality concerns have been raised, those interests can be addressed by an appropriate protective 
order, like the one already entered in this case.").

448



Privacy Issues

4. Hard Drives 

Texas courts have recently addressed whether parties may obtain discovery of 
hard drive media from their adversaries in the course of civil litigation. Hard drives 
can potentially contain very large amounts of information, including personal or pri
vate information that is not relevant to the matter. Texas courts have therefore recog
nized that litigants must meet certain standards before they will be allowed to obtain 
access to the drives.  

The Texas Supreme Court addressed this issue in the case of In re Weekley 
Homes, L.P., 295 S.W.3d 309 (Tex. 2009) (orig. proceeding). Weekley Homes brought 
a mandamus action to review the trial court's order that it produce the hard drives of 
several of its employees. The supreme court defined a number of threshold factors that 
must be met before allowing such an order, noting "the highly intrusive nature of com
puter storage search and the sensitivity of the subject matter." 52 It stated further that if 
a party makes a threshold showing to permit access to hard drives, "[c]ourts must also 
address privilege, privacy, and confidentiality concerns." 53 

In the case of In re Pinnacle Engineering, Inc., 405 S.W.3d 835, 846 (Tex.  
App.-Houston [1st Dist.] 2013, orig. proceeding), the appeals court stated that the 
"trial court's December 18, 2012 amended order did not provide guidelines as to how 
[Defendant's] expert would protect relators' privacy and confidentiality or handle 
privileged documents. . . . Accordingly, we hold that the trial court abused its discre
tion in compelling relators to turn over their computer and network server hard 
drives... ." Both In re Weekley Homes and Pinnacle Engineering provide concrete 
guidance on what is required to protect the privacy and privilege of information stored 
on hard drives before an order should be granted to produce such materials.  

In the criminal context, Texas courts have permitted the disclosure to police of 
private, potentially criminal, data found by someone who has been granted access to 
the drive by the owner. For example, in the case of Signorelli v. State, a computer 
repairman was given access to a hard drive by the owner. 54 In the ordinary course of 
the repairs, he opened files on the computer and discovered evidence of child pornog
raphy. He reported this to the local police department, which dispatched an officer to 
seize the computer. The court held that evidence obtained in this way was admissible; 
it was reasonable for the police to believe that the repairman had permission to access 
the system, and the State was also able to show that the owner had taken no steps to 
encrypt or otherwise protect the data from disclosure.  

52. In re Weekley Homes, 295 S.W.3d at 311.  
53. In re Weekley Homes, 295 S.W.3d at 318.  
54. No. 09-06-450 CR, 2007 WL 4723210 (Tex. App.-Beaumont Jan. 16, 2008, pet. ref'd) (mem.  

op., not designated for publication).
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5. Other Sources of Private Information 

A variety of other sources of private information have been addressed in Texas 
and federal courts. By way of example, the following list provides a brief overview of 
some of these decisions.  

- The Driver's Privacy Protection Act protects state motor vehicle records from 
use by attorneys for solicitation of clients (Maracich v. Spears, 133 S. Ct.  
2191 (June 17, 2013)); 

- Bank account information and telephone numbers not discoverable (Indigital 
Solutions, LLC v. Mohammed, Civ. No. H-12-2428, 2012 WL 5825824 (S.D.  
Tex. Nov. 15, 2012)); 

- Cell phone records are discoverable (Wright v. Weaver, No. 4:07-cv-369, 2009 
WL 5170218 (E.D. Tex. Dec. 18, 2009)); 

" Securities customers' purchases are potentially discoverable (Shanklin v.  
Columbia Management Advisors, L.L.C., Civ. No. H-07-2690, 2009 WL 
135 1798 (S.D. Tex. May 13, 2009)); 

" Stockholder status is discoverable (In re Union Energy, Inc., No. 12-08
00305-CV, 2008 WL 4757008 (Tex. App.-Tyler Oct. 31, 2008, orig. pro
ceeding) (mem. op.)); 

- Nonparty policyholder information is discoverable (In re Kemper Lloyds 
Insurance Co., No. 12-05-00309-CV, 2006 WL 475436 (Tex. App.-Tyler 
Feb. 28, 2006, orig. proceeding) (mem. op.)); 

" Personnel files may be discoverable if a party fails to make a proper factual 
showing that the information sought is protected by the claimed privacy inter
est; general assertions of privilege are not sufficient, and the trial court did not 
abuse its discretion by allowing disclosure without conducting an in camera 
review (In re Crestcare Nursing & Rehabilitation Center, 222 S.W.3d 68 
(Tex. App.-Tyler 2006, orig. proceeding)); and 

" Personnel file was shown to contain Social Security number, medical infor
mation, and home address, and must be redacted before it is disclosed (Frier
son v. City of Terrell, No. 3:02-CV-240H, 2003 WL 21955863 (N.D. Tex.  
Aug. 15, 2003)).
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B. Restrictions (Redaction, Protective Orders, 
Confidentiality Agreements) 

Production of personal or private information may be allowed if the documents 
are redacted to excise the private information. Whether the use of redaction is suffi
cient will depend on the case, and practitioners should be aware that redaction is not 
always appropriate or sufficient to overcome privacy and privilege concerns. For 
example, in a dispute between an insured and his two insurance companies, the plain
tiff requested the production of medical peer review reports of nonparties. 55 Under a 
strict reading of Texas Rule of Evidence 509(c) and the Texas Medical Practice Act 
(Tex. Occ. Code 159.002(a)-(c)), the San Antonio court of appeals held that peer 
reports concerning third parties created by doctors at the request of the defendant were 
not discoverable. 56 Moreover, the court held that redacting the identities of the patients 
in these reports did not make them discoverable. Both rule 509 and section 
159.002(a)-{c) forbid disclosure of records detailing "the identity, diagnosis, evalua
tion, or treatment of a patient." 57 Upholding Texas precedent, the court held that "[t]he 
redaction of the nonparties' identifying information does not address the privilege as it 
applies to the diagnosis, evaluation, or treatment of the patient." 58 

A court may order parties to enter into a confidentiality agreement in addition to 
the use of redaction.59 Addressing the privacy interests of nonparties regarding drug 
and medication records, the United States District Court for the Southern District of 
Texas, arriving at a conclusion contrary to In re Netherlands Insurance, found redac
tion of personally identifiable information to be an adequate protection, allowing dis
covery of records where the defendant was alleged to have incorrectly filled 
prescriptions. 60 Coupled with a confidentiality agreement, the court held that 
"[p]roduction of prescription records segregated from customer names achieves the 
appropriate balance between plaintiff's legitimate discovery needs and the protection 
of third party medical records." 61 The court further held that the privacy interests of 

55. In re Netherlands Insurance Co., No. 04-08-00815-CV, 2009 WL 962539 (Tex. App.-San 
Antonio Apr. 8, 2009, orig. proceeding) (mem. op.).  

56. In re Netherlands Insurance Co., 2009 WL 962539, at *3.  
57. In re Netherlands Insurance Co., 2009 WL 962539, at *3.  
58. In re Netherlands Insurance Co., 2009 WL 962539, at *4.  
59. See Riley v. Walgreen Co., 233 F.R.D. 496, 501 (S.D. Tex. 2005) (In response to plaintiff's 

request for prescription patient information, the court stated "[g]iven the extremely sensitive information 
at issue, the court agrees that both redaction of names and a confidentiality agreement are appropriate.  
Riley's objection to redaction, i.e., that it would hinder further investigation into matters relevant to 
exemplary damages, is blunted by the fact that Walgreen will be required to provide names of complain
ing customers (without reference to their particular prescriptions) in response to Interrogatory No. 1. Pro
duction of prescription records segregated from customer names, under the auspices of a confidentiality 
agreement, achieves the appropriate balance between plaintiff's legitimate discovery needs and the pro
tection of third party medical records.").  

60. Riley, 233 F.R.D. at 501.  
61. Riley, 233 F.R.D. at 501.
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defendant employees in their personnel records would be adequately protected by 
confidentiality agreements alone.62 

Use of redaction may be coupled with a protective order to ensure protection of 
private information. In a case in which the plaintiff demanded financial information 
that could also result in the production of private patient information from a medical 
device maker, the court stated that

to the extent that any documents requested happen to include a patient's 
identity, diagnosis, treatment or evaluation unrelated to the ... clinical trial, 
that information should be redacted and any remaining portions subject to a 
protective order. . . . The combination of redaction and protective order is 
consistent with the purposes of the [physician-patient] privilege to allow 
for open communications without fear of disclosure, so that the physician 
can effectively treat the patient. See In re Rezulin Prods. Liab. Litig., 178 F.  
Supp. 2d 412, 415 (S.D.N.Y. 2001) (interpreting Texas law and determin
ing "[o]nce information cannot be connected with patient, the risk of 
embarrassment that might lead a patient to withhold information from a 
physician and thus interfere with proper treatment, as well as the risk of 
any invasion of personal privacy, is eliminated"). 63 

C. International Data Protection Laws 

If discovery is propounded in a case that implicates information that resides in a 
non-U.S. jurisdiction, attorneys must take precautions that requirements for the pro
cessing and disclosure of private information of foreign nationals are met. In the lead
ing Supreme Court case on this issue, the court discussed how a balancing exercise 
should be carried out with the aim that the trial court should rule on a party's request 
for production of information located abroad only after balancing certain factors.  
Societe Nationale Industrielle Aerospatiale v. United States District Court for South
ern District of Iowa, 482 U.S. 522 (1987).  

Although U.S. interest in broad discovery generally trumps foreign privacy laws 
that would prevent disclosure, international discovery disputes require U.S. courts to 
"exercise special vigilance," 64 and some courts have denied such discovery or have 
exercised their discretion to require the requesting party to first exhaust the Hague 
Convention's discovery procedures. In Texas, the case of Volkswagen AG v. Valdez 
provides a helpful analysis of the factors Texas courts will assess to determine if a 
party must produce protected, private information in the possession its foreign opera

62. Riley, 233 F.R.D. at 501.  
63. Timberlake v. Synthes Spine Co., L.P, No. V-08-4 (S.D. Tex. June 4, 2008) (order granting in 

part and denying in part protective order).  
64. Aerospatiale, 482 U.S. at 546.
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tions.65 A detailed discussion of the issues related to the protection and disclosure of 
information residing in a non-U.S. jurisdiction is beyond the scope of this chapter,6 6 

and a number of helpful resources related to these complex issues are now available. 67 

65. AG Volkswagen v. Valdez, 897 S.W.2d 458 (Tex. App.-Corpus Christi 1995, orig. proceeding), 
mand. granted, Volkswagen AG v. Valdez, 909 S.W.2d 900 (Tex. 1995) (per curiam) (court held that the 
trial court abused its discretion in failing to balance the competing interests of the parties and by disre
garding German privacy laws, and concluded the information sought should not be produced).  

66. See chapter 20 of this book.  
67. See, for example, The Sedona Conference, The Sedona Conference International Principles on 

Discovery, Disclosure & Data Protection: Best Practices, Recommendations & Principles for Addressing 
the Preservation Discovery of Protected Data in U.S. Litigation (2011), available at https:// 
thesedonaconference.org/publication/The%20Sedona%20Conference%C2%AE%20International 
%2OPrinciples%200n%2ODiscovery,%2ODisclosure%20%2526%2OData%2oprotection; Relations 
Law of the United States 442. See also materials that discuss privacy requirements in Europe, including 
the European Union Data Protection Directive (officially, Directive 95/46/EC on the protection of indi
viduals with regard to the processing of personal data and on the free movement of such data); note that 
on January 25, 2012, the European Commission unveiled a draft European General Data Protection Reg
ulation that will supersede the Data Protection Directive and include aspects like globalization of data, 
social networks, and cloud computing. It is expected to take effect in 2016.
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CHAPTER 23

ESI Discovery in Texas Criminal 
Practice 

Mario Pfister Cadeddu and Eric J.R. Nichols 

I. Introduction-The Paradigm Shift 

Over the past fifteen years, computers and the Internet have revolutionized busi
ness. Concomitantly, the transition from a largely paper-based world to a world in 
which most information is created and stored electronically has also changed the prac
tice of litigation. For example, in 1993, only 5 percent of discoverable documents 
were derived from an electronic source.' By 2008, a mere fifteen years later, more 
than 93 percent of all business documents were created electronically. 2 That number is 
still increasing. Civil litigators were first to recognize the importance of developing 
and employing effective strategies to manage electronically stored information (ESI), 
and indeed the Federal Rules of Civil Procedure were amended in 2006 to address 
issues unique to electronic discovery. Criminal lawyers have only recently recognized 
the importance of managing ESI effectively.  

Of course, while criminal practitioners have much to learn from civil practi
tioners' F erievp~swith ESI, thef that liberty is at stake in criminal cases means 
that the 1E$I management methodologies of civil lawyers are not fully transferrable to 
the world of criminal litigation.  

In an attempt to address the unique issues regarding ESI in federal criminal 
cases, the director of the Administrative Office of the U.S. Courts and the U.S.  
Attorney General established the Joint Working Group on Electronic Technology in 
the Criminal Justice System (JETWG). Following two years of study and analysis, in 

1. Vlad J. Kroll, Default Production of Electronically Stored Information Under the Fed. Rules of 
Civil Procedure: The Requirements of Rule 34(b), 59 Hastings L.J. 221 (2005).  

2. Albert J. Marcella Jr., Electronically Stored Information and Cyberforensics, 5 Info. Sys.  
Control J. 2 (2008), available at www.isaca.org/Journal/Past-Issues/2008/Volume-5/Pages/ 
Electronically-Stored-Information-and-Cyberforensicsl.aspx#4.
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February 2012 the JETWG issued "Recommendations for Electronically Stored 
Information (ESI) Discovery Production in Federal Criminal Cases," also known as 
the "ESI Protocol." 3 

The ESI Protocol provides guidance to both prosecutors and defense counsel for 
managing ESI disclosures in criminal cases in an efficient and cost-effective manner.  
Although the ESI Protocol borrows from the civil practice experience, it seeks to 
address issues that are unique to criminal cases. Importantly, however, in contrast to 
the civil arena in which ESI collection, disclosure, and management are now governed 
by binding federal rules, the ESI Protocol consists merely of a collection of nonbind
ing recommendations and strategies. Nonetheless, as compared to the ad hoc, case-by
case approach that preceded it, the ESI Protocol gives the parties and courts some 
direction regarding how best to manage ESI in the criminal context and is a seminal 
development in federal criminal trial practice.  

Texas state courts have yet to adopt any guidelines specific to discovery of elec
tronic information, such as those set out in the ESI Protocol. The Texas Code of Crim
inal Procedure has only recently been amended in a manner that begins to recognize 
that ESI discovery issues may exist in a case. As a result, state criminal practitioners 
are more likely to encounter treatments of ESI discovery that vary from court to court 
and case to case in state criminal proceedings than would be the situation in federal 
courts.  

This chapter first addresses the ESI Protocol and evolving federal practices on 
ESI discovery and then provides a general framework for how Texas state courts hear
ing criminal cases have dealt with ESI discovery matters in the past, and how courts, 
prosecutors, and defense attorneys may choose to deal with these evolving issues in 
the future.  

II. ESI Protocol-Description and Application 

The ESI Protocol, the product of a joint task force of the Department of Justice 
and the Administrative Office of the U.S. Courts, provides a framework for (1) com
munications between the parties regarding ESI, (2) managing ESI discovery produc
tion, and (3) resolving disputes. Certain fundamental principles animate the ESI 
Protocol. Among these principles, the ESI Protocol establishes the nondelegable duty 
of lawyers to understand ESI. Indeed, the ESI Protocol states, "Lawyers have a 
responsibility to have an adequate understanding of electronic discovery."4 At the 
same time, the JETWG recognized the reality that the disclosure and management of 

3. Joint Working Group on Electronic Technology in the Criminal Justice System, 
Recommendations for Electronically Stored Information (ESI) Discovery Production in Federal Criminal 
Cases (Feb. 2012), available at www.fd.org/docsllitigation-support/final-esi-protocol.pdf and attached 
to this chapter as an appendix.  

4. ESI Protocol, Recommendations, at 2.
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ESI is a highly technical endeavor. The ESI Protocol accordingly counsels that "[i]n 
the process of planning, producing, and resolving disputes about ESI discovery, the 
parties should include individuals with sufficient technical knowledge and experience 
regarding ESI."5 Recognizing that ESI technical assistance is costly, the ESI Protocol 
expressly provides that no party producing ESI should be required to incur additional 
conversion or processing costs beyond those incurred or planned for its own case.6 

Additionally, parties should meet and confer in good faith to discuss appropriate ESI 
production formats that maintain data integrity, minimize expense, and conform to 
industry standards and to resolve ESI disputes. 7 

The ESI Protocol seeks to balance a number of goals. First, of course, is the need 
of the parties to comply with their respective discovery obligations.8 In addition how
ever, the ESI Protocol seeks to address the proliferation of electronic data and the 
complexities that the sheer volume of data may impose on the parties to a criminal 
case, including the impossibility of document-by-document review in large-volume 
ESI cases.9 In that regard, the ESI Protocol notes: 

[T]he volume of ESI in many cases may make it impossible for counsel to 
personally review every potentially discoverable item, and, as a conse
quence, the parties increasingly will employ software tools for discovery 
review, so ESI discovery should be done in a manner to facilitate electronic 
search, retrieval, sorting, and management of discovery information.... 10 

Relatedly, another important goal of the ESI Protocol is to ensure production of 
ESI in industry-standard format while avoiding unnecessary duplication of effort and 
expense." All the while, the ESI Protocol recognizes that the protection of privileged 
data, work product, or classified or otherwise confidential information is paramount.' 2 

The ESI Protocol does not apply in every case. Nor does it alter the parties' dis
covery obligations or create new rights or privileges.'3 A critically important consider
ation is that unlike in the civil context, in which a violation of the Federal Rules of 
Civil Procedure is potentially sanctionable, the ESI Protocol expressly provides that it 
cannot be used as a basis for misconduct claims or other claims for relief by either 
party.  

5. ESI Protocol, Introduction, at 1.  
6. ESI Protocol, Introduction, at 2.  
7. ESI Protocol, Introduction, at 1-2.  
8. ESI Protocol, Recommendations, at 1.  
9. ESI Protocol, Recommendations, at 1.  
10. ESI Protocol, Recommendations, at 1.  
11. ESI Protocol, Recommendations, at 1.  
12. ESI Protocol, Recommendations, at 1.  
13. ESI Protocol, Recommendations, at 1. Indeed, the ESI Protocol notes that "[t]he Recommenda

tions and Strategies are intended to apply only to disclosure of ESI under Federal Rules of Criminal Pro
cedure 16 and 26.2, Brady, Giglio, and the Jencks Act." Moreover, the ESI Protocol does not apply to 
civil or criminal investigations. ESI Protocol, Recommendations, at 1 n.1.  

14. ESI Protocol, Recommendations, at 2.
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The ESI Protocol has a tripartite structure. First, in the initial Recommendations 
section, it outlines a general framework and suggested work process for both the 
defense and prosecution to follow in handling ESI in a federal criminal case. Second, 
the Strategies and Commentary section includes practical technical guidance and use
ful definitions of terms likely to be encountered when dealing with ESI. Finally, and 
perhaps most importantly, the ESI Protocol includes a checklist for attorneys to follow 
when dealing with criminal ESI.  

As an example, the treatment of the meet and confer process in the ESI Protocol 
illustrates the interconnectedness of the different sections. The Recommendations sec
tion of the ESI Protocol provides that the parties should discuss and jointly decide the 
format for production of ESI, ensuring that formats conform to industry standards.15 

The Strategies and Commentary section of the ESI Protocol includes an exhaustive list 
of potential categories of ESI discovery including investigative materials, witness 
statements, documentation of tangible object seizures, digital devices and records of 
third parties, photographs and audio recordings, Title III wiretap information, court 
records, tests and examinations, expert-related information, immunity and plea agree
ments, discovery materials with special handling or production considerations, and 
miscellaneous other items such as data from parallel proceedings or investigations and 
materials that will not be produced digitally. 16 Finally, the ESI Discovery Production 
Checklist walks counsel stepwise through issues to be addressed during the meet and 
confer process.' 7 

Regarding the production of ESI, under the Recommendations section of the 
Protocol, ESI received from third parties and the parties' own business records should 
be produced either in the format in which they were received or in a "reasonably 
usable format," a term borrowed from Federal Rule of Civil Procedure 34(a)(1)(A).' 8 

The ESI Protocol exempts from its disclosure recommendations discovery generated 
by the government or the defense during the course of investigations-for example, 
investigative reports and reports of interview-noting that the parties may handle such 
materials differently than other ESI discovery. 19 Although the ESI Protocol recom
mends that, in the production of ESI to the other party, no party should be compelled 
to incur additional processing or formatting costs beyond those already incurred or 
anticipated for its own case preparation, once a party processes ESI, as a cost-saving 
measure it should produce the results of that processing along with the underlying 
ESI. 20 However, production of post-processed ESI is subject to the limitation that 
work product need not be produced.21 The ESI Protocol provides guidance for produc

15. ESI Protocol, Recommendations, at 3.  
16. ESI Protocol, Strategies, at 1-2.  
17. ESI Protocol, ESI Discovery Production Checklist.  
18. ESI Protocol, Recommendations, at 3.  
19. ESI Protocol, Recommendations, at 3.  
20. ESI Protocol, Recommendations, at 3-4.  
21. ESI Protocol, Recommendations, at 3-4.
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tion methodologies that the parties may consider in determining how a party will pro
duce paper documents that are to be converted to digital format.22 

The ESI Protocol also addresses the mechanism of transmission of ESI discov
ery from one party to the other. Again, transmission issues should be addressed during 
the meet and confer. Importantly, however, the ESI Protocol provides that "ESI dis
covery should be transmitted on electronic media of sufficient size to hold the entire 
production, for example, a CD, DVD, or thumb drive." 23 This provision would seem 
to preclude transmittal of ESI production on dozens of CDs or DVDs, encouraging 
instead transmittal on a large-capacity hard drive, the cost of which may be borne by 
the receiving party.24 The ESI Protocol mandates that all media should be clearly 
labeled and should be accompanied by a cover letter detailing the contents of the pro
duction as well as any additional information necessary to access the data.2 5 The ESI 
Protocol encourages a producing party to create a table of contents "describing the 
general categories of information available as ESI discovery." 26 

Interestingly, the ESI Protocol also provides for the appointment of a coordinat
ing discovery attorney in multidefendant federal criminal cases. 27 A coordinating dis
covery attorney operates much like a special master for discovery. A coordinating 
discovery attorney is authorized to accept discovery on behalf of all defendants, may 
assist in the preparation of budgets and funding requests for experts to manage ESI 
and in negotiating the format of ESI production and transmission, and may otherwise 
assist the defense in managing ESI discovery. 28 With regard to ESI discovery disputes, 
the ESI Protocol provides that the parties must attempt to resolve ESI discovery dis
putes in good faith before involving the court. 29 Indeed, the ESI Protocol recommends 
that prosecutors and the Federal Defender Offices should mandate supervisory review 
and preapproval of all motions seeking judicial resolution of ESI discovery disputes or 
suggesting that opposing counsel has committed some sort of infraction involving ESI 
discovery. 30 

Ill. Notable Federal Criminal ESI-Related Cases 

Several courts have addressed the question of whether the prosecution satisfies 
its duty under Brady v. Maryland31 to disclose potentially exculpatory information to 

22. ESI Protocol, Strategies, at 6-7.  
23. ESI Protocol, Strategies, at 10.  
24. ESI Protocol, Strategies, at 10.  
25. ESI Protocol, Strategies, at 10.  
26. ESI Protocol, Strategies, at 2.  
27. ESI Protocol, Recommendations, at 4; ESI Protocol, Strategies, at 11.  
28. ESI Protocol, Strategies, at 11.  
29. ESI Protocol, Introduction, at 2.  
30. ESI Protocol, Recommendations, at 5.  
31. 373 U.S. 83 (1963).
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the defense by providing voluminous electronic "open file" discovery. In United 
States v. Skilling, the Fifth Circuit held that the prosecution in that case satisfied its 
Brady obligations when it gave the defense access to a database consisting of several 
hundred million pages of documents.32 Noting that generally the prosecution has no 
duty to direct defendants to exculpatory evidence, the Skilling court found dispositive 
that the open file was electronic and searchable, that the government produced a set of 
"hot documents" that it believed were important to its own case and to Skilling's 
defense, and that it also provided access to other Enron litigation databases. 33 Impor
tantly, the court expressly limited its holding to the facts of the Skilling case, remark
ing that "[w]e do not hold that the use of a voluminous open file can never violate 
Brady."34 The court gave examples of government conduct that could lead to a finding 
of a Brady violation through the use of an open file, including padding an open file 
"with pointless or superfluous information to frustrate a defendant's review," creating 
a voluminous file that is "unduly onerous," or hiding Brady material of which it is 
aware in a huge open file in the hopes that the defendant will not locate it.35 

In the years since, a number of courts have followed Skilling, including the Sixth 
Circuit. In United States v. Warshak, the Sixth Circuit followed Skilling, declining to 
find a Brady violation on the basis of the government's provision of open file discov
ery consisting of millions of pages of documents. 36 As in Skilling, in Warshak, the 
court cited to the lack of evidence of bad faith on the part of the prosecution. 37 There 
was no evidence that the government "larded its production with entirely irrelevant 
documents" or "made access to the documents unduly onerous." 38 In Skilling, War
shak, and the cases following them, a critical consideration is the searchability of the 
ESI disclosed in discovery.39 

A few courts have imposed more stringent discovery burdens on the govern
ment. For example, in United States v. Salyer,40 a case involving a large volume of 
electronic discovery and an incarcerated defendant, a magistrate judge ordered the 
government to organize and identify for the defense discoverable information under 
Federal Rule of Criminal Procedure 16, Brady, and Giglio v. United States.4 However, 

32. 554 F.3d 529, 577 (5th Cir. 2009), vacated in part on other grounds, 561 U.S. 358 (2010).  
33. Skilling, 554 F.3d at 577.  
34. Skilling, 554 F.3d at 577.  
35. Skilling, 554 F.3d at 577.  
36. 631 F.3d 266, 297-98 (6th Cir. 2010).  
37. Warshak, 631 F.3d at 297-98.  
38. Warshak, 631 F.3d at 297.  
39. See, e.g., United States v. Rubin/Chambers, Dunhill Insurance Services, 825 F. Supp. 2d 451 

(S.D.N.Y 2011) (holding no Brady violation because materials disclosed were searchable electronic pro
ductions and government provided multiple indices).  

40. 271 F.R.D. 148, 158 (E.D. Cal. 2010).  
41. 405 U.S. 150 (1972).
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it seems likely that Salyer is limited in application to incarcerated defendants with rel
atively small defense teams and limited resources.42 

IV. Special Issues Regarding Federal Criminal ESI 

A. Funding under the Criminal Justice Act 

Special rules apply when criminal counsel seeks to obtain funding for computer 
hardware, software, or litigation support services under the Criminal Justice Act.43 

Appointed counsel may, of course, seek such funding if a case warrants it. Even if a 
defendant has retained counsel but is financially unable to obtain the necessary ser
vices, the court can authorize funding for ESI management or other expert services 
under the Act. Under such circumstances, however, counsel must disclose his or her 
fee agreement to the court, and the court may order counsel to pay all or part of the 
expenses if the fee arrangement is unreasonable in relation to customary fees or if the 
fee agreement was made with a gross disregard of the defendant's anticipated trial 
expenses. 44 When funding is sought for computer hardware software or litigation sup
port products or services or computer experts expected to cost more than $10,000, 
counsel must consult with the Office of Defender Services (ODS). Moreover counsel 
must inform the court of ODS's advice and recommendation. 45 

B. Confidential, Privileged, and Classified 
Information 

Certain types of information require special handling. These can include grand 
jury material, documents that provide witness identification information, materials 
subject to protective orders, privileged documents, classified information, and so on.46 

The ESI Protocol provides that the parties have an obligation to protect such informa
tion. The duty to protect such information is magnified in the ESI context because of 
the ease of dissemination of electronic data. 47 The ESI Protocol requires parties to 
limit disclosure of potentially protected data and take reasonable measures to protect 
the data. The ESI Protocol also provides that in the initial discovery planning meeting, 

42. See Rubin, 825 F. Supp. 2d at 456 (distinguishing Salyer on basis that Salyer was detained, had 
relatively small defense team, and no access to documents from parallel civil proceeding or access to vol
untary corporate assistance to locate documents).  

43. See 18 U.S.C. 3006A.  
44. Guide to Judiciary Policy, Vol. 7(A) 310.10.20, available at www.uscourts.gov/uscourts 

/FederalCourts/AppointmentOfCounsel/vol7/Vo07A-Ch03.pdf.  
45. Guide to Judiciary Policy, Vol. 7(A) 320.70.40.  
46. ESI Protocol, Recommendations, at 5.  
47. ESI Protocol, Recommendations, at 5.
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the parties should discuss potential issues relating to sensitive data and take steps to 
prevent unauthorized disclosure of such information, possibly including seeking a 
protective order from the court.48 

C. Nonreleasable Discovery 

In certain cases ESI is itself contraband and nonreleasable to the defense. An 
example is child pornography.49 In such cases the prosecution generally requires that 
the ESI remain on premises, and it is generally necessary to retain an expert to per
form an on-site analysis and review of the ESI. In any event, the parties should antici
pate and address issues relating to contraband ESI at the initial planning meeting.50 

D. Metadata 

Metadata "can describe how, when and by whom ESI was created, accessed, 
modified, formatted, or collected." 51 Examples of metadata include a word-processing 
document's author, the date the document was created, the last date it was accessed, 
and the sender, recipients, and transmittal information for an e-mail. Retaining the 
metadata associated with a document allows the parties to sort, filter, and categorize 
documents. Sorting, filtering, and categorization of documents using metadata can 
provide significant information that is not available when a document is merely text 
searchable. For example, e-mail files with retained metadata permit a reviewer to 
identify with ease e-mails sent on the same date as a target e-mail or involving the 
same recipient or subject. The ESI Protocol advises the parties to discuss and attempt 
to resolve questions regarding the treatment of metadata in ESI productions, including 
questions surrounding metadata in third-party ESI, in native files, and in ESI con
verted to electronic image formats.5 2 

E. Detained Clients 

Unlike in the civil arena, in a criminal case, a criminal defendant may be 
detained pending trial. This circumstance creates unique issues for counsel. In a case 
involving large volumes of electronic discovery, the sheer volume of data involved 
may make it impossible for an incarcerated defendant to review discovery in paper 
form. In such circumstances, it is important for defense counsel to address these dis
covery access issues both with the prosecution and with the court to ensure that the 

48. ESI Protocol, Recommendations, at 5.  
49. ESI Protocol, Recommendations, at 2.  
50. ESI Protocol, Recommendations, at 2.  
51. ESI Protocol, Strategies, at 13.  
52. ESI Protocol, Strategies, at 4-5, 8.
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defendant can provide meaningful assistance to his lawyer in preparing a defense.5 3 

Because of the wide variations in rules, security needs, and resources among detention 
facilities, the ESI Protocol does not announce uniform rules governing providing 
detained clients with access to ESI.54 

V. State Criminal Discovery Rules and ESI 

Texas state criminal law is-to put it charitably-noticeably undeveloped in the 
area of ESI discovery. This relates in part to several factors. First, the reality is that for 
decades in Texas, most prosecutors' offices around the state were decidedly low-tech 
operations, and many continue to be so. Second, given the nature of their day-to-day 
workload, few prosecutors' offices have dealt routinely with cases involving large 
amounts of ESI, as opposed to cases that might involve at most a few video or audio 
files of traffic stops, witness interviews, or defendant statements. Furthermore, on the 
"discovery" side of the ESI discovery equation, many prosecutors' offices in Texas 
operated for years under "closed file" policies, as they were allowed to do under the 
Texas Code of Criminal Procedure. 55 With such "closed file" policies, the ultimate 
ability of courts to order production of any "documents" to the defense was limited-
even in hard copy, much less in electronic formats more familiar to civil cases.5 6 

Whether to allow such discovery, therefore, was historically subject to the discretion 
of a particular prosecutor's office.  

In more recent years, most of the more than 330 Texas state prosecutor offices 
have adopted some form of "open file" policies under which defense counsel can 
inspect, copy, or download discovery of such prosecution file material as arrest war
rant affidavits and offense reports.57 However, even in those prosecutors' offices that 
provide access to electronic copying of case file material, the concept that adopting 
office-wide procedures specific to ESI-for example, procedures not only for discov
ery of offense reports in electronic readable format, or the viewing or copying of audio 
or video files of traffic stops or statements in computer-playable format, but also pro
cedures covering inspection, review, or copying of electronic evidence captured by 

53. See ESI Protocol, Strategies, at 3.  
54. ESI Protocol, Strategies, at 3.  
55. Texas District and County Attorneys Association, Setting the Record Straight on Prosecutorial 

Misconduct 14 (2012), available at www.tdcaa.com/sites/default/files/page/ 
Setting%20the%20Record%20Straight%20on%20Prosecutorial%20Misconduct.pdf (noting that 
there are "no statistics available on open-file policies through time, only anecdotal evidence that many 
jurisdictions did not adopt open-file policies until the 1990s").  

56. E.g., In re State, 162 S.W.3d 672 (Tex. App.-El Paso 2005, no pet.); In re Simmons, 799 
S.W.2d 426 (Tex. App.-El Paso 1990, no pet.).  

57. See, e.g., Tarrant County Open File Discovery Matrix, available at www.tccdla.com/pub/ 
daecfspolcy.pdf; Travis County District Attorney's Office Discovery Policy-Criminal Cases, available 
at www.co.travis.tx.us/districtattorney/pdf/forms/discoverypolicyfinal.pdf.
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law enforcement from computer hard drives or cell phones-has been slow to take 
hold.  

As state prosecutor practices with respect to ESI continue to evolve, there are an 
increasing number of provisions of the Texas Penal Code that explicitly involve 
underlying electronic data issues, such as the following: 

" Fraudulent use or possession of identifying information (Tex. Penal Code 
32.51): the statute was enacted in 1999 and amended in 2003 to include 

within its scope the possession or use of bank account numbers. 58 

" Breach of computer security (Tex. Penal Code 33.02): the statute was added 
to the Penal Code in 1985 to cover computer "hacking," and has been 
amended several times, most recently in 2011.59 

" Online solicitation of a minor (Tex. Penal Code 33.021): the statute was 
added in 2005 to cover sexually explicit communications and online sexual 
solicitations. 60 

- Online impersonation (Tex. Penal Code 33.07): the statute was added in 
2009 to cover situations in which a person uses the name or persona of 
another person online, including on social networking sites.  

- Possession or promotion of child pornography (Tex. Penal Code 43.26): the 
statute was amended in 1997 to include images displayed on a computer.61 

" Electronic transmission of certain visual material depicting minors (Tex.  
Penal Code 43.261): the statute was enacted in 2011 to cover "sexting" 
activity involved in texting or other electronic transmission of a minor engag
ing in sexual conduct.  

Furthermore, state and local law enforcement agencies have become increas
ingly sophisticated in terms of capacity to locate, collect, and analyze electronic data.  
Requests for electronic storage media devices and data have now become common
place components of search warrants, not only in computer-related crime investiga
tions but also in drug, financial crime, and organized crime investigations. 62 Given the 
number of federal and state joint law enforcement task forces, it is increasingly com
monplace that state and federal law enforcement agencies collect some form of ESI as 
part of investigations, and this evidence may be discoverable in resulting prosecu
tions. As more state and local law enforcement officers collect devices and data in an 
ever-increasing array of criminal investigations, and as more criminal charges directly 
involve collection and presentation to judges and juries of electronic evidence, 

58. See Acts 2003, 78th Leg., R.S., ch. 1104, 4 (H.B. 2248), eff. Sept. 1, 2003.  
59. See Acts 2011, 82d Leg., R.S., ch. 1044, 2 (H.B. 3396), eff. Sept. 1, 2011.  
60. In a recent decision, the Texas Court of Criminal Appeals found a portion of this statute uncon

stitutional. See Ex parte Lo, 424 S.W.3d 10 (Tex. Crim. App. 2013).  
61. See Porter v. State, 996 S.W.2d 317 (Tex. App.-Austin 1999, no pet.), opinion supplemented, 

65 S.W.3d 72 (Tex. App.-Austin 1999, no pet.).  
62. See, e.g., Emack v. State, 354 S.W.3d 828 (Tex. App.-Austin 2011, no pet.) (discussing search 

warrants executed at ranch compound related to investigation of sexual assault of children); Lown v.  
State, 172 S.W.3d 754 (Tex. App.-Houston [14th Dist.] 2005, no pet.) (computer disks seized as part of 
theft case).
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increased examination by courts and prosecutors' offices of best practices for discov
ery of such evidence by criminal defense counsel will be inevitable.  

In the meantime, however, the ESI discovery practices that exist in Texas state 
criminal practice are (1) currently evolving electronic platforms for the downloading 
of such items as arrest warrants and affidavits, offense reports, and defendant state
ments; and (2) practices on the disclosure or inspection of ESI that individual prosecu
tors (or specialized units within larger prosecutor offices) have formulated on their 
own.  

VI. Basic Texas State Criminal Discovery Statute
Texas Code of Criminal Procedure Article 39.14 

For decades, the Texas state criminal code did not even appear to recognize that 
ESI existed. The base Texas criminal discovery statute, article 39.14 of the Texas 
Code of Criminal Procedure, was enacted in 1965, and was left largely unchanged by 
the legislature until recent years. As recently as 2005, that statute provided a trial court 
with abundant discretion with respect to discovery by a' crir4iR defendant of "desig
nateddocuments, papers, written statement of the defendant, (except written state
ments of witnesses and except the work product of counsel in the case and their 
investigators and their notes or report), books, accounts, letters, photographs, objects 
or tangible things not privileged, which constitute or contain evidence material to any 
matter involved in the action and which are in the possession, custody or control of the 
State or any of its agencies." 63 

It was not until 2005 that the legislature somewhat curtailed a trial court's "may 
allow" discretion, providing that a trial court "shall allow" discovery of the items enu
merated in the Code if the defendant "show[ed] good cause therefor."6 4 Of course, a 
trial court retained discretion even after that amendment to determine what constituted 
"good cause" for requested discovery.  

The Texas Code of Criminal Procedure finally made its first explicit reference to 
electronic discovery in 2013, when the discovery statute, with its references to docu
ments, papers, writings, and "tangible things," was updated (effective January 1, 
2014) through the Michael Morton Act. 65 This update imposed mandatory discovery 
obligations on the state (upon a timely discovery request from the defendant) by elim
inating the requirement of showing "good cause" for discovery to a trial court. Also, 
for the first time, the Code now makes reference to the "electronic duplication" of 
such items as offense reports, recorded statements of witnesses, and evidence in the 
possession of the state66 -marking the first time the concept of "electronic" discovery 

63. Acts 2005, 79th Leg., R.S., ch. 1019, 1 (H.B. 969), eff. June 18, 2005.  
64. Acts 2005, 79th Leg., R.S., ch. 1019, 1 (H.B. 969), eff. June 18, 2005.  
65. Acts 2013, 83d Leg., R.S., ch. 49, 2 (S.B. 1611), eff. Jan. 1,2014.
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became an explicit part of the Code. Furthermore, the revised statute will require pros
ecutors to make an electronic record or other documentation of all discovery provided 
in a case and also require prosecutors and defense counsel to document, as part of 
pleas or trials, the discovery that has been provided in a case.6 7 

However, it is important to note that even now, and with the 2013 amendments, 
the state criminal discovery statute does not make any explicit reference to electronic 
data as a specific component of "evidence material" to a criminal matter, for which the 
state has mandatory production obligations. However, the statute as revised does give 
a criminal defense attorney a stronger basis on which to argue that the state's basic dis
covery obligations may extend to data in the state's possession. After all, any data in 
the state's possession likely came from one or more "objects" or "tangible things" in 
the state's possession, such as a hard drive or thumb drive.6 8 Accordingly, criminal 
defense counsel should include in a motion for discovery, under article 39.14 and con
stitutional discovery principles, requests for electronic data and ESI that is in the pos
session of the state, including in the possession of law enforcement agencies involved 
in the investigation leading to the case.  

As this chapter is being written, however, several prosecutors' offices around the 
state are taking steps to both modernize and streamline the delivery of discovery to 
defense counsel through electronic platforms. These electronic platforms will have the 
capability of allowing authorized defense counsel to log in through "portals" and 
access case information in PDF format, such as arrest warrants, affidavits, and offense 
reports. The platform will also allow authorized defense counsel to download such 
written materials and review videos and audio recordings relevant to a case.6 9 These 
platforms will also include a notification system that sends e-mails to defense counsel 
of initial and supplemental material made available through the platform.  

These electronic platforms will not be designed to handle all ESI discovery prac
tices and requirements in all cases, however. First, many prosecutors' offices allow 
some form of precharge discovery in cases, such as white collar investigations, that 
commonly involve ESI, and the electronic platforms will contain disclosures that 
begin with a charge, through a returned indictment or a filed information. Second, 
even when fully implemented, these platforms will have the capability of allowing 
defense counsel electronic access to PDF files and potentially video and audio files.  
They are not designed for the production of large amounts of ESI in a format amena

66. Tex. Code Crim. Proc. art. 39.14(b).  
67. Tex. Code Crim. Proc. art. 39.14(i), (j).  
68. For example, see Miller v. State, 335 S.W.3d 847 (Tex. App.-Austin 2011, no pet.).  
69. Several prosecutors' offices in such urban counties as Bexar, Dallas, Tarrant, and Travis are cur

rently rolling out or working on electronic platforms for providing case reports, defendant and witness 
statements, and audio and video files to registered defense counsel via the Internet. For example, several 
counties are working with the Texas Conference of Urban Counties on a "TechShare" case management 
system under which there will be a "Prosecutor Defense Attorney Portal" through which case materials 
may be shared electronically. Some public information on the development of the "TechShare" platform 
can be found at www.cuc.org/techshare/. Information about the Bexar County e-discovery system can be 
found at http://ediscovery.bexar.org/SitePages/Home.aspx.
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ble to forensic review of the underlying ESI. To fill this remaining gap in ESI discov
ery practices, some prosecutors' offices are revising or considering revisions to their 
office discovery policies to take ESI and its discovery into account.  

VII. Discovery of Child Pornography Images 

As state criminal electronic discovery practices have evolved, discovery prac
tices relating to certain types of ESI-such as material at issue in child pornography, 
exploitation, or abuse cases-have been addressed by the legislature. The legislature 
enacted changes to the Code of Criminal Procedure in 2009, in response to the bur
geoning number of child pornography and abuse image cases being investigated and 
prosecuted in the state. 70 At that time, the legislature specifically addressed discovery 
by defendants and defense counsel of child pornography images, either in hard-copy 
or digital format. Under this provision, no copying or further distribution of these 
images is allowed in discovery. Instead, appropriate discovery of such material is 
made if "the state provides ample opportunity for the inspection, viewing, and exam
ination of the property or material" by the defendant and his counsel and forensic 
expert. 71 

VIII. Discovery of Child Abuse Evidence and Forensic 
Interview or Recorded Statement of a Child 

The legislature further amended Texas Code of Criminal Procedure article 39.15 
in 2011 to include material covered by the newly enacted "sexting" statute and also 
forensic interviews of children and statements taken from children in cases of alleged 
abuse.72 Thus, these "sexting" materials and recorded forensic interviews of children 
are also explicitly excluded from the scope of electronic discovery material that may 
be "copied" to defense counsel. Instead, these materials may only be inspected, 
viewed, and examined in the same manner as child pornography as part of the discov
ery process.  

70. Tex. Code Crim. Proc. art. 39.15.  
71. Tex. Code Crim. Proc. art. 39.15(d).  
72. This change was in response to In re District Attorney's Office of the 25th Judicial District, 358 

S.W.3d 244 (Tex. Crim. App. 2011), in which the Texas Court of Criminal Appeals held that under article 
39.14, a trial court could order the copying of a forensic interview of a child by the state to defense coun
sel.
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IX. Case-Specific State Criminal ESI Protocols 

In the appropriate case, prosecutors and defendants can and do negotiate-and 
seek court intervention and rulings on as necessary-formal or informal protocols for 
the inspection of ESI by the defense or the provision of a copy of ESI to the defense.  
In some cases, a prosecutor's office may be willing to provide a copy of ESI to 
defense counsel without any protocol, as part of an "open file" policy. Others may 
require a written protocol. Whether written or unwritten, such protocols and agree
ments can cover the following topics, depending on the case and its particular circum
stances: 

Will a copy of the ESI be made available, or will the data be available for 
review only in a prosecutor's office or on a law enforcement computer? The issue 
of whether a court can and should order the state to provide a copy of ESI to the 
defense, as opposed to providing the data for inspection on a law enforcement com
puter, is an open question. At least one court has found, under circumstances giving 
rise to a suggestion that the ESI might contain exculpatory information about whether 
images of claimed child pornography could be properly tied back to the defendant's 
computer, that the state should have provided a copy to the defense to analyze on their 
own, using their own equipment. 73 However, other cases have found that the state's 
offer to the defense to inspect the data at a law enforcement forensics lab, under the 
supervision of law enforcement authorities, satisfies the state's discovery obliga
tions. 74 As indicated above, some materials (such as child pornography images) cannot 
by statute be made available as a copy to defense counsel. With these exceptions, 
however, providing a copy of ESI to defense counsel may be a method that satisfies a 
number of concerns for the prosecutor's office, including avoiding potential claims of 
prosecutorial misconduct and avoiding additional discovery burdens on law enforce
ment agencies involved in a case.  

If the ESI is only made available for inspection, what types of searches by 
defense experts can be done during the inspection? If the state is only permitting 
"inspection" access on equipment owned and controlled by law enforcement, will the 
platform on which the ESI is made available allow defense counsel (or more likely a 

73. In Taylor v. State, 93 S.W.3d 487, 503 (Tex. App.-Texarkana 2002, pet. ref'd), the appellate 
court held: "We would not require a chemist to take a 'porta-lab' with him or her into an evidence room to 
check alleged contraband drugs, and it is not appropriate to require a computer expert to carry his or her 
equipment into a State facility to review the documents. Under some circumstances, such as in this case 
where the accuracy of the copy itself is at issue, on timely request the duplicate and the original hard 
drive should both be produced for independent examination." 

74. Even before the Texas Code of Criminal Procedure was amended to prohibit copying of child 
pornographic images, these courts found that the state's offer to have the defense inspect the images at a 
law enforcement facility was sufficient discovery: Savage v. State, Nos. 05-06-00174, 05-06-00175-CR, 
2008 WL 726229 (Tex. App.-Dallas Sept. 10, 2008, pet. ref'd) (not designated for publication), and 
Rogers v. State, 113 S.W.3d 452 (Tex. App.-San Antonio 2003, no pet.).
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forensic expert retained by defense counsel) to do searches across the data, such as 
keyword or date searches? 

If a copy of all ESI is not being delivered to defense counsel for examination 
by defense forensic experts, can defense counsel submit search terms to the state 
and obtain copies of data responsive to those searches? Even if the state will not 
agree to (and a court will not order) the production of all ESI on a case, a potential 
middle ground is to allow the defense to have law enforcement authorities run 
searches across the data, such as keyword or date searches, and have that resulting 
data produced.  

If a copy of the ESI is being made available for inspection or delivered to 
defense counsel, in what format will the ESI be delivered? Will the defense 
receive forensic images of individual storage devices or a collection of data taken 
from multiple sources? This question will likely require most defense attorneys to 
consult a forensic consultant or expert. Understanding the format in which the data is 
being delivered is crucial, as well as understanding what document review software 
will allow the user to read the data. A forensic image is a forensic copy (sometimes 
called a mirror image) of a particular piece of storage media, such as a computer's 
hard drive. Forensic experts have access to a number of commercial software pro
grams that will allow them to access these forensic images. 75 

If the delivered or inspected data is not strictly one or more forensic images 
of identified electronic media storage devices, and a consolidated set of data is 
being produced, will the data be provided in native format? Native format is the 
data file format (such as JPEG files for photos, DOC or DOCX files for word process
ing documents, XLS for spreadsheets, HTML files for Internet search materials, or 
PST files for e-mail) used to initially create, edit, or publish the data. Production of 
data in native format may allow a forensic examiner not only to review the data in the 
format in which it was created but also to look for metadata, such as information about 
when the document was created, edited, and loaded into the device from which it was 
retrieved. 76 It will also allow a forensic examiner to look for file path information, 
such as whether the data was in an active or cached file and the username employed in 
creating or editing the data.77 

If consolidated data from a number of electronic media storage devices is 
being delivered, how will the data be organized or "foldered" or otherwise elec

75. Prosecutors and defense counsel working on cases involving ESI will often see or hear about 
references to EnCase or I-Look software, which is a common software applied in the examination of 
forensic images. For examples, see Krause v. State, 243 S.W.3d 95 (Tex. App.-Houston [1st Dist.] 2007, 
pet. ref'd), and Zaratti v. State, No. 01-04-01019-CR, 2006 WL 2506899 (Tex. App.-Houston [1st Dist.] 
Feb. 14, 2006, pet. ref'd) (not designated for publication).  

76. For example, see McKissick v. State, 209 S.W.3d 205 (Tex. App.-Houston [1st Dist.] 2006, pet.  
ref'd) (describing download of photos onto computer).  

77. For examples of why this information might be important, see Assousa v. State, No. 05-08
00007-CR, 2009 WL 1416759 (Tex. App.-Dallas May 21, 2009, pet. ref'd) (not designated for publica
tion), and Perry v. State, No. 2-06-378-CR, 2008 WL 3877303 (Tex. App.-Fort Worth Aug. 21, 2008, 
pet. ref'd) (not designated for publication).
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tronically labeled to allow a reviewer of the data to tie particular data back to a 
particular media storage device? If consolidated data is being delivered, it will be 
important to be able to tie data "sets" back to particular devices. This may be crucial to 
a full examination of the state's evidence and the state's ability to tie data, or access to 
data, back to a particular individual.78 This is especially true in cases involving sei
zures of data not only from multiple electronic media storage devices but also from 
multiple rooms in one building or from multiple buildings.  

Depending on the volume of the ESI, what device (such as a hard drive) 
with what storage capacity should the defense deliver to the prosecutor's office 
for the download of the data? Prosecutors will sometimes require defense counsel to 
deliver electronic storage media (such as an external hard drive) to the prosecutor's 
office or to law enforcement for use in downloading the defense's copy of ESI. To 
avoid problems, prosecutors will often require the electronic media storage device to 
be clean and not previously used.  

Who will have access to the copy of the ESI made available by the prosecu
tor's office? A protocol will often specify whether access to ESI (either inspection 
access or access through delivery of a copy of ESI) will be restricted to defense coun
sel, defense counsel staff, and hired forensic experts, or whether the defendant will 
also have direct access to the data. The recent amendments to the base Texas criminal 
discovery rule make clear that a defendant can have access to discovery provided, 
with witness identifying information (such as address, telephone number, and Social 
Security number information) redacted. A defendant will not be entitled to copies of 
the discovery, with the exception of the defendant's own statement. 79 

How will any of the data be filed with the court? A protocol may specify 
whether data provided through the protocol should be filed with a court, so as to avoid 
any of the restrictions on public disclosure of personal identifying information and the 
like.  

What will the procedure be for the defense to make claims of privilege with 
respect to ESI material provided? If in the case of a search (for example, of a law
yer's office) that may have resulted in law enforcement obtaining data that might be 
privileged, defense counsel may have already negotiated with a prosecutor's office, or 
had a court order, a review of seized material by a "taint team"-that is, a team of law 
enforcement officers and lawyers not involved in the case who can review the seized 
material for potential privilege and not be tainted by exposure to that privileged infor
mation. Even if a taint review protocol or order has been entered, however, the discov
ery protocol may provide what is called in the civil context a "snapback" provision.80 

Such a snapback provision in an ESI discovery protocol would allow defense counsel 

78. For an example of how a piece of data can be tied back to a particular user and file path on a 
computer, see Gant v. State, 278 S.W.3d 836 (Tex. App.-Houston [14th Dist.] 2009, no pet.).  

79. Tex. Code Crim. Proc. art. 39.14(f).  
80. Tex. R. Civ. P. 193.3(d).
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to identify data that defense counsel believes is privileged and have that material seg
mented for additional review by a taint team or by the court.  

X. Arguments for Increased Access to ESI Discovery 

Following the 2013 changes to the discovery provisions of the Texas Code of 
Criminal Procedure, Texas states courts may be increasingly faced with discovery 
motions from defendants that explicitly call for the discovery of ESI. As with all dis
covery matters, courts are likely to rely on prosecutors and defense counsel to confer 
and agree if possible on the scope of all discovery, including ESI discovery. In the 
event that defense counsel cannot come to a reasonable agreement with a state prose
cutor's office over ESI discovery, the following arguments among others may come 
into play before courts hearing article 39.14 discovery motions: 

1. As indicated earlier in the chapter, the state will often seek to authenticate a 
piece of electronic evidence, through a forensic examiner or other witness, 
by describing how it was obtained from a particular electronic media stor
age device.81 In such a case, a defendant can argue that without indepen
dent access to the ESI, in native format, the defendant has no meaningful 
method of testing the accuracy of that testimony.  

2. As indicated earlier in the chapter, the state will often seek to have forensic 
experts or other witnesses testify about the source or metadata associated 
with a particular file, such as an e-mail, word-processing document, photo
graph, or Web page. 82 Again, an argument can be made that without inde
pendent access to the ESI, in native format, a defendant has no meaningful 
method of testing the accuracy of that testimony.  

3. Prosecutors must be increasingly wary of their obligations to produce 
exculpatory and mitigating information and evidence, under both state 
rules of professional conduct and Brady v. Maryland and its progeny.8 3 In 
cases involving large amounts of ESI, defendants can argue that prosecu
tors can and should be held to a representation that none of the ESI pos
sessed by their offices or by law enforcement contains exculpatory or 
mitigating information or evidence, or be required to produce it for mean
ingful review by defense counsel. 84 

4. Finally, with the 2013 changes to the Texas Code of Criminal Procedure, 
criminal defense counsel can argue that the legislature's intent is to man
date open file discovery by prosecutors' offices-discovery that should 

81. E.g., Tienda v. State, 358 S.W.3d 633 (Tex. Crim. App. 2012) (authentication of Myspace pages 
through lay witness).  

82. Massimo v. State, 144 S.W.3d 210 (Tex. App.-Fort Worth 2004, no pet.) (e-mails).  
83. Tex. Disciplinary Rules Prof'l Conduct R. 3.08; Brady v. Maryland, 373 U.S. 83 (1963).  
84. Setting the Record Straight on Prosecutorial Misconduct, at 14.
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include ESI in native format. The 2013 amendments to the Code represent 
an effort by the legislature to level the playing field on pretrial access to 
information among prosecutors and defense counsel. Criminal defense 
counsel can argue that access to native format ESI is essential to leveling 
the playing field, especially in cases in which the state has access to foren
sic experts who are analyzing the data. In a case in which the state will seek 
to prove its case through ESI, access to that ESI in native format can be 
analogized to access to DNA evidence needed for defense testing. For the 
reasons discussed above, permitting access to ESI in native format may be 
required-in the appropriate case-to achieve the objective of a level play
ing field expressed in the 2013 Code amendments.



ESI Discovery in Texas Criminal Practice

Appendix 

"Recommendations for Electronically Stored 
Information (ESI) Discovery Production 

in Federal Criminal Cases" 

Department of Justice (DOJ) and Administrative Office of the U.S. Courts (AO) 
Joint Working Group on Electronic Technology in the Criminal Justice System 

(JETWG)

February 2012

473



474 Essentials of E-Discovery 

Introduction to Recommendations for 
ESI Discovery in Federal Criminal Cases 

Today, most information is created and stored electronically. The advent of electronically stored 
information (ESI) presents an opportunity for greater efficiency and cost savings for the entire criminal 
justice system, which is especially important for the representation of indigent defendants. To realize 
those benefits and to avoid undue cost, disruption and delay, criminal practitioners must educate 
themselves and employ best practices for managing ESI discovery.  

The Joint Electronic Technology Working Group JETWG) was created to address best practices 
for the efficient and cost-effective management of post-indictment ESI discovery between the 
Government and defendants charged in federal criminal cases. JETWG was established in 1998 by the 
Director of the Administrative Office of the U.S. Courts (AOUSC)and the Attorney General of the United 
States.. It consists of representatives of the Administrative Office of U.S. Courts' (AOUSC) Office of 
Defender Services (ODS), the Department of Justice (DOJ), Federal Defender Organizations (FDO), 
private attorneys who accept Criminal Justice Act (CJA) appointments, and liaisons from the United 
States Judiciary and other AOUSC offices.  

JETWG has prepared recommendations for managing ESI discovery in federal criminal cases, 
which are contained in the following three documents: 

1. Recommendations for ESIDiscovery in Federal Criminal Cases. The Recommendations provide 
the general framework for managing ESI, including planning, production, transmission, dispute 
resolution, and security.  

2. Strategies and Commentary on ESI Discovery in Federal Criminal Cases. The Strategies provide 
technical and more particularized guidance for implementing the recommendations, including 
definitions of terms. The Strategies will evolve in light of changing technology and experience.  

3. ESI Discovery Checklist. A one-page Checklist for addressing ESI production issues.  

The Recommendations, Strategies, and Checklist are intended for cases where the volume 
and/or nature of the ESI produced as discovery significantly increases the complexity of the case. They 
are not intended for all cases. The Recommendations, Strategies, and Checklist build upon the following 
basic principles: 

Principle 1: Lawyers have a responsibility to have anadequate understanding of electronic discovery.  
(See #4 of the Recommendations.) 

Principle 2: In the process of planning, producing, and resolving disputes about ESI discovery; the parties 
should include individuals with sufficient technical knowledge and experience regarding ESI. (See#4 of 
the Recommendations.) 

Principle 3: At the outset of a case, the parties should meet and confer about the nature, volume, and 
mechanics of producing ESI discovery. Where the ESI discovery is particularly complex or produced on a 
rolling basis, an on-going dialogue may be helpful. (See #5 of the Recommendations and Strategies.) 

Principle 4: The parties should discuss what formats of production are possible and appropriate, and 
what formats can be generated. Any format selected for producing discovery should maintain the ESI's
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integrity, allow for reasonable usability, reasonably limit costs, and, if possible, conform to industry 
standards for the format. (See #6 of the Recommendations and Strategies.) 

Principle 5: When producing ESI discovery, a party should not be required to take on substantial 
additional processing or format conversion costs a.nd burdens beyond what the party has already done 
or would do for its own case preparation or discovery production. (See #6.of the Recommendations and 
Strategies.) 

Principle 6:. Following the meet and confer, the parties should notify the court of ESI discovery 
production issues or problems that they reasonably anticipate will significantly affect the handling of the 
case. (See #5(s) of the Strategies.) 

Principle 7: The parties should discuss ESI discovery transmission methods and media that promote 
efficiency, security, and reduced costs. The producing party should provide a general description and 
maintain a record of what was transmitted. (See. #7 of the Recommendations and Strategies.) 

Principle 8: In multi-defendant cases, the defendants should authorize one or more counsel to act as the 
discovery coordinator(s) or seek appointment of a Coordinating Discovery Attorney. (See #8 of the 
Recommendations and Strategies.) 

Principle 9: The parties should make good faith efforts to discuss and resolve disputes over ESI 
discovery, involving those with the requisite technical knowledge when necessary, and they should 
consult with a supervisor, or obtain supervisory authorization, before seeking judicial resolution of an ESI 
discovery dispute or alleging misconduct, abuse, or neglect concerning the production of ESI. (See #9 of 
the .Recommendations.) 

Principle 10: All parties should limit dissemination of ESI discovery to members of their litigation team 
who need and are approved for access, and they should also take reasonable and appropriate measures 
to secure ESI discovery against unauthorized access or disclosure. (See #10 of the Recommendations.) 

The Recommendations, Strategies, and Checklist set forth a collaborative approach to ESI 
discovery involving mutual and interdependent responsibilities. The goal is to benefit all parties by 
making ESI discovery more efficient, secure, and less costly.

Introduction, Page'2
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Recommendations for ESI Discovery Production 
in Federal Criminal Cases 

1. Purpose 

These Recommendations are intended to promote the efficient and cost-effective post

indictment production of electronically stored information (ESI) in discovery' between the Government 
and defendants charged in federal criminal cases, and to reduce unnecessary conflict and litigation over 
ESI discovery by encouraging the parties to communicate about ESI discovery issues, by creating a 
predictable framework for ESI discovery, and by establishing methods for resolving ESI discovery 
disputes without the need for court intervention.  

ESI discovery production involves the balancing of several goals: 

a) the parties must comply with their legal discovery obligations; 

b) the volume of ESI in many cases may make it impossible for counsel to personally review 

every potentially discoverable item, and, as a consequence, the parties increasingly will 
employ software tools for discovery review, so ESI discovery should be done in a manner 

to facilitate electronic search, retrieval, sorting, and management of discovery 
inform ation; 

c) the parties should look for ways to avoid unnecessary duplication of time and expense 

for both parties in the handling and use of ES!; 

d) subject to subparagraph (e), below, the producing party should produce its ESI discovery 

materials in industry standard formats; 

e) the producing party is not obligated to undertake additional processing desired by the 
receiving party that is not part of the producing party's own case preparation or 
discovery production2 ; and 

f) the parties must protect their work product, privileged, and other protected 

information.  

The following Recommendations are a general framework for informed discussions between the 
parties about ESI discovery issues. The efficient and cost-effective production of ESI discovery materials 
is enhanced when the parties communicate early and regularly about any ESI discovery issues in their 

1 The Recommendations and Strategies are intended to apply only to disclosure of ESI under Federal 

Rules of Criminal Procedure 16 and 26.2, Brady, Giglio, and the Jencks Act, and they do not apply to, nor 
do they create any rights, privileges, or benefits during, the gathering of ESI as part of the parties' 
criminal or civil investigations. The legal principles, standards, and practices applicable to the discovery 
phase of criminal cases serve different purposes than those applicable to criminal and civil 

investigations.  

2 One example of the producing party undertaking additional processing for its discovery production is a 
load file that enables the receiving party to load discovery materials into its software.
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case, and when they give the court notice of ESi discovery issues that will significantly affect the handling 
of the case.  

2. Scope: Cases Involving Significant ESI 

No single approach to ESI discovery is suited to all cases:. These Recommendations are intended 
for cases where the volume and/or nature of the ESI produced as discovery significantly increases thie 
complexity of the case? In simple or routine cases, the parties should provide discovery in the manner 
they deem most efficient in accordance with the Federal Rules of Criminal Procedure, local rules, and 
custom and practice within their district.  

Due to the evolving role of ESI in criminal cases, these Recommendations and the parties' 
practices will change with technology and experience. As managing ESI discovery becomes more 
routine, it is anticipated that the parties will develop standard processes for ESI discovery that become 
the accepted norm.  

3. Limitations 

These Recommendations and the accompanying Strategies do not alter the parties' discovery 
obligations or protections under the U.S. Constitution, the Federal Rules of Criminal Procedure, the 
Jencks Act, or other federal statutes, case law,:or local rules. They may not serve as a basis for 
allegations of misconduct or claims for relief and they do not create any rights or privileges for any party.  

4. Technical Knowledge and Experience 

For complex ESI productions, each party should involve individuals with sufficient technical 
knowledge and experience to understand, communicate about, and plan for the orderly exchange of ESI 
discovery. Lawyers have a responsibility to have an adequate understanding of electronic discovery.  

5. Planning for ESI Discovery Production - The Meet and Confer Process 

At the outset of a case involving substantial or complex ESI discovery, the parties should meet 
and confer about the nature, volume, and mechanics of producing ESI discovery. The parties should 
determine how to ensure that any "meet and confer" process does not run afoul of speedy trial 
deadlines. Where the ESI discovery is particularly complex or produced on a rolling basis, an on-going 
dialogue during the discovery phase may be helpful. In cases where it is authorized, providing ESI 
discovery to an incarcerated defendant presents challenges that should be discussed early. Also, cases 
involving classified information will not fit within the Recommendations and Strategies due to the 
unique legal procedures applicable to those cases. ESI that is contraband (e.g., child pornography) 
requires special discovery procedures. The Strategies and Checklist provide detailed recommendations 
on planning for ESI discovery.  

Courts and litigants will continue to seek ways to identify cases deserving special consideration. While 
the facts and circumstances of cases will vary, some factors may include: (1) a large volume of ESI; (2) 
unique ESI issues, including native file formats, voluminous third-party records, non-standard and 
proprietary software formats; andior (3) multiple defendant cases accompanied by a significant volume 
of ESI.

Recommendations, Page 2
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6. Production of ESI Discovery 

Production of ESI discovery involves varied considerations depending upon the ESI's source, 
nature, and format. Unlike certain civil cases, in criminal cases the parties generally are not the original 
custodian or source of the ESI they produce in discovery. The ESI gathered by the parties during their 
investigations may be affected or limited by many factors, including the original custodian's or source's 
information technology systems, data management practices, and resources; the party's understanding 
of the case at the time of collection; and other factors. Likewise, the electronic formats used by the 
parties for producing ESI discovery may be affected or limited by several factors, including the source of 
the ESI; the format(s) in which the ESI was originally obtained; and the party's legal discovery 
obligations, which may vary with the nature of the material. The Strategies and Checklist provide 
detailed recommendations on production of ESI discovery.  

General recommendations for the production of ESI discovery are: 

a. The parties should discuss what formats of production are possible and appropriate, and 
what formats can be generated. Any format selected for producing discovery should, if 
possible, conform to industry standards for the format. 4 

b. ESI received from third parties should be produced in the format(s) it was received or in 
a reasonably usable format(s). ESI from the government's or defendant's business 
records should be produced in the format(s) in which it was maintained or in a 
reasonably usable format(s).  

c. Discoverable ESI generated by the government or defense during the course of their 
investigations (e.g., investigative reports, witness interviews, demonstrative exhibits, 
etc.) may be handled differently than in 6(a) and (b) above because the parties' legal 
discovery obligations and practices vary according to the nature of the material, the 
applicable law, evolving legal standards, the parties' policies, and the parties' evolving 
technological capabilities.  

d. When producing ESI discovery, a party should not be required to take on substantial 
additional processing or format conversion costs and burdens beyond what the party 
has already done or would do for its own case preparation or discovery production. For 
example, the producing party need not convert ESI from one format to another or 
undertake additional processing of ESI beyond what is required to satisfy its legal 
disclosure obligations. If the receiving party desires ESI in a condition different from 
what the producing party intends to produce, the parties should discuss what is 
reasonable in terms of expense and mechanics, who will bear the burden of any 
additional cost or work, and how to protect the producing party's work product or 
privileged information. Nonetheless, with the understanding that in certain instances 
the results of processing ESI may constitute work product not subject to discovery, these 

4 An example of "format of production" might be TIFF images, OCR text files, and load files created for a 
specific software application. Another "format of production" would be native file production, which 
would accommodate files with unique issues, such as spreadsheets with formulas and databases. ESI in 
a particular case might warrant more than one format of production depending upon the nature of the 
ESI.

Recommendations, Page 3
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recommendations operate on the general principle that where a producing party elects 
to engage in processing of ESI, the results of that processing should, unless they 
constitute work product, be produced in discovery along with the underlying ESI so as to 
save the receiving party the expense of replicating the work.  

7. Transmitting ESI Discovery 

The parties should discuss transmission.methods and media that promote efficiency, security, 
and reduce costs. In conjunction with ESI transmission, the producing party should provide a general 
description and maintain a record of what was transmitted. Any media should be clearly labeled. The 
Strategies and Checklist contain detailed recommendations on transmission of ESI discovery, including 
the potential use of email to transmit ESI.  

8. Coordinating Discovery Attorney 

In cases involving multiple defendants, the defendants should authorize one or more counsel to 
act as the discovery coordinator(s) or seek the appointment of a Coordinating Discovery Attorney5 and 
authorize that person to accept, on behalf of all defense counsel, the ESI discovery produced by the 
government. Generally, the format of production should be the same for all defendants, but the parties 
should be sensitive to different needs and interests in multiple defendant cases.  

9. Informal Resolution of ESI Discovery Matters 

a. Before filing any motion addressing an ESI discovery issue, the moving party should 
confer with opposing counsel in a good-faith effort to resolve the dispute. If resolution 
of the dispute requires technical knowledge, the parties should involve individuals with 
sufficient knowledge to understand the technical issues, clearly communicate the 
problem(s) leading to the dispute, and either implement a proposed resolution or 
explain why a proposed resolution will not solve the dispute.  

b. The Discovery Coordinator within each U.S. Attorney's Office should be consulted in 
cases presenting substantial issues or disputes.  

- ~ Cs5trae'ICs.C: 

-r11/or nature o t he C ... ....  

s Coordinating Discovery Attorneys (CDA) are AOUSC contracted attorneys who have technological 
knowledge and experience, resources, and staff to effectively manage complex ESI in multiple defendant 
cases. The CDAs may be appointed by the court to provide in-depth and significant hands-on assistance 
to CJA panel attorneys and FDO staff in selected multiple-defendant cases that require technology and 
document management assistance. They can serve as a primary point of contact for the U.S. Attorneys 
Office to discuss ESI production issues for all defendants, resulting in lower overall case costs for the 
parties. If a panel attorney or FDO is interested in utilizing the services of the CDA, they should contact 
the National Litigation Support Administrator or Assistant National Litigation Support Administrator for 
the Office of Defender Services at 510-637-3500.

Recommendations, Page 4
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c. To avoid unnecessary litigation, prosecutors and Federal Defender Offices6 
should 

institute procedures that require line prosecutors and defenders (1) to consult with a 
supervisory attorney before filing a motion seeking judicial resolution of an ESI discovery 
dispute, and (2) to obtain authorization from a supervisory attorney before suggesting in 
a pleading that opposing counsel has engaged in any misconduct, abuse, or neglect 
concerning production of ESI.  

d. Any motion addressing a discovery dispute concerning ESI production should include a 
statement of counsel for the moving party relating that after consultation with the 
attorney for the opposing party the parties have been unable to resolve the dispute 
without court action.  

10. Security: Protecting Sensitive ESI Discovery from Unauthorized Access or Disclosure 

Criminal case discovery entails certain responsibilities for all parties in the careful handling of a 
variety of sensitive information, for example, grand jury material, the defendant's records, witness 
identifying information, information about informants, information subject to court protective orders, 
confidential personal or business information, and privileged information. With ESI discovery, those 
responsibilities are increased because ESI is easily reproduced and disseminated, and unauthorized 
access or disclosure could, in certain circumstances, endanger witness safety; adversely affect national 
security or homeland security; leak information to adverse parties in civil suits; compromise privacy, 
trade secrets, or classified, tax return, or proprietary information; or prejudice the fair administration of 
justice. The parties' willingness to produce early, accessible, and usable ESI discovery will be enhanced 
by safeguards that protect sensitive information from unauthorized access or disclosure.  

All parties should limit dissemination of ESI discovery to members of their litigation team who 
need and are approved for access. They should also take reasonable and appropriate measures to 
secure ESI discovery against unauthorized access or disclosure.  

During the initial meet and confer and before ESI discovery is produced, the parties should 
discuss whether there is confidential, private or sensitive information in any ESI discovery they will be 
providing. If such information will be disclosed, then the parties should discuss how the recipients will 
prevent unauthorized access to, or disclosure of, that ESI discovery, and, absent agreement on 
appropriate security, the producing party should seek a protective order from the court addressing 
management of the particular ESI at issue. The producing party has the burden to raise the issue anew if 
it has concerns about any ESI discovery it will provide in subsequent productions. The parties may 
choose to have standing agreements so that their practices for managing ESI discovery are not discussed 
in each case. The Strategies contains additional guidance in sections 5(f), 5(p), and 7(e).  

6 For private attorneys appointed under the Criminal Justice Act (CIA), this subsection (c) is not 
applicable.
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Strategies and Commentary 
on ESI Discovery in Federal Criminal Cases 

1. Purpose 

This commentary contains strategies for implementing the ESI discovery Recommendations and 
specific technical guidance. Over time it will be modified in light of experience and changing technology.  
Definitions of common ESI terms are provided in paragraph 11, below.  

2. Scope of ESI Gathered 

In order to promote efficiency and avoid unnecessary costs, when gathering ESI the parties 
should take into consideration the nature, volume, and mechanics of managing ESI.  

3. Limitations 

Nothing contained herein creates any rights or privileges for any party.  

4. Technical Knowledge and Experience 

No additional commentary.  

5. Planning for ESI Discovery Production - The Meet and Confer Process 

To promote efficient ESI discovery, the parties may find it useful to discuss the following: 

a. ESI discovery produced. The parties should discuss the ESI being produced according to 
the following general categories: 

i. Investigative materials (investigative reports, surveillance records, criminal 
histories, etc.) 

ii. Witness statements (interview reports, transcripts of prior testimony, Jencks 
statements, etc.) 

iii. Documentation of tangible objects (e.g., records of seized items or forensic 
samples, search warrant returns, etc.) 

iv. Third parties' ESI digital devices (computers, phones, hard drives, thumb drives, 
CDs, DVDs, cloud computing, etc., including forensic images) 

v. Photographs and video/audio recordings (crime scene photos; photos of 
contraband, guns, money; surveillance recordings; surreptitious monitoring 
recordings; etc.) 

vi. Third party records and materials (including those seized, subpoenaed, and 
voluntarily disclosed)
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vii. Title Ill wire tap information (audio recordings, transcripts, line sheets, call 
reports, court documents, etc.) 

viii. Court records (affidavits, applications, and related documentation for search 
and arrest warrants, etc.) 

ix. Tests and examinations 

x. Experts (reports and related information) 

xi. Immunity agreements, plea agreements, and similar materials 

xii. Discovery materials with special production considerations (such as child 
pornography; trade secrets; tax return information; etc.) 

xiii. Related matters (state or local investigative materials, parallel proceedings 
materials, etc.) 

xiv. Discovery materials available for inspection but not produced digitally 

xv. Other information 

b. Table of contents. If the producing party has not created a table of contents prior to 
commencing ESI discovery production, it should consider creating one describing the 
general categories of information available as ESI discovery. In complex discovery cases, 
a table of contents to the available discovery materials can help expedite the opposing 
party's review of discovery, promote early settlement, and avoid discovery disputes, 
unnecessary expense, and undue delay.' Because no single table of contents is 
appropriate for every case, the producing party may devise a table of contents that is 
suited to the materials it provides in discovery, its resources, and other considerations. 2 

c. Forms of production. The producing party should consider how discoverable materials 
were provided to it or maintained by the source (e.g., paper or electronic), whether it 
has converted any materials to a digital format that can be used by the opposing party 
without disclosing the producing party's work product, and how those factors may affect 
the production of discovery materials in electronic formats. For particularized guidance 
see paragraph 6, below. The parties should be flexible in their application of the concept 

1See, e.g., U.S. v. Skilling, 554 F.3d 529, 577 (5th Cir. 2009) (no Brady violation where government 
disclosed several hundred million page database with searchable files and produced set of hot 
documents and indices).  

2 A table of contents is intended to be a general, high-level guide to the categories of ESI discovery.  
Because a table of contents may not be detailed, complete, or free of errors, the parties still have the 
responsibility to review the ESI discovery produced. With.ESI, particular content usually can be located 
using available electronic search tools. There are many ways to construct a general table of contents.  
For example, a table of contents could be a folder structure as set forth above in paragraph 2(a)(i-xv), 
where like items are placed into folders.
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of "maintained by the source." The goals are to retain the ESI's integrity, to allow for 
reasonable usability, and to reasonably limit costs.3 

d. Proprietary or legacy data. Special consideration should be given to data stored in 
proprietary or legacy systems, for example, video surveillance recordings in an 
uncommon format, proprietary databases, or software that is no longer supported by 
the vendor. The parties should discuss whether a suitable generic output format or 
report is available. If a generic output is not available, the parties should discuss the 
specific requirements necessary to access the data in its original format.  

e. Attorney-client, work product, and protected information issues. 4 
The parties should 

discuss whether there is privileged, work product, or other protected information in 
third-party ESI or their own discoverable ESI and proposed methods and procedures for 
segregating such information and resolving any disputes.  

f. Confidential and personal information. The parties should identify and discuss the 
types of confidential or personal information present in the ESI discovery, appropriate 
security for that information, and the need for any protective orders or redactions. See 
also, section 5(p) below.  

g. Incarcerated defendant. If the defendant is incarcerated and the court or correctional 
institution has authorized discovery access in the custodial setting, the parties should 
consider what institutional requirements or limitations may affect the defendant's 
access to ESI discovery, such as limitations on hardware or software use.  

h. ESI discovery volume. To assist in estimating the receiving party's discovery costs and 
to the extent that the producing party knows the volume of discovery materials it 
intends to produce immediately or in the future, the producing party may provide such 
information if such disclosure would not compromise the producing party's interests.  

3 For example, when the producing party processes ESI to apply Bates numbers, load it into litigation 
software, create TIFF images, etc., the ESI is slightly modified and no longer in its original state. Similarly, 
some modification of the ESI may be necessary and proper in order to allow the parties to protect 
privileged information, and the processing and production of ESI in certain formats may result in the loss 
or alteration of some metadata that is not significant in the circumstances of the particular case.  

a Attorney-client and work product (see, e.g., F.R.Crim.P. 16(a)(2) and (b)(2)) issues arising from the 
parties' own case preparation are beyond the scope of these Recommendations, and they need not be 
part of the meet and confer discussion.  

If third party records are subject to an agreement or court order involving a selective waiver of 
attorney-client or work product privileges (see F.R.E. 502), then the parties should discuss how to handle 
those materials.  

6 Because pretrial detainees often are held in local jails (for space, protective custody, cost, or other 
reasons) that have varying resources and security needs, there are no uniform practices or rules for 
pretrial detainees' access to ESI discovery. Resolution of the issues associated with such access is 
beyond the scope of the Recommendations and Strategies.
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Examples of volume include the number of pages of electronic images of paper-based 
discovery, the volume (e.g., gigabytes) of ESI, the number and aggregate length of any 
audio or video recordings, and the number and volume of digital devices. Disclosures 
concerning expected volume are not intended to be so detailed as to require a party to 
disclose what they intend to produce as discovery before they have a legal obligation to 
produce the particular discovery material (e.g., Jencks material). Similarly, the parties' 
estimates are not binding and may not serve as the basis for allegations of misconduct 
or claims for relief.  

i. Naming conventions and logistics. The parties should, from the outset of a case, 
employ naming conventions that would make the production of discovery more 
efficient. For example, in a Title Ill wire tap case generally it is preferable that the 
naming conventions for the audio files, the monitoring logs, and the call transcripts be 
consistent so that it is easy to cross-reference the audio calls with the corresponding 
monitoring logs and transcripts. If at the outset of discovery production a naming 
convention has not yet been established, the parties should discuss a naming 
convention before the discovery is produced. The parties should discuss logistics and 
the sharing of costs or tasks that will enhance ESI production.  

j. Paper materials. For options and particularized guidance on paper materials see 
paragraphs 6(a) and(e), below.  

k. Any software and hardware limitations. As technology continues to evolve, the parties 
may have software and hardware constraints on how they can review ESI. Any 
limitations should be addressed during the meet and confer.  

I. ESI from seized or searched third-party ESI digital devices. When a party produces ESI 
from a seized or searched third-party digital device (e.g., computer, cell phone, hard 
drive, thumb drive, CD, DVD, cloud computing, or file share), the producing party should 
identify the digital device that held the ESI, and, to the extent that the producing party 
already knows, provide some indication of the device's probable owner or custodian and 
the location where the device was seized or searched. Where the producing party only 
has limited authority to search the digital device (e.g., limits set by a search warrant's 
terms), the parties should discuss the need for protective orders or other mechanisms to 
regulate the receiving party's access to or inspection of the device.  

m. Inspection of hard drives and/or forensic (mirror) images. Any forensic examination of 
a hard drive, whether it is an examination of a hard drive itself or an examination of a 

forensic image of a hard drive, requires specialized software and expertise. A simple 
copy of the forensic image may not be sufficient to access the information stored, as 
specialized software may be needed. The parties should consider how to manage 
inspection of a hard drive and/or production of a forensic image of a hard drive and 
what software and expertise will be needed to access the information.  

n. Metadata in third party ESI. If a producing party has already extracted metadata from 
third party ESI, the parties should discuss whether the producing party should produce 
the extracted metadata together with an industry-standard load file, or, alternatively,
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produce the files as received by the producing party from the third party.' Neither party 
need undertake additional processing beyond its own case preparation, and both parties 
are entitled to protect their work product and privileged or other protected information.  
Because the term "metadata" can encompass different categories of information, the 
parties should clearly describe what categories of metadata are being discussed, what 
the producing party has agreed to produce, and any known problems or gaps in the 
metadata received from third parties.  

o. A reasonable schedule for producing and reviewing ESI. Because ESI involves complex 
technical issues, two stages should be addressed. First, the producing party should 
transmit its ESI in sufficient time to permit reasonable management and review.  
Second, the receiving party should be pro-active about testing the accessibility of the ESI 
production when it is received. Thus, a schedule should include a date for the receiving 
party to notify the producing party of any production issues or problems that are 
impeding use of the ESI discovery.  

p. ESI security. During the first meet and confer, the parties should discuss ESI discovery 
security and, if necessary, the need for protective orders to prevent unauthorized access 
to or disclosure of ESI discovery that any party intends to share with team members via 
the internet or similar system, including: 

i. what discovery material will be produced that is confidential, private, or 
sensitive, including, but not limited to, grand jury material, witness identifying 
information, information about informants, a defendant's or co-defendant's 
personal or business information, information subject to court protective 
orders, confidential personal or business information, or privileged information; 

ii. whether encryption or other security measures during transmission of ESI 
discovery are warranted; 8 

iii. what steps will be taken to ensure that only authorized persons have access to 
the electronically stored or disseminated discovery materials; 

iv. what steps will be taken to ensure the security of any website or other 
electronic repository against unauthorized access; 

v. what steps will be taken at the conclusion of the case to remove discovery 
materials from the a website or similar repository; and 

vi. what steps will be taken at the conclusion of the case to remove or return ESI 
discovery materials from the recipient's information system(s), or to securely 
archive them to prevent unauthorized-access.  

The producing party is, of course, limited to what it received from the third party. The third party's 
processing of the information can affect or limit what metadata is available.  

8 The parties should consult their litigation support personnel concerning encryption or other security.  
options.
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Note: Because all parties want to ensure that ESI discovery is secure, the Department of 
Justice, Federal Defender Offices, and CJA counsel are compiling an evolving list of 
security concerns and recommended best practices for appropriately securing discovery.  
Prosecutors and defense counsel with security concerns should direct inquiries to their 

respective ESI liaisons9 who, in turn, will work with their counterparts to develop best 
practice guidance.  

q. Other issues. The parties should address other issues they can anticipate, such as 
protective orders, "claw-back" agreements'0 between the government and criminal 
defendant(s), or any issues related to the preservation or collection of ESI discovery.  

r. Memorializing agreements. The parties should memorialize any agreements reached to 
help forestall later disputes.  

s. Notice to court.  

i. Preparing for the meet and confer: A defendant who anticipates the need for 

technical assistance to conduct the meet and confer should give the court 
adequate advance notice if it will be filing an ex parte funds request for technical 

assistance.  

ii. Following the meet and confer: The parties should notify the court of ESI 
discovery production issues or problems that they anticipate will significantly 

affect when ESI discovery will be produced to the receiving party, when the 
receiving party will complete its accessibility assessment of the ESI discovery 
received," whether the receiving party will need to make a request for 
supplemental funds to manage ESI discovery, or the scheduling of pretrial 

motions or trial.  

6. Production of ESI Discovery 

a. Paper Materials. Materials received in paper form may be produced in that form,' 
made available for inspection, or, if they have already been converted to digital format, 

9 Federal Defender Organizations and CJA panel attorneys should contact Sean Broderick (National 

Litigation Support Administrator) or Kelly Scribner (Assistant National Litigation Support Administrator) 
at 510-637-3500, or by email: seanbroderick@fd.org, kellyscribner@fd.org. Prosecutors should 
contact Andrew Goldsmith (National Criminal Discovery Coordinator) at Andrew.Goldsmith@usdoj.gov 
or John Haried (Assistant National Criminal Discovery Coordinator) atJohn.Haried@usdoj.gov.  

A "claw back" agreement outlines procedures to be followed to protect against waiver of privilege or 
work product protection due to inadvertent production of documents or data.  

" See paragraph 5(o) of the Strategies, above.  

12 The decision whether to scan paper documents requires striking a balance between resources 

(including personnel and cost) and efficiency. The parties should make that determination on a case-by

case basis.
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produced as electronic files that can be viewed and searched. Methods are described 
below in paragraph 6(b).  

b. Electronic production of paper documents. Three possible methodologies: 

i. Single-page TIFFs. Production in TIFF and OCR format consists of the following 
three elements: 

(1) Paper documents are scanned to a picture or image that produces one 
file per page. Documents should be unitized. Each electronic image 
should be stamped with a unique page label or Bates number.  

(2) Text from that original document is generated by OCR and stored in 
separate text files without formatting in a generic format using the same 
file naming convention and organization as image file.  

(3) Load files that tie together the images and text.  

ii. Multi-page TIFFS. Production in TIFF and OCR format consists of the following 
two elements: 

(1) Paper documents are scanned to a picture or image that produces one 
file per document. Each file may have multiple pages. Each page of the 
electronic image should be stamped with a unique page label or Bates 
num ber.  

(2) Text from that original document is generated by OCR and stored in 
separate text files without formatting in a generic format using the same 
file naming convention and organization as the image file.  

iii. PDF. Production in multi-page, searchable PDF format consists of the following 
one element: 

(1) Paper documents scanned to a PDF file with text generated by OCR 
included in the same file. This produces one file per document.  
Documents should be unitized. Each page of the PDF should be 
stamped with a unique Bates number.  

iv. Note re: color documents. Paper documents should not be scanned in color 
unless the color content of an individual document is particularly significant to 
the case.' 3 

c. ESI production. Three possible methodologies: 

1 Color scanning substantially slows the scanning process and creates huge electronic files which 
consume storage space, making the storage and transmission of information difficult. An original 
signature, handwritten marginalia in blue or red ink, and colored text highlights are examples of color 
content that may be particularly significant to the case.
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i. Native files as received. Production in a native file format without any 
processing consists of a copy of ESI files in the same condition as they were 
received.  

ii. ESI converted to electronic image. Production of ESI in a TIFF or PDF and 
extracted text format consists of the following four elements: 

(1) Electronic documents converted from their native format into a picture 
/ image. The electronic image files should be computer generated, as 
opposed to printed and then imaged. Each electronic image should be 
stamped with a unique Bates number.  

(2) Text from that original document is extracted or pulled out and stored 
without formatting in a generic format.  

(3) Metadata (i.e., information about that electronic document), depending 
upon the type of file converted and the tools or methodology used, that 
has been extracted and stored in an industry standard format. The 
metadata must include information about structural relationships 
between documents, e.g., parent-child relationships.  

(4) Load files that tie together the images, text, and metadata.  

iii. Native files with metadata. Production of ESI in a processed native file format 
consists of the following four elements: 

(1) The native files.  

(2) Text from that original document is extracted or pulled out and stored 
without formatting in a generic format.  

(3) Metadata (i.e., information about that electronic document), depending 
upon the type of file converted and the tools or methodology used, that 
has been extracted and stored in an industry standard format. The 
metadata must include information about structural relationships 
between documents, e.g., parent-child relationships.  

(4) Load files that tie together the native file, text, and metadata.  

d. Forensic images of digital media. Forensic images of digital media should be produced 
in an industry-standard forensic format, accompanied by notice of the format used.  

e. Printing ESI to paper. The producing party should not print ESI (including TIFF images or 
PDF files) to paper as a substitute for production of the ESI unless agreed to by the 
parties.  

f. Preservation of ESI materials received from third parties. A party receiving potentially 
discoverable ESI from a third party should, to the extent practicable, retain a copy of the
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ESI as it was originally produced in case it is subsequently needed to perform quality 
control or verification of what was produced.  

g. Production of ESI from third parties. ESI from third parties may have been received in a 
variety of formats, for example, in its original format (native, such as Excel or Word), as 
an image (TIFF or PDF), as an image with searchable text (TIFF or PDF with OCR text), or 
as a combination of any of these. The third party's format can affect or limit the 
available options for production as well as what associated information (metadata) 
might be available. ESI received from third parties should be produced in the format(s) 
it was received or in a reasonably usable format(s). ESI received from a party's own 
business records should be produced in the format(s) in which it was maintained or in a 
reasonably usable form(s). The parties should explore what formats of production1 4 are 
possible and appropriate, and discuss what formats can be generated. Any format 
selected for producing discovery should, if possible and appropriate, conform to 
industry standards for the format.  

h. ESI generated by the government or defense. Paragraphs 6(f) and 6(g) do not apply to 
discoverable materials generated by the government or defense during the course of 
their investigations (e.g., demonstrative exhibits, investigative reports and witness 

Panoeri@l iuWS -see a paragraph i _eJpu,~@1c)?cause the parties' legal discovery 
obligations-and practices vary according to the nature of the material, the applicable 
law, evolving legal standards, and the parties' evolving technological capabilities. Thus, 
such materials may be produced differently from third party ESI. However, to the extent 
practicable, this material should be produced in a searchable and reasonably usable 
format. Parties should consult with their investigators in advance of preparing discovery 
to ascertain the investigators' ESI capabilities and limitations.  

i. Investigative reports and witness interviews. Investigative reports and witness 
interviews may be produced in paper form if they were received in paper form or if the 
final version is in paper form. Alternatively, they may be produced as electronic images 
(TIFF images or PDF files), particularly when needed to accommodate any necessary 
redactions. Absent particular issues such as redactions or substantial costs or burdens 
of additional processing, electronic version in ysigaiwreports and witness 
interviews should bep pi e @ pi hable text format (such as ASCII text, OCR text, 
or plain text ,(t t aioptcJareoaavoid the expense of reprocessing the files. To the extent 
possible, the electronic image files of investigative reports and witness interviews should 
becomputer-generated (as opposed to printed to paper and then imaged) in order to 

a harcPfPFce a higher-quality searchable text which will enable the files to be more easily 
- searched and cost-effectively utilized. 15 

1 An example of "format of production" might be TIFF images, OCR text files, and load files created for a 
specific software application. Another "format of production" would be native file production, which 
would accommodate files with unique issues, such as spreadsheets with formulas and databases.  

s For guidance on making computer generated version of investigative reports and witness interview 
reports, see the description of production of TIFF, PDF, and extracted text format in paragraphs 
6(b)(ii)(1) and (ii).
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j. Redactions. ESI and/or images produced should identify the extent of redacted material 
and its location within the document.  

k. Photographs and video and audio recordings. A party producing photographs or video 
or audio recordings that either were originally created using digital devices or have 
previously been digitized should disclose the digital copies of the images or recordings if 
they are in the producing party's possession, custody or control. When technically 
feasible and cost-efficient, photographs and video and audio recordings that are not 
already in a digital format should be digitized into an industry standard format if and 
when they are duplicated. The producing party is not required to convert materials 
obtained in analog format to digital format for discovery.  

I. Test runs. Before producing ESI discovery a party should consider providing samples of 
the production format for a test run, and once a format is agreed upon, produce all ESI 
discovery in that format.  

m. Access to originals. If the producing party has converted paper materials to digital files, 
converted materials with color content to black and white images, or processed audio, 
video, or other materials for investigation or discovery, it should provide reasonable 
access to the originals for inspection and/or reprocessing.  

7. Transmitting ESI Discovery 

a. ESI discovery should be transmitted on electronic media of sufficient size to hold the 
entire production, for example, a CD, DVD, or thumb drive.'6 

If the size of the 
production warrants a large capacity hard drive, then the producing party may require 
the receiving party to bear the cost of the hard drive and to satisfy requirements for the 
hard drive that are necessary to protect the producing party's IT system from viruses or 
other harm.  

b. The media should be clearly labeled with the case name and number, the producing 
party, a unique identifier for the media, and a production date.  

c. A cover letter should accompany each transmission of ESI discovery providing basic 
information including the number of media, the unique identifiers of the media, a brief 
description of the contents including a table of contents if created, any applicable bates 
ranges or other unique production identifers, and any necessary passwords to access 
the content. Passwords should not be in the cover letter accompanying the data, but in 
a separate communication.  

d. The producing party should retain a write-protected copy of all transmitted ESI as a 
preserved record to resolve any subsequent disputes.  

e. Email Transmission. When considering transmission of ESI discovery by email, the 
parties' obligation varies according to the sensitivity of the material, the risk of harm 

16 Rolling productions may, of course, use multiple media. The producing party should avoid using 

multiple media when a single media will facilitate the receiving party's use of the material.
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from unauthorized disclosure, and the relative security of email versus alternative 
transmission. The parties should consider three categories of security: 

i. Not appropriate for email transmission: Certain categories of ESI discovery are 
never appropriate for email transmission, including, but not limited to, certain 
grand jury materials; materials affecting witness safety; materials containing 
classified, national security, homeland security, tax return, or trade secret 
information; or similar items.  

ii. Encrypted email transmission: Certain categories of ESI discovery warrant 
encryption or other secure transmission due to their sensitive nature. The 
parties should discuss and identify those categories in their case. This would 
ordinarily include, but not be limited to, information about informants, 
confidential business or personal information, and information subject to court 
protective orders.  

iii. Unencrypted email transmission: Other categories of ESI discovery not 
addressed above may be appropriate for email transmission, but the parties 
always need to be mindful of their ethical obligations.17 

8. Coordinating Discovery Attorney 

Coordinating Discovery Attorneys (CDA) are AOUSC contracted attorneys who have 
technological knowledge and experience, resources, and staff to effectively manage complex ESI in 
multiple defendant cases. The CDAs may be appointed by the court to provide additional in-depth and 
significant hands-on assistance to CJA panel attorneys and FDO staff in selected multiple-defendant 
cases that require technology and document management assistance. They can serve as a primary point 
of contact for the US Attorneys Office to discuss ESI production issues for all defendants, resulting in 
lower overall case costs for the parties. If you have any questions regarding the services of a CDA, please 
contact either Sean Broderick (National Litigation Support Administrator) or Kelly Scribner (Assistant 
National Litigation Support Administrator) at 510-637-3500, or by email: sean_broderick@fd.org, 
kellyscribner@fd.org.  

9. Informal Resolution of ESI Discovery Matters 

No additional commentary.  

10. Security: Protecting Sensitive ESI Discovery from Unauthorized Access or Disclosure 

See sections 5(f) - Confidential and personal information, 5(p) - ESI security, and 7(e) - Email 
Transmission of the Strategies for additional guidance.  

17 Illustrative of the security issues in the attorney-client context are ABA Op. 11-459 (Duty to Protect the 
Confidentiality of E-mail Communications with One's Client ) and ABA Op. 99-413 (Protecting the 
Confidentiality of Unencrypted E-Mail).
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11. Definitions 

To clearly communicate about ESI, it is important that the parties use ESI terms in the same way.  
Below are common ESI terms used when discussing ESI discovery: 

a. Cloud computing. With cloud computing, the user accesses a remote computer hosted 
by a cloud service provider over the Internet or an intranet to access software programs 
or create, save, or retrieve data, for example, to send messages or create documents, 
spreadsheets, or databases. Examples of cloud computing include Gmail, Hotmail, 
Yahool Mail, Facebook, and on-line banking.  

b. Coordinating Discovery Attorney (CDA). An AOUSC contracted attorney who has 
technological knowledge and experience, resources, and staff to effectively manage 
complex ESI in multiple-defendant cases, and who may be appointed by a court in 
selected multiple-defendant cases to assist CJA panel attorneys and/or FDO staff with 
discovery management.  

c. Document unitization. Document unitization is the process of determining where a 
document begins (its first page) and ends (its last page), with the goal of accurately 
describing what was a "unit" as it was received by the party or was kept in the ordinary 
course of business by the document's custodian. A "unit" includes attachments, for 
example, an email with an attached spreadsheet. Physical unitization utilizes actual 
objects such as staples, paper clips and folders to determine pages that belong together 
as documents. Logical unitization is the process of human review of each individual 
page in an image collection using logical cues to determine pages that belong together 
as documents. Such cues can be consecutive page numbering, report titles, similar 
headers and footers, and other logical cues.  

d. ESI (Electronically Stored Information). Any information created, stored, or utilized 
with digital technology. Examples include, but are not limited to, word-processing files, 
e-mail and text messages (including attachments); voicemail; information accessed via 
the Internet, including social networking sites; information stored on cell phones; 
information stored on computers, computer systems, thumb drives, flash drives, CDs, 

tapes, and other digital media.  

e. Extracted text. The text of a native file extracted during ESI processing of the native file, 
most commonly when native files are converted to TIFF format. Extracted text is more 
accurate than text created by the OCR processing of document images that were 
created by scanning and will therefore provide higher quality search results.  

f. Forensic image (mirror image) of a hard drive or other storage device. A process that 
preserves the entire contents of a hard drive or other storage device by creating a 
bit-by-bit copy of the original data without altering the original media. A forensic 
examination or analysis of an imaged hard drive requires specialized software and 
expertise to both create and read the image. User created files, such as email and other 
electronic documents, can be extracted, and a more complete analysis of the hard drive 
can be performed to find deleted files and/or access information. A forensic or mirror 
image is not a physical duplicate of the original drive or device; instead it is a file or set 
of files that contains all of the data bits from the source device. Thus a forensic or mirror
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image cannot simply be opened and viewed as if you were looking at the original device.  
Indeed, forensic or mirror images of multiple hard drives or other storage devices can be 
stored on a single recipient hard drive of sufficient capacity.  

g. Image of a document or document image. An electronic "picture" of how the 
document would look if printed. Images can be stored in various file formats, the most 
common of which are TIFF and PDF. Document images, such as TIFF and PDF, can be 
created directly from native files, or created by scanning hard copy.  

h. Load file. A cross reference file used to import images or data into databases. A data 
load file may contain Bates numbers, metadata, path to native files, coded data, and 
extracted or OCR text. An image load file may contain document boundary, image type 
and path information. Load files must be obtained and provided in software-specific 
formats to ensure they can be used by the receiving party.  

i. Metadata. Data that describes characteristics of ESI, for example, the author, date 
created, and date last accessed of a word processing document. Metadata is generally 
not reproduced in full form when a document is printed to paper or electronic image.  
Metadata can describe how, when and by whom ESI was created, accessed, modified, 
formatted, or collected. Metadata can be supplied by applications, users or the file 
system, and it can be altered intentionally or inadvertently. Certain metadata can be 
extracted when native files are processed for litigation. Metadata is found in different 
places and in different forms. Some metadata, such as file dates and sizes, can easily be 
accessed by users; other metadata can be hidden or embedded and unavailable to 
computer users who are not technically adept. Note that some metadata may be lost or 
changed when an electronic copy of a file is made using ordinary file copy methods.  

j. Native file. A file as it was created in its native software, for example a Word, Excel, or 
PowerPoint file, or an email in Outlook or Lotus Notes.  

k. OCR (Optical Character Recognition). A process that converts a picture of text into 
searchable text. The quality of the created text can vary greatly depending on the 
quality of the original document, the quality of the scanned image, the accuracy of the 
recognition software and the quality control process of the provider. Generally 
speaking, OCR does not handle handwritten text or text in graphics well. OCR conversion 
rates can range from 50 to 98% accuracy depending on the underlying document. A full 
page of text is estimated to contain 2,000 characters, so OCR software with even 90% 
accuracy would create a page of text with approximately 200 errors.  

I. Parent - child relationships. Related documents are described as having a parent/child 
relationship, for example, where the email is the parent and an attached spreadsheet is 
the child.  

m. PDF. "Portable Document Format." A file format created by Adobe that allows a range 
of options, including electronic transmission, viewing, and searching.  

n. TIFF. "Tagged Image File Format." An industry-standard file format for storing scanned 
and other digital black-and-white, grey-scale, and full-color images.

Strategies, Page 13
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ESI Discovery Production Checklist 

O Is this a case where the volume or nature of ESI significantly increases the case's complexity? 
Q Does this case involve classified information? 
Q Does this case involve trade secrets, or national security or homeland security information? 
E Do the parties have appropriate technical advisors to assist? 
S Have the parties met and conferred about ESI issues? 
o Have the parties addressed the format of ESI being produced? Categories may include: 

O Investigative reports and materials 
. Witness statements 
Q Tangible objects 
Q Third party ESI digital devices (computers, phones,:etc.) 
Q Photos, video and audio recordings 
Q Third party records 
Q Title Ilwire tap information 
Q Court records 
Q Tests and examinations 
Q Experts 
Q Immunity and plea agreements 
o Discovery materials with special production considerations 
Q Related matters 
Q Discovery materials available for inspection but not produced digitally 
Q Other information 

O Have the parties addressed ESI issues involving: 
Q Table of contents? 
Q Productionof paper records as either paper or ESI? 
Q Proprietary or legacy data? 
S Attorney-client, work product, or other privilege issues? 
E] Sensitive confidential personal, grand jury, classified tax return, trade secret, or similar 

information? 
Q Whether email transmission is inappropriate for any categories of ESI discovery? 
S Incarcerated defendant's access to discovery materials? 
Q ESI discovery volume for receiving party's planning purposes? 
Q Parties' software or hardware limitations? 
S Production of ESl from 3 party digital devices? 
Q Forensic images of ESI digital devices? 
Q Metadata in 3 rd party ESI? 
Q Redactions? 
0 Reasonable schedule for producing party? 
SReasonable schedule for receiving party to give notice of issues? 

0 Appropriate security measures during transmission of ESI discovery, e.g., encryption? 
O Adequatesecurity measures to protect sensitive ESI against unauthorized access or disclosure? 
Q Need for protective orders, clawb:ack agreements, or similar orders or agreements? 
Q Collaboration on sharing costs or tasks? 
S Need for receiving party's access to original ESI? 
S Preserving a record of discovery produced? 

S Have the parties memorialized their agreements and disagreements? 
S Do the parties have a system for resolving disputes informally? 
S Is there a need for a designated discovery coordinator for multiple defendants? 
S Do the parties have a plan for managing/returning ESI at the conclusion of the case?



CHAPTER 24

Practical E-Discovery Advice in 
Family Law Cases' 

Marilea W. Lewis and Reginald A. Hirsch 

It has been said that, for young adults, social media is the air they breathe. Cer
tainly, for the majority of people across the world, the advent of the Internet and Web
based services has changed the way in which communication is conducted and infor
mation shared. In many instances, that change in communication has facilitated more 
interaction and participation. Certainly, the ability to get up-to-the-minute information 
has created a better-informed public. But, as the reliance on electronic means of com
munication and information gathering increases, the ability to discover and use those 
communications and that information has developed as well. Family law practitioners 
are finding the Information Age to be both a benefit and a challenge. In one generation 
we have moved from a primarily paper-based, tangible-data society to a culture based 
on intangible binary code.  

Today information is stored in electronic devices and on the Internet. In fact, 
recent statistics indicate that 98 percent of all business records today are electronic, 
and 80 percent of them are never converted to paper or any other tangible form. Addi
tionally, as of 2006, the world was sending 60 billion e-mails per day with more than 
3.1 billion e-mail accounts as of 2011. Finally, and hitting closest to home, the Denver 
Post reports that a recent poll by the American Academy of Matrimonial Lawyers 
found that 88 percent of those surveyed had seen a "dramatic increase" in the use of 
electronic evidence. 2 

Between e-mails, instant messages, social networking, and text messages, to 
name just a few types of electronic information, electronically stored information 
(ESI) is growing at a rapid pace. In the family law context, ESI can prove to be pivotal 
evidence.  

1. The authors recommend the following articles: Scott A. Beauchamp, Heather L. King, & Jessica 
H. Janicek, "Discovery (Getting It In and Keeping It Out), Facebook and Social Networking," in Family 
Law 101, State Bar of Texas, Austin (2012); and Reginald A. Hirsch, "Discovery and Electronic Evi
dence: How to Ask for It and Object to Requests," in 27th Annual Family Law Conference, South Texas 
College of Law, Houston (2013). The authors express their gratitude for the generous use of such materi
als.  

2. Bill Torpy, "E-vorce Court: Jury Out on Clients Going Digital," The Denver Post, Feb. 25, 2008, 
www.denverpost.com/business/ci_8353622.
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Family law practitioners should become familiar with the four primary catego
ries of electronic data: (1) voice transmissions, including audiotape, cell phone trans
missions, and voice mail; (2) computer-generated data such as spreadsheets, computer 
simulation, information downloaded from a GPS device, and e-mails; (3) information 
from PDAs and cell phones, including calendars, text messages, notes, digital photos, 
and address books; and (4) video transmissions. Personal computers can be a readily 
accessible source of a vast amount of information about a party that can be easily 
obtained.  

It should be remembered that there are three significant aspects of ESI. First, 
electronic documents are more compact. Second, electronic documents cost much less 
to store than do paper documents. Finally, unlike paper documents, electronic docu
ments are not subject to decomposition and are much harder to destroy, and changes to 
electronic data can be tracked and determined via metadata. These factors make ESI 
much more attractive during discovery, while presenting unique challenges.  

I. Texas Rules of Civil Procedure 

Texas was among the first states in the nation to adopt a rule that explicitly and 
exclusively addresses ESI. While it was recognized that ESI could produce critical 
evidence, it was not until 1999 that it was identified as a distinct category of discover
able information. The Texas Rules of Civil Procedure provide the mechanism for 
obtaining discovery; the rule for the discovery of electronically stored evidence was 
added six years before the federal rule amendments.  

The two rules prescribing the method of discovery of ESI are rules 192.3(b) and 
196.4. Rule 192.3(b) provides: 

A party may obtain discovery of the existence, description, nature, custody, 
condition, location, and contents of documents and tangible things (includ
ing papers, books, accounts, drawings, graphs, charts, photographs, elec
tronic or videotape recordings, data, and data compilations) that constitute 
or contain matters relevant to the subject matter of the action. A person is 
required to produce a document or tangible thing that is within the person's 
possession, custody, or control.3 

Rule 196.4 provides: 

To obtain discovery of data or information that exists in electronic or mag
netic form, the requesting party must specifically request production of 
electronic or magnetic data and specify the form in which the requesting 
party wants it produced. The responding party must produce the electronic 
or magnetic data that is responsive to the request and is reasonably avail

3. Tex. R. Civ. P. 192.3(b).
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able to the responding party in its ordinary course of business. If the 
responding party cannot-through reasonable efforts-retrieve the data or 
information requested or produce it in the form requested, the responding 
party must state an objection complying with these rules. If the court orders 
the responding party to comply with the request, the court must also order 
that the requesting party pay the reasonable expenses of any extraordinary 
steps required to retrieve and produce the information.4 

The party requesting data should designate the format for production of elec
tronic evidence. The choice of format should consider both the type of data being pro
duced as well as the way in which the evidence will be managed. In a typical family 
law dispute, paper production will be sufficient because the entire production ordi
narily will not go beyond a few hundred e-mails or e-documents. In these situations, 
searching and volume are not a problem and paper is a good medium. But once the 
volume or complexity increases beyond that which can be easily managed by mem
ory, it is better to have production in electronically searchable formats, such as image 
production or l3ie prdutioA."j'7j _... _ 

Also, consideration should be given whether to request system and file metadata 
if it could be important to the issues in the case. For example, it is' 'a good idea to 
require preservation and production of e-mail metadata when it may impact issues in 
the case, particularly if there are questions concerning authentication, including cre
ation or origin, fabrication, or deletion or alteration of e-mail.  

The Texas Rules of Civil Procedure provide that a party responding to a request 
for production must either produce the documents or tangible things as they are kept 
in the usual course of business or organize and label them to correspond with the cate
gories in the request. Production of electronic evidence may not fit within such easily 
defined categories. For example, when producing e-mail, a decision must be made 
about the medium and format of production. For example, what medium or vehicle 
will be used for delivery? Hard copies? External hard drives? Electronic transmittal? 
Also consider which form of delivery will be used for the data files.  

One critical factor to remember is that electronic information, unlike paper docu
ments that can be easily destroyed, continues to exist even after attempts to delete it.  
Data deleted from a computer hard drive is not destroyed. Additionally, electronic 
information does not decompose or fade with time, although the location of the infor
mation may shift. When a file is deleted, it merely frees drive or disk space, so that 
other information can be stored in that space.  

Texas Rule of Civil Procedure 196.4 clearly states the procedure for requesting 
electronic discovery: 

1. A party seeking to discover electronic information must make a specific 
request for that information and specify the form of production.  

4. Tex. R. Civ. P. 196.4.
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2. A responding party must then produce any electronic information that is 
"responsive to the request and is reasonably available to the responding 
party in its ordinary course of business."5 

3. If "the responding party cannot-through reasonable efforts-retrieve the 
data or information requested or produce it in the form requested," the 
responding party must object on those grounds.  

4. If the trial court orders production upon a showing by the requesting party 
that the benefits of production outweigh the burdens imposed, the court 
may order the requesting party to pay the reasonable expenses.  

There is much use of the word "reasonable" in both the rules and the case law. Rule 
196.4 requires that the information be reasonably available and that the responding 
party use reasonable effort to produce it. If it can be produced only by additional 
effort, or at additional expense, the court may order the requesting party to pay the 
reasonable expense of obtaining the discovery. Clearly the rule allows the court to 
make a cost-benefit analysis in the determination of the production of the discovery.  

A body of case law has been created that addresses the procedure the courts 
should use to determine the meaning of "reasonable availability" under rule 196.4. To 
determine whether the requested information meets the standard of being "reasonably 
available" in the ordinary course of business under rule 196.4, the trial court may 
order discovery, such as requiring the responding party to sample or inspect the 
sources the responding party complains are not reasonably available. The trial court 
may even allow the deposition of witnesses to determine information regarding the 
storage of ESI by the responding party. The Texas Supreme Court has cautioned that 
the trial courts should address reasonable availability on a case-by-case basis.  

Factors to be considered in determining the reasonableness of the lawyer's 
efforts include the sensitivity of the information, the likelihood of disclosure if addi
tional safeguards are not employed, the cost of employing additional safeguards, the 
difficulty of implementing the safeguards, and the extent to which the safeguards 
adversely affect the lawyer's ability to represent clients (for example, by making a 
device or important piece of software excessively difficult to use). An additional fac
tor to consider is the condition of the information and the source once discovery has 
been completed.  

II. Elements of ESI 

Because ESI differs dramatically from information found on other mediums, it 
requires a different approach to discovery. Otherwise the discovery process alone can 
be prohibitively expensive and potentially destructive. Some factors to consider when 
preparing discovery of ESI include the following.  

5. See Tex. R. Civ. P. 196.4 (emphasis added).
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A. Amount of Data Available 

The same electronic information can be found in many different locations.  
Because there is a tendency by electronic information systems to reproduce data, it is 
often stored in multiple sites. This data can be found on various active areas of a hard 
drive. Most systems will provide for backup purposes by duplicating and storing files.  
While this is extremely beneficial in the event of a crash, it does become a challenge 
for purposes of discovery.  

Additionally, information is distributed among many different recipients as a 
matter of course. E-mail threads contain conversations that have been distributed to 
more than just one person and are distributed to multiple hard drives. Documents cre
ated by one writer can be circulated among multiple recipients. Each new reader pro
vides a different location for stored information.  

Finally, the most critical factor to consider is the permanent nature of what was 
once impermanent or temporary communication. The discussion by telephone confer
ence, even if reduced to a written memorandum, or the written correspondence does 
not have the longevity of ESI. Based on research done by the Radicati Group, a tech
nology market research firm, 247 billion emails were sent daily in 2009.6 Based on 
that data, it is projected that, if an individual received 100 e-mails per day, and saved 
them, that individual's mailbox would have 25,000 e-mails in the course of a year.  
Consequently, in a period of several months, the number of stored communications 
could be many thousands. That number then can be expanded exponentially based on 
the system's automatic replication and backup operations.  

B. Accessibility of Data 

Unlike paper documents routinely stored in file cabinets and drawers, ESI is cre
ated, maintained, and stored in much more complex systems. Gathering it from those 
complex systems requires much more skill and specifically crafted discovery requests.  
ESI is a combination of physical equipment, operating systems, and application soft
ware. In order to actually receive useful information in response to a request, an attor
ney must have some knowledge of information management. If the attorney does not, 
then he should have someone with expertiese in ESI assist in the drafting of the 
request and laying the proper foundation for admission once received. It is critical that 
the evidence be admissible once received.  

6. Press Release, The Radicati Group, The Radicati Group Releases "Email Statistics Report, 2009
2013" (May 6, 2009), available at http://www.radicati.com/?p=3237.
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C. Protection of Data 

Although ESI may provide a more permanent record and be available through a 
variety of sources, it is important to keep in mind that it is ordinarily designed rapid 
communication. The e-mail sent confirming an appointment is designed for a limited 
purpose; once the appointment has been kept, it may not be needed for any further 
purpose. Information systems record information in a variety of ways. Documents and 
electronic communication are being deleted or written over to make way for new 
information. Many systems routinely delete e-mails after a specific period of time. So 
the protection and preservation of data becomes critical. While almost no ESI is actu
ally lost, finding it and retrieving it can become very time-consuming and costly. It 
also requires prompt action and familiarity with the system that may extend to special
ized expertise.  

Ill. Readily Available Sources of ESI 

A. E-Mail 

In this day of instant communication and readily available information, elec
tronic mail is an easily accessible source of information. Now, with smartphones, 
Blackberries, and cloud computing, communication can be almost instantaneous. That 
provides a wide variety of sources from which ESI can be retrieved. It is important to 
identify the source, because not all digital programs will have the same backup protec
tion or capability. It is important to know where to look and the program that is being 
used. One example is found in Microsoft Outlook. Outlook can be instructed to not 
include the original message in an e-mail thread by applying an option in Tools. How
ever, that will not prevent the entire message from being sent if it is forwarded rather 
than sent as a reply. Once it has been forwarded, it is now available on other hard 
drives and even through other systems.  

An additional issue that needs to be addressed is the e-mail address given by the 
client for purposes of discovery. Is it a home or business e-mail address? What is the 
e-mail policy of the business or employer of the client if he is receiving e-mail from 
the attorney or nonbusiness relationships at his place of employment? Many busi
nesses store all e-mails on their server. However, relevant e-mails may require addi
tional expertise to avoid going beyond the scope of the pending family law case and 
invading otherwise protected information.
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B. Social Media 

Information on social media Web sites is generally held to be publicly available.  
Consequently, there should not be any reasonable expectation of privacy through such 
sites. At least two courts, when faced with the question of privacy in a social media 
site, have held that there is no reasonable expectation of privacy, 7 and those posting 
information are making a conscious choice to publicize information.8 As a result, they 
cannot complain about the subsequent use of that information by those who have been 
given access to it.  

A caveat would be that several jurisdictions have found that it is a violation of 
their ethical rules and canons for a person to intentionally gain access to a social 
media site simply for the purpose of gathering information to be used against the party 
posting it. Specifically, encouraging a third party to "friend" an unrepresented, non
party, adverse witness was found to be unethical by the Philadelphia Bar Associa
tion's Professional Guidance Committee, Opinion 2009-02 (March 2009). This 
finding would be in line with Texas Disciplinary Rule of Professional Conduct 4.04, 
Respect for Rights of Third Persons.  

Most clients will have some form of social media, whether it is Facebook, 
Myspace, or some other iteration. There is a great deal of information readily avail
able on those sites. Often it is information that is provided for public consumption.  
However, in the course of contentious litigation, it can be a source of damaging evi
dence. In fact, in California social media is referred to as "e-admissions." It is con
ceivable that instructions to delete information or photographs on social media sites 
could be construed as spoliation. The ethical practitioner needs to educate the client 
about the destruction of evidence and advise about future posting of information.  

IV. Duty of Preservation 

A. Zubulake v. UBS Warburg LLC9 

Judge Scheindlin of the Southern District of New York rendered what have 
become significant protocols in the world of electronic discovery in the opinions 
known as Zubulake I, III, IV, and V. It is important to note, however, that these opin
ions were released before the Federal Rules of Civil Procedure were amended.  

7. Guestv. Leis, 255 F.3d 325 (6th Cir. 2001).  
8. Independent Newspapers, Inc. v. Brodie, 966 A.2d 432 (Md. 2009).  
9. The Zubulake opinions cited are found at 217 F.R.D. 309 (S.D.N.Y 2003) (Zubulake I), 216 

F.R.D. 280 (S.D.N.Y. 2003) (Zubulake III), 220 F.R.D. 212 (S.D.N.Y 2003) (Zubulake IV), and 229 
F.R.D. 422 (S.D.N.Y 2003) (Zubulake V).
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1. Zubulake I and III 

In Zubulake I, the plaintiff, Laura Zubulake, requested all documents concerning 
communications between her and the defendant, UBS. UBS produced e-mails and live 
data, but it did not search its backup tapes, archives, or servers for additional docu
ments responsive to the request. Laura requested that UBS search backup sources.  
UBS objected on the basis that the cost of searching and retrieving the data was unrea
sonably high, being approximately $175,000. UBS argued that discovery of the elec
tronic data should not be permitted. Judge Scheindlin, after considering the arguments 
of both parties, held that electronic documents are equally subject to discovery as 
paper documents.  

The court considered cost based on the accessibility of the data to be retrieved on 
a cost-shifting analysis. The court held that fragmented, erased, and damaged data, as 
well as data held on backup tapes, were inaccessible, and thus a cost-shifting analysis 
must be considered to determine which party would pay for the production of the inac
cessible data. The court then created a new seven-factor balancing test for determining 
whether production should be required: 

1. The extent to which the request is specifically tailored to discover relevant 
information; 

2. The availability of such information from other sources; 
3. The total cost of production, compared to the amount in controversy; 
4, The total cost of production, compared to the resources available to each 

party; 
5. The relative ability of each party to control costs and its incentive to do so; 
6. The importance of the issues at stake in the litigation; and 
7. The relative benefits to the parties of obtaining the information.1 0 

Applying the seven factors in Zubulake III, Judge Scheindlin ordered UBS to 
produce and pay 100 percent of the costs associated with the production of electronic 
information that the plaintiff had requested and that was held on UBS's servers and 
backup tapes. The court would determine which party would pay for the remainder of 
the information after review. After review, and application of the seven-factor balanc
ing test, the plaintiff was ordered to pay for 25 percent of the production costs, while 
UBS was ordered to pay for the remaining 75 percent.' 

2. Zubulake IV and V 

In Zubulake IV, both parties had learned that relevant electronic information, 
created after the litigation commenced, had been destroyed, and was available only on 

10. ZubulakeI, 217 F.R.D. at 322.  
11. Zubulake III, 216 F.R.D. at 289.
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UBS's backup tapes. The court held that UBS had a duty to preserve the evidence 
since it should have known it would be relevant for future litigation. 12 Later, in Zubu
lake V, the court addressed counsel's responsibilities surrounding electronic discovery.  
and evidence and set forth steps counsel should take to provide a litigation hold on 
ESI.13 This litigation hold details the steps that counsel and the parties should take to 
prevent spoliation of evidence. See chapter 2 of this book.  

The Zubulake opinions clearly address the duty to preserve electronic evidence 
when a party reasonably anticipates litigation. The opinions provide clear direction for 
counsel to ensure compliance with a party's preservation obligation: 

1. Counsel must issue a litigation hold at the beginning of litigation or when
ever litigation is reasonably anticipated. The hold should be reissued peri
odically so that new employees are aware of it and all employees are 
reminded of their duties.  

2. Counsel should communicate directly with key players in the litigation 
(i.e., people identified in a party's initial disclosure and any supplemental 
disclosure).  

3. Counsel should instruct all employees to produce electronic copies of their 
relevant active files and make sure that all backup media that the party has 
a duty to retain is identified and stored in a safe place.  

According to the Sedona Conference, a litigation hold notice should "describe 
the matter at issue, provide specific examples of the types of information at issue, 
identify potential sources of information, and inform recipients of their legal obliga
tions."1 This has been refined by Zubulake IV to reflect that a party does not have to 
preserve "every shred of paper, every e-mail or electronic document, and every 
backup tape" upon recognizing the threat of litigation. 15 

B. Wal-Mart Stores, Inc. v. Johnson16 

In Texas, "the inquiry as to whether a spoliation presumption is justified requires 
a court to consider (1) whether there was a duty to preserve evidence; (2) whether the 
alleged spoliator breached that duty; and (3) whether the spoliation prejudiced the 
non-spoliator's ability to present its case or defense."1 7 

12. Zubulake IV, 220 F.R.D. at 216-17.  
13. Zubulake V, 229 F.R.D. at 431-33.  
14. The Sedona Conference, The Sedona Conference Commentary on Legal Holds: The Trigger & 

The Process, 11 Sedona Conf. J. 265, 283 (2010).  
15. Zubulake IV, 220 F.R.D. at 217.  
16. 106 S.W.3d 718 (Tex. 2003).  
17. Adobe Land Corp. v. Grffin, L.L.C., 236 S.W.3d 351, 357 (Tex. App.-Fort Worth 2007, pet.  

denied) (citing Trevino v. Ortega, 969 S.W.2d 950, 954-55 (Tex. 1998) (Baker, J., concurring).
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Additionally, a duty to preserve arises "only when a party knows or reasonably 
should know that there is a substantial chance that a claim will be filed and that evi
dence in its possession or control will be potentially relevant to that claim." 18 

C. Brookshire Bros., Ltd. v. Aldridge'9 

The Texas Supreme Court examined the imposition of a spoliation sanction in an 
opinion dated July 3, 2014. Because at the time of this book's publication the opinion 
had not been published, it is subject to revision or withdrawal so for purpose of estab
lishing precedent, it is limited. However, the opinion examines spoliation, holding that 
spoliation must be determined by the trial court rather than the jury. The court also 
acknowledges that "[d]ue to the exponential increase in the volume of electronic data 
being generated and stored, maintaining the balance between the significant interest in 
preserving relevant evidence and the burdens associated with doing so has become 
increasingly difficult." 20 The opinion provides excellent material for consideration in 
making or responding to a spoliation argument.  

V. ESI and Rule 196.4 

A. In re Weekley Homes, L.P.2 ' 

The Texas Supreme Court set forth guidelines for practitioners under Texas Rule 
of Civil Procedure 196.4 for the proper request of ESI. Additionally, the court inter
preted the term "reasonable availability" with respect to ESI.  

Before the court was the issue of whether the trial court had abused its discretion 
by ordering the defendant's employees to turn over their computer hard drives to 
forensic experts for forensic imaging, copying, and search for deleted e-mails. The 
plaintiff, HFG, filed a motion asking for limited access to Weekley's computers. Part 
of the discovery effort was directed at Weekley's employee's hard drives. In the 
request, HFG asked that it be allowed to have a forensic expert image the hard drives 
and search the year 2004 for twenty-one specific search terms. Weekley was to be 
given the opportunity to review the information retrieved and make specific objec
tions. The trial court granted HFG's motion and Weekley filed for mandamus. The 
court of appeals denied Weekley's petition, and Weekley appealed to the Texas 
Supreme Court.  

18. Wal-Mart Stores, 106 S.W.3d at 722.  
19. No. 10-0846, 2014 WL 2994435 (Tex. July 3, 2014).  
20. Brookshire Bros., Ltd v. Aldridge, 2014 WL 2994435, at *1.  
21. 295 S.W.3d 309 (Tex. 2009).
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In an unusual approach to the issue, counsel for both parties appeared to agree 
that a request for e-mail, by itself, was not a request to "obtain discovery of data or 
information that exists in electronic or magnetic form," so as to trigger the application 
of rule 196.4.22 This position led the court to hold, as a threshold matter, that "emails 
and deleted emails stored in electronic or magnetic form (as opposed to being printed 
out) are clearly 'electronic information'".  

As a result of the decision in Weekley Homes, the proper procedures to be used 
in Texas for requesting electronic discovery from a storage device under Texas Rule 
of Civil Procedure 196.4 were formulated. Specifically, they are: 

- A party seeking discovery of electronic information must make a specific 
request for that information and specify the form of production-in other 
words, no global requests.24 

" A party responding to a request for discovery must then produce any elec
tronic information that is "responsive to the request and . .. reasonably avail
able to the responding party in its ordinary course of business."25 
If "the responding party cannot-through reasonable efforts-retrieve the 
data or information requested or produce it in the form requested," the 
responding party must object on those grounds.26 

" The parties should make reasonable efforts to resolve the dispute without 
court intervention. 27 

" If the parties are unable to resolve the dispute, either party may request a hear
ing on the-objection, at which the responding party must demonstrate that the 
requested information is not reasonably available because of undue burden or 
cost. 2 8 

- If the trial court determines the requested information is not reasonably avail
able, the court may nevertheless order production upon a showing by the 
requesting party that the benefits of production outweigh the burdens 
imposed, again subject to rule 192.4's discovery limitations. 29 

- If the benefits are shown to outweigh the burdens of production and the trial 
court orders production of information that is not reasonably available, sensi
tive information should be protected and the least intrusive means should be 
employed. The requesting party must also pay the reasonable expenses of any 
extraordinary steps required to retrieve and produce the information.30 

" If the benefits are shown to outweigh the burdens of production and the trial 
court orders production of information that is not reasonably available, sensi
tive information should be protected and the least intrusive means should be 

22. In re Weekley Homes, 295 S.W.3d at 314.  
23. In re Weekley Homes, 295 S.W.3d at 314.  
24. In re Weekley Homes, 295 S.W.3d at 322 (citing Tex. R. Civ. P. 196.4).  
25. In re Weekley Homes, 295 S.W.3d at 322 (quoting Tex. R. Civ. P. 196.4).  
26. In re Weekley Homes, 295 S.W.3d at 322 (quoting Tex. R. Civ. P. 196.4).  
27. In re Weekley Homes, 295 S.W.3d at 322 (citing Tex. R. Civ. P. 191.2).  
28. In re Weekley Homes, 295 S.W.3d at 322 (citing Tex. R. Civ. P. 193.4(a), 192.4(b)).  
29. In re Weekley Homes, 295 S.W.3d at 322.  
30. In re Weekley Homes, 295 S.W.3d at 322 (citing Tex. R. Civ. P. 192.6(b), 196.4).
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employed. The requesting party must also pay the reasonable expenses of any 
extraordinary steps required to retrieve and produce the information.3 ' 

In Weekley Homes, the court found that HFG's motion "relied primarily on dis
crepancies and inconsistencies" in the production. 32 Although that could demonstrate 
that Weekley had not performed an adequate search, that alone was not enough to 
establish that there was additional evidence to be obtained. As the court reasoned, "it 
does not follow that a search of [the] hard drives would likely reveal deleted emails or, 
if it would, that they would be reasonably capable of recovery." 33 This allowed the 
court to conclude that HFG's statements about the existence of deleted e-mails did not 
justify the extremely intrusive method of discovery that the trial court had ordered.  

The court gave further direction by stating that the courts should not let the 
requesting party have direct access to the opposing party's storage device. Rather, 
such access should be allowed to a qualified forensic expert. There must be a balance 
between the potential benefits of forensic imaging and analysis against the burden and 
intrusion of the process. It is the requesting party's burden to demonstrate that the 
methodology to be used will lead to discoverable information.  

The court gave further instruction on the meaning of "reasonable availability" 
under rule 196.4. To determine whether the requested information is "reasonably 
available" in the ordinary course of business under rule 196.4, the trial court may 
order discovery, including sampling or inspection of the sources the responding party 
complains are not reasonably available. Depositions of witnesses may be taken to 
determine information regarding the storage of ESI by the responding party. However, 
"because parties' electronic systems, electronic storage, and retrieval capabilities will 
vary in each case, trial courts should assess the reasonable availability of information 
on a case-by-case basis." 34 

B. MRT, Inc. v. Vounckx35 

The plaintiffs sought discovery of relevant documents, which were defined in the 
request to include "any computer-generated, computer-stored, or electronically-stored 
matter" and "responsive data or information that exists in electronic or magnetic 
form." 36 During depositions, the plaintiffs learned that backup media existed that 
could contain relevant e-mail. After exchanging letters between counsel, the plaintiffs 
filed a motion to compel, seeking to have the defendants search the backup media.  
Before the motion could be heard, the court set a discovery deadline and a trial date.  
The trial court subsequently ordered the defendants to submit an affidavit detailing its 

31. In re Weekley Homes, 295 S.W.3d at 322 (citing Tex. R. Civ. P. 192.6(b), 196.4).  
32. In re Weekley Homes, 295 S.W.3d at 319.  
33. In re Weekley Homes, 295 S.W.3d at 319-20.  
34. In re Weekley Homes, 295 S.W.3d at 315.  
35. 299 S.W.3d 500 (Tex. App.-Dallas 2009, no pet.).  
36. Vounckx, 299 S.W.3d at 506.
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efforts to search the backup tapes and locate responsive e-mails. The court further 
ordered the production of specific e-mails referenced in correspondence between 
counsel.  

The defendants moved for reconsideration. At a hearing prior to trial, the defen
dants stated that all backup tapes prior to 2000 had been destroyed, only nine of the 
remaining 103 tapes had been restored, and only one had been searched. They were 
ordered to produce ten tapes to the plaintiffs. At trial, the plaintiffs moved for continu
ance due to the inability to search the ten tapes they had received. They acknowledged 
that they had no knowledge of specific documents on the tapes or whether-the tapes 
contained any responsive information. The trial court denied a continuance. After a 
jury trial, the plaintiffs lost. Appeal was taken on the basis of the denial of electronic 
discovery and spoliation. The plaintiffs claimed that the defendants had misrepre
sented the completeness of their discovery responses and failed to object to the search 
of backup media, as required by rule 196.4.  

The appellate court held that "because appellants did not initially specifically 
request production of the backup tapes or documents that resided only on IMEC's 
backup tapes, we conclude IMEC had no duty to object in its responses that the 
backup tapes or the documents contained on them were not reasonably available." 3 7 

The court further commented that

[a]cknowledging cooperation and agreements between parties and their 
attorneys as a fundamental tenet of our discovery rules, the Weekley court 
stated that before tendering requests for electronic information, parties 
should share relevant information concerning electronic systems and stor
age methodologies so that agreements regarding protocols may be reached 
and trial courts have the necessary information to rule on discovery issues 
when the parties cannot agree.38 

The case is very fact specific. The plaintiffs' request for continuance was after 
more than three years of litigation on the eve of trial. Of critical importance to the 
holding is that the plaintiffs could not demonstrate that further investigation of the 
backup media would have resulted in the production of any additional relevant infor
mation. Also, there was no evidence that the defendants knew or should have known 
that the backup tapes prior to 2000 would contain discoverable data relevant to the 
lawsuit when they were destroyed in 2003.  

C. In re Pinnacle Engineering, Inc.39 

The parties were coshareholders and employees of two privately held corpora
tions. The plaintiff's employment was terminated by PEI and PPSI in January 2011.  

37. Vounckx, 299 S.W.3d at 508-09.  
38. Vounckx, 299 S.W.3d at 508.  
39. 405 S.W.3d 835 (Tex. App.-Houston [1st Dist.] 2013, orig. proceeding).
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The plaintiff sued for breach of contract, breach of fiduciary duty, and other causes of 
action. In May 2011, the plaintiff served requests for production on the various defen
dants. He sought the production of computer hard drives from the laptops, desktops, 
Dell notebooks, and tablets of three employees, along with the network server used for 
electronic data. The defendants objected, and the plaintiff filed a motion to compel.  
The trial court granted the motion. The defendants sought mandamus. Mandamus was 
conditionally granted. The trial court's order did not comply with the requirements of 
rule 196.4 without requiring specific discovery requests, the identity of the forensic 
expert, and the expert's qualifications. Additionally, the order did not provide any 
mechanism by which any privileged or confidential documents or information could 
be withheld. The trial court's order should have provided search parameters. 40 

VI. Miscellaneous Statutes 

A. Identity Theft Enforcement and Protection Act 

Texas is one of many states that has enacted legislation that creates a duty for 
businesses to protect personal information provided in the regular course of busi
ness. 41 This would clearly include information gathered in discovery. Law firms are 
included among those businesses that have a duty to protect the information and to 
notify clients in the event of a breach of security.  

Texas Business and Commerce Code chapter 521 provides protection for per
sonal information obtained "in the regular course of business." 

Section 521.052 provides that
(a) A business shall implement and maintain reasonable procedures, 

including taking any appropriate corrective action, to protect from 
unlawful use or disclosure any sensitive personal information col
lected or maintained by the business in the regular course of business.  

(b) A business shall destroy or arrange for the destruction of customer 
records containing sensitive personal information within the busi
ness's custody or control that are not to be retained by the business by: 
(1) shredding; 
(2) erasing; or 
(3) otherwise modifying the sensitive personal information in the 

records to make the information unreadable or indecipherable 
through any means.  

(c) This section does not apply to a financial institution as defined by 15 
U.S.C. Section 6809.  

40. In re Pinnacle Engineering, Inc., 405 S.W.3d at 846-47.  
41. See Tex. Bus. & Corn. Code ch. 521.
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(d) As used in this section, "business" includes a nonprofit athletic or 

sports association.  

Section 521.053 further provides that
(a) In this section, "breach of system security" means unauthorized acqui

sition of computerized data that compromises the security, confidenti
ality, or integrity of sensitive personal information maintained by a 
person, including data that is encrypted if the person accessing the 
data has the key required to decrypt the data. Good faith acquisition of 
sensitive personal information by an employee or agent of the person 
for the purposes of the person is not a breach of system security unless 
the person uses or discloses the sensitive personal information in an 
unauthorized manner.  

(b) A person who conducts business in this state and owns or licenses 
computerized data that includes sensitive personal information shall 
disclose any breach of system security, after discovering or receiving 
notification of the breach, to any individual whose sensitive personal 
information was, or is reasonably believed to have been, acquired by 
an unauthorized person. The disclosure shall be made as quickly as 
possible, except as provided by Subsection (d) or as necessary to 
determine the scope of the breach and restore the reasonable integrity 
of the data system.  

(b-1) If the individual whose sensitive personal information was or is rea
sonably believed to have been acquired by an unauthorized person is a 
resident of a state that requires a person described by Subsection (b) to 
provide notice of a breach of system security, the notice of the breach 
of system security required under Subsection (b) may be provided 
under that state's law or under Subsection (b).  

(c) Any person who maintains computerized data that includes sensitive 
personal information not owned by the person shall notify the owner 
or license holder of the information of any breach of system security 
immediately after discovering the breach, if the sensitive personal 
information was, or is reasonably believed to have been, acquired by 
an unauthorized person.  

(d) A person may delay providing notice as required by Subsection (b) or 
(c) at the request of a law enforcement agency that determines that the 
notification will impede a criminal investigation. The notification 
shall be made as soon as the law enforcement agency determines that 
the notification will not compromise the investigation.  

(e) A person may give notice as required by Subsection (b) or (c) by pro
viding: 

42. Tex. Bus. & Corn. Code 521.052.
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(1) written notice; 

(2) electronic notice, if the notice is provided in accordance with 15 
U.S.C. Section 7001; or 

(3) notice as provided by Subsection (f).  

(f) If the person required to give notice under Subsection (b) or (c) 
demonstrates that the cost of providing notice would exceed $250,000, 
the number of affected persons exceeds 500,000, or the person does 
not have sufficient contact information, the notice may be given by: 

(1) electronic mail, if the person has electronic mail addresses for the 
affected persons; 

(2) conspicuous posting of the notice on the person's website; or 

(3) notice published in or broadcast on major statewide media.  

(g) Notwithstanding Subsection (e), a person who maintains the person's 
own notification procedures as part of an information security policy 
for the treatment of sensitive personal information that complies with 
the timing requirements for notice under this section complies with 
this section if the person notifies affected persons in accordance with 
that policy.  

(h) If a person is required by this section to notify at one time more than 
10,000 persons of a breach of system security, the person shall also 
notify each consumer reporting agency, as defined by 15 U.S.C. Sec
tion 1681a, that maintains files on consumers on a nationwide basis, of 
the timing, distribution, and content of the notices. The person shall 
provide the notice required by this subsection without unreasonable 
delay. 43 

There are monetary penalties for violations of the act. Fines range from at least 
$2,000 but no more than $50,000 for each violation, and the Office of the Attorney 
General may bring enforcement actions to recover the civil penalties.44 

B. HIPAA/HITECH 

Most practitioners are familiar with the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA). It requires releases for obtaining medical 
records and information frequently sought during family law disputes. It was updated 
in 2010 by the Health Information Technology for Economic and Clinical Health Act 
(HITECH). The purpose of the update was to require any business that handles per
sonal health information to comply with HIPAA regulations.  

43. Tex. Bus. & Corn. Code 521.053.  
44. See Tex. Bus. & Corn. Code 521.151.
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C. Texas Health Privacy Law 

Recent law was enacted to specifically target patient data privacy.45 According to 
health-care providers, the law mandates patient privacy protections and harsher penal
ties for privacy violations related to electronic health records. The requirements of the 
Texas law are more stringent than those of its federal counterpart, HIPAA. It expands 
the definition of the term covered entity in the existing health privacy law and requires 
all employees of covered businesses to undergo training on HIPAA and Texas's health 
privacy law within sixty days of hiring and once every two years thereafter. Addition
ally, the Texas Attorney General, Texas Health Services Authority, or Texas Depart
ment of Insurance is authorized to conduct compliance audits of covered entities that 
have consistently violated the Texas law.46 Fines for violations range from $5,000 up 
to $1,500,000 per year for violations.  

D. Stored Communications Act 

The primary purpose of the Stored Communications Act47 is to protect privacy 
interests in personal information that is stored on the Internet. Further, its essential 
purpose is to limit the government's ability to compel disclosure of an Internet user's 
information contained on the Internet and held by a third party.  

Currently, it is an unsettled question whether postings on Facebook and 
Myspace are protected under the act; however, at least one court has provided protec
tion to social media sites from producing information in response to a subpoena. 48 

VII. Cases 

Cases involving violations of regulations for protection of confidential informa
tion are definitely on the rise. The attorney using today's technology should be famil
iar with recent decisions. The cases cited below are of interest because they deal with 
issues that could impact discovery practice; however, they are certainly not exhaus
tive.  

45. See Acts 2011, 82d Leg., R.S., ch. 1126 (H.B. 300), eff. Sept. 1, 2012 (amending Tex. Health & 
Safety Code ch. 181).  

46. For a more detailed discussion, see George R. Gooch, "Updates to the Texas Medical Privacy 
Act: How Texas Covered Entities Should Prepare," available at www.law.uh.edu/healthlaw/ 
perspectives/2012/HLPGoochIl[Privacy.pdf.  

47. 18 U.S.C. ch. 121.  
48. See Crispin v. Christian Audigier, Inc., 717 F. Supp. 2d 965, 968 (C.D. Cal. 2010).
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A. State v. RadioShack Corp.49 

RadioShack Corporation and the State of Texas through the Office of the Attor
ney General entered into an agreed judgment on July 14, 2008.50 The O.A.G. had 
brought suit against RadioShack for failing to properly dispose of confidential infor
mation obtained in the regular course of business and failing to implement policies 
and procedures that would protect its customers from identity theft. The petition 
alleged that thousands of pages of customers' personal information had been found in 
a dumpster in San Patricio County. Some of the documents contained sensitive infor
mation including names, addresses, credit card information, and other identifying 
information. The parties entered into an agreed judgment and permanent injunction.  
As part of the judgment, RadioShack agreed to implement a procedure for destruction 
of documents, provide training for all its employees, designate a corporate level repre
sentative to assure compliance, and conduct site visits to every store twice yearly to 
conduct and evaluate compliance methods. The policy extended to stores in existence 
and stores to be acquired in the future. Implementation of the provisions was to begin 
within 120 days from the date of the entry of the judgment. Additionally, RadioShack 
was to pay the State of Texas $580,000 to be placed in the general revenue fund and 
$50,000 in attorney's fees.  

B. United States v. David S. Szymuszkiewicz5 ' 

David Szymuszkiewicz was a revenue officer for the Internal Revenue Service.  
The United States Attorney charged him with violation of intentionally intercepting an 
electronic communication under the Wiretap Act.52 He had created a "rule" that 
directed Microsoft Outlook to forward to him all e-mail messages that were sent to his 
supervisor. He did that out of concern for the stability of his employment. The district 
judge rejected the defendant's attack on the sufficiency of the evidence. Since he had 
both motive and opportunity, direct evidence was not required. The defendant had not 
only received the e-mails but had moved them from his in-box to a separate folder for 
retention. It was not necessary that the prosecution demonstrate that he had obtained 
valuable information; only that he had obtained information.  

The defendant argued that he was wrongfully charged. Instead of being charged 
under the Wiretap Act, he should have been charged under the Stored Communica
tions Act. Since the "rule" directed the e-mail system to forward the e-mails to him 
only after the message arrived, they were not intercepted.  

49. No. S-0705333CV-C, 343d District Court, San Patricio County, Texas (2008).  
50. See Agreed Final Judgment and Permanent Injunction, available at 

www.texasattorneygeneral.gov/newspubs/releases/2008/071608radioshackafjpi.pdf.  
51. 622 F.3d 701 (7th Cir. 2010).  
52. See 18 U.S.C. 2511(1)(a).

512



Practical E-Discovery Advice in Family Law Cases

The court of appeals noted, "It is risky to defend against one crime by admitting 
another." 53 The court went on to find that the Wiretap Act is essential to phone privacy 
as well as e-mail security and made a detailed analysis of packet switching, the 
method by which most electronic communication is sent between computers.  

The conviction was affirmed.  

C. Tienda v. State54 

David Tienda was convicted of murder. The Fifth District Court of Appeals 
affirmed, finding that the trial court did not abuse its discretion in admitting evidence 
from Myspace pages that the state believed were created by Tienda.  

The issue before the Court of Criminal Appeals was the authentication of the 
Myspace. evidence. Tienda did not testify. The state produced the subscriber reports 
and the main profile pages. The victim's sister actually testified to the Myspace profile 
pages as the sponsor witns at the uilt/innocence phase. The subscriber reports 
and affidavits subpoenae rom y sp &" a6dfntked. A Dallas Police Depart
ment gang unit officer testified regarding the common use of social networking media 
by gangs to communicate and promote gang activity. The victim's mother was 
allowed to testify about the Myspace information during the punishment phase.  

The court held that

In performing its Rule 104 gate-keeping function, the trial court itself need 
not be persuaded that the proffered evidence is authentic. The preliminary 
question for the trial court to decide is simply whether the proponent of the 
evidence has supplied facts that are sufficient to support a reasonable jury 
determination that the evidence he has proffered is authentic.55 

The court found that the internal content of the Myspace postings was sufficient 
circumstantial evidence to establish a prima facie case that allowed the jury to review 
the postings and to find that they were created and maintained by the defendant.  

VIII. Practice Tips 

" Before drafting and sending formal discovery, it is advisable to confer with 
opposing counsel about specific discovery requested. As part of that discus
sion, it is important to establish protocols for collecting electronic data and 
establishing parameters for the collection of the data. If possible, learn about 

53. Szymuszkiewicz, 622 F.3d at 703.  
54. 358 S.W.3d 633 (Tex. Crim. App. 2012).  
55. Tienda, 358 S.W.3d at 638.
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the responding party's electronic data system and how electronic data is 
stored before discovery begins.  

- While it is inevitable that something will be overlooked or lost, to avoid sanc
tions it is necessary to document diligence at every stage of the discovery 
effort. Keep a record of where the client looked and what was found, how 
much time and money was expended, and what was sidelined and why.  

- Send a preservation of data (spoliation letter) to both opposing counsel and 
your client. Set out what discovery can be expected and what steps need to be 
taken to prevent the destruction or deletion of evidence. A copy of a form spo
liation letter is attached as an appendix to this chapter.  

IX. Conclusion 

The obtaining of e-discovery in family law cases can be both challenging and 
rewarding. Knowledge of how to properly preserve, obtain, authenticate, and admit e
discovery in a family law case is critical. Hopefully this chapter has provided guid
ance, information, and resources to assist you.  

X. Additional Resources 

" Haygood, Roger S. "Electronically Stored Information: What Hath God 
Wrought?" 6 Wm. Mitchell J. L. & Prac. 2 (April 2013).  

- Orsinger, Stephen. "Discovery and Authentication of Electronically Stored 
Information." In Advanced Family Law Course, 2011. Austin: State Bar of 
Texas, 2011.  

- Rothstein, Barbara J. et al. Managing Discovery of Electronic Information: A 
Pocket Guide for Judges (Federal Judicial Center 2007) 

" Withers, Kenneth J., and Monica Wiseman Latin. "Living Daily with Weekley 
Homes." 51 The Advocate 23 (Summer 2010).  

" Wright, Brian D. et al. "E-Discovery and Computer Forensics: Strategies for 
Success." Faruki Ireland & Cox P.L.L. (November 2006), available at 
www.ficlaw.com/publications/raether-wahl-wright/electronic 

_discovery.pdf.
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Appendix 

Dear Counsel: 

As you are aware, a lawsuit [has been/will be] filed regarding [divorce/child cus
tody/support modifications]. You, on behalf of [name of opposing party], are hereby 
given notice that neither he nor anyone associated with him is to destroy, conceal, or 
alter any paper or electronic files and other data generated by and/or stored on your 
client's computers and storage media (e.g., hard disks, floppy disks, backup tapes) or 
any other electronic data, such as voice mail. This notice applies to computers, storage 
media, and other electronic data in which your client has a personal ownership interest 
as well as those of the business(es) in which he has an interest.  

As you are aware, your client's failure to comply with this notice can result in 
severe sanctions being imposed by the court for spoliation of evidence or potential 
evidence. Through discovery, we expect to obtain a number of documents, including 
files stored on your client's computers and storage media. You will soon receive ini
tial requests for documents.  

Electronic documents and the storage media on which they reside contain rele
vant, discoverable information beyond that which may be found in printed documents.  
Therefore, even where a paper copy exists, we will require all documents in their elec
tronic form. We may also discover the paper printouts of those documents that contain 
unique information after they were printed out (such as paper documents containing 
handwriting, signatures, annotations, highlighting, and redactions) along with any 
paper documents for which no corresponding electronic files exist.  

Courts have made it clear that all information available on electronic storage 
media is discoverable, whether readily readable ("active") or "deleted." Accordingly, 
electronic data and storage media that may be subject to our discovery requests and 
that your client is obligated to maintain (and not alter or destroy), includes but is not 
limited to the following: 

1. All digital or analog electronic files, including "deleted" files and file frag
ments, stored in machine-readable format on magnetic, optical, or other storage 
media, including the hard drives or floppy disks used by your client's computers, and 
their backup media. More specifically, your client is to preserve all e-mails, both sent 
and received, whether internally or externally; all word-processed files, including 
drafts and revisions; all spreadsheets, including drafts and revisions; all databases; all 
presentation data or slide shows produced by presentation software (such as Microsoft 
PowerPoint); all graphs, charts, and other data produced by project management soft
ware (such as Microsoft Project); all data generated by calendaring, task management, 
and personal information management software (such as Microsoft Outlook, Palm 
Calendar, or Lotus Notes); all data created with the use of personal data assistants 
(PDAs); all data created with the use of "smartphones;" all data created with the use of 
document management software; all data created with the use of paper and electronic
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mail logging and routing software; all Internet and Web-browser-generated history 
files, caches, and "cookies" files generated at the workstation of each employee and/or 
agent in your client's business and on any and all backup storage media; and any and 
all other files generated by users through the use of computers and/or telecommunica
tions, including but not limited to voice mail. Additionally, you are to preserve any log 
or logs of network use by your client personally or by him at the business(es) in which 
the parties' have an interest and his employees or otherwise, whether kept in paper or 
electronic form, and to preserve all copies of backup tapes and the software necessary 
to reconstruct the data on those tapes, so that there can be made a complete, bit-by-bit 
"mirror" evidentiary image copy of the storage media of each and every computer 
(and/or workstation) and network server in the client's control and custody, from 
[specify dates].  

2. Your client is also not to delete, move, modify, encrypt, defrag, pack, com
press, purge, or otherwise dispose of files and parts of files unless a true and correct 
copy of such files is made.  

3. Your client is also to preserve and not destroy all passwords, decryption pro
cedures (including, if necessary, the software to decrypt the files), network access 
codes, ID names, manuals, tutorials, written instructions, decompression or recon
struction software, and any and all other information and things necessary to access, 
view, and (if necessary) reconstruct the electronic data we will request through dis
covery.  

4. Business records: All documents and information about documents contain
ing backup and/or archive policy and/or procedure, document retention policy, names 
of backup and/or archive software, and names and addresses of any offsite storage 
provider.  

" All e-mail and information about e-mail (including message contents, header 
information, and logs of e-mail system usage) sent or received by your client.  

" All other e-mail and information about e-mail (including message contents, 
header information, and logs of e-mail system usage) containing information 
about or related to the personal and/or business financial information of your 
client.  

" All databases (including all records and fields and structural information in 
such databases), containing any reference to and/or information about or 
related to personal and/or business financial information of your client.  

" All logs of activity on computer systems and networks that have or may have 
been used to process or store electronic data containing information about or 
related to the financial assets of your client and/or your client's business.  

" All word processing files, including prior drafts, "deleted" files, and file frag
ments, containing information about or related to financial assets of your cli
ent and/or your client's business.  

- With regard to electronic data created by application programs, which process 
financial, accounting, and billing information, all electronic data files, includ
ing prior drafts, backup files, "deleted" files, and file fragments, containing 
information about or related to your client's personal or business net worth.
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5. Online data storage on mainframes and minicomputers: With regard to online 
storage and/or direct access storage devices attached to your client's mainframe com
puters and/or minicomputers: he is not to modify or delete any electronic data files, 
"deleted" files, and file fragments existing at the time of this letter's delivery that meet 
the definitions set forth in this letter, unless a true and correct copy of each such elec
tronic data file has been made and steps have been taken to assure that such a copy 
will be preserved and accessible for purposes of this litigation.  

6. Offline data storage, backups and archives, floppy diskettes, tapes, and other 
removable electronic media: With regard to all electronic media used for offline stor
age, including magnetic tapes and cartridges and other media that, at the time of this 
letter's delivery, containing any electronic data meeting the criteria listed in paragraph 
1 above: Your client is to stop any activity that may result in the loss of such elec
tronic data, including rotation, destruction, overwriting and/or erasure of such media 
in whole or in part. This request is intended to cover all removable electronic media 
used for data storage in connection with their computer systems, including magnetic 
tapes and cartridges, magneto-optical disks, floppy diskettes, and all other media, 
whether used with personal computers, minicomputers, or mainframes or other com
puters, and whether containing backup and/or archive data sites and other electronic 
data for all of their computer systems.  

7. Replacement of data storage devices: Your client is not to dispose of any elec
tronic data storage devices and/or media that may be replaced due to failure and/or 
upgrade and/or other reasons that may contain electronic data meeting the criteria 
listed in paragraph 1 above.  

8. Fixed drives on stand-alone personal computers and network workstations: 
With regard to electronic data meeting the criteria listed in paragraph 1 above, which 
existed on fixed drives attached to stand-alone microcomputers and/or network work
stations at the time of this letter's delivery, your client is not to alter or erase such elec
tronic data, and not to perform other procedures (such as data compression and disk 
defragmentation or optimization routines) that may impact such data, unless a true and 
correct copy has been made of such active files and of completely restored versions of 
such deleted electronic files and file fragments, copies have been made of all directory 
listings (including hidden files) for all directories and subdirectories containing such 
files, and arrangements have been made to preserve copies during the pendency of this 
litigation.  

9. Programs and utilities: Your client is to preserve copies of all application pro
grams and utilities that may be used to process electronic data covered by this letter.  

10. Log of system modifications: Your client is to maintain an activity log to doc
ument modifications made to any electronic data-processing system that may affect 
the system's capability to process any electronic data meeting the criteria listed in 
paragraph 1 above, regardless of whether such modifications were made by employ
ees, contractors, vendors, or any other third parties.  

11. Evidence created subsequent to this letter: With regard to electronic data cre
ated subsequent to the date of delivery of this letter, relevant evidence is not to be
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destroyed and your client is to take whatever steps are appropriate to avoid destruction 
of evidence related to this litigation. Any and all media storage devices containing 
potentially discoverable information should not be disposed of due to upgrades, fail
ures, or any other reason.  

To assure that your obligations and those of your client to preserve docu
ments and information will be met, please forward a copy of this letter to all per
sons and entities with custodial responsibility for the items referred to in this 
letter.  

Thank you for your attention to this matter. If you should have any questions 
related to this issue, please do not hesitate to contact me.



CHAPTER 25

Practical E-Discovery Advice in 
Personal Injury Cases 

Melinda H. Barlow 

In today's legal environment, technology is progressing faster than the common 
law, statutes, procedural and evidentiary rules, and many policies. In particular, the 
explosion of social networking and smart devices into the general population has cre
ated a plethora of electronically stored information (ESI) that is traceable and accessi
ble in ways that have never been contemplated in history. The data-driven world 
opens a Pandora's box of privacy and search issues yet to be addressed by the United 
States Supreme Court.-Who can collect data, when, and for what purposes is subject to 

'ea ia1 'a. dh u a'i'dentifialeas' fingerri n most individuals and 
corprations have a data trail that can provide a chronology and diary of actual activi
ties, communications, thoughts, and intentions. With all the uncertainty surrounding 
ESI in the legal community, one certainty is that e-mail, texting, and social media is a 
pervasive and permanent component of today's society.  

Fakebookwhich incorporated in 2004, has more than 1.2 billion users world
wide (see Facebook Newsroom, http://newsroom.fb.com/company-info/), while 
LinkedIn exceeded 300 million members in over 200 countries and territories (see 
About LinkedIn, http://press.linkedin.com/about). Twitter, which started as a side 
project in social networking four years ago, now averages over 500 million "tweets" 
per day (see About Twitter, https://about.twitter.com/company; see also Twitter 
Usage Statistics, www.internetlivestats.com/twitter-statistics). In June 2007, Apple 
introduced the first iPhone. The iPad was introduced in April 2010. It took Apple 
twenty-two years to sell fifty-five million Macs, five years to sell fifty-five million 
iPods, and three years to sell fifty-five million iPhones. Apple sold fifty million iPads 
in its first twelve months. Smart devices have changed the way people communicate 
and express themselves in both their work and private life thus blurring the lines sub
stantially between the two. Further, the proliferation of smart devices with the collat
eral proliferation of applications, social media use, and texting is not limited to 
individuals. The president of the United States has a Twitter account. Public and pri
vate entities have not only Web presences but social media presences. In less than a 
decade, the concept of the "smoking gun e-mail" has expanded far beyond to the 
"smoking gun Facebook picture," "smoking gun tweet," "smoking gun text message,"
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and any other way a person can conceivably document activities, thoughts, locations, 
and relations in the highly technically connected world.  

The relatively open access and widespread use of social media opens a world of 
opportunities to obtain greater and deeper levels of information with relative ease. It is 
imperative that attorneys take advantage of electronic forums of information to pre
pare their cases and clients. Although the law lags behind the technology explosion 
and will predictably remain so, discovery, admissibility, and evidentiary hurdles of 
ESI are becoming a part of every case. Even in a simple car accident case, attorneys 
would be remiss if they overlook the potentially relevant information that may exist in 
social media or cell phone records. Discoverability of ESI is no longer a topic of 
debate. The general rules of discovery will dictate how far parties will be allowed to 
go. The general rules of evidence also must be applied to these new mediums.  

The implications of all this activity on society, its mores, and norms will not 
likely be realized for some time. However, attorneys representing their clients today 
must understand the possibilities and pitfalls of ESI as to how it can impact their 
cases, the litigation, and their clients. Ethical rules and guidelines for attorneys obtain
ing information are forming daily. In the meantime, attorneys must learn to navigate 
between utilizing ESI to maximize the results for their clients while minimizing sur
prises and unexpected outcomes.  

I. ESI Preservation Basics 

The legal profession is in the middle of a transformation that began in 2006 
when the Federal Rules of Civil Procedure were changed. Since December 2006, the 
Federal Rules of Civil Procedure have provided for the discovery of ESI. Texas offi
cially followed suit in 2009. See In re Weekley Homes, L.P, 295 S.W.3d 309 (Tex.  
2009) (orig. proceeding). "Electronically stored information" refers to any informa
tion created, stored, or best utilized with computer technology of any type. It includes, 
but is not limited to, data; word-processing documents; spreadsheets; presentation 
documents; graphics; animation; images; e-mail (including attachments); audio, 
video, and audiovisual recordings; and voicemails stored on networks, computers, 
databases, compact discs, discs, personal digital assistants, handheld wireless devices, 
cell phones, pagers, or any other storage media.  

Electronic discovery involves the process of identifying, locating, preserving, 
collecting, preparing, reviewing, and producing ESI. The Sedona Conference, The 
Sedona Conference Glossary: E-Discovery & Digital Information Management at 16 
(4th ed. 2014), available at https://thesedonaconference.org//publication/ 
The%2520Sedona%2520Conference%25C2%25AE%2520Glossary. ESI is 
information stored in an electronic medium and retrievable in viewable form. See 
Columbia Pictures, Inc. v. Bunnell, 245 F.R.D. 443, 447 (C.D. Cal. 2007). ESI may 
exist as easily searchable active files such as in e-mail in-boxes and file-shares or as
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less accessible information such as deleted data on storage backup tapes and hard 
drives. Further, with the explosion of social media, Web-based applications, and smart 
devices, ESI exists on servers not owned or operated by any of the parties as well as 
residual data on individual devices.  

The Federal Rules of Civil Procedure mandate that ESI must be provided in the 
form maintained. In other words, the format of the electronic discovery or metadata 
should be preserved. Although there may be some arguments a party can raise about 
providing ESI metadata, whether those arguments will be successful is not decided 
until well into the litigation once the opportunity to maintain the native format may be 
lost. Additionally, not only is ESI discoverable during a lawsuit, but there is also a 
duty to preserve such information when a lawsuit is anticipated. Zubulake v. UBS War
burg LLC, 220 F.R.D. 212, 216-18 (S.D.N.Y. 2003). For example, when a party 
receives notice of an incident that triggers an anticipation of litigation, then a duty to 
preserve then-existing documents and data arises. Zubulake, 220 F.R.D. at 216-18.  
Once suit is filed, the Federal Rules of Civil Procedure provide that the courts may 
order or the parties agree to intervene in the routine operation of the ESI system to 
preserve that data. Fed. R. Civ. P. 16(b)(3)(B)(iii). Moreover, Federal Rule of Civil 
Procedure 37(f) provides limited protection for loss of ESI as a result of routine oper
ation of an electronic information system so long as the operation is in good faith.  
Thus, in the case of lost electronic information, it is critical to be able to prove that (1) 
there was a document retention schedule allowed for the deletion of the information, 
and (2) the document retention schedule was strictly followed. In other words, if there 
is evidence that although document retention schedules exist but are not consistently 
followed, an entity may be liable for deleting an electronic document even if it was 
pursuant to a document retention schedule. See chapters 1 and 3 of this book.  

Discoverability of ESI is a foregone conclusion and thus attorneys must consider 
not only what data they may mine regarding their opponent but also what potential 
piece of ESI should be produced or preserved by their client. With e-discovery, often 
the text message that was not provided by the client and was later discovered through 
other sources causes the biggest headaches and may lead to the harshest rulings.  
Therefore, as attorneys are gathering discovery of the other parties' and witnesses' 
ESI, they should protect their clients against spoliation claims by ensuring that such 
data is preserved and that the attorney has full knowledge of existing and deleted 
information. Without doubt, lawyers are under an obligation to know the basic struc
ture of their client's data systems and procedures for retention and backup of that data.  
The "computer illiterate" defense will simply subject the attorney and the attorney's 
client to sanctions. See Green v. Blitz U.S.A., Inc., No. 2:07-CV-372 (TJW), 2011 WL 
806011 (E.D. Tex. Mar. 1, 2011). Similarly, lawyers should engage early to gain 
knowledge of the parties' basic data system construct so that e-discovery requests can 
be appropriately tailored.  

Social media and data on smart phones will no doubt have an impact on preserva
tion, collection, review, and production efforts. To the extent that social media and 
smart phone data content is like other forms of ESI, the same legal standards regarding
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preservation, collection, review, and production apply. A key consideration to deter
mining a party's obligations is whether the ESI content is in the party's possession, 
custody, or control. This determination is often complicated because of the various 
ways in which ESI content can be created, stored, and accessed. Unlike traditional 
company e-mail or other electronic documents saved on a company server, ESI from 
social media sites, applications, and even cell phones is generally on a server not con
trolled or owned by the user. As a result, parties should consider early on whether rel
evant information may be found on social media sites or cell phones, and, if so, 
whether or not they are required to or wish to preserve and collect such information.  
Because of the expanded use of ESI, the costs of preservation, collection, review, and 
production that have long been associated with e-mail must now be considered with 
respect to many other forums. E-discovery vendors offer programs to preserve and 
capture dynamic Web pages, including social media sites. Other programs, such as 
Adobe Acrobat, can capture Web pages and preserve them in static format. As far as 
production of social media or text records, unless the parties are willing to put signifi
cant resources into producing it in near native format, parties may have to be content 
with the old-fashioned approach: printing and producing in hard copy or accepting a 
copy that may be downloaded from the site by the user.  

II. ESI Before Filing or on Receipt of Claim or 
Petition 

Whether you are representing the plaintiff or the defendant, the first thing any 
lawyer should do before filing a case or on a client's being served is a public search on 
the parties. Although sites such as Facebook have adjustable privacy settings, many 
individuals fail to restrict access. Further, even those that have restricted some access 
may not have restricted all access such as profile pictures and other photos and the 
"friends" associated with a particular individual's account. Other information such as 
education, employer, hobbies, etc., may be visible even with some privacy settings.  
Thus, before an attorney files a suit or answers a petition, he should go directly to the 
social media sites to conduct a search of easily obtained, publicly available informa
tion on the parties. Advise your clients that, regardless of access or privacy settings, 
their cyber presence may be fair game to the opposition in an attempt to discredit them 
or their claims in the litigation. If your client's accounts do not have restricted access, 
advise your client to use the highest possible privacy settings. Also, in the cyber world 
nothing ever really disappears. If a photo, comment, blog, or post was ever placed on 
the Internet, it may still exist somewhere or be documented by someone. Further, the 
more individuals and businesses engage in social media as part of their routine busi
ness activities, destruction of ESI related thereto outside of the normal retention 
schedules could be perceived as spoliation of evidence. Thus, your client needs to be
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very honest with you as to what exists on social media, text messages, e-mails, and 
other ESI and about what may show up in the future.  

A. Government Employer BEWARE: Before You Conduct 
an Electronic Search on Your Employee 

If the party or claimant you are seeking information on via the Internet is your 
own employee, as a government employer you may want to stop, wait, and reconsider.  
Government employers are particularly concerned with controlling and maintaining 
discipline within the workplace while being mindful of violating state or federal con
stitutional rights. Additionally, many governmental entities may be self-insured with 
regard to worker's compensation insurance and other areas that produce claims by 
their employees. The natural inclination to seek information through electronic medi
ums requires an extra layer of caution when the individual is an employee of the gov
ernmental entity performing or directing the search.  

Many of the questions that arise when reviewing an employee's e-mails, text 
communications, or social networking activities simply do not have definitive answers 
and will not likely have definitive answers for some time as the natural progression 
and resolution of these issues through the court system tends to be slow. The United 
States Supreme Court's decision in City of Ontario v. Quon, 560 U.S. 746 (2010), pro
vides the first glimpse of insight into management of the cyber world as a government 
employer. In this case, the justices (most of whom had never engaged in "texting") 
struggled with some very thorny issues such as whether it is reasonable for a govern
ment employee to expect his text communications are private and, even stickier, 
whether it is reasonable for someone communicating with a government employee to 
expect their text communications are private. However, those two issues were specifi
cally left undecided. Recognizing the new frontier, the Supreme Court rationalized its 
decision to skirt the issue by stating, "[t]he Court must proceed with care when con
sidering the whole concept of privacy expectations in communications made on elec
tronic equipment owned by a government employer. The judiciary risks error by 
elaborating too fully on Fourth Amendment implications of emerging technology 
before its role in society has become clear." Quon, 560 U.S. at 759.  

Thus, the Supreme Court, in its first decision with opportunity to address privacy 
in the cyber world, recognized the far-reaching significance of the issue but concluded 
the matter before them should be decided on settled principles regarding when a 
search is reasonable rather than whether the expectation of privacy exists. Quon, 560 
U.S. at 759-60.  

Before conducting any search regarding an employee/claimant, government 
employers should perform the relevant constitutional analysis as well as review their 
organization's electronic use and social media policy. The organization's policies will 
be important in determining whether the employee has a reasonable expectation of
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privacy regarding his electronic presence and therefore possibly insulate the govern
ment employer from potential liability for constitutional violations.  

B. Other Privacy Considerations 

As can be seen by the Supreme Court's dodge of the question of what is a rea
sonable expectation of privacy in the cyber world, the issue is one that will be ripe for 
consideration and likely more litigation before the law provides decisive insight. In 
the meanwhile, in addition to ethical considerations regarding obtaining electronic 
information through nonconsensual means, attorneys must be wary of existing causes 
of action such as invasion of privacy. Mere visibility of information may not vitiate a 
right to privacy. The question of public versus private information is likely an individ
ualized assessment. Was the information publicly readable, visible, or audible? How 
easily was it obtained? Was the social media user's profile set to private or public? 
Was the information password-protected? Was the information clearly available to 
anyone using the Internet, or did the observer have to put forth significant effort to 
gain access? It is safe to assume that the information available by any user of the Inter
net is public and thus not subject to legal challenges. However, deeper searches or 
information that becomes available through a third party start treading onto unstable 
ground. Even if information comes to an attorney through clean hands, that is, not at 
the attorney's instigation, should it be utilized? 

In the past, privacy has been inextricably linked to physical space defining the 
legal notions of person and identity. However, physical space is a concept that is no 
longer relevant in analyzing potential online privacy harms. The elements of a cause 
of action for invasion of privacy in Texas are that (1) the defendant intentionally 
intruded on the plaintiffs solitude, seclusion, or private affairs; (2) the intrusion 
would be highly offensive to a reasonable person; and (3) the plaintiff suffered an 
injury as a result of the defendant's intrusion. Robinson v. Brannon, 313 S.W.3d 860, 
867 (Tex. App.-Houston [14th Dist.] 2010, no pet.) (citing Valenzuela v. Aquino, 853 
S.W.2d 512, 513 (Tex. 1993)). Examples of intrusion in case law generally center 
around an intrusion into private space. See, e.g., K-Mart Corp. Store No. 7441 v. Trotti, 
677 S.W.2d 632, 637-38 (Tex. App.-Houston [1st Dist.] 1984), writ ref'd n.r.e., 686 
S.W.2d 593 (Tex. 1985) (entering plaintiffs locker at work without permission); Gon
zales v. Southwestern Bell Telephone Co., 555 S.W.2d 219, 222 (Tex. App.-Corpus 
Christi 1977, no writ) (entering plaintiff's home without permission). If the intrusion 
involves a public place or public matters, the defendant is not liable for invasion of 
privacy. Floyd v. Park Cities People, Inc., 685 S.W.2d 96, 97-98 (Tex. App.-Dallas 
1985, no writ). Further, the invasion must be highly offensive to a reasonable person.  
It is not difficult to imagine a scenario wherein intrusion into a person's "private" 
social media presence constitutes an invasion of privacy particularly if obtaining the 
information involved manipulation, be it through software or a third party. Without 
the ability to easily conceptualize location, boundaries, or even norms in cyberspace,
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the traditional legal boundary between public and private has become blurred. Attor
neys and their clients should be cognizant that in the heat of battle crossing those 
blurry lines into a person's electronic presence could produce unintended conse
quences. Thus, sticking to obtaining ESI that is clearly public through traditional dis
covery methods will likely yield the safest results overall.  

III. Discovery of ESI 

A. What Is Discoverable? 

It all started with e-mail. In 2003, the Zubulake decision defined the future of 
discovery in the litigation world. In Zubulake, court reiterated a simple premise that 
"[b]road discovery is a cornerstone of the litigation process contemplated by the Fed
eral Rules of Civil Procedure." Zubulake v. UBS Warburg, LLC, 217 F.R.D. 309, 311 
(S.D.N.Y 2003) (citation omitted). From that statement, the court turned to the facts, 
which demonstrated years of costly litigation between the corporation and the plain
tiff. Ms. Zubulake brought a gender discrimination claim against UBS. As part of dis
covery, Zubulake requested thousands of e-mails that would have existed on UBS's 
back-up tapes and other archived media. According to UBS, the cost to retrieve the e
mails exceeded $175,000 (at one point a cost exceeding $300,000 was claimed), not 
including attorney time for review. Zubulake asked the court to make UBS bear the 
burden of that expense. In her arsenal of reasons why, Zubulake had already produced 
one "smoking gun" e-mail suggesting she be fired as soon as possible after her EEOC 
charges were filed. Additionally, in response to discovery, UBS produced approxi
mately one hundred pages of e-mails while Zubulake produced over 450 pages of rel
evant e-mails, including e-mails that would have been responsive to her discovery 
requests but were never produced by UBS. Zubulake, 217 F.R.D. at 317. UBS claimed 
that e-mail discovery was a very different thing than paper discovery and that it could 
not possibly comply with the discovery request without incurring huge expenses. In 
response, the court noted: 

Many courts have automatically assumed that an undue burden or expense 
may arise simply because electronic evidence is involved. This makes no 
sense. Electronic evidence is frequently cheaper and easier to produce than 
paper evidence because it can be searched automatically, key words can be 
run for privilege checks, and the production can be made in electronic form 
obviating the need for mass photocopying.  

Zubulake, 217 F.R.D. at 318.  
Ultimately, UBS was ordered to produce all responsive e-mails, a cottage indus

try was born, and, with that, the face of discovery changed forever. Social media sim
ply presents an added layer to what has already been deemed by federal and state
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courts as discoverable evidence. In 2010, Gartner, Inc., a leading information technol
ogy research and advisory company, predicted that social media will replace e-mail as 
the primary vehicle for interpersonal communications for 20 percent of business users 
by 2014. See Gartner Reveals Five Social Software Predictions for 2010 and Beyond 
(Feb. 2, 2010), www.gartner.com/newsroom/id/1293114. Thus, the information 
contained on social media sites will only gain importance in the world and in litiga
tion.  

The Texas Civil Rules of Procedure provide that discovery is permissible if it 
pertains to relevant evidence or may lead to the discovery of admissible evidence. See 
Tex. R. Civ. P. 192.3. Rule 192.3 has been interpreted to include electronic informa
tion. See In re Weekley Homes, 295 S.W.3d at 313-14. The Texas Supreme Court 
details extensive procedures for requesting production of electronic information. See 
In re Weekley Homes, 295 S.W.3d at 313-14. Like the Federal Rules of Evidence, the 
Texas Rules of Evidence provide define "relevant evidence" as "evidence having any 
tendency to make the existence of any fact that is of consequence to the determination 
of the action more probable or less probable than it would be without the evidence." 
See Tex. R. Evid. 401. From a federal practice perspective, discovery of social media 
is not much different than other forms of electronic discovery and thus should be con
sidered from the outset at Federal Rule of Civil Procedure 26(f) conferences. See Fed.  
R. Civ. P. 26(f). Broad scope discovery in both federal and state practice opens the 
door to a party's or witness's social media presence.  

In Romano v. Steelcase Inc., 907 N.Y.S.2d 650, 654 (N.Y. Sup. Ct. 2010), the 
court found that information sought by a defendant regarding the plaintiff's Facebook 
and Myspace accounts was both material and necessary to the defense of an action and 
could lead to admissible evidence. In this personal injury case, the plaintiff's public 
profile page on Facebook showed her happy and smiling outside her home despite her 
contention in the lawsuit that she sustained permanent injuries that confined her 
largely to her house and bed. Romano, 907 N.Y.S.2d at 654. The court allowed the 
defense access to the plaintiffs private portions of her sites stating, "there is a reason
able likelihood that the private portions of her sites may contain further evidence such 
as information with regard to her activities and enjoyment of life, all of which are 
material and relevant to the defense of this action." Romano, 907 N.Y.S.2d at 654.  
Even'though she used strict privacy settings, the plaintiff was ordered to turn over 
access to her entire Facebook and Myspace pages. Romano, 907 N.Y.S.2d at 657. The 
court noted that the plaintiff's "private pages may contain materials and information 
that are relevant to her claims or that may lead to the disclosure of admissible evi
dence." Romano, 907 N.Y.S.2d at 655. The court's reasoning is very similar to Texas 
case law regarding the scope of discovery and there is no reason to believe it would be 
applied differently in this state.  

Not surprisingly, other courts have found parties' social networking to be rele
vant to child custody disputes. See, e.g., Brown v. Crum, 30 So.3d 1254 (Miss. Ct.  
App. 2010); Copeland v. Mitchell, No. 290381, 2010 WL 3062249 (Mich. Ct. App.  
Aug. 5, 2010). In Equal Employment Opportunity Commission v. Simply Storage
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Management, LLC, 270 F.R.D. 430, 434 (S.D. Ind. 2010), the court noted that discov
ery of social media simply "requires the application of basic discovery principles in a 
novel context." The court rejected the claimants' privacy arguments noting that "a 
person's expectation and intent that her communications be maintained as private is 
not a legitimate basis for shielding those communications from discovery." Simply 
Storage, 270 F.R.D. at 434. The basic premise being that if the information is such that 
a party would share it with their five hundred "friends," then how could it not be dis
coverable in a claim or lawsuit? 

However, when a party fails to establish a predicate of relevancy and seeks to 
conduct a "fishing expedition," as with any other type of discovery, the courts may be 
reluctant to allow unfettered access. In one personal injury case in which the defen
dant argued that unlimited information sought from the plaintiff's Facebook was rele
vant to the issue of whether the plaintiff sustained a serious injury in an automobile 
accident, the court denied the discovery request as overly broad. See McCann v. Har
leysville Insurance Co. of New York, 910 N.Y.S.2d 614 (N.Y. App. Div. 2010). In 
McCann, the court specifically identified the defendant's failure to establish a factual 
predicate with respect to the relevancy of the evidence as the basis for denial and spe
cifically commented that future requests for social media information would be con
sidered. See McCann, 910 N.Y.S.2d at 615. Thus, if first attempts to obtain social 
media discovery fail, future attempts should focus on the other methods, such as a 
deposition and written discovery, utilized to obtain information prior to seeking social 
networking communications, notwithstanding a privacy expectation in the informa
tion.  

B. How to Obtain Access to ESI Belonging to a Party 
or Witness 

First and foremost, if your definition of "document" in interrogatories, requests 
for production, and subpoenas does not include electronically stored or transmitted 
information and you have otherwise not specifically asked for particular electronically 
stored information, you have not requested e-discovery. Thus, review your standard 
discovery forms and make sure that they capture the many ways information is cap
tured in the digital world.  

Second, because of the privacy concerns and lack of familiarity within the judi
ciary of ESI, the first approach should be to obtain what is available through public 
domains. Not only can this form the basis for more intrusive requests later, it will help 
guide interrogatory and deposition requests regarding ESI that may exist and confirm 
that information that you have found. Strategically, a party may want to appear to mit
igate privacy concerns by allowing responding parties to download and produce the 
information rather than providing login information. Parties should not initially seek 
unfettered or unlimited access to ESI, but, rather, limited access during a relevant time
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frame. If an opposing party's or witness's social media page is not available to the 
general public, the most efficient way to secure more information is through discovery 
requests. With regard to e-mail and text messages, be specific as to dates and persons.  
Moreover, interrogatories should request identification of any screen names or other 
identities used on computer sites or for social or professional networking as well as 
documents reflecting postings and messages related to the claims and damages in the 
lawsuit. Along with document requests-and just as a party might request release of 
medical records-consider requesting that the opposing party complete and sign a 
form that authorizes Facebook and other social media sites to disclose information on 
the party's page. Some social media companies, such as LinkedIn, have developed 
their own consent forms. LinkedIn, Linkedln's Data Request Policy (Feb. 24, 2014), 
http://help.linkedin.com/app/answers/detail/aid/30364. Importantly, the Romano 
court did not order Facebook and Myspace to produce the data. Instead, the court 
ordered the plaintiff to execute a consent form authorizing Facebook and Myspace to 
provide the defendants access. See Romano, 907 N.Y.S.2d at 657.  

If opposing counsel objects to the production of relevant evidence, move to com
pel production. Educate the court as to Facebook's and Myspace's own policies, 
which warn users that they should have no expectation of privacy. As the Romano 
court noted "when plaintiff created her Facebook and Myspace accounts, she con
sented to the fact that her personal information would be shared with others, notwith
standing her privacy settings. Indeed, that is the very nature and purpose of these 
social networking sites else they would cease to exist." Romano, 907 N.Y.S.2d at 657; 
see also Bass ex rel. Bass v. Miss Porter's School, No. 3:08cv1807 (JBA), 2009 WL 
3724968 (D. Conn. Oct. 27, 2009) (ordering the production of the plaintiff's entire 
Facebook profile); Ledbetter v. Wal-Mart Stores, Inc., No. 06-cv-01958-WYD-MJW, 
2009 WL 1067018 (D. Colo. Apr. 21, 2009) (denying plaintiffs' motion for protective 
order regarding their Facebook, Myspace, and Meetup content). In Simply Storage, 
the defendant asked for photographs, videos, postings, and profiles from the claim
ants' Facebook and Myspace pages to secure evidence relating to their mental health.  
The EEOC objected to the request, and the defendant moved to compel. The court 
ultimately held that the document requests were too broad and narrowed the requests 
to what was at issue in the case: profiles, postings, or messages and social media 
applications for the claimants that "reveal, refer, or relate to any emotion, feeling, or 
mental state [or] that could reasonably be expected to produce a significant emotion, 
feeling, or mental state." Simply Storage, 270 F.R.D. at 436. If opposing counsel con
tinues to object, request in camera inspection of the information.  

Finally, be careful what you ask for. Even in a high damages or mass tort per
sonal injury case that may warrant extensive discovery, electronic discovery is very 
expensive. Rule 196.4 of the Texas Rules of Civil Procedure requires a party to use 
reasonable efforts to comply with e-discovery. Rule 192.4 allows the court to limit 
requests when "the burden or expense of the proposed discovery outweighs its likely
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benefit, taking into account the needs of the case, the amount in controversy, the par
ties' resources, the importance of the issues at stake in the litigation, and the impor
tance of the proposed discovery in resolving the issues." Tex. R. Civ. P. 192.4(b).  
When a specific request for electronic information is made, the responding party 
either produces the ESI "reasonably available to the responding party in its ordinary 
course of business" or objects that the ESI cannot be retrieved through reasonable 
efforts or produced in the form requested. Tex. R. Civ. P. 196.4. If an objection is 
lodged, either party may request a hearing. Tex. R. Civ. P. 193.4(a). Requests for hard 
drives and other extensive, forensic-type electronic discovery have been held by 
Texas courts to be particularly intrusive and generally discouraged. In re Weekley 
Homes, 295 S.W.3d at 317-19; In re Harris, 315 S.W.3d 685, 701 (Tex. App.
Houston [1st Dist.] 2010, orig. proceeding). The requesting party has the burden to 
demonstrate that a particular method of retrieval is necessary, and the proposed meth
odology of retrieval will address the concerns raised with the ESI. In re Harris, 315 
S.W.3d at 701. This shall be done at the responidingparty's expense. However, the 
requesting party may be required to pay the reasonable expenses'lfr any "extraordi
nary" data retrieval. See Tex. R. Civ. P.-196.4. Pursuant to Federal Rule'fcfivil Proce
dure 26(b)(2)(B), when the court orders discovery of information that'is not 
"reasonably accessible," the court may specify conditions of the discovery including 
which party pays the costs of obtaining the information. See also Fed. R. Civ. P. 26 
advisory committee's note.  

It is in best interest of both sides to collaborate in tailoring the search for ESI.  
Just because a party can ask for it, great consideration should be given into whether it 
is necessary to the efficient disposition of the case. An oppressive e-discovery request 
intended to intimidate a party is subject to backfire. If agreements cannot be reached, 
the parties will argue that the offending request is extraordinary or not reasonable thus 
attempting to shift costs to the requestor.  

1. Social Media Sites and Cell Phone Providers 

Some may ask, why go through all this trouble of attempting to gather ESI from 
the user? Why not just subpoena Facebook or AT&T directly? These questions bring 
us back to the dilemma of "possession, custody, and control." Text messaging, social 
media, and use of most all Web-based applications utilize third-party servers. Even a 
personal e-mail account on Yahoo is utilizing a server owned by Yahoo, not the indi
vidual user. Social media hosts in particular will typically produce a user's ESI by 
user consent or court order. Court orders compelling social media companies to pro
duce documents responsive to a subpoena without user consent are generally hard to 
come by, as illustrated by a recent federal court decision, Crispin v. Christian Audi
gier, Inc., 717 F. Supp. 2d 965 (C.D. Cal. 2010). In Crispin, the defendants served sub
poenas on Facebook and Myspace. The plaintiff moved to quash the subpoenas on 
grounds they violated the Stored Communications Act (SCA), which has strict disclo-
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sure requirements for electronic data stored by third parties. The court agreed and held 
that private-messaging functions on Facebook and Myspace were no different than 
e-mail and that the sites did not have to produce the messages-in fact, they were pro
hibited from doing so. Crispin, 717 F. Supp. 2d at 980.  

2. The Stored Communications Act Discovery Hurdle 

Section 2701 of the SCA creates a criminal offense for whomever "intentionally 
accesses without authorization a facility through which an electronic communication 
service is provided" or "intentionally exceeds an authorization to access that facility," 
and by doing so "obtains, alters, or prevents authorized access to a wire or electronic 
communication while it is in electronic storage in such system." 18 U.S.C. 2701(a).  
Further, a private cause of action for "any ... other person aggrieved" by a violation 
of the SCA allows a district court to award equitable or declaratory relief, reasonable 
attorney's fees and other costs, and damages. 18 U.S.C. 2707(a)-(c). Punitive dam
ages are available if the violation is willful or intentional. 18 U.S.C. 2707(c).  

The difficulty of overcoming the SCA can be seen in Quon v. Arch Wireless 
Operating Co., Inc., 529 F.3d 892 (9th Cir. 2008). In the Quon case, the city of 
Ontario, California, provided city-issued pagers to police officers. The city paid for 
the devices and the wireless plan. When performing an audit of the pager usage, the 
city obtained transcripts of text records of Officer Quon as well as others. Officer 
Quon sued the city and Arch Wireless. The Ninth Circuit reversed the district court's 
summary judgment in favor of Arch Wireless and held that the company violated the 
SCA for turning over the transcripts of the text messages from its pagers to the city.  
Quon, 529 F.3d at 900. The Supreme Court denied Arch Wireless's petition for certio
rari. USA Mobility Wireless, Inc. v. Quon, 558 U.S. 1091 (2009). Thus, even though 
the city was the customer and paid for the pagers, providing the transcripts of the texts 
to the organization was a violation of the SCA. In other words, good luck on obtaining 
such information from owners of third-party servers in the future without the user's 
consent. Other types of electronic communications that courts have found are covered 
by the SCA include e-mail accounts, text messages, and social networking pages. See 
Van Alstyne v. Electronic Scriptorium, Ltd., 560 F.3d 199 (4th Cir. 2009); Pietrylo v.  
Hillstone Restaurant Group, No. 06-5754 (FSH), 2009 WL 3128420 (D. N.J. Sept. 25, 
2009).  

Because of the potential criminal and civil liability, social media sites or cell 
phone service providers will not likely respond to a subpoena without seeking court 
protection. The best way to get the data is directly from the user. The SCA does allow 
a person to authorize access to electronic communications if the person is the user of 
the service and the communication in question is from or is intended for the user. 18 
U.S.C. 2701(c)(2). However, the battle ground of scope will remain as neither courts 
nor parties are likely to grant unfettered access.
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IV. Admissibility: How to Get Social Media 
Statements Before the Jury 

Like all evidence, the admissibility of ESI is within the sound discretion of the 
trial court and will be reversed only upon a showing that the trial court clearly abused 
its discretion. As with other evidence, for ESI to be admissible it must be (1) relevant, 
(2) not hearsay, and (3) authenticated. Tex. R. Evid. 401, 402. Relevance in Texas and 
federal courts is simply evidence that has a tendency to make the existence of any 
material fact more or less probable than it would be without the evidence. See Tex. R.  
Evid. 401; Fed. R. Evid. 401. Additionally, the probative value must outweigh the 
prejudicial effect. Tex. R. Evid. 403. Once relevance is determined, the ESI may have 
hearsay evidentiary hurdles to overcome. See chapter 15 of this book.  

A. Hearsay and ESI 

Hearsay is generally an out-of-court statement offered in evidence to prove the 
truth of the matter asserted. Thus, a social networking communication is hearsay if it 
is offered to prove the truth of the matter stated. In an action for hostile work environ
ment, the plaintiff claimed a co-employee created a hostile work environment by hav
ing a Myspace page that was sexually provocative and showed various female 
employees in photos and as "friends." Urban v. Capital Fitness, No. CV08
3858(WDW), 2010 WL 4878987, at *7 (E.D.N.Y. Nov.23, 2010). The court, in exam
ining the social media evidence, noted that the mere existence of the Myspace page 
did not create a hostile work environment. Further, the court held that although the 
plaintiff allegedly glimpsed the site a few times and heard rumors about it from other 
employees, there was no admissible evidence that any of the women who were 
"friends" with the co-worker on the site were offended or were there unwillingly.  
Urban, 2010 WL 4878987, at *9. Thus, based on the totality of the circumstances, the 
social media evidence provided no presumption of gender-related hostility as to the 
female employees. Urban, 2010 WL 4878987, at *9. Similarly, in Miles v. Raycom 
Media, Inc., No. 1:09cv713-LG-RHW, 2010 WL 4791764 (S.D. Miss. Nov. 18, 
2010), an employment action, the plaintiff moved to strike the defendant's affidavit in 
support of a motion for summary judgment, because it conflicted with the Facebook 
page of a similarly situated male employee who was not terminated and with a third
party comment to a news article. The court noted that the Facebook page and the com
ment to the article constitute unsworn statements made by third parties that are offered 
to prove the truth of the matter asserted, and thus they constitute inadmissible hearsay 
that cannot be relied on by the court under Federal Rule of Evidence 801. Miles, 2010 
WL 4791764 at *3 n.1.  

Obviously, exceptions to the hearsay rule may apply to social media as with 
other documentation. For example, present sense impressions, excited utterances,
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recorded recollections, certain regular records, public records, some statements 
regarding reputation, and other statements are admissible as exceptions to the hearsay 
rule. See Tex. R. Evid. 803, 804; Fed. R. Evid. 803, 804. Some statements, although 
unsworn and offered for the truth of the matter asserted, are not considered hearsay, 
such as certain prior statements of a witness, statements against interest, or admissions 
by a party-opponent. See Tex. R. Evid. 801; Fed. R. Evid. 801. Further, if a statement 
is not being offered for the truth of the matter asserted, it is not hearsay. Thus, in 
examining the social media evidence, attorneys should clearly articulate its purpose 
(that is, to demonstrate present sense impression) and the evidentiary basis for admis
sibility.  

One court has, in detail, analyzed the hearsay rule and its exceptions in relation 
to electronic information: 

Given the widely accepted fact that most writings today are created and 
stored in electronic format, it is easy to see that the many types of docu
ments and writings covered in Rule 803 [governing hearsay exceptions 
when the availability of the declarant is immaterial] will implicate elec
tronic writings. Similarly, given the ubiquity of communications in elec
tronic media (e-mail, text messages, chat rooms, internet postings on 
servers like "myspace" or "youtube" or on blogs, voice mail, etc.), it is not 
surprising that many statements involving observations of events surround
ing us, statements regarding how we feel, our plans and motives, and our 
feelings (emotional and physical) will be communicated in electronic 
medium. It would unnecessarily prolong an already lengthy opinion to ana
lyze all of the implications of the hearsay exceptions in Rule 803 as they 
relate to ESI. It is possible, however, to focus on the handful that have been 
discussed by the courts and that are most likely to be used in a hearsay 
analysis of ESI. Because the court's research has shown that the Rule 803 
hearsay exceptions, rather than those found in Rules 804 [governing hear
say exceptions when the declarant is unavailable] or 807 [governing other 
trustworthy statements], have been cited by courts evaluating the hearsay 
implications of electronic evidence, the following analysis [of Rule 803(1) 
governing present sense impressions and Rule 803(2) governing excited 
utterances and Rule 803(3) governing existing state of mind or condition 
and Rule 803(6) governing business records and Rule 803(8) governing 
public records and Rule 803(17) governing market reports and commercial 
publications] [was discussed].  

In summary, when analyzing the admissibility of ESI for hearsay issues, 
counsel should address each step of the inquiry in order: does the evidence 
contain a statement, made by a person, which is offered for its substantive
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truth, but which does not fall into the two categories of statements identi
fied in 801(d)(1) and 801(d)(2). If, as a result of this analysis, a determina
tion is made that the evidence is hearsay, then it is inadmissible unless it is 
covered by one of the exceptions found in Rules 803, 804 and 807.  

If ESI has cleared the first three hurdles by being shown to be relevant, 
authentic, and admissible under the hearsay rule or an exception thereto, it 
must also be admissible under the original writing rule before it can be 
admitted into evidence or considered at summary judgment.  

Lorraine v. Markel American Insurance Co., 241 F.R.D. 534, 568-76 (D. Md. 2007).  

B. Authentication of ESI 

Once relevance and hearsay hurdles are cleared, the focus of admissibility shifts 
to authenticity. As the author of the seminal opinion regarding admission of ESI, 
Judge Paul W. Grimm noted that, "it makes little sense to go to all the bother and 
expense to get electronic information only to have it excluded from evidence." Lor
raine, 241 F.R.D. at 538. Because of the natural inclination to view ESI with suspicion 
and the easy arguments that an attorney can put forth claiming manipulation; evidence 
must be authenticated.  

In Texas, the easiest method for authenticating ESI is found in the Texas Rule of 
Civil Procedure 193.7. Rule 193.7 provides: 

A party's production of a document in response to written discovery 
authenticates the document for the use against that party in any pretrial pro
ceeding or a trial unless-within ten days . . . after producing party has 
actual notice that the document will be used . . . the party objects to the 
authenticity of the document, or any part of it ... .  

Tex. R. Civ. P. 193.7.  
Thus, pursuant to rule 193.7, a presumption of authenticity exists for documents 

produced in the course of discovery. Also, Texas Rule of Evidence 902 provides a list 
of self-authenticating documents which may be applicable to ESI. See Tex. R. Evid.  
902. Texas Rule of Evidence 901(b)(4) allows exhibits to be authenticated by "appear
ance, contents, substance, internal patterns, or other distinctive characteristics, taken 
in conjunction with circumstances." Tex. R. Evid. 901(b)(4). Additionally, an expert 
may be able to compare ESI with other evidence or utilize the content such as hash 
marks and unique identifiers attached to the electronic information to authenticate. See 
Tex. R. Evid. 901(b)(3), (b)(4); United States v. Siddiqui, 235 F.3d 1318, 1322-23 
(11th Cir. 2000) (discussing Fed. R. Evid. 901). Because the key concern with elec
tronic information is that the integrity of the information has not been compromised 
through retrieval or mishandling, a key witness in authentication will likely be the per
son or entity responsible for collecting the data. Presumably, testimony that articulates 
that the proper chain of custody protocols were utilized during collection will mini-

533



Essentials of E-Discovery

mize issues regarding authenticity. Finally, with regard to a company's ESI, demon
strating that the captured ESI is information kept in the course of regularly conducted 
business along with delineating the company's records retention policy could allow 
authentication pursuant to Texas Rule of Evidence 902(10). See Tex. R. Evid.  
902(10); Fed. R. Evid. 902(11).  

Another method of authentication would be through a witness. For example, the 
party may acknowledge the screen name identity related to a social media page and 
author of certain blogs and posts through requests for admission or deposition testi
mony. Similarly, Web pages can be identified by the person who obtained the copies 
as to how, when, where, and the methods utilized to capture the information. Similar 
to proving up photographs, letters, or other documents, attorneys must provide a foun
dation that the paper records of ESI accurately reflect the actual information obtained.  

C. Ethical Considerations 

Ethical considerations for attorneys regarding use of ESI generally center on the 
explosion of social media into today's society. See also chapter 16 of this book. One 
concern is about attorneys and law firms utilizing social media for advertising or 
solicitation of legal business. That issue will not be addressed here. The arguably less 
obvious concerns are how lawyers inadvertently use (or don't use) social media that 
has an impact on their client or case. As such, the following are five quick areas that 
should cause an attorney pause for thought with regards to ethical concerns and elec
tronic information: 

- Confidentiality: It should go without saying that who an attorney rep
resents and about what is privileged information that can only (except in 
limited circumstances) be waived by the client. Just as an attorney 
should not be chatting with the neighbor about a case, neither should an 
attorney be posting on social media about clients or cases.  

" But the judge is my friend: If an attorney participates in social media, 
those friends and followers are subject to scrutiny. "Friending" a judge 
could subject the judge and attorney to questions as to whether ex parte 
communications are taking place. Further, it seems common sense 
would indicate that an attorney should not attempt to "friend" a potential 
juror. In sum, an attorney's social media presence should either be 
strictly business or strictly personal. The two should never intermingle.  
Further, an attorney, by the nature of his profession should limit follow
ers and friends to grandmothers and their children rather than three hun
dred acquaintances.  

- Communicate with the attorney not the party: An attorney and an attor
ney's staff should not communicate with a party without the permission 
of the party's attorney. Thus, an attorney who has staff or possibly even 
a third-party investigator pose as a friend to gain access to an otherwise
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private social media account of a party is likely violating rule 4.02 of the 
Texas Disciplinary Rules of Professional Conduct regarding direct com
munication. Also, this is another reason why an attorney, by nature of 
his profession, should not have hundreds of random individuals as 
friends or followers.  

" I am not your attorney: An attorney who represents himself as an attor
ney on social media and provides legal advice or opinions may unwit
tingly engage in an attorney-client relationship.  

- If you don't know it, find someone who does: Gone are the days where it 
is acceptable for older lawyers to spurn technology and all that comes 
with it. Because ESI is about the way the world communicates, attorneys 
must learn the basics of what is out there in order to represent their cli
ents competently. If a case requires extensive ESI knowledge, an attor
ney should have the knowledge, retain someone who does, or not take 
the case. ESI cannot be ignored because it never goes away.  

V. Voir Dire 

An appeals court in New Jersey gave the okay to the practice of lawyers using an 
Internet-based search engine such as Yahoo or Google to research jurors during voir 
dire. See Carino v. Muenzen, No. L-0028-07, 2010 WL 3448071 (N.J. Super. Ct. App.  
Div. Aug. 30, 2010). This is an obvious extension of jury consulting and jury panel 
research, and it certainly should surprise no one that it becomes a standard practice 
particularly in cases of great monetary damages. If the parties are using social media 
to obtain information regarding the parties, witnesses, and potential jurors, it must be 
assumed that the potential jurors are likewise using the Internet to obtain information 
about the parties and witnesses. Obviously,.this presents a challenge to the judge and 
the judicial system which is based on jurors being allowed only to consider the evi
dence admitted by the court in deciding a case. Although research regarding a poten
tial juror can arguably be part of impaneling a fair and impartial jury, real concerns 
arise when jurors are obtaining information about the case, clients or attorneys from 
places other than what is stated or admitted into evidence in the courtroom. Most state 
and federal courts have recognized the necessity to warn juries immediately regarding 
use of cell phones or computers during a case. Some federal courthouses do not even 
allow cell phones inside whether juror or attorney. Texas courtrooms usually make the 
following admonishments to venire members: 

Turn off all phones and other electronic devices. While you are in the 
courtroom and while you are deliberating, do not communicate with any
one through any electronic device. [For example, do not communicate by 
phone, text message, email message, chat room, blog, or social networking 
websites such as Facebook, Twitter, or MySpace.]
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State Bar of Tex., Texas Pattern Jury Charges-General Negligence and Inten
tional Personal Torts PJC 1.2, Instructions to Jury after Jury Selection (2012).  

However, attorneys may want to consider adding an explanation in voir dire to 
the jury regarding evidence and the fact that evidence is only what is presented in the 
courtroom and warning against independent Internet research through search engines 
and social media sites. In fact, in response to this concern, the Judicial Conference 
Committee on Court Administration and Case Management recently recommended 
the following charge before trial: 

You, as jurors, must decide this case based solely on the evidence presented 
here within the four walls of this courtroom. This means that during the 
trial you must not conduct any independent research about this case, the 
matters in the case, and the individuals or corporations involved in the case.  
In other words, you should not consult dictionaries or reference materials, 
search the internet, Websites, blogs, or use any other electronic tools to 
obtain information about this case or to help you decide the case. Please do 
not try to find out information from any source outside the confines of this 
courtroom.  

Until you retire to deliberate, you may not discuss this case with anyone, 
even your fellow jurors. After you retire to deliberate, you may begin dis
cussing the case with your fellow jurors, but you cannot discuss the case 
with anyone else until you have returned a verdict and the case is at an end.  

I know that many of you use cell phones, Blackberries, the internet and 
other tools of technology. You also must not talk to anyone at any time 
about this case or use these tools to communicate electronically with any
one about the case. This includes your family and friends. You may not 
communicate with anyone about the case on your cell phone, through e
mail, Blackberry, iPhone, text messaging, or on Twitter, through any blog 
or website, including Facebook, Google+, MySpace, Linkedln, or You
Tube. You may not use any similar technology of social media, even if I 
have not specifically mentioned it here. I expect you will inform me as 
soon as you become aware of another juror's violation of these instructions.  

I hope that for all of you this case is interesting and noteworthy.  

Judicial Conference Committee on Court Administration and Case Management, 
Proposed Model Jury Instructions, The Use of Electronic Technology to Conduct 
Research on or Communicate about a Case 1 (2012) (hereinafter Proposed Model 
Jury Instructions), available at www.uscourts.gov/uscourts/News/2012/jury
instructions.pdf. I would argue that a similar statement should be provided to venire 
members prior to voir dire beginning. At the time a jury is impaneled some members 
may have already sought out information through Internet resources and, at that point, 
it is difficult to place the genie back in the bottle.
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VI. Charge/Closing/Verdict 

The Dunn Report, commissioned by the Federal Judicial Center, clearly docu
ments juror use of social media during trial and deliberations. The indiscretions range 
from Facebook postings to attempting to friend the judge or parties in the suit.  
Meghan Dunn, "Jurors' Use of Social Media During Trials and Deliberations: A 
Report to the Judicial Conference Committee on Court Administration and Case Man
agement" (Federal Judicial Center 2011), available at www.fjc.gov/public/pdf.nsf/ 
lookup/dunnjuror.pdf/$file/dunnjuror.pdf. As such, the new model jury instruc
tions developed by the federal Judicial Conference Committee explicitly bans social 
media use or any other communication about the case except during deliberations. The 
proposed instruction states: 

In other words, you cannot talk to anyone on the phone, correspond with 
anyone, or electronically communicate with anyone about this case. You 
can only discuss the case in the jury room with your fellow jurors during 
deliberations.  

Proposed Model Jury Instructions, at 2.  
The instructions also impose on jurors a duty to turn in other jurors who violate 

this ban. Further, in an attempt to overcome the juror's natural tendencies toward use 
of electronic communications, the model instructions explain necessity of the ban: 

You may not use these electronic means to investigate or communicate.  
about the case because it is important that you decide this case based solely 
on the evidence presented in this courtroom. Information on the Internet or 
available through social media might be wrong, incomplete, or inaccurate.  
You are only permitted to discuss the case with your fellow jurors during 
deliberations because they have seen and heard the same evidence you 
have. In our judicial system, it is important that you are not influenced by 
anything or anyone outside of this courtroom. Otherwise, your decision 
may be based on information known only by you and not your fellow jurors 
or the parties in the case. This would unfairly and adversely impact the 
judicial process.  

Proposed Model Jury Instructions, at 2; see also Martha Neil, New Model Jury 
Instructions Tell Jurors to Turn in Others Who Flout Social Media Ban, ABA Journal, 
Trials & Litigation (Aug. 23, 2012, 2:50 p.m.), available at www.abajournal.com/ 
mobile/article/new_modeljuryinstructionsasknew_modejuryinstructions 
_askjurors_to_rat_outotherswhoviolatesocial!.  

Learning of a juror's use of social media during the deliberations or after the 
case has been submitted to the jury presents additional challenges regarding the ver
dict and judicial resources. In a high-profile product's liability case, a court learned 
that a juror had performed limited Internet research relating to the case during jury 
deliberations. In re Methyl Tertiary Butyl Ether (MTBE) Products Liability Litigation,
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739 F. Supp. 2d 576, 609 (S.D.N.Y. 2010). Exxon Mobil, the defendant, argued that 
the court erred in not declaring a mistrial on the basis of this juror's misconduct. The 
court noted

Search engines have indeed created significant new dangers for the judicial 
system. It is all too easy for a juror to find out more than he or she should 
by typing a few carefully chosen words into a search engine. Nevertheless, 
in this instance, the jury was not too polluted by the receipt of extra-judicial 
information such as to prevent it from rendering a fair verdict based on the 
evidence introduced at trial.  

MTBE, 739 F. Supp. 2d at 609-10. The court also noted several reports of cases 
involving juror misconduct such as a juror who posted on Facebook that a defendant 
was guilty before the completion of trial and was dismissed from the jury, held in con
tempt of court, ordered to pay a $250 fine, and required to write a five-page essay on 
the defendant's Sixth Amendment right to a jury trial; also, a woman juror breached 
her obligations as a juror by sending a Facebook "friend" request to a government wit
ness, but the court rejected the defense's argument that this act had tainted the jury's 
guilty verdict. See MTBE, 739 F. Supp. 2d at 610 n.215.Thus, although a juror's inap
propriate use of social media may result in an improper verdict and grounds for a mis
trial, a judge may look at the totality of the circumstances. Certainly, the best defense 
in these matters is a great offense. It is not unreasonable for attorneys to request judges 
to periodically throughout the process provide specific instructions regarding juror 
usage of social media and the Internet.  

VII. Summary 

ESI is here to stay as a constant and evolving form of expression and communi
cation in today's society. All attorneys, as well as paralegals assisting in case prepara
tion, should familiarize themselves with the various mediums and tools for searching 
personal information on the Internet. As a start, attorneys should be mindful of their 
own Internet presence. Next, attorneys must be vigilant about being aware of their cli
ents' use of ESI and educating their clients on the impacts that retention and storage of 
ESI as well as posts, blogs, and Web sites may have on litigation. Clients must also be 
advised about their duty to preserve relevant ESI.  

Ethical concerns, while still playing out in the courtrooms and the case law, 
should always be considered. A good rule of thumb is, if it is something that could not 
be done on the phone, in person, or through other traditional forms of communication 
and observation, it is likely not appropriate in the cyber world.  

Traditional discovery requests should be amended to cover requests for informa
tion regarding a party and witnesses' Internet presences, including screen names, 
blogs, and Web sites, and production of print-outs from social media sites during rele-
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vant time periods regarding issues plead in the lawsuit. As with all information gath
ered in the course of litigation, attorneys must not overlook the evidentiary hurdles of 
admissibility and authentication. Be prepared to educate other counsel and judges as 
to the mechanics and pervasiveness of ESI to bolster these arguments.  

Most importantly, everyone involved in a case-attorneys, parties, witnesses, 
judges, and potential jurors-should be warned and reminded frequently regarding the 
appropriate use of social media forums and warned against inappropriate uses. At the 
end of the day, there is no such thing as a "private" post on the Internet through any 
forum. In typical cases, discovery regarding Internet presence of parties will likely be 
done through traditional devices. However, in large cases with high economic dam
ages or far reaching liability implications, gathering of Internet data including social 
media information is the next costly extension of the cottage industry created by e
discovery.
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Appendix A 

Resources for the Judiciary 

I. General Resources 

Benchbook for US. District Court Judges, 6th ed. (Federal Judicial Center, Mar.  
2013), available at www.fjc.gov/public/pdf.nsf/lookup/Benchbook-US-District
Judges-6TH-FJC-MAR-2013-Public.pdf/$file/Benchbook-US-District-Judges
6TH-FJC-MAR-2013-Public.pdf 

David K. Isom, Electronic Discovery Primer for Judges, 2005 Fed. Cts. L. Rev. 1 
(2005), available at www.fclr.org/fclr/articles/html/2005/fedctslrev1.pdf 

Conference of Chief Justices, Guidelines for State Trial Courts Regarding Discovery 
of Electronically-Stored Information (Aug. 2006), available at http:// 
ncsc.contentdm~oclc.org/cdm/singleitem/collection/civiid/56/rec/18 

Barbara J. Rothstein et al., Managing Discovery of Electronic Information: A Pocket 
Guide for Judges, 2d ed. (Federal Judicial Center 2012) available at www.fjc.gov/ 
public/pdf.nsf/lookup/eldscpkt2d_eb.pdf/$file/eldscpkt2deb.pdf 

The Sedona Conference, The Sedona Conference Cooperation Proclamation: 
Resources for the Judiciary (Oct 2012), https://thesedonaconference.org/ 
judicialresources 

Institute for the Advancement of the American Legal System, Navigating the Hazards 
of E-Discovery, A Manual for Judges in State Courts Across the Nation, 2d ed. (2012), 
available at http://iaals.du.edu/images/wygwam/documents/publications/ 
NavigatingeDiscovery_2ndEdition.pdf 

Institute for the Advancement of the American Legal System, Unlocking E-Discov
ery: A Toolkit for Judges in State Courts Across the Nation (Oct. 2013), available at 
http://iaals.du.edu/images/wygwam/documents/publications/Unlocking_E
DiscoveryToolkit.pdf 

Suggested Protocol for Discovery of Electronically Stored Information (United States 
District Court for the District of Maryland 2007), available at 
www.mdd.uscourts.gov/news/news/ESIProtocol.pdf
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Guidelines for Cases Involving Electronically Stored Information (United States Dis
trict Court for the District of Kansas 2013), available at www.ksd.uscourts.gov/ 
guidelines-for-esi/ 

Maura R. Grossman & Gordon V. Cormack, The Grossman-Cormack Glossary of 
Technology-Assisted Review, 2013 Fed. Cts. L. Rev. 1 (2013), available at 
www.fclr.org/fclr/articles/html/2010/grossman.pdf 

The Sedona Conference, The Sedona Conference Glossary: E-Discovery & Digital 
Information Management, (3d ed. 2010), available at https://thesedona 
conference.org//publication/The%2520Sedona%2520Conference%25C2%25AE 
%2520Glossary 

II. Sample Scheduling Orders 

A copy of Judge Paul W. Grimm's Discovery Order (D. Maryland) is included at the 
end of this appendix.  

A copy of Judge Xavier Rodriguez's Scheduling and Docket Control Order may be 
found at www.txwd.uscourts.gov/Rules/StandingOrders/SanAntonio/sched_xr 
.pdf 

Ill. Fed. R. Evid. 502 Order 

Sample language follows: 

In accordance with Fed. R. Evid. 502(d), except when a party intentionally 
waives attorney-client privilege or work product protection by disclosing 
such information to an adverse party as provided in Fed. R. Evid. 502(a), 
the disclosure of attorney-client privileged or work product protected 
information pursuant to this Order or a non-waiver agreement entered into 
under Fed. R. Evid. 502(e) does not constitute a waiver in this proceeding, 
or in any other federal or state proceeding.  

IV. Confidentiality and Protective Order 

The Western District of Texas's Confidentiality and Protective Order may be found at 
www.txwd.uscourts.gov/Rules/Online/Appendix/appen-h.pdf.
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UNITED STATES DISTRICT COURT 
DISTRICT OF MARYLAND 

CHAMBERS OF 6500 CHERRYWOOD LANE 
PAUL W. GRIMM GREENBELT, MARYLAND 20770 

UNITED STATES DISTRICT JUDGE (301) 344-0670 
(301) 344-3910 FAX 

DISCOVERY ORDER 

Fed. R. Civ. P. 26(b)(2)(C) and 26(g)(1)(B)(iii) require that discovery in civil cases be 
proportional to what is at issue in the case, and require the Court, upon motion or on its own, to 
limit the frequency or extent of discovery otherwise allowed to ensure that discovery is 
proportional. This Discovery Order is issued in furtherance of this obligation. Having reviewed 
the pleadings and other relevant docket entries, the Court enters the following Discovery Order 
that will govern discovery in this case, absent further order of the Court or stipulation by the 
parties. This Discovery Order shall be read in conjunction with the Scheduling Order in this 
case, which provides discovery deadlines, and will be implemented in compliance with the 
Discovery Guidelines for the United States District Court for the District of Maryland (see 
paragraph 3, below). With respect to the limitations imposed in paragraphs 2 a & b, 5, 6 and 8, 
counsel are encouraged to confer and propose to the Court for approval any modifications 
that are agreeable to all counsel.  

1. Disclosure of Damage Claims and Relief Sought. Within fourteeI(4) days of this Order, 
any party asserting a claim against another party shall serve on that party and provide to the 
Court the information required by Fed. R. Civ. P. 26(a)(1)(A)(iii) regarding calculation of 
damages. The party also shall include a particularized statement regarding any non-monetary 
relief sought. Unless otherwise required by the Scheduling Order, the disclosures required 
by Fed. R. Civ. P. 26(a)(1)(A)(i), (ii), and (iv) need not be made.  

2. Scope of Discovery - Proportionality. Pursuant to Fed. R. Civ. P. 26(b)(2)(C) and 
26(g)(1)(B)(ii)-(iii), the discovery in this case shall be proportional to what is at issue in the 
case. While the monetary recovery a party seeks is relevant to determining proportionality, 
other factors also must be considered, including whether the litigation involves cases 
implicating "public policy spheres, such as employment practices, free speech, and other 
matters [that] may have importance far beyond the monetary amount involved." Fed. R. Civ.  
P. 26(b) advisory committee's note to 1983 amendment. To achieve the goal of 
proportionality, and pursuant to Fed. R. Civ. P. 26(b)(1), discovery will be conducted in 
phases, as follows.  

a. Phase 1 Discovery. The first phase of discovery should focus on the facts that are most 
important to resolving the case, whether by trial, settlement or dispositive motion.  
Accordingly, the parties' Phase 1 Discovery may seek facts that are not privileged or 
work product protected, and that are likely to be admissible under the Federal Rules of 
Evidence and material to proof of claims and defenses raised in the pleadings. Phase 1 
Discovery is intended to be narrower than the general scope of discovery stated in Rule 
26(b)(1) ("discovery regarding any nonprivileged matter that is relevant to any party's 
claim or defense," even if not admissible, if "reasonably calculated to lead to the 
discovery of admissible evidence" (emphasis added)). Discovery sought during Phase 1
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Discovery may not be withheld on the basis that the producing party contends that it is 
not admissible under the Federal Rules of Evidence, if it otherwise is within the scope of 
discovery permitted by Rule 26(b)(1), as modified by this Order. Rather, a party from 
whom discovery is sought ("Producing Party") by an adverse party ("Requesting Party") 
must produce requested Phase 1 Discovery subject to any evidentiary objections, which 
must be stated with particularity.  

b. Phase 2 Discovery. Unless the parties stipulate otherwise, the Court, upon a showing of 
good cause, may permit discovery beyond that obtained under Phase 1 Discovery. In 
Phase 2 Discovery, the parties may seek discovery of facts that are not privileged or work 
product protected, are relevant to the claims and defenses pleaded or more generally to 
the subject matter of the litigation, and.are not necessarily admissible under the Federal 
Rules of Evidence, but are likely to lead to the discovery of admissible evidence. A 
showing of good cause must demonstrate that any additional discovery would be 
proportional to the issues at stake in the litigation, taking into consideration the costs 
already incurred during Phase 1 Discovery and the factors stated in Rule 26(b)(2)(C)(i)
(iii). If the Court determines that additional discovery is appropriate, the Requesting 
Party will be required to show cause why it should not, be ordered to pay all or a part of 
the cost of the additional discovery sought.  

3. Cooperation During Discovery. As required by Discovery Guideline 1 of the Discovery 
Guidelines for the United States District Court for the District of Maryland, D. Md. Loc. R.  
App. A (July 1, 2011), http://www.mdd.uscourts.gov/ localrules/LocalRules.pdf, the parties 
and counsel are expected to work cooperatively during all aspects of discovery to ensure that 
the costs of discovery are proportional to what is at issue in the case, as more fully explained 
in Mancia v. Mayflower Textile Services Co., 253 F.R.D. 354, 357-58 (D. Md. 2009). The 
failure of a party or counsel to cooperate will be relevant in resolving any discovery disputes, 
including whether the Court will permit discovery beyond Phase 1 Discovery and, if so, who 
shall bear the cost of that discovery. Whether a party or counsel has cooperated during 
discovery also will be relevant in determining whether the Court should impose sanctions in 
resolving discovery motions.  

4. Discovery Motions Prohibited Without Pre-Motion Conference with the Court.  

a. No discovery-related motion may be filed unless the moving party attempted in good 
faith, but without success, to resolve the dispute and has requested a pre-motion 
conference with the Court to discuss the dispute and to attempt to resolve it informally.  
If the Court does not grant the request for a conference, or if the conference fails to 
resolve the dispute, then upon approval of the Court, a motion may be filed.  

b. Unless otherwise permitted by the Court, discovery-related motions and responses thereto 
will be filed in letter format and may not exceed five, single-spaced pages, in twelve
point font. Replies will not be filed unless requested by the Court following review of 
the motion and response.  

5. Interrogatories. Absent order of the Court upon a showing of good cause or stipulation by 
the parties, Rule 33 interrogatories shall be limited to fifteen (15) in number. Contention 
interrogatories (in which a party demands to know its adversary's position with respect to 
claims or defenses asserted by an adversary) may be answered within fourteen (14) days of
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the discovery cutoff as provided in the Scheduling Order, issued January 14, 2012. All other 
interrogatories will be answered within thirty (30) days of service. Objections to 
interrogatories will be stated with particularity. Boilerplate objections (e.g., objections 
without a particularized basis, such as "overbroad, irrelevant, burdensome, not reasonably 
calculated to identify admissible evidence"), as well as incomplete or evasive answers, will 
be treated as a failure to answer pursuant to Fed. R. Civ. P. 37(a)(4).  

6. Requests for Production of Documents.  

a. Absent order of the Court upon a showing of good cause or stipulation by the parties, 
Rule 34 requests for production shall be limited to fifteen (15) in number. A response to 
these requests shall be served within thirty (30) days and any documents shall be 
produced within thirty (30) days thereafter, absent Court order or stipulation by the 
parties. Any objections to Rule 34 requests shall be stated with particularity. Boilerplate 
objections (see 5 above) and evasive or incomplete answers will be deemed to be a 
refusal to answer pursuant to Rule 37(a)(4).  

b. Requests for production of electronically-stored information (ESI) shall be governed as 
follows: 

i. Absent an order of the Court upon a showing of good cause or stipulation by the 
parties, a party from whom ESI has been requested shall not be required to search for 
responsive ESI: 

a. from more than ten (10) key custodians; 

b. that was created more than five (5) years before the filing of the lawsuit; 

c. from sources that are not reasonably accessible without undue burden or cost; or 

d. for more than 160 hours, inclusive of time spent identifying potentially responsive 
ESI, collecting that ESI, searching that ESI (whether using properly validated 
keywords, Boolean searches, computer-assisted or other search methodologies), 
and reviewing that ESI for responsiveness, confidentiality, and for privilege or 
work product protection. The producing party must be able to demonstrate that 
the search was effectively designed and efficiently conducted. A party from 
whom ESI has been requested must maintain detailed time records to demonstrate 
what was done and the time spent doing it, for review by an adversary and the 
Court, if requested.  

ii. Parties requesting ESI discovery and parties responding to such requests are expected 
to cooperate in the development of search methodology and criteria to achieve 
proportionality in ESI discovery, including appropriate use of computer-assisted 
search methodology, such as Technology Assisted Review, which employs advanced 
analytical software applications that can screen for relevant, privileged or protected 
information in ways that are more accurate than manual review and involve far less 
expense.
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7. Duty to Preserve Evidence, Including ESI, that is Relevant to the Issues that Have Been 
Raised by the Pleadings.  

a. The parties are under a common-law .duty to preserve evidence relevant to the issues 
raised by the pleadings.  

b. In resolving any issue regarding whether a party has complied with its duty to preserve 
evidence, including ESI, the Court will consider, inter alia: 

i. whether the party under a duty to preserve ("Preserving Party") took measures to 
comply with the duty to preserve that were both reasonable and proportional to what 
was at issue in known or reasonably-anticipated litigation, taking into consideration 
the factors listed in Fed. R. Civ. P. 26(b)(2)(C); 

ii. whether the failure to preserve evidence was the result of culpable conduct, and if so, 
the degree of such culpability; 

iii. the relevance of the information that was not preserved; 

iv. the prejudice that the failure to preserve the evidence caused to the Requesting Party; 

v. whether the Requesting Party and Producing Party cooperated with each other 
regarding the scope of the duty to preserve and the manner in which it was to be 
accomplished; and 

vi. whether the Requesting Party and Producing Party sought prompt resolution from the 
Court regarding any disputes relating to the duty to preserve evidence.  

8. Depositions. Absent further order of the Court upon a showing of good cause or stipulation 
by the parties, depositions of witnesses other than those deposed pursuant to Fed. R. Civ. P.  
30(b)(6) shall not exceed four (4) hours. Rule 30(b)(6) depositions shall not exceed seven (7) 
hours.  

9. Non-Waiver of Attorney-Client Privilege or Work Product Protection. As part of their duty 
to cooperate during discovery, the parties are expected to discuss whether the costs and 
burdens of discovery, especially discovery of ESI, may be reduced by entering into a non
waiver agreement pursuant to Fed. R. Evid. 502(e). The parties also should discuss whether 
to use computer-assisted search methodology to facilitate pre-production review of ESI to 
identify information that is beyond the scope of discovery because it is attorney-client 
privileged or work product protected.  

In accordance with Fed. R. Evid. 502(d), except when a party intentionally waives 
attorney-client privilege or work product protection by disclosing such information to an 

.adverse party as provided in Fed. R. Evid. 502(a), the disclosure of attorney-client privileged 
or work product protected information pursuant to a non-waiver agreement entered into 
under Fed. R. Evid. 502(e) does not constitute a waiver in this proceeding, or in any other 
federal or state proceeding. Further, the provisions of Fed. R. Evid. 502(b)(2) are 
inapplicable to the production of ESI pursuant to an agreement entered into between the 
parties under Fed. R. Evid. 502(e). However, a party that produces attorney-client privileged 
or work product protected information to an adverse party under a Rule 502(e) agreement 
without intending to waive the privilege or protection must promptly notify the adversary 
that it did not intend a waiver by its disclosure. Any dispute regarding whether the disclosing
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party has asserted properly the attorney-client privilege or work product protection will be 
brought promptly to the Court, if the parties are not themselves able to resolve it.  

Dated: April 9, 2013 /S/ 
Paul W. Grimm 
United States District Judge
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Appendix B 

Selected State and Federal Rules 

I. Texas Rules of Civil Procedure 

Rule 1 Objective of Rules 
Effective September 1, 1941 

The proper objective of rules of civil procedure is to obtain a just, fair, equitable 
and impartial adjudication of the rights of litigants under established principles of sub
stantive law. To the end that this objective may be attained with as great expedition 
and dispatch and at the least expense both to the litigants and to the state as may be 
practicable, these rules shall be given liberal construction.  

Rule 171 Master in Chancery 
Effective December 31, 1941 

The court may, in exceptional cases, for good cause appoint a master in chan
cery, who shall be a citizen of this State, and not an attorney for either party to the 
action, nor related to either party, who shall perform all of the duties required of him 
by the court, and shall be under orders of the court, and have such power as the master 
of chancery has in a court of equity.  

The order of reference to the master may specify or limit his powers, and may 
direct him to report only upon particular issues, or to do or perform particular acts, or 
to receive and report evidence only and may fix the time and place for beginning and 
closing the hearings, and for the filing of the master's report. Subject to the limitations 
and specifications stated in the order, the master has and shall exercise the power to 
regulate all proceedings in every hearing before him and to do all acts and take all 
measures necessary or proper for the efficient performance of his duties under the 
order. He may require the production before him of evidence upon all matters 
embraced in the reference, including the production of books, papers, vouchers, docu
ments and other writings applicable thereto. He may rule upon the admissibility of 
evidence, unless otherwise directed by the order of reference and has the authority to 
put witnesses on oath, and may, himself, examine them, and may call the parties to the 
action and examine them upon oath. When a party so requests, the master shall make a 
record of the evidence offered and excluded in the same manner as provided for a 
court sitting in the trial of a case.  

The clerk of the court shall forthwith furnish the master with a copy of the order 
of reference.
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The parties may procure the attendance of witnesses before the master by the 
issuance and service of process as provided by law and these rules.  

The court may confirm, modify, correct, reject, reverse or recommit the report, 
after it is filed, as the court may deem proper and necessary in the particular circum
stances of the case. The court shall award reasonable compensation to such master to 
be taxed as costs of suit.  

Rule 176.6 Subpoenas-Response 
Effective January 1, 1999 

(a) Compliance Required. Except as provided in this subdivision, a person 
served with a subpoena must comply with the command stated therein 
unless discharged by the court or by the party summoning such witness.  
A person commanded to appear and give testimony must remain at the 
place of deposition, hearing, or trial from day to day until discharged by 
the court or by the party summoning the witness.  

(b) Organizations. If a subpoena commanding testimony is directed to a 
corporation, partnership, association, governmental agency, or other 
organization, and the matters on which examination is requested are 
described with reasonable particularity, the organization must designate 
one or more persons to testify on its behalf as to matters known or rea
sonably available to the organization.  

(c) Production ofDocuments or Tangible Things. A person commanded to 
produce documents or tangible things need not appear in person at the 
time and place of production unless the person is also commanded to 
attend and give testimony, either in the same subpoena or a separate one.  
A person must produce documents as they are kept in the usual course of 
business or must organize and label them to correspond with the catego
ries in the demand. A person may withhold material or information 
claimed to be privileged but must comply with Rule 193.3. A nonparty's 
production of a document authenticates the document for use against the 
nonparty to the same extent as a party's production of a document is 
authenticated for use against the party under Rule 193.7.  

(d) Objections. A person commanded to produce or permit inspection or 
copying of designated documents and things may serve on the party 
requesting issuance of the subpoena-before the time specified for com
pliance-written objections to producing any or all of the designated 
materials. A person need not comply with the part of a subpoena to 
which objection is made as provided in this paragraph unless ordered to 
do so by the court. The party requesting the subpoena may move for 
such an order at any time after an objection is made.  

(e) Protective Orders. A person commanded to appear at a deposition, 
hearing, or trial, or to produce and permit inspection and copying of 
designated documents and things, and any other person affected by the
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subpoena, may move for a protective order under Rule 192.6(b)-before 
the time specified for compliance-either in the court in which the 
action is pending or in a district court in the county where the subpoena 
was served. The person must serve the motion on all parties in accor
dance with Rule 21a. A person need not comply with the part of a sub
poena from which protection is sought under this paragraph unless 
ordered to do so by the court. The party requesting the subpoena may 
seek such an order at any time after the motion for protection is filed.  

(f) Trial Subpoenas. A person commanded to attend and give testimony, 
or to produce documents or things, at a hearing or trial, may object or 
move for protective order before the court at the time and place specified 
for compliance, rather than under paragraphs (d) and (e).  

Rule 176.7 Subpoenas-Protection of Person from Undue Burden and Expense 
Effective January 1, 1999 

A party causing a subpoena to issue must take reasonable steps to avoid impos
ing undue burden or expense on the person served. In ruling on objections or motions 
for protection, the court must provide a person served with a subpoena an adequate 
time for compliance, protection from disclosure of privileged material or information, 
and protection from undue burden or expense. The court may impose reasonable con
ditions on compliance with a subpoena, including compensating the witness for undue 
hardship.  

Rule 191.2 Conference 
Effective January 1, 1999 

Parties and their attorneys are expected to cooperate in discovery and to make 
any agreements reasonably necessary for the efficient disposition of the case. All dis
covery motions or requests for hearings relating to discovery must contain a certificate 
by the party filing the motion or request that a reasonable effort has been made to 
resolve the dispute without the necessity of court intervention and the effort failed.  

Rule 191.3 Signing of Disclosures, Discovery Requests, Notices, Responses, and 
Objections 
Effective January 1, 1999 

(a) Signature Required. Every disclosure, discovery request, notice, 
response, and objection must be signed: 
(1) by an attorney, if the party is represented by an attorney, and must 

show the attorney's State Bar of Texas identification number, 
address, telephone number, and fax number, if any; or 

(2) by the party, if the party is not represented by an attorney, and must 
show the party's address, telephone number, and fax number, if 
any.
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(b) Effect of Signature on Disclosure. The signature of an attorney or party 
on a disclosure constitutes a certification that to the best of the signer's 
knowledge, information, and belief, formed after a reasonable inquiry, 
the disclosure is complete and correct as of the time it is made.  

(c) Effect of Signature on Discovery Request, Notice, Response, 'or 
Objection. The signature of an attorney or party on a discovery 
request, notice, response, or objection constitutes a certification that to 
the best of the signer's knowledge, information, and belief, formed after 
a reasonable inquiry, the request, notice, response, or objection: 
(1) is consistent with the rules of civil procedure and these discovery 

rules and warranted by existing law or a good faith argument for 
the extension, modification, or reversal of existing law; 

(2) has a good faith factual basis; 
(3) is not interposed for any improper purpose, such as to harass or to 

cause unnecessary delay or needless increase in the cost of litiga
tion; and 

(4) is not unreasonable or unduly burdensome or expensive, given the 
needs of the case, the discovery already had in the case, the amount 
in controversy, and the importance of the issues at stake in the liti
gation.  

(d) Effect of Failure to Sign. If a request, notice, response, or objection is 
not signed, it must be stricken unless it is signed promptly after the 
omission is called to the attention of the party making the request, 
notice, response, or objection. A party is not required to take any action 
with respect to a request or notice that is not signed.  

(e) Sanctions. If the certification is false without substantial justification, 
the court may, upon motion or its own initiative, impose on the person 
who made the certification, or the party on whose behalf the request, 
notice, response, or objection was made, or both, an appropriate sanction 
as for a frivolous pleading or motion under Chapter 10 of the Civil Prac
tice and Remedies Code.  

Rule 192.4 Limitations on Scope of Discovery 
Effective January 1, 1999 

The discovery methods permitted by these rules should be limited by the court if 
it determines, on motion or on its own initiative and on reasonable notice, that: 

(a) the discovery sought is unreasonably cumulative or duplicative, or is 
obtainable from some other source that is more convenient, less burden
some, or less expensive; or 

(b) the burden or expense of the proposed discovery outweighs its likely 
benefit, taking into account the needs of the case, the amount in contro
versy, the parties' resources, the importance of the issues at stake in the
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litigation, and the importance of the proposed discovery in resolving the 
issues.  

Rule 192.6 Protective Orders 
Effective January 1, 1999 

(a) Motion. A person from whom discovery is sought, and any other per
son affected by the discovery request, may move within the time permit
ted for response to the discovery request for an order protecting that 
person from the discovery sought. A person should not move for protec
tion when an objection to written discovery or an assertion of privilege 
is appropriate, but a motion does not waive the objection or assertion of 
privilege. If a person seeks protection regarding the time or place of dis
covery, the person must state a reasonable time and place for discovery 
with which the person will comply. A person must comply with a 
request to the extent protection is not sought unless it is unreasonable 
under the circumstances to do so before obtaining a ruling on the 
motion.  

(b) Order. To protect the movant from undue burden, unnecessary 
expense, harassment, annoyance, or invasion of personal, constitutional, 
or property rights, the court may make any order in the interest of justice 
and may-among other things-order that: 
(1) the requested discovery not be sought in whole or in part; 
(2) the extent or subject matter of discovery be limited; 
(3) the discovery not be undertaken at the time or place specified; 
(4) the discovery be undertaken only by such method or upon such 

terms and conditions or at the time and place directed by the court; 
(5) the results of discovery be sealed or otherwise protected, subject to 

the provisions of Rule 76a.  

Rule 193.1 Responding to Written Discovery; Duty to Make Complete 
Response 
Effective January 1, 1999 

A party must respond to written discovery in writing within the time provided by 
court order or these rules. When responding to written discovery, a party must make a 
complete response, based on all information reasonably available to the responding 
party or its attorney at the time the response is made. The responding party's answers, 
objections, and other responses must be preceded by the request to which they apply.  

Rule 193.2 Objecting to Written Discovery 
Effective January 1, 1999 

(a) Form and Time for Objections. A party must make any objection to 
written discovery in writing-either in the response or in a separate doc
ument-within the time for response. The party must state specifically
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the legal or factual basis for the objection and the extent to which the 
party is refusing to comply with the request.  

(b) Duty to Respond When Partially Objecting; Objection to Time or Place 
of Production. A party must comply with as much of the request to 
which the party has made no objection unless it is unreasonable under 
the circumstances to do so before obtaining a ruling on the objection. If 
the responding party objects to the requested time or place of produc
tion, the responding party must state a reasonable time and place for 
complying with the request and must comply at that time and place with
out further request or order.  

(c) Good Faith Basis for Objection. A party may object to written discov
ery only if a good faith factual and legal basis for the objection exists at 
the time the objection is made.  

(d) Amendment. An objection or response to written discovery may be 
amended or supplemented to state an objection or basis that, at the time 
the objection or response initially was made, either was inapplicable or 
was unknown after reasonable inquiry.  

(e) Waiver of Objection. An objection that is not made within the time 
required, or that is obscured by numerous unfounded objections, is 
waived unless the court excuses the waiver for good cause shown.  

(f) No Objection to Preserve Privilege. A party should not object to a 
request for written discovery on the grounds that it calls for production 
of material or information that is privileged but should instead comply 
with Rule 193.3. A party who objects to production of privileged mate
rial or information does not waive the privilege but must comply with 
Rule 193.3 when the error is pointed out.  

Rule 193.3 Asserting a Privilege 
Effective January 1, 1999 

A party may preserve a privilege from written discovery in accordance with this 
subdivision.  

(a) Withholding Privileged Material or Information. A party who claims 
that material or information responsive to written discovery is privileged 
may withhold the privileged material or information from the response.  
The party must state-in the response (or an amended or supplemental 
response) or in a separate document-that: 
(1) information or material responsive to the request has been with

held, 
(2) the request to which the information or material relates, and 
(3) the privilege or privileges asserted.  

(b) Description of Withheld Material or Information. After receiving a 
response indicating that material or information has been withheld from 
production, the party seeking discovery may serve a written request that
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the withholding party identify the information and material withheld.  
Within 15 days of service of that request, the withholding party must 
serve a response that: 
(1) describes the information or materials withheld that, without 

revealing the privileged information itself or otherwise waiving the 
privilege, enables other parties to assess the applicability of the 
privilege, and 

(2) asserts a specific privilege for each item or group of items with
held.  

(c) Exemption. Without complying with paragraphs (a) and (b), a party 
may withhold a privileged communication to or from a lawyer or law
yer's representative or a privileged document of a lawyer or lawyer's 
representative
(1) created or made from the point at which a party consults a lawyer 

with a view to obtaining professional legal services from the law
yer in the prosecution or defense of a specific claim in the litigation 
in which discovery is requested, and 

(2) concerning the litigation in which the discovery is requested.  
(d) Privilege Not Waived by Production. A party who produces material 

or information without intending to waive a claim of privilege does not 
waive that claim under these rules or the Rules of Evidence if-within 
ten days or a shorter time ordered by the court, after the producing party 
actually discovers that such production was made-the producing party 
amends the response, identifying the material or information produced 
and stating the privilege asserted. If the producing party thus amends the 
response to assert a privilege, the requesting party must promptly return 
the specified material or information and any copies pending any ruling 
by the court denying the privilege.  

Rule 193.4 Hearing and Ruling on Objections and Assertions of Privilege 
Effective January 1, 1999 

(a) Hearing. Any party may at any reasonable time request a hearing on 
an objection or claim of privilege asserted under this rule. The party 
making the objection or asserting the privilege must present any evi
dence necessary to support the objection or privilege. The evidence may 
be testimony presented at the hearing or affidavits served at least seven 
days before the hearing or at such other reasonable time as the court per
mits. If the court determines that an in camera review of some or all of 
the requested discovery is necessary, that material or information must 
be segregated and produced to the court in a sealed wrapper within a rea
sonable time following the hearing.  

(b) Ruling. To the extent the court sustains the objection or claim of privi
lege, the responding party has no further duty to respond to that request.
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To the extent the court overrules the objection or claim of privilege, the 
responding party must produce the requested material or information 
within 30 days after the court's ruling or at such time as the court orders.  
A party need not request a ruling on that party's own objection or asser
tion of privilege to preserve the objection or privilege.  

(c) Use of Material or Information Withheld Under Claim of Privilege. A 
party may not use-at any hearing or trial-material or information 
withheld from discovery under a claim of privilege, including a claim 
sustained by the court, without timely amending or supplementing the 
party's response to that discovery.  

Rule 193.5 Amending or Supplementing Responses to Written Discovery 
Effective January 1, 1999 

(a) Duty to Amend or Supplement. If a party learns that the party's 
response to written discovery was incomplete or incorrect when made, 
or, although complete and correct when made, is no longer complete and 
correct, the party must amend or supplement the response: 
(1) to the extent that the written discovery sought the identification of 

persons with knowledge of relevant facts, trial witnesses, or expert 
witnesses, and 

(2) to the extent that the written discovery sought other information, 
unless the additional or corrective information has been made 
known to the other parties in writing, on the record at a deposition, 
or through other discovery responses.  

(b) Time and Form of Amended or Supplemental Response. An amended 
or supplemental response must be made reasonably promptly after the 
party discovers the necessity for such a response. Except as otherwise 
provided by these rules, it is presumed that an amended or supplemental 
response made less than 30 days before trial was not made reasonably 
promptly. An amended or supplemental response must be in the same 
form as the initial response and must be verified by the party if the orig
inal response was required to be verified by the party, but the failure to 
comply with this requirement does not make the amended or sup
plemental response untimely unless the party making the response 
refuses to correct the defect within a reasonable time after it is pointed 
out.  

Rule 193.6 Failing to Timely Respond-Effect on Trial 
Effective January 1, 1999 

(a) Exclusion of Evidence and Exceptions. A party who fails to make, 
amend, or supplement a discovery response in a timely manner may not 
introduce in evidence the material or information that was not timely
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disclosed, or offer the testimony of a witness (other than a named party) 
who was not timely identified, unless the court finds that: 
(1) there was good cause for the failure to timely make, amend, or sup

plement the discovery response; or 
(2) the failure to timely make, amend, or supplement the discovery 

response will not unfairly surprise or unfairly prejudice the other 
parties.  

(b) Burden of Establishing Exception. The burden of establishing good 
cause or the lack of unfair surprise or unfair prejudice is on the party 
seeking to introduce the evidence or call the witness. A finding of good 
cause or of the lack of unfair surprise or unfair prejudice must be sup
ported by the record.  

(c) Continuance. Even if the party seeking to introduce the evidence or 
call the witness fails to carry the burden under paragraph (b), the court 
may grant a continuance or temporarily postpone the trial to allow a 
response to be made, amended, or supplemented, and to allow opposing 
parties to conduct discovery regarding any new information presented 
by that response.  

Rule 193.7 Production of Documents Self-Authenticating 
Effective January 1, 1999 

A party's production of a document in response to written discovery authenti
cates the document for use against that party in any pretrial proceeding or at trial 
unless-within ten days or a longer or shorter time ordered by the court, after the pro
ducing party has actual notice that the document will be used-the party objects to the 
authenticity of the document, or any part of it, stating the specific basis for objection.  
An objection must be either on the record or in writing and must have a good faith fac
tual and legal basis. An objection made to the authenticity of only part of a document 
does not affect the authenticity of the remainder. If objection is made, the party 
attempting to use the document should be given a reasonable opportunity to establish 
its authenticity.  

Rule 196.1 Request for Production and Inspection to Parties 
Effective January 1, 1999 

(a) Request. A party may serve on another party-no later than 30 days 
before the end of the discovery period-a request for production or for 
inspection, to inspect, sample, test, photograph and copy documents or 
tangible things within the scope of discovery.  

(b) Contents of Request. The request must specify the items to be pro
duced or inspected, either by individual item or by category, and 
describe with reasonable particularity each item and category. The 
request must specify a reasonable time (on or after the date on which the 
response is due) and place for production. If the requesting party will

557



Essentials of E-Discovery

sample or test the requested items, the means, manner and procedure for 
testing or sampling must be described with sufficient specificity to 
inform the producing party of the means, manner, and procedure for 
testing or sampling.  

(c) Requests for Production of Medical or Mental Health Records Regard
ing Nonparties.  

(1) Service of Request on Nonparty. If a party requests another party 
to produce medical or mental health records regarding a nonparty, 
the requesting party must serve the nonparty with the request for 
production under Rule 21a.  

(2) Exceptions. A party is not required to serve the request for pro
duction on a nonparty whose medical records are sought if: 
(A) the nonparty signs a release of the records that is effective as 

to the requesting party; 
(B) the identity of the nonparty whose records are sought will not 

directly or indirectly be disclosed by production of the 
records; or 

(C) the court, upon a showing of good cause by the party seeking 
the records, orders that service is not required.  

(3) Confidentiality. Nothing in this rule excuses compliance with 
laws concerning the confidentiality of medical or mental health 
records.  

Rule 196.2 Response to Request for Production and Inspection 
Effective January 1, 1999 

(a) Time for Response. The responding party must serve a written 
response on the requesting party within 30 days after service of the 
request, except that a defendant served with a request before the defen
dant's answer is due need not respond until 50 days after service of the 
request.  

(b) Content of Response. With respect to each item or category of items, 
the responding party must state objections and assert privileges as 
required by these rules, and state, as appropriate, that: 
(1) production, inspection, or other requested action will be permitted 

as requested; 
(2) the requested items are being served on the requesting party with 

the response; 
(3) production, inspection, or other requested action will take place at 

a specified time and place, if the responding party is objecting to 
the time and place of production; or 

(4) no items have been identified-after a diligent search-that are 
responsive to the request.
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Rule 196.3 Production 
Effective January 1, 1999 

(a) Time and Place of Production. Subject to any objections stated in the 
response, the responding party must produce the requested documents or 
tangible things within the person's possession, custody or control at 
either the time and place requested or the time and place stated in the 
response, unless otherwise agreed by the parties or ordered by the court, 
and must provide the requesting party a reasonable opportunity to 
inspect them.  

(b) Copies. The responding party may produce copies in lieu of originals 
unless a question is raised as to the authenticity of the original or in the 
circumstances it would be unfair to produce copies in lieu of originals. If 
originals are produced, the responding party is entitled to retain the orig
inals while the requesting party inspects and copies them.  

(c) Organization. The responding party must either produce documents 
and tangible things as they are kept in the usual course of business or 
organize and label them to correspond with the categories in the request.  

Rule 196.4 Electronic or Magnetic Data 
Effective January 1, 1999 

To obtain discovery of data or information that exists in electronic or magnetic 
form, the requesting party must specifically request production of electronic or mag
netic data and specify the form in which the requesting party wants it produced. The 
responding party must produce the electronic or magnetic data that is responsive to the 
request and is reasonably available to the responding party in its ordinary course of 
business. If the responding party cannot-through reasonable efforts-retrieve the 
data or information requested or produce it in the form requested, the responding party 
must state an objection complying with these rules. If the court orders the responding 
party to comply with the request, the court must also order that the requesting party 
pay the reasonable expenses of any extraordinary steps required to retrieve and pro
duce the information.  

Rule 196.5 Destruction or Alteration 
Effective January 1, 1999 

Testing, sampling or examination of an item may not destroy or materially alter 
an item unless previously authorized by the court.  

Rule 196.6 Expenses of Production 
Effective January 1, 1999 

Unless otherwise ordered by the court for good cause, the expense of producing 
items will be borne by the responding party and the expense of inspecting, sampling, 
testing, photographing, and copying items produced will be borne by the requesting 
party.
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Rule 205.1 Discovery from Nonparties-Forms of Discovery; Subpoena 
Requirement 
Effective January 1, 1999 

A party may compel discovery from a nonparty-that is, a person who is not a 
party or subject to a party's control-only by obtaining a court order under Rules 
196.7, 202, or 204, or by serving a subpoena compelling: 

(a) an oral deposition; 
(b) a deposition on written questions; 
(c) a request for production of documents or tangible things, pursuant to 

Rule 199.2(b)(5) or Rule 200.1(b), served with a notice of deposition on 
oral examination or written questions; and 

(d) a request for production of documents and tangible things under this 
rule.  

Rule 205.2 Discovery from Nonparties-Notice 
Effective January 1, 1999 

A party seeking discovery by subpoena from a nonparty must serve, on the non
party and all parties, a copy of the form of notice required under the rules governing 
the applicable form of discovery. A notice of oral or written deposition must be served 
before or at the same time that a subpoena compelling attendance or production under 
the notice is served. A notice to produce documents or tangible things under Rule 
205.3 must be served at least 10 days before the subpoena compelling production is 
served.  

Rule 205.3 Discovery from Nonparties-Production of Documents and Tangi
ble Things Without Deposition 
Effective January 1, 1999 

(a) Notice; Subpoena: A party may compel production of documents and 
tangible things from a nonparty by serving-a reasonable time before 
the response is due but no later than 30 days before the end of any appli
cable discovery period-the notice required in Rule 205.2 and a sub
poena compelling production or inspection of documents or tangible 
things.  

(b) Contents of Notice. The notice must state: 
(1) the name of the person from whom production or inspection is 

sought to be compelled; 
(2) a reasonable time and place for the production or inspection; and 
(3) the items to be produced or inspected, either by individual item or 

by category, describing each item and category with reasonable 
particularity, and, if applicable, describing the desired testing and 
sampling with sufficient specificity to inform the nonparty of the 
means, manner, and procedure for testing or sampling.
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(c) Requests for Production of Medical or Mental Health Records of Other 
Nonparties. If a party requests a nonparty to produce medical or men
tal health records of another nonparty, the requesting party must serve 
the nonparty whose records are sought with the notice required under 
this rule. This requirement does not apply under the circumstances set 
forth in Rule 196.1(c)(2).  

(d) Response. The nonparty must respond to the notice and subpoena in 
accordance with Rule 176.6.  

(e) Custody, Inspection and Copying. The party obtaining the production 
must make all materials produced available for inspection by any other 
party on reasonable notice, and must furnish copies to any party who 
requests at that party's expense.  

(f) Cost of Production. A party requiring production of documents by a 
nonparty must reimburse the nonparty's reasonable costs of production.  

Rule 215.2 Failure to Comply with Order or with Discovery Request 
Effective January 1, 1999 

(a) Sanctions by Court in District Where Deposition is Taken. If a depo
nent fails to appear or to be sworn or to answer a question after being 
directed to do so by a district court in the district in which the deposition 
is being taken, the failure may be considered a contempt of that court.  

(b) Sanctions by Court in Which Action is Pending. If a party or an officer, 
director, or managing agent of a party or a person designated under 
Rules 199.2(b)(1) or 200.1(b) to testify on behalf of a party fails to com
ply with proper discovery requests or to obey an order to provide or per
mit discovery, including an order made under Rules 204 or 215.1, the 
court in which the action is pending may, after notice and hearing, make 
such orders in regard to the failure as are just, and among others the fol
lowing: 
(1) an order disallowing any further discovery of any kind or of a par

ticular kind by the disobedient party; 
(2) an order charging all or any portion of the expenses of discovery or 

taxable court costs or both against the disobedient party or the 
attorney advising him; 

(3) an order that the matters regarding which the order was made or 
any other designated facts shall be taken to be established for the 
purposes of the action in accordance with the claim of the party 
obtaining the order; 

(4) an order refusing to allow the disobedient party to support or 
oppose designated claims or defenses, or prohibiting him from 
introducing designated matters in evidence; 

(5) an order striking out pleadings or parts thereof, or staying further 
proceedings until the order is obeyed, or dismissing with or with-
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out prejudice the action or proceedings or any part thereof, or ren
dering a judgment by default against the disobedient party; 

(6) in lieu of any of the foregoing orders or in addition thereto, an 
order treating as a contempt of court the failure to obey any orders 
except an order to submit to a physical or mental examination; 

(7) when a party has failed to comply with an order under Rule 204 
requiring him to appear or produce another for examination, such 
orders as are listed in paragraphs (1), (2), (3), (4) or (5) of this sub
division, unless the person failing to comply shows that he is 
unable to appear or to produce such person for examination.  

(8) In lieu of any of the foregoing orders or in addition thereto, the 
court shall require the party failing to obey the order or the attorney 
advising him, or both, to pay, at such time as ordered by the court, 
the reasonable expenses, including attorney fees, caused by the 
failure, unless the court finds that the failure was substantially jus
tified or that other circumstances make an award of expenses 
unjust. Such an order shall be subject to review on appeal from the 
final judgment.  

(c) Sanction Against Nonparty For Violation of Rules 196.7 or 205.3. If a 
nonparty fails to comply with an order under Rules 196.7 or 205.3, the 
court which made the order may treat the failure to obey as contempt of 
court.  

Rule 215.3 Abuse of Discovery Process in Seeking, Making, or Resisting 
Discovery 
Effective January 1, 1999 

If the court finds a party is abusing the discovery process in seeking, making or 
resisting discovery or if the court finds that any interrogatory or request for inspection 
or production is unreasonably frivolous, oppressive, or harassing, or that a response or 
answer is unreasonably frivolous or made for purposes of delay, then the court in 
which the action is pending may, after notice and hearing, impose any appropriate 
sanction authorized by paragraphs (1), (2), (3), (4), (5), and (8) of Rule 215.2(b). Such 
order of sanction shall be subject to review on appeal from the final judgment.

562



Selected State and Federal Rules

II. Federal Rules of Civil Procedure (As of December 
1, 2013) 

Rule 1 Scope and Purpose 
These rules govern the procedure in all civil actions and proceedings in the 

United States district courts, except as stated in Rule 81. They should be construed 
and administered to secure the just, speedy, and inexpensive determination of every 
action and proceeding.  

Rule 16 Pretrial Conferences; Scheduling; Management 

(a) Purposes of a Pretrial Conference. In any action, the court may order 
the attorneys and any unrepresented parties to appear for one or more 
pretrial conferences for such purposes as: 
(1) expediting disposition of the action; 
(2) establishing early and continuing control so that the case will not 

be protracted because of lack of management; 
(3) discouraging wasteful pretrial activities; 
(4) improving the quality of the trial through more thorough prepara

tion; and 
(5) facilitating settlement.  

(b) Scheduling.  
(1) Scheduling Order. Except in categories of actions exempted by 

local rule, the district judge-or a magistrate judge when autho
rized by local rule-must issue a scheduling order: 
(A) after receiving the parties' report under Rule 26(f); or 
(B) after consulting with the parties' attorneys and any unrepre

sented parties at a scheduling conference or by telephone, 
mail, or other means.  

(2) Time to Issue. The judge must issue the scheduling order as soon 
as practicable, but in any event within the earlier of 120 days after 
any defendant has been served with the complaint or 90 days after 
any defendant has appeared.  

(3) Contents of the Order.  
(A) Required Contents. The scheduling order must limit the 

time to join other parties, amend the pleadings, complete dis
covery, and file motions.  

(B) Permitted Contents. The scheduling order may: 
(i) modify the timing of disclosures under Rules 26(a) and 

26(e)(1); 
(ii) modify the extent of discovery;
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(iii) provide for disclosure or discovery of electronically 
stored information; 

(iv) include any agreements the parties reach for asserting 
claims of privilege or of protection as trial-preparation 
material after information is produced; 

(v) set dates for pretrial conferences and for trial; and 
(vi) include other appropriate matters.  

(4) Modifying a Schedule. A schedule may be modified only for 
good cause and with the judge's consent.  

(c) Attendance and Matters for Consideration at a Pretrial Conference.  
(1) Attendance. A represented party must authorize at least one of its 

attorneys to make stipulations and admissions about all matters 
that can reasonably be anticipated for discussion at a pretrial con
ference. If appropriate, the court may require that a party or its rep
resentative be present or reasonably available by other means to 
consider possible settlement.  

(2) Matters for Consideration. At any pretrial conference, the court 
may consider and take appropriate action on the following matters: 
(A) formulating and simplifying the issues, and eliminating frivo

lous claims or defenses; 
(B) amending the pleadings if necessary or desirable; 
(C) obtaining admissions and stipulations about facts and docu

ments to avoid unnecessary proof, and ruling in advance on 
the admissibility of evidence; 

(D) avoiding unnecessary proof and cumulative evidence, and 
limiting the use of testimony under Federal Rule of Evidence 
702; 

(E) determining the appropriateness and timing of summary adju
dication under Rule 56; 

(F) controlling and scheduling discovery, including orders affect
ing disclosures and discovery under Rule 26 and Rules 29 
through 37; 

(G) identifying witnesses and documents, scheduling the filing 
and exchange of any pretrial briefs, and setting dates for fur
ther conferences and for trial; 

(H) referring matters to a magistrate judge or a master; 
(I) settling the case and using special procedures to assist in 

resolving the dispute when authorized by statute or local rule; 
(J) determining the form and content of the pretrial order; 
(K) disposing of pending motions; 
(L) adopting special procedures for managing potentially diffi

cult or protracted actions that may involve complex issues,
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multiple parties, difficult legal questions, or unusual proof 
problems; 

(M) ordering a separate trial under Rule 42(b) of a claim, counter
claim, crossclaim, third-party claim, or particular issue; 

(N) ordering the presentation of evidence early in the trial on a 
manageable issue that might, on the evidence, be the basis for 
a judgment as a matter of law under Rule 50(a) or a judgment 
on partial findings under Rule 52(c); 

(O) establishing a reasonable limit on the time allowed to present 
evidence; and 

(P) facilitating in other ways the just, speedy, and inexpensive 
disposition of the action.  

(d) Pretrial Orders. After any conference under this rule, the court should 
issue an order reciting the action taken. This order controls the course of 
the action unless the court modifies it.  

(e) Final Pretrial Conference and Orders. The court may hold a final pre
trial conference to formulate a trial plan, including a plan to facilitate the 
admission of evidence. The conference must be held as close to the start 
of trial as is reasonable; and must be attended by at least one attorney 
who will conduct the trial for each party and by any unrepresented party.  
The court may modify the order issued after a final pretrial conference 
only to prevent manifest injustice.  

(f) Sanctions.  
(1) In General. On motion or on its own, the court may issue any just 

orders, including those authorized by Rule 37(b)(2)(A)(ii)-(vii), if 
a party or its attorney: 
(A) fails to appear at a scheduling or other pretrial conference; 
(B) is substantially unprepared to participate-or does not partic

ipate in good faith-in the conference; or 
(C) fails to obey a scheduling or other pretrial order.  

(2) Imposing Fees and Costs. Instead of or in addition to any other 
sanction, the court must order the party, its attorney, or both to pay 
the reasonable expenses-including attorney's fees-incurred 
because of any noncompliance with this rule, unless the noncom
pliance was substantially justified or other circumstances make an 
award of expenses unjust.  

2006 Advisory Committee Notes 

The amendment to Rule 16(b) is designed to alert the court to the possible need 
to address the handling of discovery of electronically stored information early in the 
litigation if such discovery is expected to occur. Rule 26(f) is amended to direct the 
parties to discuss discovery of electronically stored information if such discovery is
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contemplated in the action. Form 35 is amended to call for a report to the court about 
the results of this discussion. In many instances, the court's involvement early in the 
litigation will help avoid difficulties that might otherwise arise.  

Rule 16(b) is also amended to include among the topics that may be addressed in 
the scheduling order any agreements that the parties reach to facilitate discovery by 
minimizing the risk of waiver of privilege or work-product protection. Rule 26(f) is 
amended to add to the discovery plan the parties' proposal for the court to enter a 
case-management or other order adopting such an agreement. The parties may agree 
to various arrangements. For example, they may agree to initial provision of requested 
materials without waiver of privilege or protection to enable the party seeking produc
tion to designate the materials desired or protection for actual production, with the 
privilege review of only those materials to follow. Alternatively, they may agree that 
if privileged or protected information is inadvertently produced, the producing party 
may by timely notice assert the privilege or protection and obtain return of the materi
als without waiver. Other arrangements are possible. In most circumstances, a party 
who receives information under such an arrangement cannot assert that production of 
the information waived a claim of privilege or of protection as trial-preparation mate
rial.  

An order that includes the parties' agreement may be helpful in avoiding delay 
and excessive cost in discovery. See Manual for Complex Litigation (4th) 11.446.  
Rule 16(b)(6) recognizes the propriety of including such agreements in the court's 
order. The rule does not provide the court with authority to enter such a case
management or other order without party agreement, or limit the court's authority to 
act on motion.  

Rule 26 Duty to Disclose; General Provisions Governing Discovery 

(a) Required Disclosures.  
(1) Initial Disclosure.  

(A) In General. Except as exempted by Rule 26(a)(1)(B) or as 
otherwise stipulated or ordered by the court, a party must, 
without awaiting a discovery request, provide to the other 
parties: 
(i) the name and, if known, the address and telephone num

ber of each individual likely to have discoverable infor
mation-along with the subjects of that information
that the disclosing party may use to support its claims or 
defenses, unless the use would be solely for impeach
ment; 

(ii) a copy-or a description by category and location-of 
all documents, electronically stored information, and 
tangible things that the disclosing party has in its pos
session, custody, or control and may use to support its
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claims or defenses, unless the use would be solely for 
impeachment; 

(iii) a computation of each category of damages claimed by 
the disclosing party-who must also make available for 
inspection and copying as under Rule 34 the documents 
or other evidentiary material, unless privileged or pro
tected from disclosure, on which each computation is 
based, including materials bearing on the nature and 
extent of injuries suffered; and 

(iv) for inspection and copying as under Rule 34, any insur
ance agreement under which an insurance business may 
be liable to satisfy all or part of a possible judgment in 
the action or to indemnify or reimburse for payments 
made to satisfy the judgment.  

(B) Proceedings Exempt from Initial Disclosure. The following 
proceedings are exempt from initial disclosure: 
} .an action for. review on an. administrative record; 

(ii)m-aforfeiture action in rem arising from a federal statute; 
(iii) a petition for habeas corpus or any other proceeding to 

challenge a criminal conviction or sentence; 
(iv) an action brought without an attorney by a person in the 

custody of the United States, a state, or a state subdivi
sion; 

(v) an action to enforce or quash an administrative sum
mons or subpoena; 

(vi) an action by the United States to recover benefit pay
ments; 

(vii) an action by the United States to collect on a student 
loanptxaranted by the United States; 

(viii) a proceeding ancillary to a proceeding in another court; 
and 

(ix) an action to enforce an arbitration award.  
(C) Time for Initial Disclosures-In General. A party must 

make the initial disclosures at or within 14 days after the par
ties' Rule 26(f) conference unless a different time is set by 
stipulation or court order, or unless a party objects during the 
conference that initial disclosures are not appropriate in this 
action and states the objection in the proposed discovery 
plan. In ruling on the objection, the court must determine 
what disclosures, if any, are to be made and must set the time 
for disclosure.  

(D) Time for Initial Disclosures-For Parties Served or Joined 
Later. A party that is first served or otherwise joined after
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the Rule 26(f) conference must make the initial disclosures 
within 30 days after being served or joined, unless a different 
time is set by stipulation or court order.  

(E) Basis for Initial Disclosure; Unacceptable Excuses. A party 
must make its initial disclosures based on the information 
then reasonably available to it. A party is not excused from 
making its disclosures because it has not fully investigated 
the case or because it challenges the sufficiency of another 
party's disclosures or because another party has not made its 
disclosures.  

(2) Disclosure of Expert Testimony.  
(A) In General. In addition to the disclosures required by Rule 

26(a)(1), a party must disclose to the other parties the identity 
of any witness it may use at trial to present evidence under 
Federal Rule of Evidence 702, 703, or 705.  

(B) Witnesses Who Must Provide a Written Report. Unless oth
erwise stipulated or ordered by the court, this disclosure must 
be accompanied by a written report-prepared and signed by 
the witness-if the witness is one retained or specially 
employed to provide expert testimony in the case or one 
whose duties as the party's employee regularly involve giv
ing expert testimony. The report must contain: 
(i) a complete statement of all opinions the witness will 

express and the basis and reasons for them; 
(ii) the facts or data considered by the witness in forming 

them; 
(iii) any exhibits that will be used to summarize or support 

them; 
(iv) the witness's qualifications, including a list of all publi

cations authored in the previous 10 years; 
(v) a list of all other cases in which, during the previous 4 

years, the witness testified as an expert at trial or by 
deposition; and 

(vi) a statement of the compensation to be paid for the study 
and testimony in the case.  

(C) Witnesses Who Do Not Provide a Written Report. Unless 
otherwise stipulated or ordered by the court, if the witness is 
not required to provide a written report, this disclosure must 
state: 
(i) the subject matter on which the witness is expected to 

present evidence under Federal Rule of Evidence 702, 
703, or 705; and
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(ii) a summary of the facts and opinions to which the wit
ness is expected to testify.  

(D) Time to Disclose Expert Testimony. A party must make 
these disclosures at the times and in the sequence that the 
court orders. Absent a stipulation or a court order, the disclo
sures must be made: 
(i) at least 90 days before the date set for trial or for the 

case to be ready for trial; or 
(ii) if the evidence is intended solely to contradict or rebut 

evidence on the same subject matter identified by 
another party under Rule 26(a)(2)(B) or (C), within 30 
days after the other party's disclosure.  

(E) Supplementing the Disclosure. The parties must supple
ment these disclosures when required under Rule 26(e).  

(3) Pretrial Disclosures.  
(A) In General. In addition to the disclosures required by Rule 

26(a)(1) and (2), a party must provide to the other parties and 
promptly file the following information about the evidence 
that it may present at trial other than solely for impeachment: 
(i) the name and, if not previously provided, the address 

and telephone number of each witness-separately 
identifying those the party expects to present and those 
it may call if the need arises; 

(ii) the designation of those witnesses whose testimony the 
party expects to present by deposition and, if not taken 
stenographically, a transcript of the pertinent parts of 
the deposition; and 

(iii) an identification of each document or other exhibit, 
including summaries of other evidence-separately 
identifying those items the party expects to offer and 
those it may offer if the need arises.  

(B) Time for Pretrial Disclosures; Objections. Unless-the court 
orders otherwise, these disclosures must be made at least 30 
days before trial. Within 14 days after they are made, unless 
the court sets a different time, a party may serve and 
promptly file a list of the following objections: any objec
tions to the use under Rule 32(a) of a deposition designated 
by another party under Rule 26(a)(3)(A)(ii); and any objec
tion, together with the grounds for it, that may be made to the 
admissibility of materials identified under Rule 
26(a)(3)(A)(iii). An objection not so made-except for one 
under Federal Rule of Evidence 402 or 403-is waived 
unless excused by the court for good cause.
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(4) Form of Disclosures. Unless the court orders otherwise, all dis
closures under Rule 26(a) must be in writing, signed, and served.  

(b) Discovery Scope and Limits.  

(1) Scope in General. Unless otherwise limited by court order, the 
scope of discovery is as follows: Parties may obtain discovery 
regarding any nonprivileged matter that is relevant to any party's 
claim or defense-including the existence, description, nature, 
custody, condition, and location of any documents or other tangi
ble things and the identity and location of persons who know of 
any discoverable matter. For good cause, the court may order dis
covery of any matter relevant to the subject matter involved in the 
action. Relevant information need not be admissible at the trial if 
the discovery appears reasonably calculated to lead to the discov
ery of admissible evidence. All discovery is subject to the limita
tions imposed by Rule 26(b)(2)(C).  

(2) Limitations on Frequency and Extent.  
(A) When Permitted. By order, the court may alter the limits in 

these rules on the number of depositions and interrogatories 
or on the length of depositions under Rule 30. By order or 
local rule, the court may also limit the number of requests 
under Rule 36.  

(B) Specific Limitations on Electronically Stored 
Information. A party need not provide discovery of elec
tronically stored information from sources that the party iden
tifies as not reasonably accessible because of undue burden or 
cost. On motion to compel discovery or for a protective 
order, the party from whom discovery is sought must show 
that the information is not reasonably accessible because of 
undue burden or cost. If that showing is made, the court may 
nonetheless order discovery from such sources if the request
ing party shows good cause, considering the limitations of 
Rule 26(b)(2)(C). The court may specify conditions for the 
discovery.  

(C) When Required. On motion or on its own, the court must 
limit the frequency or extent of discovery otherwise allowed 
by these rules or by local rule if it determines that: 

(i) the discovery sought is unreasonably cumulative or 
duplicative, or can be obtained from some other source 
that is more convenient, less burdensome, or less expen
sive; 

(ii) the party seeking discovery has had ample opportunity 
to obtain the information by discovery in the action; or
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(iii) the burden or expense of the proposed discovery out
weighs its likely benefit, considering the needs of the 
case, the amount in controversy, the parties' resources, 
the importance of the issues at stake in the action, and 
the importance of the discovery in resolving the issues.  

(3) Trial Preparation: Materials.  
(A) Documents and Tangible Things. Ordinarily, a party may 

not discover documents and tangible things that are prepared 
in anticipation of litigation or for trial by or for another party 
or its representative (including the other party's attorney, 
consultant, surety, indemnitor, insurer, or agent). But, subject 
to Rule 26(b)(4), those materials may be discovered if: 
(i) they are otherwise discoverable under Rule 26(b)(1); 

and 
(ii) the party shows that it has substantial need for the mate

rials to prepare its case and cannot, without undue hard
ship, obtain their substantial equivalent by other means.  

(B) Protection Against Disclosure. If the court orders discovery 
of those materials, it must protect against disclosure of the 
mental impressions, conclusions, opinions, or legal theories 
of a party's attorney or other representative concerning the 
litigation.  

(C) Previous Statement. Any party or other person may, on 
request and without the required showing, obtain the person's 
own previous statement about the action or its subject matter.  
If the request. is refused, the person may move for a court 
order, and Rule 37(a)(5) applies to the award of expenses. A 
previous statement is either: 
(i) a written statement that the person has signed or other

wise adopted or approved; or 
(ii) a contemporaneous stenographic, mechanical, electri

cal, or other recording-or a transcription of it-that 
recites substantially verbatim the person's oral state
ment.  

(4) Trial Preparation: Experts.  
(A) Deposition of an Expert Who May Testify. A party may 

depose any person who has been identified as an expert 
whose opinions may be presented at trial. If Rule 26(a)(2)(B) 
requires a report from the expert, the deposition may be con
ducted only after the report is provided.  

(B) Trial-Preparation Protection for Draft Reports or Disclosures.  
Rules 26(b)(3)(A) and (B) protect drafts of any report or dis-
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closure required under Rule 26(a)(2), regardless of the form 
in which the draft is recorded.  

(C) Trial-Preparation Protection for Communications Between a 
Party's Attorney and Expert Witnesses. Rules 26(b)(3)(A) 
and (B) protect communications between the party's attorney 
and any witness required to provide a report under Rule 
26(a)(2)(B), regardless of the form of the communications, 
except to the extent that the communications: 
(i) relate to compensation for the expert's study or testi

mony; 
(ii) identify facts or data that the party's attorney provided 

and that the expert considered in forming the opinions 
to be expressed; or 

(iii) identify assumptions that the party's attorney provided 
and that the expert relied on in forming the opinions to 
be expressed.  

(D) Expert Employed Only for Trial Preparation. Ordinarily, a 
party may not, by interrogatories or deposition, discover facts 
known or opinions held by an expert who has been retained 
or specially employed by another party in anticipation of liti
gation or to prepare for trial and who is not expected to be 
called as a witness at trial. But a party may do so only: 
(i) as provided in Rule 35(b); or 
(ii) on showing exceptional circumstances under which it is 

impracticable for the party to obtain facts or opinions on 
the same subject by other means.  

(E) Payment. Unless manifest injustice would result, the court 
must require that the party seeking discovery: 
(i) pay the expert a reasonable fee for time spent in 

responding to discovery under Rule 26(b)(4)(A) or (D); 
and 

(ii) for discovery under (D), also pay the other party a fair 
portion of the fees and expenses it reasonably incurred 
in obtaining the expert's facts and opinions.  

(5) Claiming Privilege or Protecting Trial-Preparation Materials.  
(A) Information Withheld. When a party withholds information 

otherwise discoverable by claiming that the information is 
privileged or subject to protection as trial-preparation mate
rial, the party must: 
(i) expressly make the claim; and 
(ii) describe the nature of the documents, communications, 

or tangible things not produced or disclosed-and do so 
in a manner that, without revealing information itself
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privileged or protected, will enable other parties to 
assess the claim.  

(B) Information Produced. If information produced in discov
ery is subject to a claim of privilege or of protection as trial
preparation material, the party making the claim may notify 
any party that received the information of the claim and the 
basis for it. After being notified, a party must promptly 
return, sequester, or destroy the specified information and 
any copies it has; must not use or disclose the information 
until the claim is resolved; must take reasonable steps to 
retrieve the information if the party disclosed it before being 
notified; and may promptly present the information to the 
court under seal for a determination of the claim. The produc
ing party must preserve the information until the claim is 
resolved.  

(c) Protective Orders.  
(1) In General. A party or any person from whom discovery is 

sought may move for a protective order in the court where the 
actioJs g -tor asW ntiy pi stes relating to a 
deposition, in the court for the district where the deposition will be 
taken. The motion must include a certification that the movant has 
in good faith conferred or attempted to confer with other affected 
parties in an effort to resolve the dispute without court action. The 
court may, for good cause, issue an order to protect a party or per
son from annoyance, embarrassment, oppression, or undue burden 
or expense, including one or more of the following: 
(A) forbidding the disclosure or discovery; 
(B) specifying terms, including time and place, for the disclosure 

or discovery; 
(C) prescribing a discovery method other than the one selected by 

the party seeking discovery; 
(D) forbidding inquiry into certain matters, or limiting the scope 

of disclosure or discovery to certain matters; 
(E) designating the persons who may be present while the dis

covery is conducted; 
(F) requiring that a deposition be sealed and opened only on 

court order; 
(G) requiring that a trade secret or other confidential research, 

development, or commercial information not be revealed or 
be revealed only in a specified way; and 

(H) requiring that the parties simultaneously file specified docu
ments or information in sealed envelopes, to be opened as the 
court directs.
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(2) Ordering Discovery. If a motion for a protective order is wholly 
or partly denied, the court may, on just terms, order that any party 
or person provide or permit discovery.  

(3) Awarding Expenses. Rule 37(a)(5) applies to the award of 
expenses.  

(d) Timing and Sequence of Discovery.  
(1) Timing. A party may not seek discovery from any source before 

the parties have conferred as required by Rule 26(f), except in a 
proceeding exempted from initial disclosure under Rule 
26(a)(1)(B), or when authorized by these rules, by stipulation, or 
by court order.  

(2) Sequence. Unless, on motion, the court orders otherwise for the 
parties' and witnesses' convenience and in the interests of justice: 
(A) methods of discovery may be used in any sequence; and 
(B) discovery by one party does not require any other party to 

delay its discovery.  
(e) Supplementing Disclosures and Responses.  

(1) In General. A party who has made a disclosure under Rule 
26(a)-or who has responded to an interrogatory, request for pro
duction, or request for admission-must supplement or correct its 
disclosure or response: 
(A) in a timely manner if the party learns that in some material 

respect the disclosure or response is incomplete or incorrect, 
and if the additional or corrective information has not other
wise been made known to the other parties during the discov
ery process or in writing; or 

(B) as ordered by the court.  
(2) Expert Witness. For an expert whose report must be disclosed 

under Rule 26(a)(2)(B), the party's duty to supplement extends 
both to information included in the report and to information given 
during the expert's deposition. Any additions or changes to this 
information must be disclosed by the time the party's pretrial dis
closures under Rule 26(a)(3) are due.  

(f) Conference of the Parties; Planning for Discovery.  
(1) Conference Timing. Except in a proceeding exempted from ini

tial disclosure under Rule 26(a)(1)(B) or when the court orders oth
erwise, the parties must confer as soon as practicable-and in any 
event at least 21 days before a scheduling conference is to be held 
or a scheduling order is due under Rule 16(b).  

(2) Conference Content; Parties' Responsibilities. In conferring, the 
parties must consider the nature and basis of their claims and 
defenses and the possibilities for promptly settling or resolving the 
case; make or arrange for the disclosures required by Rule
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26(a)(1); discuss any issues about preserving discoverable infor
mation; and develop a proposed discovery plan. The attorneys of 
record and all unrepresented parties that have appeared, in the case 
are jointly responsible for arranging the conference, for attempting 
in good faith to agree on the proposed discovery plan, and for sub
mitting to the court within 14 days after the conference a written 
report outlining the plan. The court may order the parties or attor
neys to attend the conference in person.  

(3) Discovery Plan. A discovery plan must state the parties' views 
and proposals on: 
(A) what changes should be made in the timing, form, or require

ment for disclosures under Rule 26(a), including a statement 
of when initial disclosures were made or will be made; 

(B) the subjects on which discovery may be needed, when dis
covery should be completed, and whether discovery should 
be conducted in phases or be limited to or focused on particu
lar issues; 

(C) any issues about disclosure or discovery of electronically 
stored information, including the form or forms in which it 
should be produced; 

(D) any issues about claims of privilege or of protection as trial
preparation materials, including-if the parties agree on a 
procedure to assert these claims after production-whether to 
ask the court to include their agreement in an order; 

(E) what changes should be made in the limitations on discovery 
imposed under these rules or by local rule, and what other 
limitations should be imposed; and 

(F) any other orders that the court should issue under Rule 26(c) 
or under Rule 16(b) and (c).  

(4) Expedited Schedule. If necessary to comply with its expedited 
schedule for Rule 16(b) conferences, a court may by local rule: 
(A) require the parties' conference to occur less than 21 days 

before the scheduling conference is held or a scheduling 
order is due under Rule 16(b); and 

(B) require the written report outlining the discovery plan to be 
filed less than 14 days after the parties' conference, or excuse 
the parties from submitting a written report and permit them 
to report orally on their discovery plan at the Rule 16(b) con
ference.  

(g) Signing Disclosures and Discovery Requests, Responses, and Objec
tions.  
(1) Signature Required; Effect of Signature. Every disclosure under 

Rule 26(a)(1) or (a)(3) and every discovery request, response, or

575



Essentials of E-Discovery

objection must be signed by at least one attorney of record in the 
attorney's own name-or by the party personally, if unrepre
sented-and must state the signer's address, e-mail address, and 
telephone number. By signing, an attorney or party certifies that to 
the best of the person's knowledge, information, and belief formed 
after a reasonable inquiry: 

(A) with respect to a disclosure, it is complete and correct as of 
the time it is made; and 

(B) with respect to a discovery request, response, or objection, it 
is: 

(i) consistent with these rules and warranted by existing 
law or by a nonfrivolous argument for extending, modi
fying, or reversing existing law, or for establishing new 
law; 

(ii) not interposed for any improper purpose, such as to 
harass, cause unnecessary delay, or needlessly increase 
the cost of litigation; and 

(iii) neither unreasonable nor unduly burdensome or expen
sive, considering the needs of the case, prior discovery 
in the case, the amount in controversy, and the impor
tance of the issues at stake in the action.  

(2) Failure to Sign. Other parties have no duty to act on an unsigned 
disclosure, request, response, or objection until it is signed, and the 
court must strike it unless a signature is promptly supplied after the 
omission is called to the attorney's or party's attention.  

(3) Sanction for Improper Certification. If a certification violates 
this rule without substantial justification, the court, on motion or 
on its own, must impose an appropriate sanction on the signer, the 
party on whose behalf the signer was acting, or both. The sanction 
may include an order to pay the reasonable expenses, including 
attorney's fees, caused by the violation.  

2006 Advisory Committee Notes 

Subdivision (a). Rule 26(a)(1)(B) is amended to parallel Rule 34(a) by recog
nizing that a party must disclose electronically stored information as well as docu
ments that it may use to support its claims or defenses. The term "electronically stored 
information" has the same broad meaning in Rule 26(a)(1) as in Rule 34(a). This 
amendment is consistent with the 1993 addition of Rule 26(a)(1)(B). The term "data 
compilations" is deleted as unnecessary because it is a subset of both documents and 
electronically stored information.
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[Subdivision (a)(1)(E).] Civil forfeiture actions are added to the list of exemp
tions from Rule 26(a)(1) disclosure requirements. These actions are governed by new 
Supplemental Rule G. Disclosure is not likely to be useful.  

Subdivision (b)(2). The amendment to Rule 26(b)(2) is designed to address 
issues raised by difficulties in locating, retrieving, and providing discovery of some 
electronically stored information. Electronic storage systems often make it easier to 
locate and retrieve information. These advantages are properly taken into account in 
determining the reasonable scope of discovery in a particular case. But some sources 
of electronically stored information can be accessed only with substantial burden and 
cost. In a particular case, these burdens and costs may make the information on such 
sources not reasonably accessible.  

It is not possible to define in a rule the different types of technological features 
that may affect the burdens and costs of accessing electronically stored information.  
Information systems are designed to provide ready access to information used in regu
lar ongoing activities. They also may be designed so as to provide ready access to 
information that is not regularly used. But a system may retain information on sources 
that are accessible only by incurring substantial burdens or costs. Subparagraph (B) is 
added to regulate discovery from such sources.  

KBO\V1H01 Olifo1li neI~u U dli ADui Li 

Under this rule, a responding party should produce electronically stored informa
tion that is relevant, not privileged, and reasonably accessible, subject to the (b)(2)(C) 
limitations that apply to all discovery. The responding party must also identify, by cat
egory or type, the sources containing potentially responsive information that it is nei
ther searching nor producing. The identification should, to the extent possible, provide 
enough detail to enable the requesting party to evaluate the burdens and costs of pro
viding the discovery and the likelihood of finding responsive information on the iden
tified sources.  

A party's identifi jgrfu 1 tgp trc Alyd information as not 
reasonably accessible does not relieve the party of its common-law or statutory duties 
to preserve evidence. Whether a responding party is required to preserve unsearched 
sources of potentially responsive information that it believes are not reasonably acces
sible depends on the circumstances of each case. It is often useful for the parties to dis
cuss this issue early in discovery.  

The volume of-and the ability to search-much electronically stored informa
tion means that in many cases the responding party will be able to produce informa
tion from reasonably accessible sources that will fully satisfy the parties' discovery 
needs. In many circumstances the requesting party should obtain and evaluate the 
information from such sources before insisting that the responding party search and 
produce information contained on sources that are not reasonably accessible. If the 
requesting party continues to seek discovery of information from sources identified as 
not reasonably accessible, the parties should discuss the burdens and costs of access
ing and retrieving the information, the needs that may establish good cause for requir
ing all or part of the requested discovery even if the information sought is not
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reasonably accessible, and conditions on obtaining and producing the information that 
may be appropriate.  

If the parties cannot agree whether, or on what terms, sources identified as not 
reasonably accessible should be searched and discoverable information produced, the 
issue may be raised either by a motion to compel discovery or by a motion for a pro
tective order. The parties must confer before bringing either motion. If the parties do 
not resolve the issue and the court must decide, the responding party must show that 
the identified sources of information are not reasonably accessible because of undue 
burden or cost. The requesting party may need discovery to test this assertion. Such 
discovery might take the form of requiring the responding party to conduct a sampling 
of information contained on the sources identified as not reasonably accessible; allow
ing some form of inspection of such sources; or taking depositions of witnesses 
knowledgeable about the responding party's information systems.  

Once it is shown that a source of electronically stored information is not reason
ably accessible, the requesting party may still obtain discovery by showing good 
cause, considering the limitations of Rule 26(b)(2)(C) that balance the costs and 
potential benefits of discovery. The decision whether to require a responding party to 
search for and produce information that is not reasonably accessible depends not only 
on the burdens and costs of doing so, but also on whether those burdens and costs can 
be justified in the circumstances of the case. Appropriate considerations may include: 
(1) the specificity of the discovery request; (2) the quantity of information available 
from other and more easily accessed sources; (3) the failure to produce relevant infor
mation that seems likely to have existed but is no longer available on more easily 
accessed sources; (4) the likelihood of finding relevant, responsive information that 
cannot be obtained from other, more easily accessed sources; (5) predictions as to the 
importance and usefulness of the further information; (6) the importance of the issues 
at stake in the litigation; and (7) the parties' resources.  

The responding party has the burden as to one aspect of the inquiry-whether 
the identified sources are not reasonably accessible in light of the burdens and costs, 
required to search for, retrieve, and produce whatever responsive information may be 
found. The requesting party has the burden of showing that its need for the discovery 
outweighs the burdens and costs of locating, retrieving, and producing the informa
tion. In some cases, the court will be able to determine whether the identified sources 
are not reasonably accessible and whether the requesting party has shown good cause 
for some or all of the discovery, consistent with the limitations of Rule 26(b)(2)(C), 
through a single proceeding or presentation. The good-cause determination, however, 
may be complicated because the court and parties may know little about what infor
mation the sources identified as not reasonably accessible might contain, whether it is 
relevant, or how valuable it may be to the litigation. In such cases, the parties may 
need some focused discovery, which may include sampling of the sources, to learn 
more about what burdens and costs are involved in accessing the information, what 
the information consists of, and how valuable it is for the litigation in light of informa
tion that can be obtained by exhausting other opportunities for discovery.
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The good-cause inquiry and consideration of the Rule 26(b)(2)(C) limitations are 
coupled with the authority to set conditions for discovery. The conditions may take the 
form of limits on the amount, type, or sources of information required to be accessed 
and produced. The conditions may also include payment by the requesting party of 
part or all of the reasonable costs of obtaining information from sources that are not 
reasonably accessible. A requesting party's willingness to share or bear the access 
costs may be weighed by the court in determining whether there is good cause. But the 
producing party's burdens in reviewing the information for relevance and privilege 
may weigh against permitting the requested discovery.  

The limitations of Rule 26(b)(2)(C) continue to apply to all discovery of elec
tronically stored information, including that stored on reasonably accessible electronic 
sources.  

Subdivision (b)(5). The Committee has repeatedly been advised that the risk of 
privilege waiver, and the work necessary to avoid it, add to the costs and delay of dis
covery. When the review is of electronically stored information, the risk of waiver, 
and the time and effort required to avoid it, can increase substantially because of the 
volume of electronically stored information and the difficulty in ensuring that all 
information to be produced has in fact been reviewed. Rule 26(b)(5)(A) provides a 
procedure for a party that has withheld information on the basis of privilege or protec
tion as trial-preparation material to make the claim so that the requesting party can 
decide whether to contest the claim and the court can resolve the dispute. Rule 
26(b)(5)(B) is added to provide a procedure for a party to assert a claim of privilege or 
trial-preparation material protection after information is produced in discovery in the 
action and, if the claim is contested, permit any party that received the information to 
present the matter to the court for resolution.  

Rule 26(b)(5)(B) does not address whether the privilege or protection that is 
asserted after production was waived by the production. The courts have developed 
principles to determine whether, and under what circumstances, waiver results from 
inadvertent production of privileged or protected information. Rule 26(b)(5)(B) pro
vides a procedure for presenting and addressing these issues. Rule 26(b)(5)(B) works 
in tandem with Rule 26(f), which is amended to direct the parties to discuss privilege 
issues in preparing their discovery plan, and which, with amended Rule 16(b), allows 
the parties to ask the court to include in an order any agreements the parties reach 
regarding issues of privilege or trial-preparation material protection. Agreements 
reached under Rule 26(f)(4) and orders including such agreements entered under Rule 
16(b)(6) may be considered when a court determines whether a waiver has occurred.  
Such agreements and orders ordinarily control if they adopt procedures different from 
those in Rule 26(b)(5)(B).  

A party asserting a claim of privilege or protection after production must give 
notice to the receiving party. That notice should be in writing unless the circumstances 
preclude it. Such circumstances could include the assertion of the claim during a depo
sition. The notice should be as specific as possible in identifying the information and 
stating the basis for the claim. Because the receiving party must decide whether to
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challenge the claim and may sequester the information and submit it to the court for a 
ruling on whether the claimed privilege or protection applies and whether it has been 
waived, the notice should be sufficiently detailed so as to enable the receiving party 
and the court to understand the basis for the claim and to determine whether waiver 
has occurred. Courts will continue to examine whether a claim of privilege or protec
tion was made at a reasonable time when delay is part of the waiver determination 
under the governing law.  

After receiving notice, each party that received the information must promptly 
return, sequester, or destroy the information and any copies it has. The option of 
sequestering or destroying the information is included in part because the receiving 
party may have incorporated the information in protected trial-preparation materials.  
No receiving party may use or disclose the information pending resolution of the priv
ilege claim. The receiving party may present to the court the questions whether the 
information is privileged or protected as trial-preparation material, and whether the 
privilege or protection has been waived. If it does so, it must provide the court with 
the grounds for the privilege or protection specified in the producing party's notice, 
and serve all parties. In presenting the question, the party may use the content of the 
information only to the extent permitted by the applicable law of privilege, protection 
for trial-preparation material, and professional responsibility.  

If a party disclosed the information to nonparties before receiving notice of a 
claim of privilege or protection as trial-preparation material, it must take reasonable 
steps to retrieve the information and to return it, sequester it until the claim is 
resolved, or destroy it.  

Whether the information is returned or not, the producing party must preserve 
the information pending the court's ruling on whether the claim of privilege or of pro
tection is properly asserted and whether it was waived. As with claims made under 
Rule 26(b)(5)(A), there may be no ruling if the other parties do not contest the claim.  

Subdivision (f). Rule 26(f) is amended to direct the parties to discuss discovery 
of electronically stored information during their discovery-planning conference. The 
rule focuses on "issues relating to disclosure or discovery of electronically stored 
information"; the discussion is not required in cases not involving electronic discov
ery, and the amendment imposes no additional requirements in those cases. When the 
parties do anticipate disclosure or discovery of electronically stored information, dis
cussion at the outset may avoid later difficulties or ease their resolution.  

When a case involves discovery of electronically stored information, the issues 
to be addressed during the Rule 26(f) conference depend on the nature and extent of 
the contemplated discovery and of the parties' information systems. It may be import
ant for the parties to discuss those systems, and accordingly important for counsel to 
become familiar with those systems before the conference. With that information, the 
parties can develop a discovery plan that takes into account the capabilities of their 
computer systems. In appropriate cases identification of, and early discovery from, 
individuals with special knowledge of a party's computer systems may be helpful.
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The particular issues regarding electronically stored information that deserve 
attention during the discovery planning stage depend on the specifics of the given 
case. See Manual for Complex Litigation (4th) 40.25(2) (listing topics for discussion 
in a proposed order regarding meet-and-confer sessions). For example, the parties 
may specify the topics for such discovery and the time period for which discovery will 
be sought. They may identify the various sources of such information within a party's 
control that should be searched for electronically stored information. They may dis
cuss whether the information is reasonably accessible to the party that has it, including 
the burden or cost of retrieving and reviewing the information. See Rule 26(b)(2)(B).  
Rule 26(f)(3) explicitly directs the parties to discuss the form or forms in which elec
tronically stored information might be produced. The parties may be able to reach 
agreement on the forms of production, making discovery more efficient. Rule 34(b) is 
amended to permit a requesting party to specify the form or forms in which it wants 
electronically stored information produced. If the requesting party does not specify a 
form, Rule 34(b) directs the responding party to state the forms it intends to use in the 
production. Early discussion of the forms of production may facilitate the application 
of Rule 34(b) by allowing the parties to determiinwhat fpis of production will meet 
both parties' needs. Early identification of disputes over the forms of production may 
help avoid the expense and delay of searches or productions using inappropriate 
forms.  

Rule 26(f) is also amendedto direct the parties to discuss any issues regarding 
preservation of discoverable inf rmati n during thir-conference as they develop a 
discovery plan. This provision applies to all sorts of discoverable information, but can 
be particularly important with regard to electronically stored information. The volume 
and dynamic nature of electronically stored information may complicate preservation 
obligations. The ordinary operation of computers involves both the automatic creation 
and the automatic deletion or overwriting of certain, information. Failure to address 
preservation issues early in the litigation increases uncertainty and raises a risk of dis
putes.  

The parties' discussion should pay particular attention to the balance between 
the competing needs to preserve relevant evidence and to continue routine operations 
critical to ongoing activities. Complete or broad cessation of a party's routine com
puter operations could paralyze the party's activities. Cf Manual for Complex Litiga
tion (4th) 11.422 ("A blanket preservation order may be prohibitively expensive and 
unduly burdensome for parties dependent on computer systems for their day-to-day 
operations.") The parties should take account of these considerations in their discus
sions, with the goal of agreeing on reasonable preservation steps.  

The requirement that the parties discuss preservation does not imply that courts 
should routinely enter preservation orders. A preservation order entered over objec
tions should be narrowly tailored. Ex parte preservation orders should issue only in 
exceptional circumstances.  

Rule 26(f) is also amended to provide that the parties should discuss any issues 
relating to assertions of privilege or of protection as trial-preparation materials,
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including whether the parties can facilitate discovery by agreeing on procedures for 
asserting claims of privilege or protection after production and whether to ask the 
court to enter an order that includes any agreement the parties reach. The Committee 
has repeatedly been advised about the discovery difficulties that can result from 
efforts to guard against waiver of privilege and work-product protection. Frequently 
parties find it necessary to spend large amounts of time reviewing materials requested 
through discovery to avoid waiving privilege. These efforts are necessary because 
materials subject to a claim of privilege or protection are often difficult to identify. A 
failure to withhold even one such item may result in an argument that there has been a 
waiver of privilege as to all other privileged materials on that subject matter. Efforts to 
avoid the risk of waiver can impose substantial costs on the party producing the mate
rial and the time required for the privilege review can substantially delay access for 
the party seeking discovery.  

These problems often become more acute when discovery of electronically 
stored information is sought. The volume of such data, and the informality that attends 
use of e-mail and some other types of electronically stored information, may make 
privilege determinations more difficult, and privilege review correspondingly more 
expensive and time consuming. Other aspects of electronically stored information 
pose particular difficulties for privilege review. For example, production may be 
sought of information automatically included in electronic files but not apparent to the 
creator or to readers. Computer programs may retain draft language, editorial com
ments, and other deleted matter (sometimes referred to as "embedded data" or 
"embedded edits") in an electronic file but not make them apparent to the reader.  
Information describing the history, tracking, or management of an electronic file 
(sometimes called "metadata") is usually not apparent to the reader viewing a hard 
copy or a screen image. Whether this information should be produced may be among 
the topics discussed in the Rule 26(f) conference. If it is, it may need to be reviewed to 
ensure that no privileged information is included, further complicating the task of 
privilege review.  

Parties may attenipt to minimize these costs and delays by agreeing to protocols 
that minimize the risk of waiver. They may agree that the responding party will pro
vide certain requested materials for initial examination without waiving any privilege 
or protection-sometimes known as a "quick peek." The requesting party then desig
nates the documents it wishes to have actually produced. This designation is the Rule 
34 request. The responding party then responds in the usual course, screening only 
those documents actually requested for formal production and asserting privilege 
claims as provided in Rule 26(b)(5)(A). On other occasions, parties enter agreements 
-sometimes called "clawback agreements"-that production without intent to waive 
privilege or protection should not be a waiver so long as the responding party identi
fies the documents mistakenly produced, and that the documents should be returned 
under those circumstances. Other voluntary arrangements may be appropriate depend
ing on the circumstances of each litigation. In most circumstances, a party who
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receives information under such an arrangement cannot assert that production of the 
information waived a claim of privilege or of protection as trial-preparation material.  

Although these agreements may not be appropriate for all cases, in certain cases 
they can facilitate prompt and economical discovery by reducing delay before the dis
covering party obtains access to documents, and by reducing the cost and burden of 
review by the producing party. A case-management or other order including such 
agreements may further facilitate the discovery process. .Form 35 is amended to 
include a report to the court about any agreement regarding protections against inad
vertent forfeiture or waiver of privilege or protection that the parties have reached, and 
Rule 16(b) is amended to recognize that the court may include such an agreement in a 
case-management or other order. If the parties agree to entry of such an order, their 
proposal should be included in the report to the court.  

Rule 26(b)(5)(B) is added to establish a parallel procedure to assert privilege or 
protection as trial-preparation material after production, leaving the question of 
waiver to later determination by the court.  

Rule 34 Producing Documents, Electronically Stored Information, and Tangi
ble Things, or Entering onto Land, for Inspection and Other Purposes 

(a) In General. A party may serve on any other party a request within the 
scope of Rule 26(b): 
(1) to produce and permit the requesting party or its representative to 

inspect, copy, test, or sample the following items in the responding 
party's possession, custody, or control: 
(A) any designated documents or electronically stored informa

tion-including writings, drawings, graphs, charts, photo
graphs, sound recordings, images, and other data or data 
compilations-stored in any medium from which information 
can be obtained either directly or, if necessary, after transla
tion by the responding party into a reasonably usable form; or 

(B) any designated tangible things; or 
(2) to permit entry onto designated land or other property possessed or 

controlled by the responding party, so that the requesting party 
may inspect, measure, survey, photograph, test, or sample the 
property or any designated object or operation on it.  

(b) Procedure.  
(1) Contents of the Request. The request: 

(A) must describe with reasonable particularity each item or cate
gory of items to be inspected; 

(B) must specify a reasonable time, place, and manner for the 
inspection and for performing the related acts; and 

(C) . may specify the form or forms in which electronically stored 
information is to be produced.
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(2) Responses and Objections.  
(A) Time to Respond. The party to whom the request is directed 

must respond in writing within 30 days after being served. A 
shorter or longer time may be stipulated to under Rule 29 or 
be ordered by the court.  

(B) Responding to Each Item. For each item or category, the 
response must either state that inspection and related activi
ties will be permitted as requested or state an objection to the 
request, including the reasons.  

(C) Objections. An objection to part of a request must specify 
the part and permit inspection of the rest.  

(D) Responding to a Request for Production of Electronically 
Stored Information. The response may state an objection to 

a requested form for producing electronically stored informa
tion. If the responding party objects to a requested form-or 
if no form was specified in the request-the party must state 
the form or forms it intends to use.  

(E) Producing the Documents or Electronically Stored 
Information. Unless otherwise stipulated or ordered by the 
court, these procedures apply to producing documents or 
electronically stored information: 
(i) A party must produce documents as they are kept in the 

usual course of business or must organize and label 
them to correspond to the categories in the request; 

(ii) If a request does not specify a form for producing elec
tronically stored information, a party must produce it in 
a form or forms in which it is ordinarily maintained or 
in a reasonably usable form or forms; and 

(iii) A party need not produce the same electronically stored 
information in more than one form.  

(c) Nonparties. As provided in Rule 45, a nonparty may be compelled to 
produce documents and tangible things or to permit an inspection.  

2006 Advisory Committee Notes 

Subdivision (a). As originally adopted, Rule 34 focused on discovery of "docu
ments" and "things." In 1970, Rule 34(a) was amended to include discovery of data 
compilations, anticipating that the use of computerized information would increase.  
Since then, the growth in electronically stored information and in the variety of sys
tems for creating and storing such information has been dramatic. Lawyers and judges 
interpreted the term "documents" to include electronically stored information because 
it was obviously improper to allow a party to evade discovery obligations on the basis 
that the label had not kept pace with changes in information technology. But it has
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become increasingly difficult to say that all forms of electronically stored information, 
many dynamic in nature, fit within the traditional concept of a "document." Electroni
cally stored information may exist in dynamic databases and other forms far different 
from fixed expression on paper. Rule 34(a) is amended to confirm that discovery of 
electronically stored information stands on equal footing with discovery of paper doc
uments. The change clarifies that Rule 34 applies to information that is fixed in a tan
gible form and to information that is stored in a medium from which it can be 
retrieved and examined. At the same time, a Rule 34 request for production of "docu
ments" should be understood to encompass, and the response should include, electron
ically stored information unless discovery in the action has clearly distinguished 
between electronically stored information and "documents." 

Discoverable information often exists in both paper and electronic form, and the 
same or similar information might exist in both. The items listed in Rule 34(a) show 
different ways in which information may be recorded or stored. Images, for example, 
might be hard-copy documents or electronically stored information. The wide variety 
of computer systems currently in use, and the rapidity of technological change, coun
sel against a limiting or precise definition of electronically stored information. Rule 
34(a)(1) is expansive and includes any type of information that is stored electroni
cally. A common example often sought in discovery is electronic communications, 
such as e-mail. The rule covers-either as documents or as electronically stored infor
mation-information "stored in any medium," to encompass future developments in 
computer technology. Rule 34(a)(1) is intended to be broad enough to cover all cur
rent types of computer-based information, and flexible enough to encompass future 
changes and developments.  

References elsewhere in the rules to "electronically stored information" should 
be understood to invoke this expansive approach. A companion change is made to 
Rule 33(d), making it explicit that parties choosing to respond to an interrogatory by 
permitting access to responsive records may do so by providing access to electroni
cally stored information. More generally, the term used in.Rule 34(a)(1) appears in a 
number of other amendments, such as those to Rules 26(a)(1), 26(b)(2), 26(b)(5)(B), 
26(f), 34(b), 37(f), and 45. In each of these rules, electronically stored information has 
the same broad meaning it has under Rule 34(a)(1). References to "documents" appear 
in discovery rules that are not amended, including Rules 30(f), 36(a), and 37(c)(2).  
These references should be interpreted to include electronically stored information as 
circumstances warrant.  

The term "electronically stored information" is broad, but whether material that 
falls within this term should be produced, and in what form, are separate questions 
that must be addressed under Rules 26(b), 26(c), and 34(b).  

The Rule 34(a) requirement that, if necessary, a party producing electronically 
stored information translate it into reasonably usable form does not address the issue 
of translating from one human language to another. See In re Puerto Rico Elect.  
Power Auth., 687 F.2d 501, 504-510 (1st Cir. 1989).
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Rule 34(a)(1) is also amended to make clear that parties may request an opportu
nity to test or sample materials sought under the rule in addition to inspecting and 
copying them. That opportunity may be important for both electronically stored infor
mation and hard-copy materials. The current rule is not clear that such testing or sam
pling is authorized; the amendment expressly permits it. As with any other form of 
discovery, issues of burden and intrusiveness raised by requests to test or sample can 
be addressed under Rules 26(b)(2) and 26(c). Inspection or testing of certain types of 
electronically stored information or of a responding party's electronic information 
system may raise issues of confidentiality or privacy. The addition of testing and sam
pling to Rule 34(a) with regard to documents and electronically stored information is 
not meant to create a routine right of direct access to a party's electronic information 
system, although such access might be justified in some circumstances. Courts should 
guard against undue intrusiveness resulting from inspecting or testing such systems.  

Rule 34(a)(1) is further amended to make clear that tangible things must-like 
documents and land sought to be examined-be designated in the request.  

Subdivision (b). Rule 34(b) provides that a party must produce documents as 
they are kept in the usual course of business or must organize and label them to corre
spond with the categories in the discovery request. The production of electronically 
stored information should be subject to comparable requirements to protect against 
deliberate or inadvertent production in ways that raise unnecessary obstacles for the 
requesting party. Rule 34(b) is amended to ensure similar protection for electronically 
stored information.  

The amendment to Rule 34(b) permits the requesting party to designate the form 
or forms in which it wants electronically stored information produced. The form of 
production is more important to the exchange of electronically stored information than 
of hard-copy materials, although a party might specify hard copy as the requested 
form. Specification of the desired form or forms may facilitate the orderly, efficient, 
and cost-effective discovery of electronically stored information. The rule recognizes 
that different forms of production may be appropriate for different types of electroni
cally stored information. Using current technology, for example, a party might be 
called upon to produce word processing documents, e-mail messages, electronic 
spreadsheets, different image or sound files, and material from databases. Requiring 
that such diverse types of electronically stored information all be produced in the 
same form could prove impossible, and even if possible could increase the cost and 
burdens of producing and using the information. The rule therefore provides that the 
requesting party may ask for different forms of production for different types of elec
tronically stored information.  

The rule does not require that the requesting party choose a form or forms of pro
duction. The requesting party may not have a preference. In some cases, the request
ing party may not know what form the producing party uses to maintain its 
electronically stored information, although Rule 26(f)(3) is amended to call for discus
sion of the form of production in the parties' prediscovery conference.
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The responding party also is involved in determiningthe form of production. In 
the written response to the production request that Rule 34 requires, the responding 
party must state the form it intends to use for producing electronically stored informa
tion if the requesting party does not specify a form or if the responding party objects to 
a form that the requesting party specifies. Stating the intended form before the produc
tion occurs may permit the parties to identify and seek to resolve disputes before the 
expense and work of the production occurs. A party that responds to a discovery 
request by simply producing electronically stored information in a form of its choice, 
without identifying that form in advance of the production in the response required by 
Rule 34(b), runs a risk that the requesting party can show that the produced form is not 
reasonably usable and that it is entitled to production of some or all of the information 
in an additional form. Additional time might be required to permit a responding party 
to assess the appropriate form or forms of production.  

If the requesting party is not satisfied with the form stated by the responding 
party, or if the responding party has objected to the form specified by the requesting 
party, the parties must meet and confer under Rule 37(a)(2)(B) in an effort to resolve 
the matter before the requesting party can file a motion to compel. If they cannot agree 
and the court resolves the dispute, the court is not limited to the forms initially chosen 
by the requesting party, stated by the responding party, or specified in this rule for sit
uations in which there is no court order or party agreement.  

If the form of production is not specified by party agreement or court order, the 
responding party must produce electronically stored information either in a form or 
forms in which it is ordinarily maintained or in a form or forms that are reasonably 
usable. Rule 34(a) requires that, if necessary, a responding party "translate" informa
tion it produces into a "reasonably usable" form. Under some circumstances, the 
responding party may need to provide some reasonable amount of technical support, 
information on application software, or other reasonable assistance to enable the 
requesting party to use the information. The rule does not require a party to produce 
electronically stored information in the form it [sic] which it is ordinarily maintained, 
as long as it is produced in a reasonably usable form. But the option to produce in a 
reasonably usable form does not mean that a responding party is free to convert elec
tronically stored information from the form in which it is ordinarily maintained to a 
different form that makes it more difficult or burdensome for the requesting party to 
use the information efficiently in the litigation. If the responding party ordinarily 
maintains the information it is producing in a way that makes it searchable by elec
tronic means, the information should not be produced in a form that removes or sig
nificantly degrades this feature.  

Some electronically stored information may be ordinarily maintained in a form 
that is not reasonably usable by any party. One example is "legacy" data that can be 
used only by superseded systems. The questions whether a producing party should be 
required to convert such information to a more usable form, or should be required to 
produce it at all, should be addressed under Rule 26(b)(2)(B).
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Whether or not the requesting party specified the form of production, Rule 34(b) 
provides that the same electronically stored information ordinarily need be produced 
in only one form.  

Rule 37 Failure to Make Disclosures or to Cooperate in Discovery; Sanctions 

(a) Motion for an Order Compelling Disclosure or Discovery.  
(1) In General. On notice to other parties and all affected persons, a 

party may move for an order compelling disclosure or discovery.  
The motion must include a certification that the movant has in 
good faith conferred or attempted to confer with the person or 
party failing to make disclosure or discovery in an effort to obtain 
it without court action.  

(2) Appropriate Court. A motion for an order to a party must be 
made in the court where the action is pending. A motion for an 
order to a nonparty must be made in the court where the discovery 
is or will be taken.  

(3) Specific Motions.  
(A) To Compel Disclosure. If a party fails to make a disclosure 

required by Rule 26(a), any other party may move to compel 
disclosure and for appropriate sanctions.  

(B) To Compel a Discovery Response. A party seeking discov
ery may move for an order compelling an answer, designa
tion, production, or inspection. This-motion may be made if: 
(i) a deponent fails to answer a question asked under Rule 

30 or 31; 
(ii) a corporation or other entity fails to make a designation 

under Rule 30(b)(6) or 31(a)(4); 
(iii) a party fails to answer an interrogatory submitted under 

Rule 33; or 
(iv) a party fails to respond that inspection will be permit

ted-or fails to permit inspection-as requested under 
Rule 34.  

(C) Related to a Deposition. When taking an oral deposition, 
the party asking a question may complete or adjourn the 
examination before moving for an order.  

(4) Evasive or Incomplete Disclosure, Answer, or Response. For 
purposes of this subdivision (a), an evasive or incomplete disclo
sure, answer, or response must be treated as a failure to disclose, 
answer, or respond.  

(5) Payment of Expenses; Protective Orders.  
(A) If the Motion Is Granted (or Disclosure or Discovery Is Pro

vided After Filing). If the motion is granted-or if the dis-
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closure or requested discovery is provided after the motion 
was filed-the court must, after giving an opportunity to be 
heard, require the party or deponent whose conduct necessi
tated the motion, the party or attorney advising that conduct, 
or both to pay the movant's reasonable expenses incurred in 
making the motion, including attorney's fees. But the court 
must not order this payment if: 
(i) the movant filed the motion before attempting in good 

faith to obtain the disclosure or discovery without court 
action; 

(ii) the opposing party's nondisclosure, response, or objec
tion was substantially justified; or 

(iii) other circumstances make an award of expenses unjust.  
(B) If the Motion Is Denied. If the motion is denied, the court 

may issue any protective order authorized under Rule 26(c) 
and must, after giving an opportunity to be heard, require the 
movant, the attorney filing the motion, or both to pay the 

partyordeponent who opposed.the iotionits reasonable 
expenses incurdin opposing due moi dincl g ator
ney's fees. But the court must not order this payment if the 
motion was substantially justified or other circumstances 
make an award of expenses unjust.  

(C) If the Motion Is Granted in Part and Denied in Part. If the 
motion is granted in part and denied in part, the court may 
issue any protective order authorized under Rule 26(c) and 
may, after giving an opportunity to be heard, apportion the 
reasonable expenses for the motion.  

(b) Failure to Comply with a Court Order.  
(1) Sanctions in the District Where the Deposition Is Taken. If the 

court where the discovery is taken orders a deponent to be sworn or 
to answer a question and the deponent fails to obey, the failure may 
be treated as contempt of court. If a deposition-related motion is 
transferred to the court where the action is pending, and that court 
orders a deponent to be sworn or to answer .a question and the 
deponent fails to obey, the failure may be treated as contempt of 
either the court where the discovery is taken or the court where the 
action is pending.  

(2) Sanctions in the District Where the Action Is Pending.  
(A) For Not Obeying a Discovery Order. If a party or a party's 

officer, director, or managing agent-or a witness designated 
under Rule 30(b)(6) or 31(a)(4)-fails to obey an order to 
provide or permit discovery, including an order under Rule
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26(f), 35, or 37(a), the court where the action is pending may 
issue further just orders. They may include the following: 
(i) directing that the matters embraced in the order or other 

designated facts be taken as established for purposes of 
the action, as the prevailing party claims; 

(ii) prohibiting the disobedient party from supporting or 
opposing designated claims or defenses, or from intro
ducing designated matters in evidence; 

(iii) striking pleadings in whole or in part; 
(iv) staying further proceedings until the order is obeyed; 
(v) dismissing the action or proceeding in whole or in part; 
(vi) rendering a default judgment against the disobedient 

party; or 

(vii) treating as contempt of court the failure to obey any 
order except an order to submit to a physical or mental 
examination.  

(B) For Not Producing a Person for Examination. If a party 
fails to comply with an order under Rule 35(a) requiring it to 
produce another person for examination, the court may issue 
any of the orders listed in Rule 37(b)(2)(A)(i)-(vi), unless the 
disobedient party shows that it cannot produce the other per
son.  

(C) Payment of Expenses. Instead of or in addition to the orders 
above, the court must order the disobedient party, the attor
ney advising that party, or both to pay the reasonable 
expenses, including attorney's fees, caused by the failure, 
unless the failure was substantially justified or other circum
stances make an ward of expenses unjust.  

(c) Failure to Disclose, to Supplement an Earlier Response, or to Admit.  
(1) Failure to Disclose or Supplement. If a party fails to provide 

information or identify a witness as required by Rule 26(a) or (e), 
the party is not allowed to use that information or witness to supply 
evidence on a motion, at a hearing, or at a trial, unless the failure 
was substantially justified or is harmless. In addition to or instead 
of this sanction, the court, on motion and after giving an opportu
nity to be heard: 
(A) may order payment of the reasonable expenses, including 

attorney's fees, caused by the failure; 
(B) may inform the jury of the party's failure; and 
(C) may impose other appropriate sanctions, including any of the 

orders listed in Rule 37(b)(2)(A)(i)-(vi).  
(2) Failure to Admit. If a party fails to admit what is requested under 

Rule 36 and if the requesting party later proves a document to be
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genuine or the matter true, the requesting party may move that the 
party who failed to admit pay the reasonable expenses, including 
attorney's fees, incurred in making that proof. The court must so 
order unless: 
(A) the request was held objectionable under Rule 36(a); 
(B) the admission sought was of no substantial importance; 
(C) the party failing to admit had a reasonable ground to believe 

that it might prevail on the matter; or 
(D) there was other good reason for the failure to admit.  

(d) Party's Failure to Attend Its Own Deposition, Serve Answers to Inter
rogatories, or Respond to a Request for Inspection.  
(1) In General.  

(A) Motion; Grounds for Sanctions. The court where the action 
is pending may, on motion, order sanctions if: 
(i) a party or a party's officer, director, or managing 

agent-or a person designated under Rule 30(b)(6) or 
31(a)(4)-fails, after being served with proper notice, to 
appear for that person's deposition; or 

(ii) a party, after being properly served with interrogatories 
under Rule 33 or a request for inspection under Rule 34, 
fails to serve its answers, objections, or written 
response.  

(B) Certification. A motion for sanctions for failing to answer 
or respond must include a certification that the movant has in 
good faith conferred or attempted to confer with the party 
failing to act in an effort to obtain the answer or response 
without court action.  

(2) Unacceptable Excuse for Failing to Act. A failure described in 
Rule 37(d)(1)(A) is not excused on the ground that the discovery 
sought was objectionable, unless the party failing to act has a pend
ing motion for a protective order under Rule 26(c).  

(3) Types of Sanctions. Sanctions may include any of the orders 
listed in Rule 37(b)(2)(A)(i)-(vi). Instead of or in addition to these 
sanctions, the court must require the party failing to act, the attor
ney advising that party, or both to pay the reasonable expenses, 
including attorney's fees, caused by the failure, unless the failure 
was substantially justified or other circumstances make an award 
of expenses unjust.  

(e) Failure to Provide Electronically Stored Information. Absent excep
tional circumstances, a court may not impose sanctions under these rules 
on a party for failing to provide electronically stored information lost as 
a result of the routine, good-faith operation of an electronic information 
system.
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(f) Failure to Participate in Framing a Discovery Plan. If a party or its 
attorney fails to participate in good faith in developing and submitting a 
proposed discovery plan as required by Rule 26(f), the court may, after 
giving an opportunity to be heard, require that party or attorney to pay to 
any other party the reasonable expenses, including attorney's fees, 
caused by the failure.  

2006 Advisory Committee Notes 

Subdivision (f). Subdivision (f) is new. It focuses on a distinctive feature of 
computer operations, the routine alteration and deletion of information that attends 
ordinary use. Many steps essential to computer operation may alter or destroy infor
mation, for reasons that have nothing to do with how that information might relate to 
litigation. As a result, the ordinary operation of computer systems creates a risk that a 
party may lose potentially discoverable information without culpable conduct on its 
part. Under Rule 37(f), absent exceptional circumstances, sanctions cannot be 
imposed for loss of electronically stored information resulting from the routine, good
faith operation of an electronic information system.  

Rule 37(f) applies only to information lost due to the "routine operation of an 
electronic information system"-the ways in which such systems are generally 
designed, programmed, and implemented to meet the party's technical and business 
needs. The "routine operation" of computer systems includes the alteration and over
writing of information, often without the operator's specific direction or awareness, a 
feature with no direct counterpart in hard-copy documents. Such features are essential 
to the operation of electronic information systems.  

Rule 37(f) applies to information lost due to the routine operation of an informa
tion system only if the operation was in good faith. Good faith in the routine operation 
of an information system may involve a party's intervention to modify or suspend cer
tain features of that routine operation to prevent the loss of information, if that infor
mation is subject to a preservation obligation. A preservation obligation may arise 
from many sources, including common law, statutes, regulations, or a court order in 
the case. The good faith requirement of Rule 37(f) means that a party is not permitted 
to exploit the routine operation of an information system to thwart discovery obliga
tions by allowing that operation to continue in order to destroy specific stored infor
mation that it is required to preserve. When a party is under a duty to preserve 
information because of pending or reasonably anticipated litigation, intervention in 
the routine operation of an information system is one aspect of what is often called a 
"litigation hold." Among the factors that bear on a party's good faith in the routine 
operation of an information system are the steps the party took to comply with a court 
order in the case or party agreement requiring preservation of specific electronically 
stored information.  

Whether good faith would call for steps to prevent the loss of information on 
sources that the party believes are not reasonably accessible under Rule 26(b)(2)
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depends on the circumstances of each case. One factor is whether the party reasonably 
believes that the information on such sources is likely to be discoverable and not 
available from reasonably accessible sources.  

The protection provided by Rule 37(f) applies only to sanctions "under these 
rules." It does not affect other sources of authority to impose sanctions or rules of pro
fessional responsibility.  

This rule restricts the imposition of "sanctions." It does not prevent a court from 
making the kinds of adjustments frequently used in managing discovery if a party is 
unable to provide relevant responsive information. For example, a court could order 
the responding party to produce an additional witness for deposition, respond to addi
tional interrogatories, or make similar attempts to provide substitutes or alternatives 
for some or all of the lost information.  

Rule 45 Subpoena 

(a) In General.  
(1) Form and Contents.  

(A) Requirements-In General. Every subpoena must: 
(i) state the court from which it issued; 
(ii) state the title of the action and its civil-action number; 
(iii) command each person to whom it is directed to do the 

following at a specified time and place: attend and tes
tify; produce designated documents, electronically 
stored information, or tangible things in that person's 
possession, custody, or control; or permit the inspection 
of premises; and 

(iv) set out the text of Rule 45(d) and (e).  
(B) Command to Attend a Deposition-Notice of the Recording 

Method. A subpoena commanding attendance at a deposi
tion must state the method for recording the testimony.  

(C) Combining or Separating a Command to Produce or to Per
mit Inspection; Specifying the Form for Electronically Stored 
Information. A command to produce documents, electroni
cally stored information, or tangible things or to permit the 
inspection of premises may be included in a subpoena com
manding attendance at a deposition, hearing, or trial, or may 
be set out in a separate subpoena. A subpoena may specify 
the form or forms in which electronically stored information 
is to be produced.  

(D) Command to Produce; Included Obligations. A command 
in a subpoena to produce documents, electronically stored 
information, or tangible things requires the responding per-
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son to permit inspection, copying, testing, or sampling of the 
materials.  

(2) Issuing Court. A subpoena must issue from the court where the 
action is pending.  

(3) Issued by Whom. The clerk must issue a subpoena, signed but 
otherwise in blank, to a party who requests it. That party. must 
complete it before service. An attorney also may issue and sign a 
subpoena if the attorney is authorized to practice in the issuing 
court.  

(4) Notice to Other Parties Before Service. If the subpoena com
mands the production of documents, electronically stored informa
tion, or tangible things or the inspection of premises before trial, 
then before it is served on the person to whom it is directed, a 
notice and a copy of the subpoena must be served on each party.  

(b) Service.  
(1) By Whom and How; Tendering Fees. Any person who is at least 

18 years old and not a party may serve a subpoena. Serving a sub
poena requires delivering a copy to the named person and, if the 
subpoena requires that person's attendance, tendering the fees for 1 
day's attendance and the mileage allowed by law. Fees and mile
age need not be tendered when the subpoena issues on behalf of the 
United States or any of its officers or agencies.  

(2) Service in the United States. A subpoena may be served at any 
place within the United States.  

(3) Service in a Foreign Country. 28 U.S.C. 1783 governs issuing 
and serving a subpoena directed to a United States national or resi
dent who is in a foreign country.  

(4) Proof of Service. Proving service, when necessary, requires fil
ing with the issuing court a statement showing the date and manner 
of service and the names of the persons served. The statement must 
be certified by the server.  

(c) Place of Compliance.  
(1) For a Trial, Hearing, or Deposition. A subpoena may command a 

person to attend a trial, hearing, or deposition only as follows: 
(A) within 100 miles of where the person resides, is employed, or 

regularly transacts business in person; or 
(B) within the state where the person resides, is employed, or reg

ularly transacts business in person, if the person 
(i) is a party or a party's officer; or 
(ii) is commanded to attend a trial and would not incur sub

stantial expense.  
(2) For Other Discovery. A subpoena may command:
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(A) production of documents, electronically stored information, 
or tangible things at a place within 100 miles of where the 
person resides, is employed, or regularly transacts business in 
person; and 

(B) inspection of premises at the premises to be inspected.  
(d) Protecting a Person Subject to a Subpoena; Enforcement.  

(1) Avoiding Undue Burden or Expense; Sanctions. A party or attor
ney responsible for issuing and serving a subpoena must take rea
sonable steps to avoid imposing undue burden or expense on a 
person subject to the subpoena. The court for the district where 
compliance is required must enforce this duty and impose an 
appropriate sanction-which may include lost earnings and rea
sonable attorney's fees-on a party or attorney who fails to com
ply.  

(2) Command to Produce Materials or Permit Inspection.  
(A) Appearance Not Required. A person commanded to pro

duce documents, electronically stored information, or tangi
ble things, or to permit the inspection of premises, need not 
appear in person at the place of production or inspection 
unless also commanded to appear for a deposition, hearing, or 
trial.  

(B) Objections. A person commanded to produce documents or 
tangible things or to permit inspection may serve on the party 
or attorney designated in the subpoena a written objection to 
inspecting, copying, testing, or sampling any or all of the 
materials or to inspecting the premises-or to producing elec
tronically stored information in the form or forms requested.  
The objection must be served before the earlier of the time 
specified for compliance or 14 days after the subpoena is 
served. If an objection is made, the following rules apply: 
(i) At any time, on notice to the commanded person, the 

serving party may move the court for the district where 
compliance is required for an order compelling produc
tion or inspection.  

(ii) These acts may be required only as directed in the order, 
and the order must protect a person who is neither a 
party nor a party's officer from significant expense 
resulting from compliance.  

(3) Quashing or Modifying a Subpoena.  
(A) When Required. On timely motion, the court for the district 

where compliance is required must quash or modify a sub
poena that: 
(i) fails to allow a reasonable time to comply;
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(ii) requires a person to comply beyond the geographical 
limits specified in Rule 45(c); 

(iii) requires disclosure of privileged or other protected mat
ter, if no exception or waiver applies; or 

(iv) subjects a person to undue burden.  
(B) When Permitted. To protect a person subject to or affected 

by a subpoena, the court for the district where compliance is 
required may, on motion, quash or modify the subpoena if it 
requires: 
(i) disclosing a trade secret or other confidential research, 

development, or commercial information; or 
(ii) disclosing an unretained expert's opinion or informa

tion that does not describe specific occurrences in dis
pute and results from the expert's study that was not 
requested by a party.  

(C) Specifying Conditions as an Alternative. In the circum
stances described in Rule 45(d)(3)(B), the court may, instead 
of quashing or modifying a subpoena, order appearance or 
production under specified conditions if the serving party: 
(i) shows a substantial need for the testimony or material 

that cannot be otherwise met without undue hardship; 
and 

(ii) ensures that the subpoenaed person will be reasonably 
compensated.  

(e) Duties in Responding to a Subpoena.  
(1) Producing Documents or Electronically Stored 

Information. These procedures apply to producing documents or 
electronically stored information: 
(A) Documents. A person responding to a subpoena to produce 

documents must produce them as they are kept in the ordi
nary course of business or must organize and label them to 
correspond to the categories in the demand.  

(B) Form for Producing Electronically Stored Information Not 
Specified. If a subpoena does not specify a form for pro
ducing electronically stored information, the person respond
ing must produce it in a form or forms in which it is 
ordinarily maintained or in a reasonably usable form or 
forms.  

(C) Electronically Stored Information Produced in Only One 
Form. The person responding need not produce the same 
electronically stored information in more than one form.  

(D) Inaccessible Electronically Stored Information. The person 
responding need not provide discovery of electronically
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stored information from sources that the person identifies as 
not reasonably accessible because of undue burden or cost.  
On motion to compel discovery or for a protective order, the 
person responding must show that the information is not rea
sonably accessible because of undue burden or cost. If that 
showing is made, the court may nonetheless order discovery 
from such sources if the requesting party shows good cause, 
considering the limitations of Rule 26(b)(2)(C). The court 
may specify conditions for the discovery.  

(2) Claiming Privilege or Protection.  
(A) Information Withheld. A person withholding subpoenaed 

information under a claim that it is privileged or subject to 
protection as trial-preparation material must: 
(i) expressly make the claim; and 
(ii) describe the nature of the withheld documents, commu

nications, or tangible things in a manner that, without 
revealing information itself privileged or protected, will 
enable the parties to assess the claim.  

(B) Information Produced. If information produced in response 
to a subpoena is subject to a claim of privilege or of protec
tion as trial-preparation material, the person making the claim 
may notify any party that received the information of the 
claim and the basis for it. After being notified, a party must 
promptly return, sequester, or destroy the specified informa
tion and any copies it has; must not use or disclose the infor
mation until the claim is resolved; must take reasonable steps.  
to retrieve the information if the party disclosed it before 
being notified; and may promptly present the information 
under seal to the court for the district where compliance is 
required for a determination of the claim. The person who 
produced the information must preserve the information until 
the claim is resolved.  

(f) Transferring a Subpoena-Related Motion. When the court where com
pliance is required did not issue the subpoena, it may transfer a motion 
under this rule to the issuing court if the person subject to the subpoena 
consents or if the court finds exceptional circumstances. Then, if the 
attorney for a person subject to a subpoena is authorized to practice in 
the court where the motion was made, the attorney may file papers and 
appear on the motion as an officer of the issuing court. To enforce its 
order, the issuing court may transfer the order to the court where the 
motion was made.  

(g) Contempt. The court for the district where compliance is required
and also, after a motion is transferred, the issuing court-may hold in
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contempt a person who, having been served, fails without adequate 
excuse to obey the subpoena or an order related to it.  

Rule 53 Masters 

(a) Appointment.  
(1) Scope. Unless a statute provides otherwise, a court may appoint a 

master only to: 
(A) perform duties consented to by the parties; 
(B) hold trial proceedings and make or recommend findings of 

fact on issues to be decided without a jury if appointment is 
warranted by: 
(i) some exceptional condition; or 
(ii) the need to perform an accounting or resolve a difficult 

computation of damages; or 
(C) address pretrial and posttrial matters that cannot be effec

tively and timely addressed by an available district judge or 
magistrate judge of the district.  

(2) Disqualification. A master must not have a relationship to the 
parties, attorneys, action, or court that would require disqualifica
tion of a judge under 28 U.S.C. 455, unless the parties, with the 
court's approval, consent to the appointment after the master dis
closes any potential grounds for disqualification.  

(3) Possible Expense or Delay. In appointing a master, the court 
must consider the fairness of imposing the likely expenses on the 
parties and must protect against unreasonable expense or delay.  

(b) Order Appointing a Master.  
(1) Notice. Before appointing a master, the court must give the par

ties notice and an opportunity to be heard. Any party may suggest 
candidates for appointment.  

(2) Contents. The appointing order must direct the master to proceed 
with all reasonable diligence and must state: 
(A) the master's duties, including any investigation or enforce

ment duties, and any limits on the master's authority under 
Rule 53(c); 

(B) the circumstances, if any, in which the master may communi
cate ex parte with the court or a party; 

(C) the nature of the materials to be preserved and filed as the 
record of the master's activities; 

(D) the time limits, method of filing the record, other procedures, 
and standards for reviewing the master's orders, findings, and 
recommendations; and
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(E) the basis, terms, and procedure for fixing the master's com
pensation under Rule 53(g).  

(3) Issuing. The court may issue the order only after: 
(A) the master files an affidavit disclosing whether there is any 

ground for disqualification under 28 U.S.C. 455; and 
(B) if a ground is disclosed, the parties, with the court's approval, 

waive the disqualification.  
(4) Amending. The order may be amended at any time after notice to 

the parties and an opportunity to be heard.  
(c) Master's Authority.  

(1) In General. Unless the appointing order directs otherwise, a mas
ter may: 
(A) regulate all proceedings; 
(B) take all appropriate measures to perform the assigned duties 

fairly and efficiently; and 
(C) if conducting an evidentiary hearing, exercise the appointing 

court's power to compel, take, and record evidence.  
(2) Sanctions. The master may by order impose on a party any non

contempt sanction provided by Rule 37 or 45, and may recommend 
a contempt sanction against a party and sanctions against a non
party.  

(d) Master's Orders. A master who issues an order must file it and 
promptly serve a copy on each party. The clerk must enter the order on 
the docket.  

(e) Master's Reports. A master must report to the court as required by the 
appointing order. The master must file the report and promptly serve a 
copy on each party, unless the court orders otherwise.  

(f) Action on the Master's Order, Report, or Recommendations.  
(1) Opportunity for a Hearing; Action in General. In acting on a 

master's order, report, or recommendations, the court must give 
the parties notice and an opportunity to be heard; may receive evi
dence; and may adopt or affirm, modify, wholly or partly reject or 
reverse, or resubmit to the master with instructions.  

(2) Time to Object or Move to Adopt or Modify. A party may file 
objections to-or a motion to adopt or modify-the master's order, 
report, or recommendations no later than 21 days after a copy is 
served, unless the court sets a different time.  

(3) Reviewing Factual Findings. The court must decide de novo all 
objections to findings of fact made or recommended by a master, 
unless the parties, with the court's approval, stipulate that: 
(A) the findings will be reviewed for clear error; or 
(B) the findings of a master appointed under Rule 53(a)(1)(A) or 

(C) will be final.
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(4) Reviewing Legal Conclusions. The court must decide de novo all 
objections to conclusions of law made or recommended by a mas
ter.  

(5) Reviewing Procedural Matters. Unless the appointing order 
establishes a different standard of review, the court may set aside a 
master's ruling on a procedural matter only for an abuse of discre
tion.  

(g) Compensation.  
(1) Fixing Compensation. Before or after judgment, the court must 

fix the master's compensation on the basis and terms stated in the 
appointing order, but the court may set a new basis and terms after 
giving notice and an opportunity to be heard.  

(2) Payment. The compensation must be paid either: 
(A) by a party or parties; or 
(B) from a fund or subject matter of the action within the court's 

control.  
(3) Allocating Payment. The court must allocate payment among the 

parties after considering the nature and amount of the controversy, 
the parties' means, and the extent to which any party is more 
responsible than other parties for the reference to a master. An 
interim allocation may be amended to reflect a decision on the 
merits.  

(h) Appointing a Magistrate Judge. A magistrate judge is subject to this 
rule only when the order referring a matter to the magistrate judge states 
that the reference is made under this rule.  

Rule 54 Judgment; Costs 

(a) Definition; Form. "Judgment" as used in these rules includes a decree 
and any order from which an appeal lies. A judgment should not include 
recitals of pleadings, a master's report, or a record of prior proceedings.  

(b) Judgment on Multiple Claims or Involving Multiple Parties. When an 
action presents more than one claim for relief-whether as a claim, 
counterclaim, crossclaim, or third-party claim-or when multiple parties 
are involved, the court may direct entry of a final judgment as to one or 
more, but fewer than all, claims or parties only if the court expressly 
determines that there is no just reason for delay. Otherwise, any order or 
other decision, however designated, that adjudicates fewer than all the 
claims or the rights and liabilities of fewer than all the parties does not 
end the action as to any of the claims or parties and may be revised at 
any time before the entry of a judgment adjudicating all the claims and 
all the parties' rights and liabilities.
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(c) Demand for Judgment; Relief to Be Granted. A default judgment must 
not differ in kind from, or exceed in amount, what is demanded in the 
pleadings. Every other final judgment should grant the relief to which 
each party is entitled, even if the party has not demanded that relief in its 
pleadings.  

(d) Costs; Attorney's Fees.  
(1) Costs Other Than Attorney's Fees. Unless a federal statute, these 

rules, or a court order provides otherwise, costs-other than attor
ney's fees-should be allowed to the prevailing party. But costs 
against the United States, its officers, and its agencies may be 
imposed only to the extent allowed by law. The clerk may tax costs 
on 14 days' notice. On motion served within the next 7 days, the 
court may review the clerk's action.  

(2) Attorney's Fees.  
(A) Claim to Be by Motion. A claim for attorney's fees and 

related nontaxable expenses must be made by motion unless 
the substantive law requires those fees to be proved at trial as 
an element of damages.  

(B) Timing and Contents of the Motion.: Unless a statute or a 
court order provides otherwise, the motion must: 
(i) be filed no later than 14 days after the entry of judg

ment; 
(ii) specify the judgment and the statute, rule, or other 

grounds entitling the movant to the award; 
(iii) state the amount sought or provide a fair estimate of it; 

and 
(iv) disclose, if the court so orders, the terms of any agree

ment about fees for the services for which the claim is 
made.  

(C) Proceedings. Subject to Rule 23(h), the court must, on a 
party's request, give an opportunity for adversary submis
sions on the motion in accordance with Rule 43(c) or 78. The 
court may decide issues of liability for fees before receiving 
submissions on the value of services. The court must find the 
facts and state its conclusions of law as provided in Rule 
52(a).  

(D) Special Procedures by Local Rule; Reference to a Master or a 
Magistrate Judge. By local rule, the court may establish 
special procedures to resolve fee-related issues without 
extensive evidentiary hearings. Also, the court may refer 
issues concerning the value of services to a special master 
under Rule 53 without regard to the limitations of Rule 
53(a)(1), and may refer a motion for attorney's fees to a mag-
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istrate judge under Rule 72(b) as if it were a dispositive pre
trial matter.  

(E) Exceptions. Subparagraphs (A)-(D) do not apply to claims 
for fees and expenses as sanctions for violating these rules or 
as sanctions under 28 U.S.C. 1927.
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Ill. Federal Rules of Evidence 

Rule 502 Attorney-Client Privilege and Work Product; Limitations on Waiver 
The following provisions apply, in the circumstances set out, to disclosure of a 

communication or information covered by the attorney-client privilege or work
product protection.  

(a) Disclosure Made in a Federal Proceeding or to a Federal Office or 
Agency, Scope of a Waiver. When the disclosure is made in a federal 
proceeding or to a federal office or agency and waives the attorney
client privilege or work-product protection, the waiver extends to an 
undisclosed communication or information in a federal or state proceed
ing only if: 
(1) the waiver is intentional; 
(2) the disclosed and undisclosed communications or information con

cern the same subject matter; and 
(3) they ought in fairness to be considered together.  

(b) Inadvertent Disclosure. When made in a federal proceeding or to a 
federal office or agency, the disclosure does not operate as a waiver in a 
federal or state proceeding if: 
(1) the disclosure is inadvertent; 
(2) the holder of the privilege or protection took reasonable steps to 

prevent disclosure; and 
(3) the holder promptly took reasonable steps to rectify the error, 

including (if applicable) following Federal Rule of Civil Procedure 
26(b)(5)(B).  

(c) Disclosure Made in a State Proceeding. When the disclosure is made 
in a state proceeding and is not the subject of a state-court order con
cerning waiver, the disclosure does not operate as a waiver in a federal 
proceeding if the disclosure: 
(1) would not be a waiver under this rule if it had been made in a fed

eral proceeding; or 
(2) is not a waiver under the law of the state where the disclosure 

occurred.  
(d) Controlling Effect of a Court Order. A federal court may order that the 

privilege or protection is not waived by disclosure connected with the 
litigation pending before the court-in which event the disclosure is also 
not a waiver in any other federal or state proceeding.  

(e) Controlling Effect of a Party Agreement. An agreement on the effect 
of disclosure in a federal proceeding is binding only on the parties to the 
agreement, unless it is incorporated into a court order.  

(f) Controlling Effect of this Rule. Notwithstanding Rules 101 and 1101, 
this rule applies to state proceedings and to federal court-annexed and
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federal court-mandated arbitration proceedings, in the circumstances set 
out in the rule. And notwithstanding Rule 501, this rule applies even if 
state law provides the rule of decision.  

(g) Definitions. In this rule: 
(1) "attorney-client privilege" means the protection that applicable law 

provides for confidential attorney-client communications; and 
(2) "work-product protection" means the protection that applicable 

law provides for tangible material (or its intangible equivalent) 
prepared in anticipation of litigation or for trial.
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IV. Federal Rules of Civil Procedure with Proposed 
Amendments 

If the amendments are adopted by the Supreme Court and Congress does not nul
lify or modify them, the amendments will take effect December 1, 2015.  

Rule 1 Scope and Purpose 

These rules govern the procedure in all civil actions and proceedings in the 
United States district courts, except as stated in Rule 81. They should be construed, 
and administered, and employed by the court and the parties to secure the just, speedy, 
and inexpensive determination of every action and proceeding.  

2014 Committee Note 

Rule 1 is amended to emphasize that just as the court should construe and admin
ister these rules to secure the just, speedy, and inexpensive determination of every 
action, so the parties share the responsibility to employ the rules in the same way.  
Most lawyers and parties cooperate to achieve these ends. But discussions of ways to 
improve the administration of civil justice regularly include pleas to discourage over
use, misuse, and abuse of procedural tools that increase cost and result in delay. Effec
tive advocacy is consistent with-and indeed depends upon-cooperative and propor
tional use of procedure.  

Rule 16 Pretrial Conferences; Scheduling; Management 

(a) Purposes of a Pretrial Conference. In any action, the court may order 
the attorneys and any unrepresented parties to appear for one or more 
pretrial conferences for such purposes as: 
(1) expediting disposition of the action;.  
(2) establishing early and continuing control so that the case will not 

be protracted because of lack of management; 
(3) discouraging wasteful pretrial activities; 
(4) improving the quality of the trial through more thorough prepara

tion; and 
(5) facilitating settlement.  

(b) Scheduling.  
(1) Scheduling Order. Except in categories of actions exempted by 

local rule, the district judge-or a magistrate judge when autho
rized by local rule-must issue a scheduling order: 
(A) after receiving the parties' report under Rule 26(f); or
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(B) after consulting with the parties' attorneys and any unrepre
sented parties at a scheduling conference by-telephone,-mail, 
or other-means.  

(2) Time to Issue. The judge must issue the scheduling order as soon 
as practicable, but in-any-event unless the judge finds good cause 
for delay, the judge must issue it within the earlier of 4-20 90 days 
after any defendant has been served with the complaint or 90 60 
days after any defendant has appeared.  

(3) Contents of the Order.  
(A) Required Contents. The scheduling order must limit the 

time to join other parties, amend the pleadings, complete dis
covery, and file motions.  

(B) Permitted Contents. The scheduling order may: 
(i) modify the timing of disclosures under Rules 26(a) and 

26(e)(1); 
(ii) modify the extent of discovery; 
(iii) provide for disclosure, er discovery, or preservation of 

electronically stored information; 
(iv) include any agreements the parties reach for asserting 

claims of privilege or of protection as trial-preparation 
material after information is produced, including agree
ments reached under Federal Rule of Evidence 502; 

(y) direct that before moving for an order relating to dis
covery. the movant must request a conference with the 
court; 

(-)vi) set dates for pretrial conferences and for trial; and 

(i)(vii) include other appropriate matters.  
(4) Modifying a Schedule. A schedule may be modified only for 

good cause and with the judge's consent.  
(c) Attendance and Matters for Consideration at a Pretrial Conference.  

(1) Attendance. A represented party must authorize at least one of its 
attorneys to make stipulations and admissions about all matters 
that can reasonably be anticipated for discussion at a pretrial con
ference. If appropriate, the court may require that a party or its rep
resentative be present or reasonably available by other means to 
consider possible settlement.  

(2) Matters for Consideration. At any pretrial conference, the court 
may consider and take appropriate action on the following matters: 
(A) formulating and simplifying the issues, and eliminating frivo

lous claims or defenses; 
(B) amending the pleadings if necessary or desirable;
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(C) obtaining admissions and stipulations about facts and docu
ments to avoid unnecessary proof, and ruling in advance on 
the admissibility of evidence; 

(D) avoiding unnecessary proof and cumulative evidence, and 
limiting the use of testimony under Federal Rule of Evidence 
702; 

(E) determining the appropriateness and timing of summary adju
dication under Rule 56; 

(F) controlling and scheduling discovery, including orders affect
ing disclosures and discovery under Rule 26 and Rules 29 
through 37; 

(G) identifying witnesses and documents, scheduling the filing 
and exchange of any pretrial briefs, and setting dates for fur
ther conferences and for trial; 

(H) referring matters to a magistrate judge or a master; 
(I) settling the case and using special procedures to assist in 

resolving the dispute when authorized by statute or local rule; 
(J) determining the form and content of the pretrial order; 
(K) disposing of pending motions; 
(L) adopting special procedures for managing potentially diffi

cult or protracted actions that may involve complex issues, 
multiple parties, difficult legal questions, or unusual proof 
problems; 

(M) ordering a separate trial under Rule 42(b) of a claim, counter
claim, crossclaim, third-party claim, or particular issue; 

(N) ordering the presentation of evidence early in the trial on a 
manageable issue that might, on the evidence, be the basis for 
a judgment as a matter of law under Rule 50(a) or a judgment 
on partial findings under Rule 52(c); 

(O) establishing a reasonable limit on the time allowed to present 
evidence; and 

(P) facilitating in other ways the just, speedy, and inexpensive 
disposition of the action.  

(d) Pretrial Orders. After any conference under this rule, the court should 
issue an order reciting the action taken. This order controls the course of 
the action unless the court modifies it.  

(e) Final Pretrial Conference and Orders. The court may hold a final pre
trial conference to formulate a trial plan, including a plan to facilitate the 
admission of evidence. The conference must be held as close to the start 
of trial as is reasonable, and must be attended by at least one attorney 
who will conduct the trial for each party and by any unrepresented party.  
The court may modify the order issued after a final pretrial conference 
only to prevent manifest injustice.
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(f) Sanctions.  
(1) In General. On motion or on its own, the court may issue any just 

orders, including those authorized by Rule 37(b)(2)(A)(ii)-(vii), if 
a party or its attorney: 
(A) fails to appear at a scheduling or other pretrial conference; 
(B) is substantially unprepared to participate-or does not partic

ipate in good faith-in the conference; or 
(C) fails to obey a scheduling or other pretrial order.  

(2) Imposing Fees and Costs. Instead of or in addition to any other 
sanction, the court must order the party, its attorney, or both to pay 
the reasonable expenses-including attorney's fees-incurred 
because of any noncompliance with this rule, unless the noncom
pliance was substantially justified or other circumstances make an 

award of expenses unjust.  

2014 Committee Note 

The provision for consulting at a scheduling conference by "telephone, mail, or 
other means" is deleted. A scheduling conference is more effective if the court and 
parties engage in direct simultaneous communication. The conference may be held in 
person, by telephone, or by more sophisticated electronic means.  

The time to issue the scheduling order is reduced to the earlier of 90 days (not 
120 days) after any defendant has been served, or 60 days (not 90 days) after any 
defendant has appeared. This change, together with the shortened time for making ser
vice under Rule 4(m), will reduce delay at the beginning of litigation. At the same 
time, a new provision recognizes that the court may find good cause to extend the time 
to issue the scheduling order. In some cases it may be that the parties cannot prepare 
adequately for a meaningful Rule 26(f) conference and then a scheduling conference 
in the time allowed. Litigation involving complex issues, multiple parties, and large 
organizations, public or private, may be more likely to need extra time to establish 
meaningful collaboration between counsel and the people who can supply the infor
mation needed to participate in a useful way. Because the time for the Rule 26(f) con
ference is geared to the time for the scheduling conference or order, an order 
extending the time for the scheduling conference will also extend the time for the Rule 
26(f) conference. But in most cases it will be desirable to hold at least a first schedul
ing conference in the time set by the rule.  

Three items are added to the list of permitted contents in Rule 16(b)(3)(B).  
The order may provide for preservation of electronically stored information, a 

topic also added to the provisions of a discovery plan under Rule 26(f)(3)(C). Parallel 
amendments of Rule 37(e) recognize that a duty to preserve discoverable information 
may arise before an action is filed.  

The order also may include agreements incorporated in a court order under Evi
dence Rule 502 controlling the effects of disclosure of information covered by attor-
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ney-client privilege or work-product protection, a topic also added to the provisions of 
a discovery plan under Rule 26(f)(3)(D).  

Finally, the order may direct that before filing a motion for an order relating to 
discovery the movant must request a conference with the court. Many judges who 
hold such conferences find them an efficient way to resolve most discovery disputes 
without the delay and burdens attending a formal motion, but the decision whether to 
require such conferences is left to the discretion of the judge in each case.  

2006 Committee Note 

The amendment to Rule 16(b) is designed to alert the court to the possible need 
to address the handling of discovery of electronically stored information early in the 
litigation if such discovery is expected to occur. Rule 26(f) is amended to direct the 
parties to discuss discovery of electronically stored information if such discovery is 
contemplated in the action. Form 35 is amended to call for a report to the court about 
the results of this discussion. In many instances, the court's involvement early in the 
litigation will help avoid difficulties that might otherwise arise.  

Rule 16(b) is also amended to include among the topics that may be addressed in 
the scheduling order any agreements that the parties reach to facilitate discovery by 
minimizing the risk of waiver of privilege or work-product protection. Rule 26(f) is 
amended to add to the discovery plan the parties' proposal for the court to enter a 
case-management or other order adopting such an agreement. The parties may agree 
to various arrangements. For example, they may agree to initial-provision of requested 
materials without waiver of privilege or protection to enable the party seeking produc
tion to designate the materials desired or protection for actual production, with the 
privilege review of only those materials to follow. Alternatively, they may agree that 
if privileged or protected information is inadvertently produced, the producing party 
may by timely notice assert the privilege or protection and obtain return of the materi
als without waiver. Other arrangements are possible. In most circumstances, a party 
who receives information under such an arrangement cannot assert that production of 
the information waived a claim of privilege or of protection as trial-preparation mate
rial.  

An order that includes the parties' agreement may be helpful in avoiding delay 
and excessive cost in discovery. See Manual for Complex Litigation (4th) 11.446.  
Rule 16(b)(6) recognizes the propriety of including such agreements in the court's 
order. The rule does not provide the court with authority to enter such a case
management or other order without party agreement, or limit the court's authority to 
act on motion.  

Rule 26 Duty to Disclose; General Provisions Governing Discovery 

(a) Required Disclosures.  
(1) Initial Disclosure.
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(A) In General. Except as exempted by Rule 26(a)(1 )(B) or as 
otherwise stipulated or ordered by the court, a party must, 
without awaiting a discovery request, provide to the other 
parties: 
(i) the name and, if known, the address and telephone num

ber of each individual likely to have discoverable infor
mation-along with the subjects of that information
that the disclosing party may use to support its claims or 
defenses, unless the use would be solely for impeach
ment; 

(ii) a copy-or a description by category and location-of 
all documents, electronically stored information, and 
tangible things that the disclosing party has in its pos
session, custody, or control and may use to support its 
claims or defenses, unless the use would be solely for 
impeachment; 

(iii) a computation of each category of damages claimed by 
the disclosing party-who must also make available for 
inspection and copying as under Rule 34 the documents 
or other evidentiary material, unless privileged or pro
tected from disclosure, on which each computation is 
based, including materials bearing on the nature and 
extent of injuries suffered; and 

(iv) for inspection and copying as under Rule 34, any insur
ance agreement under which an insurance business may 
be liable to satisfy all or part of a possible judgment in 
the action or to indemnify or reimburse for payments 
made to satisfy the judgment.  

(B) Proceedings Exempt from Initial Disclosure. The following 
proceedings are exempt from initial disclosure: 
(i) an action for review on an administrative record; 
(ii) a forfeiture action in rem arising from a federal statute; 
(iii) a petition for habeas corpus or any other proceeding to 

challenge a criminal conviction or sentence; 
(iv) an action brought without an attorney by a person in the 

custody of the United States, a state, or a state subdivi
sion; 

(v) an action to enforce or quash an administrative sum
mons or subpoena; 

(vi) an action by the United States to recover benefit pay
ments; 

(vii) an action by the United States to collect on a student 
loan guaranteed by the United States;
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(viii) a proceeding ancillary to a proceeding in another court; 
and 

(ix) an action to enforce an arbitration award.  
(C) Time for Initial Disclosures-In General. A party must 

make the initial disclosures at or within 14 days after the par
ties' Rule 26(f) conference unless a different time is set by 
stipulation or court order, or unless a party objects during the 
conference that initial disclosures are not appropriate in this 
action and states the objection in the proposed discovery 
plan. In ruling on the objection, the court must determine 
what disclosures, if any, are to be made and must set the time 
for disclosure.  

(D) Time for Initial Disclosures-For Parties Served or Joined 
Later. A party that is first served or otherwise joined after 
the Rule 26(f) conference must make the initial disclosures 
within 30 days after being served or joined, unless a different 
time is set by stipulation or court order.  

(E) Basis for Initial Disclosure; Unacceptable Excuses. A party 
must make its initial disclosures based on the information 
then reasonably available to it. A party is not excused from 
making its disclosures because it has not fully investigated 
the case or because it challenges the sufficiency of another 
party's disclosures or because another party has not made its 
disclosures... .  

(b) Discovery Scope and Limits.  
(1) Scope in General. Unless otherwise limited by court order, the 

scope of discovery is as follows: Parties may obtain discovery 
regarding any nonprivileged matter that is relevant to any party's 
claim or defense and proportional to the needs of the case, consid
ering the importance of the issues at stake in the action, the amount 
in controversy, the parties' relative access to relevant information, 
the parties' resources, the importance of the discovery in resolving 
the issues, and whether the burden or expense of the proposed dis
covery outweighs its likely benefit. Information within this scope 
of discovery need not be admissible in evidence to be discoverable.  

including the existent, description, nature, custody, condition, 
and location of any documents or other tangible things and the 
identity and location of persons who know of any discoverabe 
matter. For good cause, the court may order discovery of any mat 
ter relevant to the subject mater involved in -the action. Relevant 
information need notbe admissible at the trial if the discovery 
appears reasonably calculated to lead to the discovery of admissi-
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ble evidence. All discovery is subject to the limitations imposed by 
Rule 6(b-2)(C) 

(2) Limitations on Frequency and Extent.  
(A) When Permitted. By order, the court may alter the limits in 

these rules on the number of depositions and interrogatories 
or on the length of depositions under Rule 30. By order or 
local rule, the court may also limit the number of requests 
under Rule 36.  

(B) Specific Limitations on Electronically Stored 
Information. A party need not provide discovery of elec
tronically stored information from sources that the party iden
tifies as not reasonably accessible because of undue burden or 
cost. On motion to compel discovery or for a protective 

order, the party from whom discovery is sought must show 
that the information is not reasonably accessible because of 
undue burden or cost. If that showing is made, the court may 
nonetheless order discovery from such sources if the request
ing party shows good cause, considering the limitations of 
Rule 26(b)(2)(C). The court may specify conditions for the 
discovery.  

(C) When Required. On motion or on its own, the court must 
limit the frequency or extent of discovery otherwise-allowed 
by these rules or by local rule if it determines that: 
(i) the discovery sought is unreasonably cumulative or 

duplicative, or can be obtained from some other source 
that is more convenient, less burdensome, or less expen
sive; 

(ii) the party seeking discovery has had ample opportunity 
to obtain the information by discovery in the action; or 

(iii) the burden-or-expense-of-the proposed discovery is out
side the scope permitted by Rule 26(b)(1) ettweighs-its 
likely benefit, considering the needs of the ease, the 
amount in controversy, the parties' resources, the 
impotane of the issues at stake in the action, ad the 
importance of the discovery in resolving the issues...  

(5) Claiming Privilege or Protecting Trial-Preparation Materials.  
(A) Information Withheld. When a party withholds information 

otherwise discoverable by claiming that the information is 
privileged or subject to protection as trial-preparation mate
rial, the party must: 
(i) expressly make the claim; and 
(ii) describe the nature of the documents, communications, 

or tangible things not produced or disclosed-and do so
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in a manner that, without revealing information itself 
privileged or protected, will enable other parties to 
assess the claim.  

(B) Information Produced. If information produced in discov
ery is subject to a claim of privilege or of protection as trial
preparation material, the party making the claim may notify 
any party that received the information of the claim and the 
basis for it. After being notified, a party must promptly 
return, sequester, or destroy the specified information and 
any copies it has; must not use or disclose the information 
until the claim is resolved; must take reasonable steps to 
retrieve the information if the party disclosed it before being 
notified; and may promptly present the information to the 
court under seal for a determination of the claim. The produc
ing party must preserve the information until the claim is 
resolved.  

(c) Protective Orders.  

(1) In General. A party or any person from whom discovery is 
sought may move for a protective order in the court where the 
action is pending-or as an alternative on matters relating to a 
deposition, in the court for the district where the deposition will be 
taken. The motion must include a certification that the movant has 
in good faith conferred or attempted to confer with other affected 
parties in an effort to resolve the dispute without court action. The 
court may, for good cause, issue an order to protect a party or per
son from annoyance, embarrassment, oppression, or undue burden 
or expense, including one or more of the following: 
(A) forbidding the disclosure or discovery; 

(B) specifying terms, including time and place or the allocation 
of expenses, for the disclosure or discovery; 

(C) prescribing a discovery method other than the one selected by 
the party seeking discovery; 

(D) forbidding inquiry into certain matters, or limiting the scope 
of disclosure or discovery to certain matters; 

(E) designating the persons who may be present while the dis
covery is conducted; 

(F) requiring that a deposition be sealed and opened only on 
court order; 

(G) requiring that a trade secret or other confidential research, 
development, or commercial information not be revealed or 
be revealed only in a specified way; and
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(H) requiring that the parties simultaneously file specified docu
ments or information in sealed envelopes, to be opened as the 
court directs.  

(2) Ordering Discovery. If a motion for a protective order is wholly 
or partly denied, the court may, on just terms, order that any party 
or person provide or permit discovery.  

(3) Awarding Expenses. Rule 37(a)(5) applies to the award of 
expenses.  

(d) Timing and Sequence of Discovery.  
(1) Timing. A party may not seek discovery from any source before 

the parties have conferred as required by Rule 26(f), except 

(A) in a proceeding exempted from initial disclosure under Rule 
26(a)(1)(B); or 

(_ when authorized by these rules, including Rule 26(d)(2). by 
stipulation, or by court order.  

(2) Early Rule 34 Requests.  
(A) Time to Deliver. More than 21 days after the summons and 

complaint are served on a party, a request under Rule 34 may 
be delivered: 
(i) to that party by any other party. and 
(ii) by that party to any plaintiff or to any other party that 

has been served.  

B) .When Considered Served. The request is considered as to 
have been served at the first Rule 26(f) conference.  

(23) Sequence. Unless,-on-motion- the parties stipulate or the court 
orders otherwise for the parties' and witnesses' convenience and in 
the interests of justice: 
(A) methods of discovery may be used in any sequence; and 
(B) discovery by one party does not require any other party to 

delay its discovery.  
(e) Supplementing Disclosures and Responses.  

(1) In General. A party. who has made a disclosure under Rule 
26(a)-or who has responded to an interrogatory, request for pro
duction, or request for admission-must supplement or correct its 
disclosure or response: 
(A) in a timely manner if the party learns that in some material 

respect the disclosure or response is incomplete or incorrect, 
and if the additional or corrective information has not other
wise been made known to the other parties during the discov
ery process or in writing; or 

(B) as ordered by the court.  
(2) Expert Witness. For an expert whose report must be disclosed 

under Rule 26(a)(2)(B), the party's duty to supplement extends
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both to information included in the report and to information given 
during the expert's deposition. Any additions or changes to this 
information must be disclosed by the time the party's pretrial dis
closures under Rule 26(a)(3) are due.  

(f) Conference of the Parties; Planning for Discovery.  
(1) Conference Timing. Except in a proceeding exempted from ini

tial disclosure under Rule 26(a)(1)(B) or when the court orders oth
erwise, the parties must confer as soon as practicable-and in any 
event at least 21 days before a scheduling conference is to be held 
or a scheduling order is due under Rule 16(b).  

(2) Conference Content; Parties' Responsibilities. In conferring, the 
parties must consider the nature and basis of their claims and 
defenses and the possibilities for promptly settling or resolving the 
case; make or arrange for the disclosures required by Rule 
26(a)(1); discuss any issues about preserving discoverable infor
mation; and develop a proposed discovery plan. The attorneys of 
record and all unrepresented parties that have appeared in the case 
are jointly responsible for arranging the conference, for attempting 
in good faith to agree on the proposed discovery plan, and for sub
mitting to the court within 14 days after the conference a written 
report outlining the plan. The court may order the parties or attor
neys to attend the conference in person.  

(3) Discovery Plan. A discovery plan must state the parties' views 
and proposals on: 
(A) what changes should be made in the timing, form, or require

ment for disclosures under Rule 26(a), including a statement 
of when initial disclosures were made or will be made; 

(B) the subjects on which discovery may be needed, when dis
covery should be completed, and whether discovery should 
be conducted in phases or be limited to or focused on particu
lar issues; 

(C) any issues about disclosure, er discovery, or preservation of 
electronically stored information, including the form or forms 
in which it should be produced; 

(D) any issues about claims of privilege or of protection as trial
preparation materials, including-if the parties agree on a 
procedure to assert these claims after production-whether to 
ask the court to include their agreement in an order under 
Federal Rule of Evidence 502; 

(E) what changes should be made in the limitations on discovery 
imposed under these rules or by local rule, and what other 
limitations should be imposed; and
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(F) any other orders that the court should issue under Rule 26(c) 
or under Rule 16(b) and (c).  

(4) Expedited Schedule. If necessary to comply with its expedited 
schedule for Rule 16(b) conferences, a court may by local rule: 
(A) require the parties' conference to occur less than 21 days 

before the scheduling .conference is held or a scheduling 
order is due under Rule 16(b); and 

(B) require the written report outlining the discovery plan to be 
filed less than 14 days after the parties' conference, or excuse 
the parties from submitting a written report and permit them 
to report orally on their discovery plan at the Rule 16(b) con
ference.  

(g) Signing Disclosures and Discovery Requests, Responses, and Objec

tions.  
(1) Signature Required; Effect of Signature. Every disclosure under 

Rule 26(a)(1) or (a)(3) and every discovery request, response, or 
objection must be signed by at least one attorney of record in the 
attorney's own name-or by the party personally, if unrepre
sented-and must state the signer's address, e-mail address, and 
telephone number. By signing, an attorney or party certifies that to 
the best of the person's knowledge, information, and belief formed 
after a reasonable inquiry: 
(A) with respect to a disclosure, it is complete and correct as of 

the time it is made; and 
(B) with respect to a discovery request, response, or objection, it 

is: 
(i) consistent with these rules and warranted by existing 

law or by a nonfrivolous argument for extending, modi
fying, or reversing existing law, or for establishing new 
law; 

(ii) not interposed for any improper purpose, such as to 
harass, cause unnecessary delay, or needlessly increase 
the cost of litigation; and 

(iii) neither unreasonable nor unduly burdensome or expen
sive, considering the needs of the case, prior discovery 
in the case, the amount in controversy, and the impor
tance of the issues at stake in the action.  

(2) Failure to Sign. Other parties have no duty to act on an unsigned 
disclosure, request, response, or objection until it is signed, and the 
court must strike it unless a signature is promptly supplied after the 
omission is called to the attorney's or party's attention.  

(3) Sanction for Improper Certification. If a certification violates 
this rule without substantial justification, the court, on motion or
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on its own, must impose an appropriate sanction on the signer, the 
party on whose behalf the signer was acting, or both. The sanction 
may include an order to pay the reasonable expenses, including 
attorney's fees, caused by the violation.  

2014 Committee Note 

Rule 26(b)(1) is changed in several ways.  
Information is discoverable under revised Rule 26(b)(1) if it is relevant to any 

party's claim or defense and is proportional to the needs of the case. The consider
ations that bear on proportionality are moved from present Rule 26(b)(2)(C)(iii), 
slightly rearranged and with one addition.  

Most of what now appears in Rule 26(b)(2)(C)(iii) was first adopted in 1983.  
The 1983 provision was explicitly adopted as part of the scope of discovery defined 
by Rule 26(b)(1). Rule 26(b)(1) directed the court to limit the frequency or extent of 
use of discovery if it determined that "the discovery is unduly burdensome or expen
sive, taking into account the needs of the case, the amount in controversy, limitations 
on the parties' resources, and the importance of the issues at stake in the litigation." At 
the same time, Rule 26(g) was added. Rule 26(g) provided that signing a discovery 
request, response, or objection certified that the request, response, or objection was 
"not unreasonable or unduly burdensome or expensive, given the needs of the case, 
the discovery already had in the case, the amount in controversy, and the importance 
of the issues at stake in the litigation." The parties thus shared the responsibility to 
honor these limits on the scope of discovery.  

The 1983 Committee Note stated that the new provisions were added "to deal 
with the problem of over-discovery. The objective is to guard against redundant or 
disproportionate discovery by giving the court authority to reduce the amount of dis
covery that may be directed to matters that are otherwise proper subjects of inquiry.  
The new sentence is intended to encourage judges to be more aggressive in identifying 
and discouraging discovery overuse. The grounds mentioned in the amended rule for 
limiting discovery reflect the existing practice of many courts in issuing protective 
orders under Rule 26(c). . . . On the whole, however, district judges have been reluc
tant to limit the use of the discovery devices." 

The clear focus of the 1983 provisions may have been softened, although inad
vertently, by the amendments made in 1993. The 1993 Committee Note explained: 
"[F]ormer paragraph (b)(1) [was] subdivided into two paragraphs for ease of reference 
and to avoid renumbering of paragraphs (3) and (4)." Subdividing the paragraphs, 
however, was done in a way that could be read to separate the proportionality provi
sions as "limitations," no longer an integral part of the (b)(1) scope provisions. That 
appearance was immediately offset by the next statement in the Note: "Textual 
changes are then made in new paragraph (2) to enable the court to keep tighter rein on 
the extent of discovery."

617



Essentials of E-Discovery

The 1993 amendments added two factors to the considerations that bear on limit
ing discovery: whether "the burden or expense of the proposed discovery outweighs 
its likely benefit," and "the importance of the proposed discovery in resolving the 
issues." Addressing these and other limitations added by the 1993 discovery amend
ments, the Committee Note stated that "[t]he revisions in Rule 26(b)(2) are intended to 
provide the court with broader discretion to impose additional restrictions on the 
scope and extent of discovery .... " 

The relationship between Rule 26(b)(1) and (2) was further addressed by an 
amendment made in 2000 that added a new sentence at the end of (b)(1): "All discov
ery is subject to the limitations imposed by Rule 26(b)(2)(i), (ii), and (iii) [now Rule 
26(b)(2)(C)]." The Committee Note recognized that "[t]hese limitations apply to dis
covery that is otherwise within the scope of subdivision (b)(1)." It explained that the 
Committee had been told repeatedly that courts were not using these limitations as 
originally intended. "This otherwise redundant cross-reference has been added to 
emphasize the need for active judicial use of subdivision (b)(2) to control excessive 
discovery." 

The present amendment restores the proportionality factors to their original 
place in defining the scope of discovery. This change reinforces the Rule 26(g) obliga
tion of the parties to consider these factors in making discovery requests, responses, or 
objections.  

Restoring the-proportionality calculation to Rule 26(b)(1) does not change the 
existing responsibilities of the court and the parties to consider proportionality, and 
the change does not place on the party seeking discovery the burden of addressing all 
proportionality considerations.  

Nor is the change intended to permit the opposing party to refuse discovery sim
ply by making a boilerplate objection that it is not proportional. The parties and the 
court have a collective responsibility to consider the proportionality of all discovery 
and consider it in resolving discovery disputes.  

The parties may begin discovery without a full appreciation of the factors that 
bear on proportionality. A party requesting discovery, for example, may have little 
information about the burden or expense of responding. A party requested to provide 
discovery may have little information about the importance of the discovery in resolv
ing the issues as understood by the requesting party. Many of these uncertainties 
should be addressed and reduced in the parties' Rule 26(f) conference and in schedul
ing and pretrial conferences with the court. But if the parties continue to disagree, the 
discovery dispute could be brought before the court and the parties' responsibilities 
would remain as they have been since 1983. A party claiming undue burden or 
expense ordinarily has far better information-perhaps the only information-with 
respect to that part of the determination. A party claiming that a request is important to 
resolve the issues should be able to explain the ways in which the underlying informa
tion bears on the issues as that party understands them. The court's responsibility, 
using all the information provided by the parties, is to consider these and all the other
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factors in reaching a case-specific determination of the appropriate scope of discov
ery.  

The direction to consider the parties' relative access to relevant information adds 
new text to provide explicit focus on considerations already implicit in present Rule 
26(b)(2)(C)(iii). Some cases involve what often is called "information asymmetry." 
One party-often an individual plaintiff-may have very little discoverable informa
tion. The other party may have vast amounts of information, including information 
that can be readily retrieved and information that is more difficult to retrieve. In prac
tice these circumstances often mean that the burden of responding to discovery lies 
heavier on the party who has more information, and properly so.  

Restoring proportionality as an express component of the scope of discovery 
warrants repetition of parts of the 1983 and 1993 Committee Notes that must not be 
lost from sight. The 1983 Committee Note explained that "[t]he rule contemplates 
greater judicial involvement in the discovery process and thus acknowledges the real
ity that it cannot always operate on a self-regulating basis." The 1993 Committee Note 
further observed that "[t]he information explosion of recent decades has greatly 
increased both the potential cost of wide-ranging discovery and the potential for dis
covery to be used as an instrument for delay or oppression." What seemed an explo
sion in 1993 has been exacerbated by the advent of e-discovery. The present 
amendment again reflects the need for continuing and close judicial involvement in 
the cases that do not yield readily to the ideal of effective party management. It is 
expected that discovery will be effectively managed by the parties in many cases. But 
there will be important occasions for judicial management, both when the parties are 
legitimately unable to resolve important differences and when the parties fall short of 
effective, cooperative management on their own.  

It also is important to repeat the caution that the monetary stakes are only one 
factor, to be balanced against other factors. The 1983 Committee Note recognized 
"the significance of the substantive issues, as measured in philosophic, social, or insti
tutional terms. Thus the rule recognizes that many cases in public policy spheres, such 
as employment practices; free speech, and other matters, may have importance far 
beyond the monetary amount involved." Many other substantive areas also may 
involve litigation that seeks relatively small amounts of money, or no money at all, but 
that seeks to vindicate vitally important personal or public values.  

So too, consideration of the parties' resources does not foreclose discovery 
requests addressed to an impecunious party, nor justify unlimited discovery requests 
addressed to a wealthy party. The 1983 Committee Note cautioned that "[t]he court 
must apply the standards in an even-handed manner that will prevent use of discovery 
to wage a war of attrition or as a device to coerce a party, whether financially weak or 
affluent." 

A portion of present Rule 26(b)(1) is omitted from the proposed revision. After 
allowing discovery of any matter relevant to any party's claim or defense, the present 
rule adds: "including the existence, description, nature, custody, condition, and loca
tion of any documents or other tangible things and the identity and location of persons
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who know of any discoverable matter." Discovery of such matters is so deeply 
entrenched in practice that it is no longer necessary to clutter the long text of Rule 26 
with these examples. The discovery identified in these examples should still be per
mitted under the revised rule when relevant and proportional to the needs of the case.  
Framing intelligent requests for electronically stored information, for example, may 
require detailed information about another party's information systems and other 
information resources.  

The amendment deletes the former provision authorizing the court, for good 
cause, to order discovery of any matter relevant to the subject matter involved in the 
action. The Committee has been informed that this language is rarely invoked. Propor
tional discovery relevant to any party's claim or defense suffices, given a proper 
understanding of what is relevant to a claim or defense. The distinction between mat
ter relevant to a claim or defense and matter relevant to the subject matter was intro
duced in 2000. Until then, the scope of discovery reached matter "relevant to the 
subject matter involved in the pending action." Rule 26(b)(1) was amended in 2000 to 
limit the initial scope of discovery to matter "relevant to the claim or defense of any 
party." Discovery could extend to "any matter relevant to the subject matter involved 
in the action" only by court order based on good cause. The Committee Note observed 
that the amendment was "designed to involve the court more actively in regulating the 
breadth of sweeping or contentious discovery." But even with court supervision, dis
covery should be limited to matter relevant to the parties' claims or defenses, recog
nizing that the parties may amend their claims and defenses in the course of the 
litigation. The uncertainty generated by the broad reference to subject matter is 
reflected in the 2000 Note's later recognition that "[t]he dividing line between infor
mation relevant to the claims and defenses and that relevant only to the subject matter 
of the action cannot be defined with precision." Because the present amendment limits 
discovery to matter relevant to any party's claim or defense, it is important to focus 
more carefully on that concept. The 2000 Note offered three examples of information 
that, suitably focused, would be relevant to the parties' claims or defenses. The exam
ples were "other incidents of the same type, or involving the same product"; "informa
tion about organizational arrangements or filing systems"; and "information that could 
be used to impeach a likely witness." Such discovery is not foreclosed by the amend
ments. Discovery that is relevant to the parties' claims or defenses may also support 
amendment of the pleadings to add a new claim or defense that affects the scope of 
discovery.  

The former provision for discovery of relevant but inadmissible information that 
appears "reasonably calculated to lead to the discovery of admissible evidence" is also 
deleted. The phrase has been used by some, incorrectly, to define the scope of discov
ery. As the Committee Note to the 2000 amendments observed, use of the "reasonably 
calculated" phrase to define the scope of discovery "might swallow any other limita
tion on the scope of discovery." The 2000 amendments sought to prevent such misuse 
by adding the word "Relevant" at the beginning of the sentence, making clear that 
"'relevant' means within the scope of discovery as defined in this subdivision . ... "
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The "reasonably calculated" phrase has continued to create problems, however, and is 
removed by these amendments. It is replaced by the direct statement that "Information 
within this scope of discovery need not be admissible in evidence to be discoverable." 
Discovery of nonprivileged information not admissible in evidence remains available 
so long as it is otherwise within the scope of discovery.  

Rule 26(b)(2)(C)(iii) is amended to reflect the transfer of the considerations that 
bear on proportionality to Rule 26(b)(1). The court still must limit the frequency or 
extent of proposed discovery, on motion or on its own, if it is outside the scope per
mitted by Rule 26(b)(1).  

Rule 26(c)(1)(B) is amended to include an express recognition of protective 
orders that allocate expenses for disclosure or discovery. Authority to enter such 
orders is included in the present rule, and courts already exercise this authority.  
Explicit recognition will forestall the temptation some parties may feel to contest this 
authority. Recognizing the authority does not imply that cost-shifting should become a 
common practice. Courts and parties should continue to assume that a responding 
party ordinarily bears the costs of responding.  

Rule 26(d)(2) is added to allow a party to deliver Rule 34 requests to another 
party more than 21 days after that party has been served even though the parties have 
not yet had a required Rule 26(f) conference. Delivery may be made by any party to 
the party that has been served, and by that party to any plaintiff and any other party 
that has been served. Delivery does not count as service; the requests are considered to 
be served at the first Rule 26(f) conference. Under Rule 34(b)(2)(A) the time to 
respond runs from service.lThis relaxationofthe discovery moratorium is designed to 
facilitate focused discussion during the Rule 26(f) conference. Discussion at the con
ference may produce changes in the requests. The opportunity for advance scrutiny of 
requests delivered before the Rule 26(f) conference should not affect a decision 
whether to allow additional time to respond.  

Rule 26(d)(3) is renumbered and amended to recognize that the parties may stip
ulate to case-specific sequences of discovery.  

Rule 26(f)(3) is amended in parallel with Rule 16(b)(3) to add two items to the 
discovery plan-issues about preserving electronically stored information and court 
orders under Evidence Rule 502.  

2006 Committee Note 

Subdivision (a). Rule 26(a)(1)(B) is amended to parallel Rule 34(a) by recog
nizing that a party must disclose electronically stored information as well as docu
ments that it may use to support its claims or defenses. The term "electronically stored 
information" has the same broad meaning in Rule 26(a)(1) as in Rule 34(a). This 
amendment is consistent with the 1993 addition of Rule 26(a)(1)(B). The term "data 
compilations" is deleted as unnecessary because it is a subset of both documents and 
electronically stored information.
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[Subdivision (a)(1)(E).] Civil forfeiture actions are added to the list of exemp
tions from Rule 26(a)(1) disclosure requirements. These actions are governed by new 
Supplemental Rule G. Disclosure is not likely to be useful.  

Subdivision (b)(2). The amendment to Rule 26(b)(2) is designed to address 
issues raised by difficulties in locating, retrieving, and providing discovery of some 
electronically stored information. Electronic storage systems often make it easier to 
locate and retrieve information. These advantages are properly taken into account in 
determining the reasonable scope of discovery in a particular case. But some sources 
of electronically stored information can be accessed only with substantial burden and 
cost. In a particular case, these burdens and costs may make the information on such 
sources not reasonably accessible.  

It is not possible to define in a rule the different types of technological features 
that may affect the burdens and costs of accessing electronically stored information.  
Information systems are designed to provide ready access to information used in regu
lar ongoing activities. They also may be designed so as to provide ready access to 
information that is not regularly used. But a system may retain information on sources 
that are accessible only by incurring substantial burdens or costs. Subparagraph (B) is 
added to regulate discovery from such sources.  

Under this rule, a responding party should produce electronically stored informa
tion that is relevant, not privileged, and reasonably accessible, subject to the (b)(2)(C) 
limitations that apply to all discovery. The responding party must also identify, by cat
egory or type, the sources containing potentially responsive information that it is nei
ther searching nor producing. The identification should, to the extent possible, provide 
enough detail to enable the requesting party to evaluate the burdens and costs of pro
viding the discovery and the likelihood of finding responsive information on the iden
tified sources.  

A party's identification of sources of electronically stored information as not rea
sonably accessible does not relieve the party of its common-law or statutory duties to 
preserve evidence. Whether a responding party is required to preserve unsearched 
sources of potentially responsive information that it believes are not reasonably acces
sible depends on the circumstances of each case. It is often useful for the parties to dis
cuss this issue early in discovery.  

The volume of-and the ability to search-much electronically stored informa
tion means that in many cases the responding party will be able to produce informa
tion from reasonably accessible sources that will fully satisfy the parties' discovery 
needs. In many circumstances the requesting party should obtain and evaluate the 
information from such sources before insisting that the responding party search and 
produce information contained on sources that are not reasonably accessible. If the 
requesting party continues to seek discovery of information from sources identified as 
not reasonably accessible, the parties should discuss the burdens and costs of access
ing and retrieving the information, the needs that may establish good cause for 
requiring all or part of the requested discovery even if the information sought is not
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reasonably accessible, and conditions on obtaining and producing the information that 
may be appropriate.  

If the parties cannot agree whether, or on what terms, sources identified as not 
reasonably accessible should be searched and discoverable information produced, the 
issue may be raised either by a motion to compel discovery or by a motion for a pro
tective order. The parties must confer before bringing either motion. If the parties do 
not resolve the issue and the court must decide, the responding party must show that 
the identified sources of information are not reasonably accessible because of undue 
burden or cost. The requesting party may need discovery to test this assertion. Such 
discovery might take the form of requiring the responding party to conduct a sampling 
of information contained on the sources identified as not reasonably accessible; allow
ing some form of inspection of such sources; or taking depositions of witnesses 
knowledgeable about the responding party's information systems.  

Once it is shown that a source of electronically stored information is not reason
ably accessible, the requesting party may still obtain discovery by showing good 
cause, considering the limitations of Rule 26(b)(2)(C) that balance the costs and 
potential benefits of discovery. The decision whether to require a responding party to 
search for and produce information that is not reasonably accessible depends not only 
on the burdens and costs of doing so, but also on whether those burdens and costs can 
be justified in the circumstances of the case. Appropriate considerations may include: 
(1) the specificity of the discovery request; (2) the quantity of information available 
from other and more easily accessed sources; (3) the failure to produce relevant infor
mation that seems likely to have existed but is no longer available on more easily 
accessed sources; (4) the likelihood of finding relevant, responsive information that 
cannot be obtained from other, more easily accessed sources; (5) predictions as to the 
importance and usefulness of the further information; (6) the importance of the issues 
at stake in the litigation; and (7) the parties' resources.  

The responding party has the burden as to one aspect of the inquiry-whether 
the identified sources are not reasonably accessible in light of the burdens and costs 
required to search for, retrieve, and produce whatever responsive information may be 
found. The requesting party has the burden of showing that its need for the discovery 
outweighs the burdens and costs of locating, retrieving, and producing the informa
tion. In some cases, the court will be able to determine whether the identified sources 
are not reasonably accessible and whether the requesting party has shown good cause 
for some or all of the discovery, consistent with the limitations of Rule 26(b)(2)(C), 
through a single proceeding or presentation. The good-cause determination, however, 
may be complicated because the court and parties may know little about what infor
mation the sources identified as not reasonably accessible might contain, whether it is 
relevant, or how valuable it may be to the litigation. In such cases, the parties may 
need some focused discovery, which may include sampling of the sources, to learn 
more about what burdens and costs are involved in accessing the information, what 
the information consists of, and how valuable it is for the litigation in light of informa
tion that can be obtained by exhausting other opportunities for discovery.
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The good-cause inquiry and consideration of the Rule 26(b)(2)(C) limitations are 
coupled with the authority to set conditions for discovery. The conditions may take the 
form of limits on the amount, type, or sources of information required to be accessed 
and produced. The conditions may also include payment by the requesting party of 
part or all of the reasonable costs of obtaining information from sources that are not 
reasonably accessible. A requesting party's willingness to share or bear the access 
costs may be weighed by the court in determining whether there is good cause. But the 
producing party's burdens in reviewing the information for relevance and privilege 
may weigh against permitting the requested discovery.  

The limitations of Rule 26(b)(2)(C) continue to apply to all discovery of elec
tronically stored information, including that stored on reasonably accessible electronic 
sources.  

Subdivision (b)(5). The Committee has repeatedly been advised that the risk of 
privilege waiver, and the work necessary to avoid it, add to the costs and delay of dis
covery. When the review is of electronically stored information, the risk of waiver, 
and the time and effort required to avoid it, can increase substantially because of the 
volume of electronically stored information and the difficulty in ensuring that all 
information to be produced has in fact been reviewed. Rule 26(b)(5)(A) provides a 
procedure for a party that has withheld information on the basis of privilege or protec
tion as trial-preparation material to make the claim so that the requesting party can 
decide whether to contest the claim and the court can resolve the dispute. Rule 
26(b)(5)(B) is added to provide a procedure for a party to assert a claim of privilege or 
trial-preparation material protection after information is produced in discovery in the 
action and, if the claim is contested, permit any party that received the information to 
present the matter to the court for resolution.  

Rule 26(b)(5)(B) does not address whether the privilege or protection that is 
asserted after production was waived by the production. The courts have developed 
principles to determine whether, and under what circumstances, waiver results from 
inadvertent production of privileged or protected information. Rule 26(b)(5)(B) pro
vides a procedure for presenting and addressing these issues. Rule 26(b)(5)(B) works 
in tandem with Rule 26(f), which is amended to direct the parties to discuss privilege 
issues in preparing their discovery plan, and which, with amended Rule 16(b), allows 
the parties to ask the court to include in an order any agreements the parties reach 
regarding issues of privilege or trial-preparation material protection. Agreements 
reached under Rule 26(f)(4) and orders including such agreements entered under Rule 
16(b)(6) may be considered when a court determines whether a waiver has occurred.  
Such agreements and orders ordinarily control if they adopt procedures different from 
those in Rule 26(b)(5)(B).  

A party asserting a claim of privilege or protection after production must give 
notice to the receiving party. That notice should be in writing unless the circumstances 
preclude it. Such circumstances could include the assertion of the claim during a 
deposition. The notice should be as specific as possible in identifying the information 
and stating the basis for the claim. Because the receiving party must decide whether to
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challenge the claim and may sequester the information and submit it to the court for a 
ruling on whether the claimed privilege or protection applies and whether it has been 
waived, the notice should be sufficiently detailed so as to enable the receiving party 
and the court to understand the basis for the claim and to determine whether waiver 
has occurred. Courts will continue to examine whether a claim of privilege or protec
tion was made at a reasonable time when delay is part of the waiver determination 
under the governing law.  

After receiving notice, each party that received the information must promptly 
return, sequester, or destroy the information and any copies it has. The option of 
sequestering or destroying the information is included in part because the receiving 
party may have incorporated the information in protected trial-preparation materials.  
No receiving party may use or disclose the information pending resolution of the priv
ilege claim. The receiving party may present to the court the questions whether the 
information is privileged or protected as trial-preparation material, and whether the 
privilege or protection has been waived. If it does so, it must provide the court with 
the grounds for the privilege or protection specified in the producing party's notice, 
and serve all parties. In presenting the question, the party may use the content of the 
information only to the extent permitted by the applicable law of privilege, protection 
for trial-preparation material, and professional responsibility.  

If a party disclosed the information to nonparties before receiving notice of a 
claim of privilege or protection as trial-preparation material, it must take reasonable 
steps to retrieve the information and to return it, sequester it until the claim is 
resolved, or destroy it.  

Whether the information is returned or not, the producing party must preserve 
the information pending the court's ruling on whether the claim of privilege or of pro
tection is properly asserted and whether it was waived. As with claims made under 
Rule 26(b)(5)(A), there may be no ruling if the other parties do not contest the claim.  

Subdivision (f). Rule 26(f) is amended to direct the parties to discuss discovery 
of electronically stored information during their discovery-planning conference. The 
rule focuses on "issues relating to disclosure or discovery of electronically stored 
information"; the discussion is not required in cases not involving electronic discov
ery, and the amendment imposes no additional requirements in those cases. When the 
parties do anticipate disclosure or discovery of electronically stored information, dis
cussion at the outset may avoid later difficulties or ease their resolution.  

When a case involves discovery of electronically stored information, the issues 
to be addressed during the Rule 26(f) conference depend on the nature and extent of 
the contemplated discovery and of the parties' information systems. It may be import
ant for the parties to discuss those systems, and accordingly important for counsel to 
become familiar with those systems before the conference. With that information, the 
parties can develop a discovery plan that takes into account the capabilities of their 
computer systems. In appropriate cases identification of, and early discovery from, 
individuals with special knowledge of a party's computer systems may be helpful.
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The particular issues regarding electronically stored information that deserve 
attention during the discovery planning stage depend on the specifics of the given 
case. See Manual for Complex Litigation (4th) 40.25(2) (listing topics for discussion 
in a proposed order regarding meet-and-confer sessions). For example, the parties 
may specify the topics for such discovery and the time period for which discovery will 
be sought. They may identify the various sources of such information within a party's 
control that should be searched for electronically stored information. They may dis
cuss whether the information is reasonably accessible to the party that has it, including 
the burden or cost of retrieving and reviewing the information. See Rule 26(b)(2)(B).  
Rule 26(f)(3) explicitly directs the parties to discuss the form or forms in which elec
tronically stored information might be produced. The parties may be able to reach 
agreement on the forms of production, making discovery more efficient. Rule 34(b) is 
amended to permit a requesting party to specify the form or forms in which it wants 
electronically stored information produced. If the requesting party does not specify a 
form, Rule 34(b) directs the responding party to state the forms it intends to use in the 
production. Early discussion of the forms of production may facilitate the application 
of Rule 34(b) by allowing the parties to determine what forms of production will meet 
both parties' needs. Early identification of disputes over the forms of production may 
help avoid the expense and delay of searches or productions using inappropriate 
forms.  

Rule 26(f) is also amended to direct the parties to discuss any issues regarding 
preservation of discoverable information during their conference as they develop a 
discovery plan. This provision applies to all sorts of discoverable information, but can 
be particularly important with regard to electronically stored information. The volume 
and dynamic nature of electronically stored information may complicate preservation 
obligations. The ordinary operation of computers involves both the automatic creation 
and the automatic deletion or overwriting of certain information. Failure to address 
preservation issues early in the litigation increases uncertainty and raises a risk of dis
putes.  

The parties' discussion should pay particular attention to the balance between 
the competing needs to preserve relevant evidence and to continue routine operations 
critical to ongoing activities. Complete or broad cessation of a party's routine com
puter operations could paralyze the party's activities. Cf Manual for Complex Litiga
tion (4th) 11.422 ("A blanket preservation order may be prohibitively expensive and 
unduly burdensome for parties dependent on computer systems for their day-to-day 
operations.") The parties should take account of these considerations in their discus
sions, with the goal of agreeing on reasonable preservation steps.  

The requirement that the parties discuss preservation does not imply that courts 
should routinely enter preservation orders. A preservation order entered over objec
tions should be narrowly tailored. Ex parte preservation orders should issue only in 
exceptional circumstances.  

Rule 26(f) is also amended to provide that the parties should discuss any issues 
relating to assertions of privilege or of protection as trial-preparation materials,
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including whether the parties can facilitate discovery by agreeing on procedures for 
asserting claims of privilege or protection after production and whether to ask the 
court to enter an order that includes any agreement the parties reach. The Committee 
has repeatedly been advised about the discovery difficulties that can result from 
efforts to guard against waiver of privilege and work-product protection. Frequently 
parties find it necessary to spend large amounts of time reviewing materials requested 
through discovery to avoid waiving privilege. These efforts are necessary because 
materials subject to a claim of privilege or protection are often difficult to identify. A 
failure to withhold even one such item may result in an argument that there has been a 
waiver of privilege as to all other privileged materials on that subject matter. Efforts to 
avoid the risk of waiver can impose substantial costs on the party producing the mate
rial and the time required for the privilege review can substantially delay access for 
the party seeking discovery.  

These problems often become more acute when discovery of electronically 
stored information is sought. The volume of such data, and the informality that attends 
use of e-mail and some other types of electronically stored information, may make 
privilege determinations more difficult, and privilege review correspondingly more 
expensive and time consuming. Other aspects of electronically stored information 
pose particular difficulties for privilege review. For example, production may be 
sought of information automatically included in electronic files but not apparent to the 
creator or to readers. Computer programs may retain draft language, editorial com
ments, and other deleted matter (sometimes referred to as "embedded data" or 
"embedded edits") in an electronic file but not make them apparent to the reader.  
Information describing the history, tracking, or management of an electronic file 
(sometimes called "metadata") is usually not apparent to the reader viewing a hard 
copy or a screen image. Whether this information should be produced may be among 
the topics discussed in the Rule 26(f) conference. If it is, it may need to be reviewed to 
ensure that no privileged information is included, further complicating the task of 
privilege review.  

Parties may attempt to minimize these costs and delays by agreeing to protocols 
that minimize the risk of waiver. They may agree that the responding party will pro
vide certain requested materials for initial examination without waiving any privilege 
or protection-sometimes known as a "quick peek." The requesting party then desig
nates the documents it wishes to have actually produced. This designation is the Rule 
34 request. The responding party then responds in the usual course, screening only 
those documents actually requested for formal production and asserting privilege 
claims as provided in Rule 26(b)(5)(A). On other occasions, parties enter agree
ments-sometimes called "clawback agreements"-that production without intent to 
waive privilege or protection should not be a waiver so long as the responding party 
identifies the documents mistakenly produced, and that the documents should be 
returned under those circumstances. Other voluntary arrangements may be appropriate 
depending on the circumstances of each litigation. In most circumstances, a party who
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receives information under such an arrangement cannot assert that production of the 
information waived a claim of privilege or of protection as trial-preparation material.  

Although these agreements may not be appropriate for all cases, in certain cases 
they can facilitate prompt and economical discovery by reducing delay before the dis
covering party obtains access to documents, and by reducing the cost and burden of 
review by the producing party. A case-management or other order including such 
agreements may further facilitate the discovery process. Form 35 is amended to 
include a report to the court about any agreement regarding protections against inad
vertent forfeiture or waiver of privilege or protection that the parties have reached, and 
Rule 16(b) is amended to recognize that the court may include such an agreement in a 
case-management or other order. If the parties agree to entry of such an order, their 
proposal should be included in the report to the court.  

Rule 26(b)(5)(B) is added to establish a parallel procedure to assert privilege or 
protection as trial-preparation material after production, leaving the question of 
waiver to later determination by the court.  

Rule 34 Producing Documents, Electronically Stored Information, and Tangi
ble Things, or Entering onto Land, for Inspection and Other Purposes 

(a) In General. A party may serve on any other party a request within the 
scope of Rule 26(b): 
(1) to produce and permit the requesting party or its representative to 

inspect, copy, test, or sample the following items in the responding 
party's possession, custody, or control: 
(A) any designated documents or electronically stored informa

tion-including writings, drawings, graphs, charts, photo
graphs, sound recordings, images, and other data or data 
compilations-stored in any medium from which information 
can be obtained either directly or, if necessary, after transla
tion by the responding party into a reasonably usable form; or 

(B) any designated tangible things; or 
(2) to permit entry onto designated land or other property possessed or 

controlled by the responding party, so that the requesting party 
may inspect, measure, survey, photograph, test, or sample the 
property or any designated object or operation on it.  

(b) Procedure.  
(1) Contents of the Request. The request: 

(A) must describe with reasonable particularity each item or cate
gory of items to be inspected; 

(B) must specify a reasonable time, place, and manner for the 
inspection and for performing the related acts; and 

(C) may specify the form or forms in which electronically stored 
information is to be produced.
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(2) Responses and Objections.  
(A) Time to Respond. The party to whom the request is directed 

must respond in writing within 30 days after being served 
or-if the request was delivered under Rule 26(d)(2)-within 
30 days after the parties' first Rule 26(f) conference. A 
shorter or longer time may be stipulated to under Rule 29 or 
be ordered by the court.  

(B) Responding to Each Item. For each item or category, the 
response must either state that inspection and related activi
ties will be permitted as requested or state an-objection to the 
request the grounds for objecting to the request with speci
ficity, including the reasons. The responding party may state 
that it will produce copies of documents or of electronically 
stored information instead of permitting inspection. The pro
duction must then be completed no later than the time for 
inspection stated in the request or a later another reasonable 
time stated in the response.  

(C) Objections. An objection must state whether any respon
sive materials are being withheld on the basis of that objec
tion. An objection to part of a request must specify the part 
and permit inspection of the rest.  

(D) Responding to a Request for Production of Electronically 
Stored Information. The response may state an objection to 
a requested form for producing electronically stored informa
tion. If the responding party objects to a requested form-or 
if no form was specified in the request-the party must state 
the form or forms it intends to use.  

(E) Producing the Documents or Electronically Stored 
Information. Unless otherwise stipulated or ordered by the 
court, these procedures apply to producing documents or 
electronically stored information: 
(i) A party must produce documents as they are kept in the 

usual course of business or must organize and label 
them to correspond to the categories in the request; 

(ii) If a request does not specify a form for producing elec
tronically stored information, a party must produce it in 
a form or forms in which it is ordinarily maintained or 
in a reasonably usable form or forms; and 

(iii) A party need not produce the same electronically stored 
information in more than one form.  

(c) Nonparties. As provided in Rule 45, a nonparty may be compelled to 
produce documents and tangible things or to permit an inspection.
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2014 Committee Note 

Several amendments are made in Rule 34, aimed at reducing the potential to 
impose unreasonable burdens by objections to requests to produce.  

Rule 34(b)(2)(A) is amended to fit with new Rule 26(d)(2). The time to respond 
to a Rule 34 request delivered before the parties' Rule 26(f) conference is 30 days 
after the first Rule 26(f) conference.  

Rule 34(b)(2)(B) is amended to require that objections to Rule 34 requests be 
stated with specificity. This provision adopts the language of Rule 33(b)(4), eliminat
ing any doubt that less specific objections might be suitable under Rule 34. The speci
ficity of the objection ties to the new provision in Rule 34(b)(2)(C) directing that an 
objection must state whether any responsive materials are being withheld on the basis 
of that objection. An objection may state that a request is overbroad, but if the objec
tion recognizes that some part of the request is appropriate the objection should state 
the scope that is not overbroad. Examples would be a statement that the responding 
party will limit the search to documents or electronically stored information created 
within a given period of time prior to the events in suit, or to specified sources. When 
there is such an objection, the statement of what has been withheld can properly iden
tify as matters "withheld" anything beyond the scope of the search specified in the 
objection.  

Rule 34(b)(2)(B) is further amended to reflect the common practice of producing 
copies of documents or electronically stored information rather than simply permitting 
inspection. The response to the request must state that copies will be produced. The 
production must be completed either by the time for inspection stated in the request or 
by a later another reasonable time specifically identified in the response. When it is 
necessary to make the production in stages the response should specify the beginning 
and end dates of the production.  

Rule 34(b)(2)(C) is amended to provide that an objection to a Rule 34 request 
must state whether anything is being withheld on the basis of the objection. This 
amendment should end the confusion that frequently arises when a producing party 
states several objections and still produces information, leaving the requesting party 
uncertain whether any relevant and responsive information has been-withheld on the 
basis of the objections. The producing party does not need to provide a detailed 
description or log of all documents withheld, but does need to alert other parties to the 
fact that documents have been withheld and thereby facilitate an informed discussion 
of the objection. An objection that states the limits that have controlled the search for 
responsive and relevant materials qualifies as a statement that the materials have been 
"withheld." 

2006 Committee Note 

Subdivision (a). As originally adopted, Rule 34 focused on discovery of "docu
ments" and "things." In 1970, Rule 34(a) was amended to include discovery of data
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compilations, anticipating that the use of computerized information would increase.  
Since then, the growth in electronically stored information and in the variety of sys
tems for creating and storing such information has been dramatic. Lawyers and judges 
interpreted the term "documents" to include electronically stored information because 
it was obviously improper to allow a party to evade discovery obligations on the basis 
that the label had not kept pace with changes in information technology. But it has 
become increasingly difficult to say that all forms of electronically stored information, 
many dynamic in nature, fit within the traditional concept of a "document." Electroni
cally stored information may exist in dynamic databases and other forms far different 
from fixed expression on paper. Rule 34(a) is amended to confirm that discovery of 
electronically stored information stands on equal footing with discovery of paper doc
uments. The change clarifies that Rule 34 applies to information that is fixed in a tan
gible form and to information that is stored in a medium from which it can be 
retrieved and examined. At the same time, a Rule 34 request for production of "docu
ments" should be understood to encompass, and the response should include, electron
ically stored information unless discovery in the action has clearly distinguished 
between electronically stored information and "documents." 

Discoverable information often exists in both paper and electronic form, and the 
same or similar information might exist in both. The items listed in Rule 34(a) show 
different ways in which information may be recorded or stored. Images, for example, 
might be hard-copy documents or electronically-stored information. The wide variety 
of computer systems currently in use, and the rapidity of technological change, coun
sel against a limiting or precise definition of electronically stored information. Rule 
34(a)(1) is expansive and includes any type of information that is stored electroni
cally. A common example often sought in discovery is electronic communications, 
such as e-mail. The rule covers-either as documents or as electronically stored infor
mation-information "stored in any medium," to encompass future developments in 
computer technology. Rule 34(a)(1) is intended to be broad enough to cover all cur
rent types of computer-based information, and flexible enough to encompass future 
changes and developments.  

References elsewhere in the rules to "electronically stored information" should 
be understood to invoke this expansive approach. A companion change is made to.  
Rule 33(d), making it explicit that parties choosing to respond 'to an interrogatory by 
permitting access to responsive records may do so by providing access to electroni
cally stored information. More generally, the term used in Rule 34(a)(1) appears in a 
number of other amendments, such as those to Rules 26(a)(1), 26(b)(2), 26(b)(5)(B), 
26(f), 34(b), 37(f), and 45. In each of these rules, electronically stored information has 
the same broad meaning it has under Rule 34(a)(1). References to "documents" appear 
in discovery rules that are not amended, including Rules 30(f), 36(a), and 37(c)(2).  
These references should be interpreted to include electronically stored information as 
circumstances warrant.
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The term "electronically stored information" is broad, but whether material that 
falls within this term should be produced, and in what form, are separate questions 
that must be addressed under Rules 26(b), 26(c), and 34(b).  

The Rule 34(a) requirement that, if necessary, a party producing electronically 
stored information translate it into reasonably usable form does not address the issue 
of translating from one human language to another. See In re Puerto Rico Elect.  
Power Auth., 687 F.2d 501, 504-510 (1st Cir. 1989).  

Rule 34(a)(1) is also amended to make clear that parties may request an opportu
nity to test or sample materials sought under the rule in addition to inspecting and 
copying them. That opportunity may be important for both electronically stored infor
mation and hard-copy materials. The current rule is not clear that such testing or sam
pling is authorized; the amendment expressly permits it. As with any other form of 
discovery, issues of burden and intrusiveness raised by requests to test or sample can 
be addressed under Rules 26(b)(2) and 26(c). Inspection or testing of certain types of 
electronically stored information or of a responding party's electronic information 
system may raise issues of confidentiality or privacy. The addition of testing and sam
pling to Rule 34(a) with regard to documents and electronically stored information is 
not meant to create a routine right of direct access to a party's electronic information 
system, although such access might be justified in some circumstances. Courts should 
guard against undue intrusiveness resulting from inspecting or testing such systems.  

Rule 34(a)(1) is further amended to make clear that tangible things must-like 
documents and land sought to be examined-be designated in the request.  

Subdivision (b). Rule 34(b) provides that a party must produce documents as 
they are kept in the usual course of business or must organize and label them to corre
spond with the categories in the discovery request. The production of electronically 
stored information should be subject to comparable requirements to protect against 
deliberate or inadvertent production in ways that raise unnecessary obstacles for the 
requesting party. Rule 34(b) is amended to ensure similar protection for electronically 
stored information.  

The amendment to Rule 34(b) permits the requesting party to designate the form 
or forms in which it wants electronically stored information produced. The form of 
production is more important to the exchange of electronically stored information than 
of hard-copy materials, although a pirty might specify hard copy as the requested 
form. Specification of the desired form or forms may facilitate the orderly, efficient, 
and cost-effective discovery of electronically stored information. The rule recognizes 
that different forms of production may be appropriate for different types of electroni
cally stored information. Using current technology, for example, a party might be 
called upon to produce word processing documents, e-mail messages, electronic 
spreadsheets, different image or sound files, and material from databases. Requiring 
that such diverse types of electronically stored information all be produced in the 
same form could prove impossible, and even if possible could increase the cost and 
burdens of producing and using the information. The rule therefore provides that the

632



Selected State and Federal Rules

requesting party may ask for different forms of production for different types of elec
tronically stored information.  

The rule does not require that the requesting party choose a form or forms of pro
duction. The requesting party may not have a preference. In some cases, the request
ing party may not know what form the producing party uses to maintain its 
electronically stored information, although Rule 26(f)(3) is amended to call for discus
sion of the form of production in the parties' prediscovery conference.  

The responding party also is involved in determining the form of production. In 
the written response to the production request that Rule 34 requires, the responding 
party must state the form it intends to use for producing electronically stored informa
tion if the requesting party does not specify a form or if the responding party objects to 
a form that the requesting party specifies. Stating the intended form before the produc
tion occurs may permit the parties to identify and seek to resolve disputes before the 
expense and work of the production occurs. A party that responds to a discovery 
request by simply producing electronically stored information in a form of its choice, 
without identifying that form in advance of the production in the response required by 
Rule 34(b), runs a risk that the requesting party can show that the produced form is not 
reasonably usable and that it is entitled to production of some or all of the information 
in an additional form. Additional time might be required to permit a responding party 
to assess the appropriate form or forms of production.  

If the requesting party is not satisfied with the form stated by the responding 
party, or if the responding party has objected to the form specified by the requesting 
party, the parties must meet and confer under Rule 37(a)(2)(B) in an effort to resolve 
the matter before the requesting party can file a motion to compel. If they cannot agree 
and the court resolves the dispute, the court is not limited to the forms initially chosen 
by the requesting party, stated by the responding party, or specified in this rule for sit
uations in which there is no court order or party agreement.  

If the form of production is not specified by party agreement or court order, the 
responding party must produce electronically stored information either in a form or 
forms in which it is ordinarily maintained or in a form or forms that are reasonably 
usable. Rule 34(a) requires that, if necessary, a responding party "translate" informa
tion it produces into a "reasonably usable" form. Under some circumstances, the 
responding party may need to provide some reasonable amount of technical support, 
information on application software, or other reasonable assistance to enable the 
requesting party to use the information. The rule does not require a party to produce 
electronically stored information in the form it [sic] which it is ordinarily maintained, 
as long as it is produced in a reasonably usable form. But the option to produce in a 
reasonably usable form does not mean that a responding party is free to convert elec
tronically stored information from the form in which it is ordinarily maintained to a 
different form that makes it more difficult or burdensome for the requesting party to 
use the information efficiently in the litigation. If the responding party ordinarily 
maintains the information it is producing in a way that makes, it searchable by
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electronic means, the information should not be produced in a form that removes or 
significantly degrades this feature.  

Some electronically stored information may be ordinarily maintained in a form 
that is not reasonably usable by any party. One example is "legacy" data that can be 
used only by superseded systems. The questions whether a producing party should be 
required to convert such information to a more usable form, or should be required to 
produce it at all, should be addressed under Rule 26(b)(2)(B).  

Whether or not the requesting party specified the form of production, Rule 34(b) 
provides that the same electronically stored information ordinarily need be produced 
in only one form.  

Rule 37 Failure to Make Disclosures or to Cooperate in Discovery; Sanctions 

(e) Failure to Preserve Provide Electronically Stored Information. Absent
exceptional circumstances, a court may not impose sanctions under

sse.these rules on a party for failing to provide electronically stored infr 
mation lost as a result of the routine, good-faith operation of an elec
ti If electronically stored information that 
should have been preserved in the anticipation or conduct of litigation is 
lost because a party failed to take reasonable steps to preserve it, and it 
cannot be restored or replaced through additional discovery, the court
may: 

L) upon finding prejudice to another party from loss of the informa
tion, order measures no greater than necessary to cure the preju
dice; or 

(2) only upon finding that the party acted with the intent to deprive 
another party of the information's use in the litigation: 
(A) presume that the lost information was unfavorable to the 

party; 

(B) instruct the jury that it may or must presume the information 
was unfavorable to the party; or 

(_C dismiss the action or enter a default judgment.  

2014 Committee Note 

Present Rule 37(e), adopted in 2006, provides: "Absent exceptional circum
stances, a court may not impose sanctions under these rules on a party for failing to 
provide electronically stored information lost as a result of the routine, good-faith 
operation of an electronic information system." This limited rule has not adequately 
addressed the serious problems resulting from the continued exponential growth in the 
volume of such information. Federal circuits have established significantly different 
standards for imposing sanctions or curative measures on parties who fail to preserve 
electronically stored information. These developments have caused litigants to expend
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excessive effort and money on preservation in order to avoid the risk of severe sanc
tions if a court finds they did not do enough.  

New Rule 37(e) replaces the 2006 rule. It authorizes and specifies measures a 
court may employ if information that should have been preserved is lost, and specifies 
the findings necessary to justify these measures. It therefore forecloses reliance on 
inherent authority or state law to determine when certain measures should be used.  
The rule does not affect the validity of an independent tort claim for spoliation if state 
law applies in a case and authorizes the claim.  

The new rule applies only to electronically stored information, also the focus of 
the 2006 rule. It applies only when such information is lost. Because electronically 
stored information often exists in multiple locations, loss from one source may often 
be harmless when substitute information can be found elsewhere.  

The new rule applies only if the lost information should have been preserved in 
the anticipation or conduct of litigation and the party failed to take reasonable steps to 
preserve it. Many court decisions hold that potential litigants have a duty to preserve 
relevant information when litigation is reasonably foreseeable. Rule 37(e) is based on 
this common-law duty; it does not attempt to create a new duty to preserve. The rule 
does not apply when information is lost before a duty to preserve arises.  

In applying the rule, a court may need to decide whether and when a duty to pre
serve arose. Courts should consider the extent to which a party was on notice that liti
gation was likely and that the information would be relevant. A variety of events may 
alert a party to the prospect of litigation. Often these events provide only limited infor
mation about that prospective litigation, however, so that the scope of information that 
should be preserved may remain uncertain. It is important not to be blinded to this 
reality by hindsight arising from familiarity with an action as it is actually filed.  

Although the rule focuses on the common-law obligation to preserve in the 
anticipation or conduct of litigation, courts may sometimes consider whether there 
was an independent requirement that the lost information be preserved. Such require
ments arise from many sources-statutes, administrative regulations, an order in 
another case, or a party's own information-retention protocols. The court should be 
sensitive, however, to the fact that such independent preservation requirements may 
be addressed to a wide variety of concerns unrelated to the current litigation. The fact 
that a party had an independent obligation to preserve information does not necessar
ily mean that it had such a duty with respect to the litigation, and the fact that the party 
failed to observe some other preservation obligation does not itself prove that its 
efforts to preserve were not reasonable with respect to a particular case.  

The duty to preserve may in some instances be triggered or clarified by a court 
order in the case. Preservation orders may become more common, in part because 
Rules 16(b)(3)(B)(iii) and 26(f)(3)(C) are amended to encourage discovery plans and 
orders that address preservation. Once litigation has commenced, if the parties cannot 
reach agreement about preservation issues, promptly seeking judicial guidance about 
the extent of reasonable preservation may be important.
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The rule applies only if the information was lost because the party failed to take 
reasonable steps to preserve the information. Due to the ever-increasing volume of 
electronically stored information and the multitude of devices that generate such 
information, perfection in preserving all relevant electronically stored information is 
often impossible. As under the current rule, the routine, good-faith operation of an 
electronic information system would be a relevant factor for the court to consider in 
evaluating whether a party failed to take reasonable steps to preserve lost information, 
although the prospect of litigation may call for reasonable steps to preserve informa
tion by intervening in that routine operation. This rule recognizes that "reasonable 
steps" to preserve suffice; it does not call for perfection. The court should be sensitive 
to the party's sophistication with regard to litigation in evaluating preservation efforts; 
some litigants, particularly individual litigants, may be less familiar with preservation 
obligations than others who have considerable experience in litigation.  

Because the rule calls only for reasonable steps to preserve, it is inapplicable 
when the loss of information occurs despite the party's reasonable steps to preserve.  
For example, the information may not be in the party's control. Or information the 
party has preserved may be destroyed by events outside the party's control-the com
puter room may be flooded, a "cloud" service may fail, a malign software attack may 
disrupt a storage system, and so on. Courts may, however, need to assess the extent to 
which a party knew of and protected against such risks.  

Another factor in evaluating the reasonableness of preservation efforts is propor
tionality. The court should be sensitive to party resources; aggressive preservation 
efforts can be extremely costly, and parties (including governmental parties) may have 
limited staff and resources to devote to those efforts. A party may act reasonably by 
choosing a less costly form of information preservation, if it is substantially as effec
tive as more costly forms. It is important that counsel become familiar with their cli
ents' information systems and digital data-including social media-to address these 
issues. A party urging that preservation requests are disproportionate may need to pro
vide specifics about these matters in order to enable meaningful discussion of the 
appropriate preservation regime.  

When a party fails to take reasonable steps to preserve electronically stored 
information that should have been preserved in the anticipation or conduct of litiga
tion, and the information is lost as a result, Rule 37(e) directs that the initial focus 
should be on whether the lost information can be restored or replaced through addi
tional discovery. Nothing in the rule limits the court's powers under Rules 16 and 26 
to authorize additional discovery. Orders under Rule 26(b)(2)(B) regarding discovery 
from sources that would ordinarily be considered inaccessible or under Rule 
26(c)(1)(B) on allocation of expenses may be pertinent to solving such problems. If 
the information is restored or replaced, no further measures should be taken. At the 
same time, it is important to emphasize that efforts to restore or replace lost informa
tion through discovery should be proportional to the apparent importance of the lost 
information to claims or defenses in the litigation. For example, substantial measures
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should not be employed to restore or replace information that is marginally relevant or 
duplicative.  

Subdivision (e)(1). This subdivision applies only if information should have 
been preserved in the anticipation or conduct of litigation, a party failed to take rea
sonable steps to preserve the information, information was lost as a result, and the 
information could not be restored or replaced by additional discovery. In addition, a 
court may resort to (e)(1) measures only "upon finding prejudice to another party from 
loss of the information." An evaluation of prejudice from the loss of information nec
essarily includes an evaluation of the information's importance in the litigation.  

The rule does not place a burden of proving or disproving prejudice on one party 
or the other. Determining the content of lost information may be a difficult task in 
some cases, and placing the burden of proving prejudice on the party that did not lose 
the information may be unfair. In other situations, however, the content of the lost 
information may be fairly evident, the information may appear to be unimportant, or 
the abundance of preserved information may appear sufficient to meet the needs of all 
parties. Requiring the party seeking curative measures to prove prejudice may be rea
sonable in such situations. The rule leaves judges with discretion to determine how 
best to assess prejudice in particular cases.  

Once a finding of prejudice is made, the court is authorized to employ measures 
"no greater than necessary to cure the prejudice." The range of such measures is quite 
broad if they are necessary for this purpose. There is no all-purpose hierarchy of the 
severity of various measures; the severity of given measures must be calibrated in 
terms of their effect on the particular case. But authority to order measures no greater 
than necessary to cure prejudice does not require the court to adopt measures to cure 
every possible prejudicial effect. Much is entrusted to the court's discretion.  

In an appropriate case, it may be that serious measures are necessary to cure 
prejudice found by the court, such as forbidding the party that failed to preserve infor
mation from putting on certain evidence, permitting the parties to present evidence 
and argument to the jury regarding the loss of information, or giving the jury instruc
tions to assist in its evaluation of such evidence or argument, other than instructions to 
which subdivision (e)(2) applies. Care must be taken, however, to ensure that curative 
measures under subdivision (e)(1) do not have the effect of measures that are permit
ted under subdivision (e)(2) only on a finding of intent to deprive another party of the 
lost information's use in the litigation. An example of an inappropriate (e)(1) measure 
might be an order striking pleadings related to, or precluding a party from offering any 
evidence in support of, the central or only claim or defense in the case. On the other 
hand, it may be appropriate to exclude a specific item of evidence to offset prejudice 
caused by failure to preserve other evidence that might contradict the excluded item of 
evidence.  

Subdivision (e)(2). This subdivision authorizes courts to use specified and very 
severe measures to address or deter failures to preserve electronically stored informa
tion, but only on finding that the party that lost the information acted with the intent to 
deprive another party of the information's use in the litigation. It is designed to
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provide a uniform standard in federal court for use of these serious measures when 
addressing failure to preserve electronically stored information. It rejects cases such as 
Residential Funding Corp. v. DeGeorge Financial Corp., 306 F.3d 99 (2d Cir. 2002), 
that authorize the giving of adverse-inference instructions on a finding of negligence 
or gross negligence.  

Adverse-inference instructions were developed on the premise that a party's 
intentional loss or destruction of evidence to prevent its use in litigation gives rise to a 
reasonable inference that the evidence was unfavorable to the party responsible for 
loss or destruction of the evidence. Negligent or even grossly negligent behavior does 
not logically support that inference. Information lost through negligence may have 
been favorable to either party, including the party that lost it, and inferring that it was 
unfavorable to that party may tip the balance at trial in ways the lost information never 
would have. The better rule for the negligent or grossly negligent loss of electronically 
stored information is to preserve a broad range of measures to cure prejudice caused 
by its loss, but to limit the most severe measures to instances of intentional loss or 
destruction.  

Similar reasons apply to limiting the court's authority to presume or infer that 
the lost information was unfavorable to the party who lost it when ruling on a pretrial 
motion or presiding at a bench trial. Subdivision (e)(2) limits the ability of courts to 
draw adverse inferences based on the loss of information in these circumstances, per
mitting them only when a court finds that the information was lost with the intent to 
prevent its use in litigation.  

Subdivision (e)(2) applies to jury instructions that permit or require the jury to 
presume or infer that lost information was unfavorable to the party that lost it. Thus, it 
covers any instruction that directs or permits the jury to infer from the loss of informa
tion that it was in fact unfavorable to the party that lost it. The subdivision does not 
apply to jury instructions that do not involve such an inference. For example, subdivi
sion (e)(2) would not prohibit a court from allowing the parties to present evidence to 
the jury concerning the loss and likely relevance of information and instructing the 
jury that it may consider that evidence, along with all the other evidence in the case, in 
making its decision. These measures, which would not involve instructing a jury it 
may draw an adverse inference from loss of information, would be available under 
subdivision (e)(1) if no greater than necessary to cure prejudice. In addition, subdivi
sion (e)(2) does not limit the discretion of courts to give traditional missing evidence 
instructions based on a party's failure to present evidence it has in its possession at the 
time of trial.  

Subdivision (e)(2) requires a finding that the party acted with the intent to 
deprive another party of the information's use in the litigation. This finding may be 
made by the court when ruling on a pretrial motion, when presiding at a bench trial, or 
when deciding whether to give an adverse inference instruction at trial. If a court were 
to conclude that the intent finding should be made by a jury, the court's instruction 
should make clear that the jury may infer from the loss of the information that it was 
unfavorable to the party that lost it only if the jury first finds that the party acted with
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the intent to deprive another party of the information's use in the litigation. If the jury 
does not make this finding, it may not infer from the loss that the information was 
unfavorable to the party that lost it.  

Courts should exercise caution in using the measures specified in (e)(2). Finding 
an intent to deprive another party of the lost information's use in the litigation does 
not require a court to adopt any of the measures listed in subdivision (e)(2). The rem
edy should fit the wrong, and the severe measures authorized by this subdivision 
should not be used when the information lost was relatively unimportant or lesser 
measures such as those specified in subdivision (e)(1) would be sufficient to redress 
the loss.  

Subdivision (e)(2) does not include an express requirement that the court find 
prejudice to the party deprived of the information. The adverse inference permitted 
under this subdivision can itself satisfy the prejudice requirement: if a court or jury 
infers the lost information was unfavorable to the party that lost it, the same inference 
suggests that the opposing party was prejudiced by the loss. In addition, there may be 
rare cases where a court concludes that a party's conduct is so reprehensible that seri
ous measures should be imposed even in the absence of prejudice. In such rare cases, 
however, the court must still find the intent specified in subdivision (e)(2).
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Accesible vs. inaccessible formats, 194, 
577-79 

Accessing data, general precautions, 62 

Acquisition protocol, sample, 378 

Admissibility of electronic information. See 
also Authentication of electronic 
information 

best-evidence rule, 299-300 
business records, 304-05 
checklist, 276-77 
depositions, 243 
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cross-border issues, 412-14 
meet and confer, 78-79, 105-06, 481-86 

Child pornography cases, 462, 464, 467, 
468 

Claims and defense assessment, 27 

Class actions, cost shifting, 198-99 

Clawback agreements, 92, 100, 162-63, 170 

Cloud computing 
benefits, 320 
confidentiality issues, 320-21 
defined, 492 
ethics issues, 319-22 
international issues, 409, 414 
servers, 59-60, 77 

Clustering, 136-37 

Collaborative work sites, 63 

Collection of electronically stored 
information 

cautions, 122 
early start, 113 
full replication, 120 
generally, 119, 122-23 
Internet collections, 121 
least intrusive means, 207-10 
methods generally, 119-20 
on-site collection, 120 
practical tips, 122 
remote collection kits, 121 
self-collection by client, 121 
steps generally, 182 
targeted collection, 120 
tools, 119

Complex keyword search, 135-36 

Computer forensics 
acquisition protocol, sample, 378 
cost, 387 
defined, 371-72 
devices at issue, 386 
duplication vs. examination, 377 
electronic discovery distinguished, 372 
eradication of data, 381 
examination protocol, 379, 381-83, 388

89 
examination vs. duplication, 377 
experts, 375-76 
file matching, 384-85 
generally, 371-72 
ghost images of drives, 386 
hashing, 384-85 
intrusiveness, 386-87 
limitations, 376 
neutral examiner, selection, 375-76 
orders, 383-84 
privacy, balancing, 373-75, 386-87 
procedure for compelling use, 373-74 
search vs. "undelete," 379-80 
servers, 386 
status quo, preservation, 385-86 
supervision, 377 
"undelete" vs. search, 379-80 
use, 372-73, 376 

Computer terminology 
American Standard Code for Information 

Exchange (ASCII), 49-50 
binary system, 46-47 
bits, 47 
bytes, 48 
central processing unit (CPU), 57-58 
digital data, 45-46 
graphics processor unit (GPU), 58 
network adapter, 58 
random access memory (RAM), 58 
servers. See Servers 
sound card, 58 

Computer usage policies 
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retention policies. See Document retention 

policies 
terminated employees, 37 
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white-listing, 37 

Concept searching, 137-38 
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agreements, 451-52 
attorney technology practices, 314-17, 
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cloud computing, 320-21 
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criminal cases, federal, 461 
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nonparty discovery, 361-62, 367 
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prevailing party, recovery by, 201-04 
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information, topics, 468-71 
best practices. See ESI Protocol, criminal 
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child pornography cases, 462, 464, 467, 

468 
contraband, 462, 467 
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ESI Protocol. See ESI Protocol, criminal 

cases 
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federal cases, 461-63 
incarcerated clients, 462-63 
law enforcement practices, 464-65 
metadata, 462 
nonreleasable information, 462, 467 
prosecutor practices, state, 463-64, 466

67 
protected information, 461-62 
social media evidence, 355-56, 513 
statutory history, 465-66 
Texas state cases, 463-67 

Cross-border issues 
binding corporate rules, 405-06 
blocking statutes, 399-400
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Cross-border issues-continued 
challenges generally, 391-92 
checklist, 412-14 
cloud computing, 409, 414 
consent, 403-05 
cooperation, 401-02 
corporate rules, 405-06 
data privacy regulations, 397-99, 413, 

452-53 
Federal Rules of Civil Procedure, 396-97 
foreign laws limiting disclosure, generally, 

397 
Hague Convention, 392-96 
in-country review, 408-09 
minimizing conflicts, 410-11 
model contract clauses, 406-07, 415-40 
mutual legal assistance treaties, 393 
national security concerns, 400-01, 413 
personal jurisdiction, 392, 412 
practical tips, 410-11 
privilege issues, 409-10, 413 
protective orders, 402-03 
Safe Harbor Framework (European 

Union), 407-08 
sensitive information, 400-01, 413 
solutions, 401-08 
standardized contract clauses, 406-07, 

415-40 
state secrets, 400-01, 413 
work product issues, 409-10, 413 

Culling electronically stored information.  
See also Filtering electronically stored 
information 

benefits, 136 
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defined, 129-30 
generally, 127-28 
place in e-discovery process, 128-29 
purpose, 129-30.  
system file filtering, 133 

Custodian interviews, 117-19, 125, 177-78
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Data maps, 115, 264 

Data sampling, 102-03 

Data storage practices, 118-19 

Deduplication, 133 

Definitions 
American Standard Code for Information 

Exchange (ASCII), 49-50 
binary system, 46-47 
bits, 47 
bytes, 48 
central processing unit (CPU), 57-58 
cloud computing, 492 
computer forensics, 371-72 
coordinating discovery attorney, 492 
culling, 129-30 
digital data, 45-46 
document image, 493 
document retention policy (DRP), 114 
document unitization, 492 
electronic discovery, 520 
electronically stored information (ESI), 

492, 520-21 
extracted text, 492 
filtering, 129 
forensic image, 492-93 
forensics, 371-72 
graphics processor unit (GPU), 58 
hearsay, 300, 306, 531 
inadvertent disclosure, 165-66 
load file, 493 
metadata, 70, 493 
native file, 94, 493 
network adapter, 58 
optical character recognition (OCR), 493 
parent-child relationship, 493 
portable document format, 94, 493 
predictive coding, 149 
privilege, 161 
random access memory (RAM), 58 
relevance, 174, 526 
reviewing, 144 
searching, 129
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server, 59 
sound card, 58 
spoliation, 39, 211 
tagged image file format, 93, 493 
work product protection, 143-44, 161-62 

Depositions 
admissibility, 243 
challenging, 247-49 
generally, 239-42 
governing rules, 239-42 
limits, 244-45, 246-47 
multiple witnesses, 250-51 
nonemployee vendors as witnesses, 250 
nonparties, production of electronically 

stored information, 360-61 
notice, 240-42, 246-47, 258-60, 360-61 
objections, 253 
perpetuating testimony, 363-64, 368 
preparation of witness, 241, 251-53, 254

56 
privileged matters, 243-44, 248-49, 253 
protective orders, 249 
purpose, 240, 243 
reasonably available information, 252-53 
relevance challenges, 247-48 
representative status of deponent, 253 
sanctions, 254-56 
scope of notice, 246 
search procedures as topic, 247-49 
selection of witness, 241, 249-51 
technical knowledge of witness, 250 
use at trial, 243 
use in mediation, 263 
witness preparation, 241, 251-53, 254-56 
witness selection, 241, 249-51 
work product protection, 243-44, 248-49 

Device inventory, 61-62, 191 

Digital data, defined, 45-46 

Digital photographs, authentication, 294
97 

Diligence, attorney's duty, 318-19 

Disaster recovery records, duty to 
preserve, 14-15, 18, 98-99

Discovery order, sample, 542, 543-47 

Discovery plan, 41, 91-92, 244 

Discovery rules, applicability, 173 

Distribution of data, 499 

Document retention policies (DRPs) 
audits, 38 
benefits, 38, 114-15 
contents, 38 
defined, 114 
duty arising from, 9 
former employees, 115 
generally, 4, 33, 35-36, 37-38, 521 
importance, 42-43 

purpose, 34 
safe harbor, 8, 15, 234-35, 591-93 
suspension, 12, 27-28 

Document review. See Reviewing 
electronically stored information 

Duty to preserve 
agreement of parties, 97-99 
backup tapes, 14-15, 18, 98-99 
breach, 6, 227 
burden of proof, 225-27 
challenges in preservation, 212 
counsel's duty, 26, 214-15, 503, 521 
court as beneficiary, 5 
criminal prosecution as trigger, 8-9 
culpability generally, 6 
demand letter, effect, 10-11 
disaster recovery records, 14-15, 18, 98

99 
duration, 5 
effective date, 38, 211, 212-13, 215 
existence generally, 4 
federal law, 4-8, 15-16 
Federal Rule of Civil Procedure 37(e), 15

16, 634-39 
format, 11 
good faith, effect, 5 
jury instructions, 5 
litigation potential as trigger. See 

Litigation holds 
metadata, 5 
negligence, 6-7
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Duty to preserve-continued 
overview, 3, 18-19, 502-03 
parties having duty, 4-5 
policies, private, 9 
proportionality, effect, 13-14 
proposed rule changes, 235-37 
readable format, 11 
reasonable efforts, 5 
relevant information, defining, 8, 17, 174, 

526 
routine destruction of data. See Document 

retention policies 
sanctions for breach, 5-6 
scope, 13-14, 18, 39 
smart phone data, 521-22 
social media data, 521-22 
software license for access to data, 17 
spoliation of evidence, 7-8 
steps of compliance, 6, 213-14, 503 
Texas rule, 16-17 
third-party-held documents, 14 
variations among federal districts, 236 

E 

E-commerce, jurisdiction issues, 343-46 

Electronic discovery, defined, 520 

Electronically stored information (ESI), 
defined, 520-21 

E-mail 
admissibility, 88 
appearance, 68-69, 73-74 
attachments, missing, 189 
authentication, 282-85 
delivery, 74-77 
failure to produce, 84-85 
forgery, 87 
format for production, 83-84 
"from" field, 73 
generally, 500 
history, 64-65 
HTTP systems, 77 
identification codes, 72

IMAP systems, 76 
importance, 80-81 
IP address, 72 
locating, 82-83 
MAPI systems, 76 
metadata, 70-74, 86 
mining, 85-86 
missing messages and attachments, 189 
overview, 63 
pervasiveness; 65-68 
policies generally, 35 
POP3 systems, 76 
protocols, 68 
reliability, assessing, 87-88 
reviewing, 85-86 
servers, 77-78 
tailoring request, 83-85 
target information by type of case, 81 
text-based nature, 68-69 
time of message, 73 
Wiretap Act, applicability, 512-13 

Embedded data, 95 

E-mediation. See Mediation of disputes 

E-neutrals. See Special masters 

Entry on property, 365, 368 

ESI protocol, criminal cases, 473-94 
applicability, 457, 476, 477 
basic principles, 474-75 
checklist, 494 
coordinating discovery attorney, multiple 

defendant cases, 459, 479, 491 
definitions, 492-93 
discovery disputes, 459, 479-80 
generally, 455-56 
meet-and-confer provisions, 458, 477, 

481-86 
nonbinding status, 456, 457, 477 
organization, 458 
overview, 456-59 
production of electronically stored 

information, 458-59, 478-79, 486-91 
purpose, 456-57, 475-77 
security of information, ensuring, 480 
strategies, 481-93
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structure, 458 

Ethics issues 
attorney competence, 63-64, 313-14 
candor, 317-18 
cloud computing, 319-22 
confidentiality, 314-17, 320-21.  
cooperation, 311-12 
diligence, 318-19 
document review, outsourcing, 322-29 
generally, 336, 538 
metadata, 306, 329-30 
outsourcing, 322-29 
social media, 330-35, 501, 534-35 
zealous representation, 311-12 

Excited utterance, 302 

Experts 
forensics, 375-76 
predictive coding, 150 

F 

Facebook. See Social media and networking 
sites 

Family law cases 
duty to preserve. See Duty to preserve 
e-mail, 500 
format of production, 497 
importance of electronically stored 

information, 495-96 
metadata, 497 
social media, 501, 526-27 
sources of electronically stored 

information, 500-01 
Texas Rules of Civil Procedure, 496-98 

Federal Rule of Evidence 502, 163-65, 542, 
603-04 

Federal Rules of Civil Procedure 
applicable rules, 104, 563-604 
proposed amendments, 605-39 

File matching, 384-85

Filtering electronically stored information.  
See also Culling electronically stored 
information 

date-based, 129, 134 
defined, 129 
metadata, using, 134 

Financial information and privacy issues, 
446-48 

Flash drives, 54 

Foreign countries. See Cross-border issues 

Forensics. See Computer forensics 

Form of production 

generally, 93, 187, 521-22 
load files, 187 
metadata, 95-97 
native format, 85, 94-95, 187 
portable document format (PDF), 94, 187 
searchability, 94 
tagged image file format (TIFF), 93, 187 

Former employees 
computer usage policies, 37 
document retention policies, 115 

Freedom of Information Act requests, 142 

G 

Ghost images of hard drives, 386 

Google apps, 77-78 

Governing rules 
federal, 104, 563-639 
Texas, 186, 496-98, 549-62 

Government employees and privacy issues, 
523-24 

Graphics processor unit (GPU), 58 

H 

Hague Convention, 392-96 

Hard drives, 51-54, 449
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Hashing, 384-85 

Health Insurance Portability and 
Accountability Act (HIPAA), 445-46, 
511 

Hearsay. See also Hearsay exceptions; 
Nonhearsay 

analysis, 532-33 
defined, 300, 306, 531 
general rule, 300 
social media content, 531-33 

Hearsay exceptions 
business records, 304-05 
commercial publications, 305 
excited utterance, 302 
generally, 301 
market reports, 305 
present sense impression, 301-02 
rationale, 301 
recollection recorded, 303-04 
regularly conducted activity, records, 304

05 
reliable documents generally, 303 
social media content, 531-33 
then-existing condition, 303 
unreflective statements generally, 301 

History of electronic discovery, 525 

Hit report, 132 

HTTP e-mail systems, 76 

I 

Identity theft, protection, 508-10, 512 

Inaccessible information, 41, 194, 577-79 

Inadvertent disclosure 
burden of proof, 165 
clawback agreements, 92, 100, 162-63, 

170 
defined, 165-66 
extent, 166-67

7~

federal rule generally, 163-65, 171 
generally, 92, 100 
order protecting privilege, 169-70 
prevention, 166-67 
prompt action required, 167-68 
reasonable steps to prevent, 166-67 
rectification, 167-69 
sneak peek agreements, 170 
Texas rules, 162-63, 170 
waiver resulting. See Waiver of privilege 

by inadvertent disclosure 

Instant messages, 116 

Insurance policyholder information, 450 

International discovery. See Cross-border 
issues 

Invasion-of-privacy claims, 524-25 

IT interviews, 114-16, 124, 177-78 

J 

Judicial resources, 541-42 

Jump drives, 54 

Jurisdiction issues 
e-commerce, 343-46 
foreign entities, 392, 412 
United States entities, 343-46 

Jurors' Internet searches, 335, 353-55, 
535-38

K

Keyword search 
Boolean, 135 
complex, 135-36 
generally, 101-02, 129, 134-35 
simple, 135 
stemming, 135 
wildcard, 135
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L 

Litigation hold. See also Litigation-hold 
memorandum 

best practices, 22 
failure, 22, 234 
Google Apps, 77-78 
importance, 21-22 
lifting, 31 
Microsoft Exchange, 78 
obstacles, 21-22 
personal technology devices, applicability, 

36-37 
response, 42 
routine document destruction, suspension, 

27-28 
scope, 39 
tracking and verification, 28-29 
writing, 23-24 

Litigation-hold memorandum 
acknowledgement of receipt, 28 
contents generally, 24, 503 
discoverability, 29-31 
document identification, 26-27 
overview, 21-22 
privilege, 29-31 
purpose, 24 
samples, 24-26, 515-18 
tailoring, necessity, 26 
work product protection, 29-31 

Litigation trigger of duty to preserve. See 
also Litigation hold; Litigation-hold 
memorandum 

criminal cases, 8-9 
duration, 5 
generally, 4-5, 12, 521 
individuals covered, 4 
scope, 4-5 
timing, 4, 8-9 

Load files, 187 

Local servers, 59 

Location of data generally, 41

M 

MAPI e-mail systems, 76 

Market reports, hearsay exception, 305 

Masters in chancery. See Special masters 

Mediation of disputes 
approach, 264 
benefits, 262-63, 265, 266 
data mapping, 264 
deposition transcripts, use, 263 
generally, 261-62 
issues, 263-65 
materials needed, 263 
participants, 263 
position statement, 263-65 
preparation, 263-65 
procedure generally, 265 
selection of mediator, 265-66 

Medial information and privacy issues, 
444-46,451-52,511 

Meet and confer 
admissibility issues, 101 
agenda, 90-91 
attendees, 90 
benefits, 111 
checklists, 78-79, 105-06, 481-86 
cooperation, 78-80, 107-10 
criminal cases, ESI protocol, 458, 477, 

481-86 
data sampling, 102-03 
federal rule, 78, 89-92, 574-75, 580-83 
form of production, 93-97 
generally, 41, 89 
keyword searching, 101-02 
phased discovery, 103 
preparation, 104-07 
preservation agreements, 97-99 
privilege issues, 99-101 
proposed discovery plan, 91-92 
purpose, 80, 91, 105-106 
Texas law, 90, 551 
third party involvement, 107 
timing, 90 
tone, 107
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Meet and confer-continued 
work product issues, 99-101 

Mental examinations, 365-65, 369 

Metadata 
capturing, 86 
criminal cases, 462 
defined, 70, 493 
duty to preserve, 5 
e-mail, 70-74, 86 
ethical issues, 306, 329-30 
family law cases, 497 
filtering uses, 134 
production, 95-97 

Microsoft Exchange, 78 

Motor vehicle ownership records, 450 

N 

Native format, 85, 94-95, 187, 493 

Network adapter, 58 

Network connections, 118 

Nonhearsay 
admissions by party-opponent, 306-07, 

308 
computer-generated writings, 306, 308 
metadata, 306 
nonstatements, 307 
social media content, 532 

Nonparty discovery 
authentication, 361 
costs, 361-62, 367 
depositions, 360-61 
entry on property, 365, 369 
federal, 365-69 
generally, 369 
mental examinations, 364-65, 369 
methods generally, 359 
notice, 360-61, 362-63, 560 
physical examinations, 369 
presuit, 363-64, 368 
production of electronically stored 

information in federal court, 366-67

subpoena, 359-63, 365-66 
Texas, 359-65, 560-61

0 

Objections 
depositions, 253 
hearing, 555 
ruling, 556 
Texas rule, 553-54 
undue burden or cost, 179 

Occupational Safety and Health Act, 
records retention requirements, 3 

Optical character recognition (OCR), 493 

P 

Parent-child relationship, 493 

Peer-to-peer networks, 60 

Permanence of data, 499 

Personal injury cases 
initial searches, 522-23 
publicly available information, 522-23, 

527 
social media. See Privacy issues; Social 

media and networking sites 

Personal jurisdiction cases 
e-commerce, 343-46 
foreign entities, 392, 412 
United States entities, 343-46 

Personal technology devices 
litigation hold, applicability, 36-3 7 
precautions, 35, 36-37 
smart phones, 450, 521-22 
terminated employees, 37 
white-listing, 37 

Personnel records, 450 

Phased discovery, 103 

Photographs, authentication, 294-97 

Physical examinations, 369
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Physician-patient privilege, 444-45 

Policies for record retention. See Document 
retention policies 

POP3 e-mail systems, 76 

Portable document format (PDF), 94, 187, 
493 

Precision, 128, 131, 142-43 

Predictive coding 
accuracy, measuring, 156 
algorithms, 153, 154 
attorney review, 150 
benefits, 151-52 
choice of parties, 157-59 
control set, 153 
cooperation needed, 141 
confidence levels, 156 
courts' support, 157-60 
culling, 153 
defined, 149 
disclosure of seed set, 155-56 
generally, 149, 160 
process generally, 149 
production of documents, 155 
quality control, 154 
seed set, 149, 150, 152, 155-56 
specialist needed, 150 
suitability, 151 
training the computer, 153 
transparency required, 157-60 
vendors, 150 

Present sense impression, 301-02 

Preservation agreements, 97-99 

Preservation of electronically stored 
information. See Duty to preserve 

Pretrial conference, federal court, 563-66, 
605-09 

Privacy issues 
bank account information, 450 
cell phone records, 450 
computer usage policies, 34 
confidentiality agreements, 451-52

constiutional protection (Texas), 441 
federal laws affecting, 443 
federal rule generally, 441-42 
filings under seal, 442, 443 
financial information, 446-48 
forensic examinations, 373-75, 386-87 
government employees, 523-24 
hard drives, 449 
insurance policyholder information, 450 
international data protection, 397-99, 

413, 452-53 
invasion-of-privacy claims, 524-25 
medical information, 444-46, 451-52, 511 
motor vehicle ownership records, 450 
personal identifying information, 508-10, 

512 
personnel records, 450 
protective order, 442-43, 452, 542 
redaction of information, 441-42, 451-52 
securities purchases, 450 
social media, 448, 501, 511, 529-30, 539 
stockholder status, 450 
tax returns, 446-48 
Texas rule generally, 442-43 
text messages, 530 

Privilege 
asserting, 554-55 
defined, 161 
depositions, 243-44, 248-49, 253 
eliminating privileged material, 139-41, 

143 
generally, 99-101 
hearing, 555 
inadvertent disclosure of privileged 

material. See Inadvertent disclosure 
international issues, 409-10, 413 
physician-patient, 444-45 
ruling, 556 
waiver. See Waiver of privilege by 

inadvertent disclosure 

Production of electronically stored 
information. See also Relevant 
information, identifying 

backup tapes, 506-07
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Production of electronically stored 
information-continued 

criminal cases, ESI Protocol, 458-59, 
478-79, 486-91 

deficient production, Texas state courts, 
188, 556-57, 561-62 

existing information requirement, Texas 
state courts, 188 

failure to produce, 188, 556-57, 56 1-62, 
588-93 

federal rule, 583-88, 628-30 
format. See Form of production 
inadequate production, Texas state 

courts, 188, 556-57, 561-62 
nonparties, 366-67 
omissions, 189 
procedure, 505-06 
responses to request, options, 177 
scope of discovery, 174, 526-27, 552-53 
Texas rule, 186-89, 505-06, 553, 556-62 
undue burden or cost. See Undue burden 

or cost 

Protective orders 
depositions, 249 
international issues, 402-03 
privacy protection, 442-43, 452, 542 
Texas rule, 553 

Public Information Act, 446 

R 

RAID arrays, 55-56 

Random access memory (RAM), 58 

Readability of information, 11 

Reasonable precision, 128, 131, 142-43 

Reasonable recall, 128, 131, 142-43 

Recall, 128, 131, 142-43 

Recollection recorded, 303-04

Recommendations for electronically stored 
information (ESI) discovery protection 
in federal criminal cases. See ESI 
protocol 

Redaction of information, 441-42,451-52 

Relevance, defined, 8, 17, 174, 526 

Relevant information, identifying 
backup practices, 118-19 
custodian interviews generally, 117, 125, 

177-78 
data map, 115,264 
data storage, 118-19 
document retention policy, 114-15 
early start, 113 
file servers, 115-16 
format of data, 118 
former employees, 115 
generally, 113-14, 122-23, 175 
instant messages, 116 
IT interviews, generally, 114, 124, 177-78 
locations, list, 176-77 
network connections, 118 
social networks, 116 
software used, 118, 189-90 
technology systems, 116 
voicemails, 116 
workstations, individual, 117-18 

Request for production 
generally, 527-29, 53 8-39 
procedure, 505-06 
specificity required, 173, 186-88, 204-07, 

499, 527-28 
Texas rule, 186-88, 504-06, 557-58 

Response to request for electronically 
stored information. See Production of 
electronically stored information 

Retention of records 
federal statues, 3-4 
Occupational Safety and Health Act, 3 
policies. See Document retention policies 
statute of limiations, effect, 4
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Reviewing electronically stored 
information 

defined, 144 
e-mails, 85-86 
ethical issues, 322-29 
feedback opportunities, 148 
generally, 127, 144-45 
guidance materials, 145-46 
hands-on, 133 
linear, 133 
location, 146-47 
logistics, 146-48 
manual, 133 
on-site vs. off-site, 146-147 
outsourcing, 322-29 
priorities, setting, 147-48 
process generally, 145 
progress reports, 148 
project management, 146 
purpose, 144 
quality control, 148 
reference materials, 147 
scope, 145 
strategy, 145-46 
status reports, 148 
team, 146 
technologies, selecting, 146 
timelines, 146 
training, 147 
vendors, 146 

Routine destruction of data. See Document 
retention policies 

Rule 26(f) conference. See Meet and confer 

S 

Sanctions 
appellate review, 222 
case-by-case approach, 217, 229, 231 
cost shifting, 199, 214, 215 
deposition offenses, 254-56 
dismissal of suit, 220-21, 232 
federal court, examples, 232-34, 589-90 
generally, 5-6, 40, 199, 254-56

jury instruction, adverse, 214, 215, 216, 
218, 222-23, 230-32 

least restrictive standard, 216, 229 
options, 216, 221, 229 
purpose, 221, 229 
Texas state court, 221-32 
Zubulake case, 214 

Scope of discovery, 138-43, 174, 526-27 

Search term calibration, 141-42 

Searching electronically stored 
information 

benefits, 136 
Boolean searches, 135 
calibration, 141-42 
clustering, 136-37 
concept searching, 137-38 
cooperation needed, 141-42 
defined, 129 
false negative, 131 
false positive, 131 
Freedom of Information Act requests, 142 
generally, 127-28 
hit report, 132 
keyword, 101-02, 129, 134-36 
limitations, 136 
place in e-discovery process, 128-29 
precision, 128, 131, 142-43 
predictive coding. See Predictive coding 
privileged materal, eliminating, 139-41, 

143 
process, 129 
reasonableness, 138-43 
recall, 128, 131, 142-43 
sampling, 132 
scope of search allowed, 138-43 
similarity grouping, 136-37 
technology-assisted review, 132 
visual mapping, 138 
work product protection of search terms, 

143-44 

Securities purchases, 450 

Self-authentication, 281-82, 557 

Servers 
applications, 61
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Servers-continued 
cloud, 59-60, 77 
data maps, 115,264 
defined, 59 
e-mail, 77-78 
forensic examination, 386 
generally, 115-16 
inventory, 61-62 
local, 59 
peer-to-peer, 60 
virtual, 60 

Service of process via social media, 340-42 

Signatures on discovery documents, 551
52 

Simple keyword search, 135 

Smart phone data, 450, 521-22 

Snap-back provisions, 92, 100, 162-63 

Sneak peek agreements, 170 

Social media and networking sites 
access to data, 521-22 
admissibility, 348-51, 531-33 
attorneys' use generally, 331-33, 339-40, 

534-35 
authentication, 288, 349-51, 533-34 
consent for release, 528 
criminal law, 355-56, 513 
deletion of postings, 501 
discovery generally, 346-48, 527-28 
employment law, 356-58 
ethics issues, 330-35, 501, 534-35 
evidence, use as, 348-51, 355-56, 513 
family law, 501, 526-27 
hearsay issues, 531-33 
hosts, subpoenas for data, 529-30 
investigating, 116, 522-23 
judges' use, 333-35, 351-52, 535 
jurors' use, 335, 353-55, 535-38 
jury selection, 535 
lawyers' use generally, 331-33, 339-40, 

534-35 
personal injury cases, 522-23, 526-27 
personal jurisdiction issues, 343-46 
prevalence, 339, 519-20, 525-26

privacy issues generally, 448, 501, 511, 
529-30, 539 

providers, subpoenas for data, 529-30 
releases, 528 
service of process, 340-42 
site policies, 528 
spoliation, 501, 522-23 
Stored Communications Act, 511, 529-30 

Software, 118, 189-90 

Solid-state drives, 54-55 

Sound card, 58 

Special masters 
ex parte meetings, 267 
federal rule, 598-600 
generally, 171, 266-67 
governing rules, 266, 549-50, 598-600 
order appointing, 266, 269-73 
roles, 267 
Texas rule, 549-50 

Spoliation of evidence 
bad faith, 39-40, 219-20 
bench determination, 504 
burden of proof, 215, 220, 223-28 
cumulative evidence, 228-29 
defined, 39, 211 
good faith, effect, 39 
intentional, 216-17, 230 
issues, list, 211 
negligent vs. willful, 216-17, 230 
prejudice, resulting, 228-29 
prelitigation, 222 
procedure, Texas state court, 224 
sanctions. See Sanctions 
social media postings, 501 
Texas federal court, 218-21 
Texas state court, 221-32, 503 

Statute of limitations, breach of contract, 4 

Stemming keyword search, 135 

Stockholder status, 450 

Storage media 
flash drives, 54 
generally, 50-51
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hard drives, 51-54 
RAID arrays, 55-56 
solid-state drives, 54-55 

Stored Communications Act, 511, 529-30 

Stored data, authentication, 290-94 

Subpoenas 
federal rule, 593-98 
nonparties generally, 359-63, 365-66 
social media providers, 529-30 
Texas rules, 550-51 

Supplementing discovery responses, 556
57 

T 

Tagged image file format (TIFF), 93, 187, 
493 

Tax returns and privacy issues, 446-48 

Terminology. See Computer terminology; 
Definitions 

Texas health privacy law, 511 

Texas Public Information Act, 446 

Texas Rules of Civil Procedure, applicable 
rules, 496-98, 549-62 

Text messages 
authentication, 285-86 
privacy concerns, 530 

Third-party-held documents, 14 

Trial court order, 507-08 

U 

Undue burden or cost 
burden of proof, 192-93 
cost-benefit analysis, 193 
cost shifting, 185-86, 192-93 
examples, 180 
factors, 193 
federal rule, 570, 577-79 
generally, 174-75, 179, 192

good cause, effect, 183-85 
grounds, 180 
market knowledge required, 180-81 
objection, specificity required, 179 
options for addressing, 185 
proportionality rule, 193 
sampling as a solution, 185 
vendor quotes as evidence, 182 

Unfair prejudice, 308-09 

USB drives, 54 

V 

Vendor, choosing, 181-82 

Videos, authentication, 294-97 

Virtual private networks, 37 

Virtual servers, 60 

Visual mapping, 138 

Voicemails, 116, 297-98

W

Waiver of privilege by inadvertent 
disclosure 

failure to promptly rectify error, 167-68 
federal rule generally, 163-65, 171, 603

04 
generally, 161-62 
protective orders, 169-70 
Texas rule, 162-62, 170 

Web site postings, authentication, 287-89 

White-listing, 37 

Wildcard keyword search, 135 

Wiretap Act, 512-13 

Work product protection 
defined, 143-44, 161-62 
depositions, 243-44, 248-49 
generally, 99-101, 143-44

669



Essentials of E-Discovery

Work product protection-continued 
international issues, 409-10, 413 
litigation hold memorandum, 29-31 
search terms, 143-44

waiver. See Waiver of privilege by 
inadvertent disclosure 

Workstations, 117-18
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How to Download This Book 

3. The initial download Web page should look similar to the one below.  
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Essentials of E-Discovery

USE OF THE MATERIAL IN THE DIGITAL PRODUCT IS SUBJECT 
TO THE FOLLOWING LICENSE AGREEMENT.  

License and Limited Warranty 

Grant of license: The material in the digital product and in the documentation is 
copyrighted by the State Bar of Texas ("State Bar"). The State Bar grants you a non
exclusive license to use this material as long as you abide by the terms of this agree
ment.  

Ownership: The State Bar retains title and ownership of the material in the files and 
in the documentation and all subsequent copies of the material regardless of the form 
or media in which or on which the original and other copies may exist. This license is 
not a sale of the material or any copy. The terms of this agreement apply to derivative 
works.  

Permitted users: The material in these files is licensed to you for use by one lawyer 
and that lawyer's support team only. At any given time, the material in these files may 
be installed only on the computers used by that lawyer and that lawyer's support team.  
That lawyer may be the individual purchaser or the lawyer designated by the firm that 
purchased this product. You may not permit other lawyers to use this material unless 
you purchase additional licenses. Lawyers, law firms, and law firm librarians are 
specifically prohibited from distributing these materials to more than one law
yer. A separate license must be purchased for each lawyer who uses these materi
als. For information about special bulk discount pricing for law firms, please call 1
800-204-2222, ext. 1402, or 512-427-1402. Libraries not affiliated with firms may 
permit reading of this material by patrons of the library through installation on one or 
more computers owned by the library and on the library's network but may not lend or 
sell the files themselves. The library may not allow patrons to print or copy any of this 
material in such a way as would infringe the State Bar's copyright.  

Copies: You may make a copy of the files for backup purposes. Otherwise, you may 
copy the material in the files only as necessary to allow use by the users permitted 
under the license you purchased. Copyright notices should be included on copies. You 
may copy the documentation, including any copyright notices, as needed for reference 
by authorized users, but not otherwise.  

Transfer: You may not transfer any copy of the material in the files or in the docu
mentation to any other person or entity unless the transferee first accepts this agree
ment in writing and you transfer all copies, wherever located or installed, of the 
material and documentation, including the original provided with this agreement. You 
may not rent, loan, lease, sublicense, or otherwise make the material available for use 
by any person other than the permitted users except as provided in this paragraph.  

Limited warranty and limited liability: THE STATE BAR MAKES NO WARRANTIES, 
EXPRESS OR IMPLIED, CONCERNING THE MATERIAL IN THESE FILES, THE DOCU-
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MENTATION, OR THIS AGREEMENT. THE STATE BAR EXPRESSLY DISCLAIMS ALL 

IMPLIED WARRANTIES, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABIL

ITY AND OF FITNESS FOR A PARTICULAR PURPOSE. THE MATERIAL IN THE FILES 

AND IN THE DOCUMENTATION IS PROVIDED "AS IS." 

THE STATE BAR SHALL NOT BE LIABLE FOR THE LEGAL SUFFICIENCY OR LEGAL 

ACCURACY OF ANY OF THE MATERIAL CONTAINED IN THESE FILES. NEITHER THE 

STATE BAR NOR ANY OF THE CONTRIBUTORS TO THE MATERIAL MAKES EITHER 

EXPRESS OR IMPLIED WARRANTIES WITH REGARD TO THE USE OR FREEDOM FROM 

ERROR OF THE MATERIAL. EACH USER IS SOLELY.RESPONSIBLE FOR THE LEGAL 

EFFECT OF ANY USE OR MODIFICATION OF THE MATERIAL.  

IN NO EVENT SHALL THE STATE BAR BE LIABLE FOR LOSS OF PROFITS OR FOR 

INDIRECT, SPECIAL, CONSEQUENTIAL, OR PUNITIVE DAMAGES, EVEN IF THE STATE 

BAR HAS BEEN ADVISED OF THE POSSIBILITY OF THOSE DAMAGES. THE STATE 

BAR'S AGGREGATE LIABILITY ARISING FROM OR RELATING TO THIS AGREEMENT 

OR THE MATERIAL IN THE FILES OR IN THE DOCUMENTATION IS LIMITED TO THE 

PURCHASE PRICE YOU PAID FOR THE LICENSED COPYRIGHTED PRODUCT. THIS 

AGREEMENT DEFINES YOUR SOLE REMEDY.  

General provisions: This agreement contains the entire agreement between you and 
the State Bar concerning the license to use the material in the files. The waiver of any 
breach of any provision of this agreement does not waive any other breach of that or 
any other provision. If any provision is for any reason found to be unenforceable, all 
other provisions nonetheless remain enforceable.
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