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I. Introduction

In Bruton v. United States, the Supreme Court of the United States
held that the statement of a non-testifying co-defendant, which facially in-
criminates another co-defendant, is inadmissible on Confrontation Clause
grounds.1 Bruton was decided in 1968, at a time when the Supreme Court's
interpretation of the Confrontation Clause was far different than it is today.
In 2004, the Supreme Court in Crawford v. Washington, overruled Ohio v.
Roberts' reliance upon the "indicia of reliability" standard when consider-
ing the exceptions to the hearsay rule regarding out-of-court statements
sought to be admitted for the truth of the matter asserted.2 In Crawford v.
Washington, the Supreme Court held that in a criminal trial, testimonial ev-
idence cannot be admitted without the defendant having an opportunity to
cross-examine the declarant, unless (a) the declarant is unavailable to testify
in court and (b) the defendant had a previous opportunity to cross-examine
the declarant.3 Three years later, in Whorton v. Bockting the Court clarified
its ruling in Crawford by writing that Ohio v. Roberts has no vitality for

* John M. Leventhal is an Associate Justice of the Appellate Division of the New York State Su-
preme Court, Second Judicial Department. Justice Leventhal would like to thank law students John
Ludwig (Benjamin N. Cardozo School of Law) and Gilana Keller (Fordham Law School) for their in-
valuable aid in researching this article. The views expressed in this article are solely those of the author,
and not of the Appellate Division of the New York State Supreme Court.

1. Bruton v. United States, 391 U.S. 123, 135-36 (1968). The Confrontation Clause of the Sixth
Amendment provides: "In all criminal prosecutions, the accused shall enjoy the right .. . to be confront-
ed with the witnesses against him .... " U.S. CONST. amend. VI, cl. 2.

2. Crawford v. Washington, 541 U.S. 36, 68-69 (2004); Ohio v. Roberts, 448 U.S. 56, 65 (1980).
"'Hearsay' means a statement that: (1) the declarant does not make while testifying at the current trial or
hearing; and (2) the party offers in evidence to prove the truth of the matter asserted in the statement."
FED. R. EVID. 801(c).

3. Crawford, 541 U.S. at 68.
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AM. J. CRM. L.

non-testimonial statements and their admission is not prohibited under the
Confrontation Clause, even if they lack "indicia of reliability." 4

When the Supreme Court decided Crawford v. Washington on
March 8, 2004, it was immediately evident to prosecutors, defense attor-
neys, and judges nationwide that the application of the rules of evidence re-
garding the admissibility of hearsay would forever be altered in criminal
trials.5 There were many issues left unanswered and much uncertainty as to
what extent the evidentiary rules would be affected. Cross-examination re-
garding testimonial statements became a procedural mandate and the only
constitutionally permissible method to test the reliability of an out-of-court
statement. Even where the declarant is unavailable to testify at trial, the de-
mands of Crawford are not satisfied unless the defense had the opportunity
to cross-examine the declarant at some prior time.6

These new developments in Confrontation Clause jurisprudence
caused an unintended change in the Bruton doctrine; namely, where a non-
testifying co-defendant's statement incriminating the defendant is made to a
civilian, the statement in most cases will be deemed non-testimonial.7 Thus,
the Confrontation Clause does not bar the admission of the out-of-court
statement into evidence, and there would be no need to sever the two de-
fendants at trial under the Confrontation Clause. 8 Prior to the decision of
Crawford v. Washington in 2004, these kinds of statements would be inad-
missible under Bruton. At least one commentator has criticized judicial
treatment of Bruton in the wake of Crawford.9 The purpose of this article is
to determine whether Bruton continues to have any vitality in light of
Crawford and subsequent Confrontation Clause decisions.

The first section of this article discusses Bruton and its progeny
prior to the Supreme Court's decision in Crawford. The second section of
this article will discuss the paradigm shift that Crawford brought with it.
The third section of this article will consider cases that present recent Bru-
ton issues in light of Crawford, specifically with respect to a co-defendant's
out-of-court declaration spoken to a civilian, with an accompanying discus-
sion of the strength of Bruton today.

4. Whorton v. Bockting, 549 U.S. 406, 420 (2007).

5. See generally Symposium, Crawford and Hearsay: One Year Later, 20 CRIM. JUST. 5 (2005)
(collecting reactions to Crawford a year after the decision).

6. Crawford, 541 U.S. at 68.
7. See id. at 68 (identifying grand jury testimony, former trials, and police interrogations as the

modern practices that most closely mirror "the abuses at which the Confrontation Clause was directed").
8. See Bruton v. United States, 391 U.S. 123, 135-36 (1968) (discussing the need to sever cases

where incriminating testimony is admissible against one defendant but not against another, and the limi-
tations of limiting instructions).

9. Colin Miller, Avoiding a Confrontation? How Courts Have Erred in Finding that Nontestimoni-

al Hearsay Is Beyond the Scope of the Bruton Doctrine, 77 BROOK. L. REv. 625, 627 (2012).

2 [Vol. 43:1



2015] Is Bruton on Life Support 3

II. Bruton and its Progeny

In Bruton v. United States, William J. Evans confessed to a robbery
and incriminated George William Bruton as a co-conspirator.1 0 At a joint
trial leading to a jury conviction for armed postal robbery, a postal inspector
testified that Evans verbally confessed that both he and Bruton committed
the crime." Evans also admitted during two interrogations in a city jail that
he had an accomplice, but refused to name him.' 2 Evans did not testify at
his and Bruton's joint trial, but his confession was admitted. 3 On appeal,
the Eighth Circuit opined that Evans' oral confessions should not have been
admitted in evidence against him, but affirmed Bruton's conviction because
the trial judge instructed the jury that Evans' confession was inadmissible
hearsay against Bruton and was to be disregarded in assessing guilt."

The Supreme Court reversed, holding that due to the substantial
risk that the jury would consider the extrajudicial statements, despite the
court's instructions, the admission of Evans' confession violated Bruton's
Sixth Amendment right of cross-examination." In a joint trial, limiting in-
structions were not a sufficient alternative for a defendant's constitutional
right of cross-examination. 6 The Court "expressly rejected the proposition
that a jury, when determining the confessor's guilt, could be relied on to ig-
nore his confession of guilt should it find the confession involuntary." 7 The
Court stated that "the introduction of Evans' confession posed a substantial
threat to [the defendant's] right to confront the witnesses against him, and
this is a hazard we cannot ignore."' 8

After Bruton, courts have held that a non-testifying defendant's out-
of-court statement to a civilian implicating a co-defendant would not be
admissible. 9 Subsequent Supreme Court decisions evaluated the scope of
this rule. In Harrington v. California, four men were tried together and the
confessions of each of Harrington's three co-defendants were introduced at
the trial with limiting instructions that the jury was to consider each confes-
sion only against the respective declarant. 20 While two defendants did not
testify, the Court held that the lack of opportunity to cross-examine them

10. Bruton, 391 U.S. at 125.
11. Id.

12. Id.

13. Id. at 127-28.
14. Id. at 124-25.
15. Id. at 126. The Confrontation Clause of the Sixth Amendment provides: "In all criminal prose-

cutions, the accused shall enjoy the right . .. to be confronted with the witnesses against him .... " U.S.
CONST. amend. VI, cl. 2.

16. Bruton, 391 U.S. at 132.

17. Id. at 129.
18. Id. at 137.
19. E.g., Cruz v. New York, 481 U.S. 186, 193-94 (1987); Lee v. Illinois, 476 U.S. 530, 533, 547

(1986).
20. Harrington v. California, 395 U.S. 250, 252 (1969).



AM. J. CIM. L.

"constituted harmless error."21 The Court found that due to the overwhelm-
ing amount of evidence against Harrington, outside the confessions, the vio-
lation "was harmless beyond a reasonable doubt." 22

One decade later, a plurality of the Supreme Court found in Parker
v. Randolph that if the defendant had confessed his guilt, his constitutional
right of cross-examination was not violated when the co-defendant's out-of-
court statement implicating the defendant was not subject to cross-
examination. 23 The Court distinguished defendants who have made no ex-
trajudicial admissions from defendants who have incriminated themselves.24

Specifically, the Court found that "the prejudicial impact" is significantly
different when the defendant has confessed, and incriminating statements of
a co-defendant will rarely, if ever, be of the "devastating" nature discussed
in Bruton."

The Parker Court held that, with proper limiting instructions for the

jury, admission of interlocking confessions did not violate the Sixth
Amendment. 26 The extent of the interlocking exception rule was tested in
Lee v. Illinois.27 The Court noted that if sufficient "indicia of reliability" are
lacking, the Court should not depart from the judicial precedent that such
statements violate the confrontation clause. 28

The Supreme Court expanded the extent of the Bruton doctrine in
Cruz v. New York by rejecting the Parker plurality.29 The Court held
that Bruton applies when a non-testifying co-defendant's confession impli-
cating the defendant is not "directly admissible against the defendant," even
if the defendant's own incriminating confession is admitted.30 In declining
to adopt the plurality's analysis in Parker, the Cruz Court opined that the
"interlocking" nature of the co-defendant's confession relates to its reliabil-
ity rather than to its harmfulness, and its reliability is not relevant as to
whether the jury is able to follow the exclusionary instructions.3' The Court
noted, "having decided Bruton, we must face the honest consequences of
what it holds."32

The Court, however, cautioned in Richardson v. Marsh that the

21. Id. at 253.

22. Id. at 254.
23. Parker v. Randolph, 442 U.S. 62, 74-75 (1979), abrogated by Cruz v. New York, 481 U.S.

186, 192 (1987).

24. Randolph, 442 U.S. at 74-75.
25. Id. at 72, 74.

26. Id. at 75.

27. Lee v. Illinois, 476 U.S. 530, 555-56, 556 n.8 (1986) (Blackmun, J., dissenting).
28. Id. at 546.
29. Cruz v. New York, 481 U.S. 186, 192 (1987).

30. Id. at 193.
31. Id. at 193-94.
32. Id. at 193.

4 [Vol. 43:1



Is Bruton on Life Support

admission of a non-testifying co-defendant's confession does not violate the
Confrontation Clause when a proper limiting instruction is given and the
confession does not facially incriminate the defendant. 33 In Richardson, the
admitted written confession was redacted, omitting all reference to the de-
fendant. 34 The statements in Richardson were not persuasively incriminat-
ing against any defendant, so jurors would not be likely to ignore the in-
struction from the court to limit the use of a statement to each particular
declarant.3 5 The Court also expressed concern that if Bruton were to be ex-
panded to include confessions implicating another defendant only by asso-
ciation, it would not be feasible to predict the admissibility of this confes-
sion before trial.36 The Court warned that on a public policy level, an overly
expansive reading of Bruton would demand colossal costs to the criminal
justice system.37

The United States Supreme Court in Gray v. Maryland distin-
guished between different types of redacted confessions. 38 The Court noted
that unlike the redacted confession in Richardson, the confession in Gray
mentioned the "existence" of the nonconfessing defendant since the State
just replaced the non-confessing defendant's name with the word "deleted"
or a blank space. 39 The Court held that a "redaction that replaces a defend-
ant's name with an obvious indication of deletion" falls within the purview
of Bruton.40

Some pre-Crawford appellate courts had permitted certain confes-
sions by non-testifying declarants to civilians by relying on Richardson.41
The Eighth Circuit held that a non-testifying co-defendant's confession was
admissible if a "neutral word" replaced the defendant's name and the con-
fession did not "facially incriminate or lead the jury directly to a nontestify-
ing declarant's codefendant." 42

Other courts underscored that, following an analysis of the Supreme
Court cases interpreting Bruton, the main Confrontation Clause question
was whether the admission of confessions made by two defendants had
"sufficient 'indicia of reliability' to be directly admissible against [a third
defendant] ."4 The Supreme Court of Washington found that, to the extent

33. Richardson v. Marsh, 481 U.S. 200, 211 (1987).

34. Id. at 203.

35. See id. ("The confession was redacted to omit all reference to respondent-indeed, to omit all
indication that anyone other than Martin and Williams participated in the Crime.").

36. Id. at 201-11.

37. Id. at 209.
38. Gray v. Maryland, 523 U.S. 185, 192 (1998).

39. Id.

40. Id.
41. E.g., United States v. Edwards, 159 F.3d 1117, 1122, 1125-26 (8th Cir. 1998); State v. St.

Pierre, 759 P.2d 383, 388-89 (Wash. 1988) (en banc).
42. Edwards, 159 F.3d at 1125-26.

43. St. Pierre, 759 P.2d at 388; see also United States v. Wilson, 160 F.3d 732, 740 (D.C. Cir.
1998) (finding that the confession at issue was admissible since it only incriminated the non-confessing

2015] 5



AM. J. CRIME. L.

that a confession "interlocks" with a co-defendant's statement, it demon-
strates some reliability and is thus admissible. 44 By contrast, "[t]o the extent
that the statements diverge . . . the defendant's statement does not provide
the necessary indicia of reliability. 45

Following Bruton, the admission of statements did not depend on
whether the audience was a police officer or a civilian, but rather on how
directly they implicated the defendant and the extent of their interlocutory
nature. 46

Numerous pre-Crawford decisions from various circuit courts fol-
lowed Bruton and its progeny, finding that the admission of a non-testifying
co-defendant's statement made to a "civilian" implicating a fellow defend-
ant would violate the defendant's Sixth Amendment rights. 47 The Third
Circuit noted that the admission of a non-testifying defendant's account to
his wife incriminating his co-defendant violated the Bruton ruling.48 Simi-
larly, in Vincent v. Parke, the Sixth Circuit held that the defendant's state-
ment to his sister implicating his co-defendant, as recounted by a detective,
amounted to an incriminating confession of guilt by the co-defendant who
was not subject to cross-examination. 49 Citing Bruton, the Sixth Circuit held
that the admission of the non-testifying defendant's statement to his sister
incriminating the co-defendant violated the co-defendant's rights under the
Sixth Amendment.50

When confronting a Bruton issue, namely an out-of-court statement
made by a non-testifying co-defendant that not only inculpates that declar-
ant, but also another defendant, pre-Crawford courts made no distinction as
to whom the statement was made in determining its admissibility. The
courts would take prophylactic measures by either redacting the statement
to eliminate any reference to another person or granting a defendant's mo-
tion for severance. In summary, there was no differentiation between con-
fessions made to agents of law enforcement and incriminating statements
made to civilians, e.g., spouses, girlfriends, cell mates, etc. The various
courts' interpretations of Bruton in the aftermath of Crawford and its prog-
eny would address these issues in a different light.

defendant when connected with other evidence at trial).

44. St. Pierre, 759 P.2d at 388; see also Wilson, 160 F.3d at 740 (finding that the confession at is-
sue was admissible since it only incriminated the non-confessing defendant when connected with other
evidence at trial).

45. St. Pierre, 759 P.2d at 389 (citing Lee v. Illinois, 476 U.S. 530, 545 (1986)).
46. Cf Holland v. Att'y Gen. of N.J., 777 F.2d 150, 157 (3d Cir. 1985) (discussing that the harm-

lessness of a Bruton error depends on the nature of the alleged error, the strength of the remaining evi-
dence, and corroboration of the evidence with the confession).

47. Id. at 156.
48. Id.
49. Vincent v. Parke, 942 F.2d 989, 991-92 (6th Cir. 1991).

50. Id.

6 [Vol. 43:1



Is Bruton on Life Support

III. Crawford Changes the Landscape

For twenty-four years prior to Crawford, Ohio v. Roberts was the
leading interpretation of the constitutional requirements of the Confronta-
tion Clause when the prosecution sought to introduce hearsay statements at

trial." In Ohio v. Roberts, the Supreme Court of the United States held that
"when a hearsay declarant is not present for cross-examination at trial," the
statement is admissible only if the declarant is unavailable, and the state-
ment "bears adequate 'indicia of reliability."'" 2 The Supreme Court an-
nounced that adequate "indicia of reliability" included either "firmly rooted
hearsay exception[s]" or other "particularized guarantees of trustworthi-
ness."53

Then in 2004, the landscape of criminal trials was drastically al-
tered. The Supreme Court decided Crawford v. Washington, which in no
uncertain terms overruled Ohio v. Roberts and its reliance upon the "indicia
of reliability" standard when considering the exceptions to the hearsay rule
regarding out-of-court statements sought to be admitted for the truth of the
matter asserted.54 These types of statements were deemed "testimonial"
statements.5 5 The Supreme Court, in an opinion authored by Justice Scalia,
held that testimonial statements admitted against a criminal defendant at tri-
al must be subject to cross-examination, unless (a) the defendant is unavail-
able and (b) the defendant had a prior opportunity to cross-examine the de-
clarant, making no exception for testimony that a judge would deem
"reliable."5 6 "Where testimonial statements are at issue," the Court held that
"the only indicium of reliability sufficient to satisfy constitutional demands
is the one the Constitution actually prescribes: confrontation."5 7 The Con-
frontation Clause directs "not that evidence be reliable, but that reliability
be assessed in a particular manner: by testing in the crucible of cross-
examination."58 The Court based its opinion on a historical examination of
jurisprudence at the time the Sixth Amendment was enacted, and the ex
parte examinations the clause was designed to protect against. 59 "Where
testimonial statements are involved, we do not think the Framers meant to
leave the Sixth Amendment's protection to the vagaries of the rules of evi-
dence, much less to amorphous notions of 'reliability.' . . . Dispensing with

confrontation because testimony is obviously reliable is akin to dispensing
with jury trial because a defendant is obviously guilty. This is not what the

51. Ohio v. Roberts, 448 U.S. 56, 77 (1980), abrogated by Crawford v. Washington, 541 U.S. 36,
60 (2004).

52. Roberts, 448 U.S. at 66.

53. Id.

54. Crawford, 541 U.S. at 40 (quoting Roberts, 448 U.S. at 66).

55. Id. at 51.
56. Id. at 62.

57. Id. at 68-69.

58. Id. at 61.
59. Id. at 66.

72015]
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Sixth Amendment prescribes." 60

The Court explicitly declined to comment on what did and did not
constitute testimonial statements and thus, left many questions unan-
swered. 61

We leave for another day any effort to spell out a comprehensive
definition of "testimonial." Whatever else the term covers, it ap-
plies at a minimum to prior testimony at a preliminary hearing,
before a grand jury, or at a former trial; and to police interroga-
tions. These are the modern practices with closest kinship to the
abuses at which the Confrontation Clause was directed. 62

The Court indicated that formal statements made to law enforcement were
more likely to be testimonial than would a casual remark made to an ac-
quaintance. 63

Subsequently, in 2006, the Supreme Court further defined and pro-
vided some guidance as to what is and is not a testimonial statement in Da-
vis v. Washington.64 There, the Supreme Court articulated the "primary pur-
pose" test:

Without attempting to produce an exhaustive classification of all
conceivable statements . . . it suffices . . . to hold as follows:
Statements are nontestimonial when made in the course of police
interrogation under circumstances objectively indicating that the
primary purpose of the interrogation is to enable police assistance
to meet an ongoing emergency. They are testimonial when the
circumstances objectively indicate that there is no such ongoing
emergency and that the primary purpose of the interrogation is to
establish or prove past events potentially relevant to later crimi-
nal prosecution. 65

Thus, in Davis, the Court articulated a ruling that statements to law
enforcement are deemed nontestimonial when made with the primary pur-
pose of obtaining assistance to resolve an ongoing emergency. 66 For exam-
ple, in Michigan v. Bryant, a case in which police officers interrogated a
shooting victim in a gas station parking lot, the Supreme Court confronted
this very issue. 67 As the police officers' questions and the victim's answers,

60. Id. at 61-62 (emphasis added).

61. Id. at 68-69.

62. Id. at 68.
63. Id. at 51.

64. Davis v. Washington, 547 U.S. 813, 822 (2006).

65.Id.
66. Id. at 828.
67. Michigan v. Bryant, 562 U.S. 344, 348 (2011).

8 [Vol. 43:1
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were geared toward finding an unapprehended, armed person, the Supreme
Court held that "the circumstances of the encounter as well as the state-
ments and actions of [the victim] and the police objectively indicate that the
'primary purpose of the interrogation' was 'to enable police assistance to
meet an ongoing emergency,' [therefore the victim's] identification and de-
scription of the shooter and the location of the shooting were not testimoni-
al hearsay."68

Statements to law enforcement officials are testimonial when made
with the primary purpose to "establish or prove past events potentially rele-
vant to later criminal prosecution."6 9 This was the case in Hammon v. Indi-
ana, decided by the Supreme Court in Davis v. Washington: "When the of-
ficer questioned [a victim of domestic violence] for the second time, and
elicited the challenged statements, he was not seeking to determine . . .
'what is happening,' but rather 'what happened."'70 The responding officers
also had the victim sign an impromptu affidavit at the scene, which read
"Broke our Furnace & shoved me down on the floor into the broken glass.
Hit me in the chest and threw me down. Broke our lamps & phone. Tore up
my van where I couldn't leave the house. Attacked my daughter."71 As an
affidavit was utilized, the Court found this to rise to the level of formality or
solemnity as an important factor in determining the statement to be testimo-
nial. 72

Crawford limits the prosecution's ability to introduce testimonial

68. Id. at 377-78.

69. Davis, 547 U.S. at 822.
70. Id. at 830. The "core class of testimonial statements" also includes certificates of analysis,

meaning that analysts are witnesses for Sixth Amendment purposes and defendants are entitled to the
same right of confrontation against the analyst that made the incriminating certification. E.g., Bullcom-
ing v. New Mexico, 131 S. Ct. 2705, 2710 (2011); Melendez-Diaz v. Massachusetts, 557 U.S. 305, 320
(2009).

71. Davis, 547 U.S. at 820 (internal quotation marks omitted). This is consistent with Justice
Thomas's interpretation of what the Confrontation Clause requires. Justice Thomas consistently opines
that to qualify as "testimonial," a statement needs "some degree of solemnity," and that statements "ex-
tracted . . . in a formal manner . . . carry sufficient indicia of solemnity to constitute formalized state-
ments and . .. bear a 'striking resemblance"' to the kind of ex parte statements the Confrontation Clause
aimed at prohibiting. Id. at 836-37 (Thomas, J., concurring); see also Ohio v. Clark, 135 S. Ct. 2173,
2186 (2015) (Thomas, J., concurring) ("I would use the same test for statements to private persons that I
have employed for statements to agents of law enforcement, assessing whether those statements bear
sufficient indicia of solemnity to qualify as testimonial.") (citation omitted); williams v. Illinois, 132 S.
Ct. 2221, 2255 (2012) (Thomas, J., concurring) ("I agree with the plurality that the disclosure of
Cellmark's out-of-court statements ... did not violate the Confrontation Clause. I reach this conclusion,
however, solely because Cellmark's statements lacked the requisite 'formality and solemnity' to be con-
sidered 'testimonial' for purposes of the Confrontation Clause.") (quoting Bryant, 562 U.S. at 379
(Thomas, J., concurring)).

72. Davis, 547 U.S. at 826-27. Justice Thomas notes in his opinion that "[t]his requirement of so-
lemnity supports my view that the statements regulated by the Confrontation Clause must include extra-
judicial statements .. .contained in formalized testimonial materials, such as affidavits, depositions, and
prior testimony are, by their very nature, taken through a formalized process." Id. at 836 (Thomas, J.,
concurring in part and dissenting in part) (citing White v. Illinois, 502 U.S. 346, 365 (1992) (Thomas. J.,
concurring)).
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hearsay into evidence. 73 It also, however, exempted non-testimonial hearsay
from protection under the Confrontation Clause.7 4 "Where nontestimonial
hearsay is at issue, it is wholly consistent with the Framers' design to afford
the States flexibility in their development of hearsay law-as does Roberts,
and as would an approach that exempted such statements from Confronta-
tion Clause scrutiny altogether."7 5 This proposition was buttressed three
years later in Whorton v. Bockting, which not only held that the Crawford
rule could not be applied retroactively, but also stated that:

With respect to testimonial out-of-court statements, Crawford is
more restrictive than was Roberts, and this may improve the ac-
curacy of factfinding in some criminal cases. Specifically, under
Roberts, there may have been cases in which courts erroneously
determined that testimonial statements were reliable. . . . But
whatever improvement in reliability Crawford produced in this

respect must be considered together with Crawford's elimination
of Confrontation Clause protection against the admission of unre-
liable out-of-court nontestimonial statements. Under Roberts, an
out-of-court nontestimonial statement not subject to prior cross-
examination could not be admitted without a judicial determina-
tion regarding reliability. Under Crawford, on the other hand, the
Confrontation Clause has no application to such statements and
therefore permits their admission even if they lack indicia of reli-
ability.76

IV. The Unforeseen Consequence of Crawford on Bruton

The new development in Confrontation Clause jurisprudence forced
prosecutors either to produce at trial reluctant witnesses and uncooperative
complainants, or face the prospect of dismissal of the prosecutions where
those witnesses' or complainants' out-of-court declarations were deemed
testimonial and necessary to make out a prima face case.77 Yet, though
Crawford and its progeny placed a constitutional burden on the prosecutor,
there was an unintended benefit regarding Bruton-type issues; namely,
when an out-of-court statement of a non-testifying defendant made to a ci-
vilian inculpates a co-defendant, the statement may be admitted. 78

Recently, the Supreme Court in Ohio v. Clark held that statements

73. Crawford v. Washington, 541 U.S. 36, 68-69 (2004).
74. Id. at 68.
75. Id.

76. Whorton v. Bockting, 549 U.S. 406, 419-20 (2007).
77. See, e.g., Melendez-Diaz v. Massachusetts, 557 U.S. 305, 320 (2009) (reversing and remand-

ing a conviction due to finding that ex parte out-of-court statements of laboratory analysts are insuffi-
cient to meet the Confrontation Clause requirements).

78. E.g., United States v. Dale, 614 F.3d 942, 949, 958-59 (8th Cir. 2010).
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by a 3-year-old boy to his preschool teacher implicating his stepfather as an
abuser were not testimonial. 79 The Court avoided opining on the degree to
which statements to civilians, as opposed to law enforcement officers or
other agents of the state may be considered testimonial. 80 The Court wrote:

In this case, we consider statements made to preschool teachers,
not the police. We are therefore presented with the question we
have repeatedly reserved: whether statements to persons other
than law enforcement officers are subject to the Confrontation
Clause. Because at least some statements to individuals who are
not law enforcement officers could conceivably raise confronta-
tion concerns, we decline to adopt a categorical rule excluding
them from the Sixth Amendment's reach. Nevertheless, such
statements are much less likely to be testimonial than statements
to law enforcement officers.81

Justice Thomas was not impressed. In a concurring opinion, Justice
Thomas criticized the Court for failing to offer lower courts guidance on
this very important issue. 82 He wrote:

In the decade since [Crawford] . . . we have carefully reserved
consideration of [the Confrontation] Clause's application to
statements made to private persons for a case in which it was
squarely presented. . . . This is that case; yet the majority does not
offer clear guidance on the subject, declaring only that 'the pri-
mary purpose test is a necessary, but not always sufficient, condi-
tion' for a statement to fall within the scope of the Confrontation
Clause. . . . I would not apply [the primary purpose test] here.
Nor would I leave the resolution of this important question in
doubt. . . . Instead, I would use the same test for statements to
private persons that I have employed for statements to agents of
law enforcement, assessing whether those statements bear suffi-
cient indicia of solemnity to qualify as testimonial. 83

While the Supreme Court has not offered clear guidance on the is-
sue, other courts have been faced with the task of determining whether

79. Ohio v. Clark, 135 S. Ct. 2173, 2182-183 (2015).
80. Id. at 2181.
81. Id. The Ohio Supreme Court had decided the case based on an Ohio statute, which makes

schoolteachers mandatory reporters of suspected child abuse. OHIO REV. CODE ANN. 2151.421 (West
2015); State v. Clark, 999 N.E.2d 592, 596-97 (Ohio 2013), rev'd, 135 S. Ct. 2173 (2015). The Ohio
Supreme Court found that the statute had a dual purpose of "prosecution for criminal acts of child
abuse" as well as facilitating "protection of abused and neglected children .... " Clark, 999 N.E.2d at
596 (citation omitted) (internal quotation marks omitted). The defendant argued-and a divided Ohio
Supreme Court agreed-that this statute, which subjected teachers to criminal penalties for failing to
conform, made teachers state agents for Confrontation purposes, and that the statement elicited by the
teacher was therefore testimonial. Id. at 600-01.

82. Clark, 135 S. Ct. at 2185-86 (Thomas, J., concurring).
83. Id. (Thomas, J., concurring) (citations omitted).

2015] 11



AM. J. CRIM. L.

statements made to civilians are testimonial. 84 For example, in People v.
Goldstein, the defendant killed a stranger by throwing her onto the subway
tracks.85 Charged with murder, the defendant interposed an insanity de-
fense, and the prosecution's psychiatrist conducted an investigation into the
extent of his paranoid schizophrenia. 86 The psychiatrist based her opinions
on "examinations of [the] defendant and . . . voluminous clinical records,"
but also, more controversially, on "facts she had obtained in interviews of
third parties" who had had some prior contact with the defendant.8 7 The
psychiatrist then testified in court to both (a) her opinion on the extent of
the defendant's schizophrenia, based upon examinations, clinical records,
and interviews with third parties, and (b) the basis for her opinion, includ-
ing the details of the interviews she conducted. 88

The New York Court of Appeals held that the trial court's decision
to allow the psychiatrist to testify as to the details of the interviews she
conducted violated the defendant's right to confrontation, and impermissi-
bly transformed her testimony into an impermissible "conduit for hear-
say." 89 In categorizing the statements by the interviewees, the Court of Ap-
peals of New York stated:

[The psychiatrist] was an expert retained to testify for the People.
The record does not specifically show that the interviewees knew
this, but it would be strange if [the psychiatrist] did not tell them;
we infer that they knew they were responding to questions from
an agent of the State engaged in trial preparation. None of them
was making "a casual remark to an acquaintance"; all of them
should reasonably have expected their statements "to be used
prosecutorially" or to "be available for use at a later trial."90

Therefore, as the interviewees' statements, recounted by the prose-
cution's expert on direct examination were testimonial, admitting them
without permitting the defendant to cross-examine the interviewees consti-
tuted a Crawford violation, even though the defendant had ample oppor-

84. See, e.g., People v. Goldstein, 843 N.E.2d 727, 728 (N.Y. 2005), cert. denied, 547 U.S. 1159
(2006) (finding a forensic scientist's testimony based on information gained from third party interviews
to include testimonial statements in violation of the Confrontation Clause); State v. Mechling, 633
S.E.2d 311, 323 (W. Va. 2006) (remanding case to trial court to determine whether complainant's state-
ment to a neighbor was testimonial under the primary purpose test).

85. Goldstein, 843 N.E.2d at 729.
86.Id.
87. Id.

88.Id.
89. Id. at 731 (citation omitted) (internal quotation marks omitted). New York v. Goldstein is cited

in Williams v. Illinois by the four-judge minority opinion written by Justice Kagan, Williams v. Illinois,
132 S. Ct. 2221, 2269 (2012) (Kagan, J., dissenting), and the concurrence of Justice Thomas to the four-
judge plurality written by Justice Alito, Id. at 2259 (Thomas, J., concurring), also cites the case.

90. Goldstein, 843 N.E.2d at 733 (quoting Crawford v. Washington, 541 U.S. 36, 51-52 (2004)).
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tunity to cross-examine the psychiatrist about her methods. The Court re-
jected the prosecutor's rationale that the statements were admissible to
speak to the foundation of the expert's opinion, as "their probative value in
assisting the jury to evaluate the expert's opinion substantially outweighs
their prejudicial effect." 92

In State v. Mechling, the defendant was arrested for domestic vio-
lence after the defendant's girlfriend complained to their neighbor that the
defendant had hit her.93 The trial court admitted the neighbor's statements
regarding his conversation with the victim, and on appeal, the defendant ob-
jected that this violated his right to confrontation, since the victim did not
testify.94 On appeal, the Supreme Court of Appeals of West Virginia held
that the record was insufficient to determine whether or not the victim's
statements to the neighbor were testimonial, and remanded the case for fur-
ther proceedings. 95 The Court wrote:

[The victim's] statements would be non-testimonial to the extent
that [the neighbor] was intervening to address an emergency and
heard [the victim] relate 'what is happening.' But those state-
ments would be testimonial if the statements related 'what hap-
pened,' and the circumstances reflect a significant lapse of time
before the statements were made to [the neighbor]. We leave it
for the parties on remand to develop a thorough record of the cir-
cumstances surrounding [the neighbor's] admirable intervention,
and for the circuit court to resolve whether the victim's state-
ments to [the neighbor] were testimonial or non-testimonial. 96

The statements at issue in New York v. Goldstein and West Virginia
v. Mechling are, presumably, just the kind of statements the Supreme Court
referred to in Ohio v. Clark: "statements to persons other than law enforce-
ment officers [that] are [or may be] subject to the Confrontation Clause." 97

However, these are rare examples, and they are far outweighed by the num-
ber of cases in which statements to civilians are found to be outside the
purview of the Confrontation Clause.98

In United States v. Dale, defendant Dale was awaiting trial on unre-
lated charges, when federal prosecutors persuaded Dale's cellmate, Smith,
to wear a wire and press Dale for information regarding separate murders
for which Dale was being investigated. 99 Dale incriminated both himself

91. Id. at 733-34.

92. Id. at 732 (citation omitted) (internal quotation marks omitted).
93. State v. Mechling, 633 S.E.2d 311, 315 (W. Va. 2006).
94. Id. at 315-16.

95. Id. at 323.
96. Id. at 324.
97. Ohio v. Clark, 135 S. Ct. 2173, 2181 (2015).
98. E.g., id. at 2182-183.
99. United States v. Dale, 614 F.3d 942, 949 (8th Cir. 2010). The defendant also raised a Sixth
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and a man named Johnson.100 After an indictment was returned against both
men jointly, Dale refused to testify, and Johnson made a Confrontation
Clause objection to the admission of the jailhouse transcript into evi-
dence.101 The district court overruled Johnson's objection, and admitted the
transcript into evidence, with the limiting instruction to the jury that the
transcript was admissible only against Dale.102 After the jury returned a
conviction, Johnson appealed, alleging, inter alia, error in denying his ob-
jection.103 The Eighth Circuit affirmed: since Dale did not know he was
speaking to a "government agent," and his statements were "made unwit-
tingly, and not in anticipation by Dale of future use of the statements at tri-
al," Dale's statement was not testimonial and therefore not protected by the
Confrontation Clause. 104 The court noted that this was far from a novel con-
clusion, as other circuits have similarly found that an "out-of-court state-
ment of a co-defendant made unknowingly to a government agent is not
'testimonial' within the meaning of Crawford." 05

In United States v. Smalls, the Tenth Circuit came to the same con-
clusion regarding a statement made to a confidential informant. 106 One
judge dissented, arguing that the defendant's "statement was set up by the
government and designed to constitute testimony," and that a "reasonable
person, aware of the true situation, would know that." 107

In Billings v. State, co-defendants Billings and Ross were (alleged-
ly) stealing the victim's gun from the trunk of his car, when the victim re-

Amendment right to counsel objection; however, the Court ruled that since the Sixth Amendment right
to counsel is "offense specific," and the defendant had not yet been indicted for the offense for which
the government sought intelligence, his right to counsel did not attach at the time, and suppression was
not warranted. Id. at 953-54 (quoting McNeil v. Wisconsin, 501 U.S. 171, 175 (1991)); see also Massi-
ah v. United States, 377 U.S. 201, 205-06 (1964) (holding that a defendant has a right to counsel from
arraignment to trial, and that agents of the government cannot elicit incriminating statements from de-
fendants once the right to counsel attaches). See generally Samuel Buffaloe, Note, Minimizing Confron-
tation: The Eighth Circuit Uses Crawford to Avoid Bruton for Non-Testimonial Statements, 76 MO. L.
REV. 895 (2011) (discussing in depth the Bruton and Crawford issues in Dale).

100. Dale, 614 F.3d at 949.
101. Id. at 954-55.

102. Id.
103. Id. at 953.
104. Id. at 956.

105. Id. (citations omitted).
106. United States v. Smalls, 605 F.3d 765, 779 (10th Cir. 2010).
107. Id. at 787 (Kelly, J., dissenting). Judge Kelly criticizes the majority's approach of "limiting

the objective inquiry solely to information known to the declarant when he spoke," which thereby "[en-
abled] the government to use lies and ruses to skirt the Constitution." Id. at 788; see also Miller, supra
note 9, at 661 (echoing Judge Kelly's criticisms).

The Supreme Court addressed this issue to some extent in Bryant, where Justice Sotomayor, writ-
ing for the Court, stated that "Davis requires a combined inquiry that accounts for both the declarant and
the interrogator. In many instances, the primary purpose of the interrogation will be most accurately as-
certained by looking to the contents of both the questions and the answers." Michigan v. Bryant, 562
U.S. 344, 367-68 (2011).
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turned and Billings shot him.1 08 Ross told his girlfriend that "around the
time of [the] murder . .. Billings had shot a man while they were breaking
into cars."'09 Billings argued that the admission of this statement, absent
Ross' testimony, violated his right to confrontation." 0 The Supreme Court
of Georgia disagreed, holding that because the "statements by Ross at issue
here were made to his girlfriend more than two weeks before he was arrest-
ed [and] they were not a product of interrogation by law enforcement offic-
ers during an investigation intended to produce evidence for a criminal
prosecution," the statements were not testimonial and the trial court could
admit them into evidence against Billings without cross-examination of
Ross."'

In United States v. Castro-Davis, the First Circuit considered a sim-
ilar problem, but with a twist. 2 Defendants Gabriel and Alberto were in-
dicted and tried jointly as co-conspirators for carjacking and firearm posses-
sion.1 3 While Alberto was incarcerated awaiting trial, he placed a phone
call to his mother that implicated both Alberto and Gabriel in the crime." 4

The phone call was recorded and admitted into evidence, and on appeal Ga-
briel argued the admission violated the Confrontation Clause, as Alberto did
not testify at trial." 5 Gabriel made a unique argument to the Court in an at-
tempt to persuade it to classify the telephone call as "testimonial":

Gabriel notes that Alberto was repeatedly warned that his tele-
phone conversations were recorded. Furthermore, he was actually
aware of this fact, and even stated in that conversation that he
could not say much over the telephone. Thus, Gabriel argues, a
reasonable person in Alberto's shoes would know that the con-
versation was being recorded, and would thus expect that any-
thing he said could be used to prosecute him, making the state-
ments testimonial ... 116

The Court rejected Gabriel's argument."' Despite the repeated
warnings that the phone conversations were being recorded, the fact re-
mained that Alberto "did not make the statements to a police officer, during
the course of an interrogation, or in a structured setting designed to elicit

108. Billings v. State, 745 S.E.2d 583, 586 (Ga. 2013).
109. Id. at 588.
110. Id.

111. Id. at 589; see also State v. Wilcoxon, 341 P.3d 1019, 1022-23 (Wash. Ct. App. 2015), peti-
tion for review granted, 349 P.3d 856 (Wash. 2015) (holding that the statement by co-defendant to an
acquaintance that he was on the telephone with a "friend" while the "friend" committed a burglary was
not testimonial, and therefore not subject to the Confrontation Clause).

112. United States v. Castro-Davis, 612 F.3d 53, 65 (1st Cir. 2010).
113. Id. at 56.
114. Id. at 59.
115. Id. at 64.

116. Id. at 65.
117. Id. at 66.
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responses that intended to be used to prosecute him. Rather, Alberto had a
conversation with a close family member without any intention of assisting
in his own prosecution-in fact, quite the opposite."1 8 Thus, there was no
Confrontation Clause violation.119

Post-Crawford decisions preclude the admission of out-of-court
confessions or statements inculpating not only the non-testifying declarant,
but also the defendant when made to an agent of law enforcement.12 0 In the
aftermath of Crawford, the courts have allowed the admission of those
same types of statements when made to a civilian. Generally, statements in-
culpating the declarant and another defendant when made to law enforce-
ment officials are testimonial, while most statements made to a friend,
spouse or cellmate are invariably non-testimonial. 12 1 A court must also
weigh the probative value versus the prejudicial effect of such statements.1 22

Yet these types of statements, although prejudicial, have great probative
value.

V. Conclusion

With the advent of Crawford, prosecutors were concerned.'12 They
thought that their ability to prosecute would be hampered by the Supreme
Court mandate of a procedural rule; namely, that cross-examination of a de-
clarant would be the only constitutionally permissible way to challenge an
out-of-court testimonial statement.2 4 This ruling also nullified the admis-
sion of out-of-court statements bearing the indicia of reliability of non-
testifying declarants."' Advocates in the domestic violence arena shared
this criticism, where quite often, the complainant spouse or girlfriend is
unwilling to cooperate with the prosecution.1 26 This forced prosecutors to

118. Id. at 65; see also United States v. Thurman, 915 F. Supp. 2d 836, 854-55 (W.D. Ky. 2013)
(holding that recorded jailhouse conversations are not testimonial).

119. Castro-Davis, 612 F.3d at 65-66.
120. United States v. Brito, 427 F.3d 53, 68 (1st Cir. 2005) (quoting Crawford v. Washington, 541

U.S. 36, 51 (2004)).
121. Castro-Davis, 612 F.3d at 65; see also Thurman, 915 F. Supp. 2d at 854-55 (holding that

jailhouse phone calls not testimonial).
122. For example, federal courts "may exclude relevant evidence if its probative value is substan-

tially outweighed by a danger of one or more of the following: unfair prejudice, confusing the issues,
misleading the jury, undue delay, wasting time, or needlessly presenting cumulative evidence." FED. R.
EVID. 403.

123. Donald A. Dripps, Controlling the Damage Done by Crawford v. Washington: Three Con-
structive Proposals, 7 OHIO ST. J. CRIM. L. 521, 522 (2010).

124. Crawford, 541 U.S. at 74.

125. Id. at 68-69.
126. See generally Tom Lininger, Prosecuting Batterers After Crawford, 91 VA. L. REV. 747

(2005) (critiquing Crawford and Davis and the potential effects on domestic violence prosecution);
Deborah Tuerkheimer, Crawford's Triangle: Domestic Violence and the Right of Confrontation, 85 N.C.
L. REV. 1 (2006) (acknowledging the great importance of the admission of out-of-court statements to
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concentrate on evidence-based prosecutions or to rely on the equitable doc-
trine of forfeiture by wrongdoing. 12 7

The Supreme Court closed one door, but it opened another when

confronted with Bruton type issues. In Whorton v. Bocking, the Supreme
Court clarified its holding in Crawford declaring that non-testimonial
statements are exempted from Sixth Amendment considerations.12 8 There-
fore, where a statement is made to a civilian, usually this statement will
qualify as "non-testimonial."129 As stated in Crawford, "An accuser who
makes a formal statement to government officers bears testimony in a sense
that a person who makes a casual remark to an acquaintance does not."" 0

Now that non-testimonial statements are no longer subject to Con-
frontation Clause scrutiny, and post-Crawford decisions have not applied
Bruton to non-testimonial statements, defendants must look to other ave-
nues in an attempt to prevent a non-testifying co-defendant's incriminating
statement made to a civilian from being admitted.13' Where the statement is
found to be non-testimonial, the admissibility of an out-of-court declaration
is governed by traditional state rules of evidence and procedure. 3 2 These
include statutes and rules established by case law that give the trial judge
power to exclude evidence as violating the rule against hearsay.1 33 In rare
cases, the statement will be inadmissible when the prejudicial effect out-

weighs the probative value, or the court may order the severance of one of
the defendants in a joint trial if the joinder of defendants causes undue prej-
udice. 134

The Supreme Court has not yet ruled on whether Bruton maintains
its vitality as being violative of the Confrontation Clause when an out-of-

domestic violence prosecution).
127. See Giles v. California, 554 U.S. 353, 377 (2008) (holding that the defendant forfeits his con-

frontation right when he takes action with the intent of preventing a witness from testifying); People v.
Giles, No. B 166937, 2009 WL 457832, *4 (Cal. Ct. App. Feb. 25, 2009) (finding on remand to the low-
er court that there was insufficient evidence on the record to suggest that the defendant killed the witness
with the intent to prevent her from testifying, and therefore, the defendant did not forfeit his right to con-
frontation).

The Crawford Court itself wrote that "the rule of forfeiture by wrongdoing (which we accept) ex-
tinguishes confrontation claims on essentially equitable grounds." Crawford, 541 U.S. at 62; see also
Reynolds v. United States, 98 U.S. 145, 158 (1878) ("The Constitution gives the accused the right to a
trial at which he should be confronted with the witnesses against him; but if a witness is absent by his
own wrongful procurement, he cannot complain if competent evidence is admitted to supply the place of
that which he has kept away. The Constitution does not guarantee an accused person against the legiti-
mate consequences of his own wrongful acts. It grants him the privilege of being confronted with the
witnesses against him; but if he voluntarily keeps the witnesses away, he cannot insist on his privilege.
If, therefore, when absent by his procurement, their evidence is supplied in some lawful way, he is in no
condition to assert that his constitutional rights have been violated.").

128. Whorton v. Bockting, 549 U.S. 406, 420-21 (2007).

129. Crawford, 541 U.S. at 68-69.

130. Id. at 51.
131. Id. at 68.
132. Id.

133. Id.

134. FED. R. EvID. 403; United States v. Dale, 641 F.3d 942, 958 (8th Cir. 2010).
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court statement made to a civilian by a non-testifying declarant inculpates
both the declarant and another defendant. Yet, circuit courts and state courts
that have addressed this issue have all ruled that such confessions are non-
testimonial.135 Thus, until the Supreme Court rules differently, Bruton does
not apply when such statements are made to civilians.

135. See, e.g., United States v. Vasquez, 766 F.3d 373, 378-79 (5th Cir. 2014) (affirming trial
court's admission of a jailhouse confession as non-testimonial, in accordance with most of the circuit
authorities which held that statements from one prisoner to another were non-testimonial under the Con-

frontation Clause).
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I. Introduction

Whereas some may assume that these cultural changes will force
people to "reconcile themselves" to an "inevitable" "diminution
of privacy that new technology entails," I think it is more likely
that these trends have resulted in a greater expectation of privacy
and a recognition that society views that expectation as reasona-
ble.'

Americans today "reveal a great deal of information about them-
selves to third parties in the course of carrying out mundane tasks."2 We
share our location via GPS trackers in our smartphones in order to receive
driving directions from apps like Waze and Google, or to receive restaurant
recommendations from sites like Yelp. We upload documents to cloud-
based servers like Dropbox and Google Drive in order to access free or
cheap storage and easily transfer documents to others. We share our opin-
ions, habits, and activities on social networking sites like Twitter or Face-
book. The amount of information we reveal continues to increase as more
and more areas of life go digital. For example, some states have proposed
installing tracking devices in individuals' cars so that taxes that fund the

1. Klayman v. Obama, 957 F. Supp. 2d 1, 36 (D.D.C. 2013), vacated and remanded, 800 F.3d 559
(D.C. Cir. 2015) (citation omitted) (quoting United States v. Jones, 132 S. Ct. 945, 962 (2012) (Alito, J.,
concurring)).

2. United States v. Jones, 132 S. Ct. 945, 957 (2012) (Sotomayor, J., concurring).
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highway system are directly tied to the mileage driven by an individual.3

It seems clear that there has been an increase in the amount of per-
sonal information voluntarily disclosed to others by the average American
over the last decade, meaning that this information is no longer "secret."
What is not clear is whether we have any expectation of privacy in that in-
formation, meaning whether that information is subject to the Fourth
Amendment's warrant requirement. Can information that is not completely
secret still be private? Or, does privacy require secrecy? The answer to that
question is something with which courts have struggled.4

Despite the recent revival of the trespass-based approach in United
States v. Jones,5 Fourth Amendment search law is still largely governed by
the Katz test,6 which requires that in order for a search to be covered by the
Fourth Amendment, and thus be subject to the warrant requirement, a per-
son must have a reasonable "expectation of privacy" in the information
searched.' However, determining when an expectation of privacy is objec-
tively "reasonable" has proved difficult, and while the U.S. Supreme Court
has relied on a number of methods to do so, it has, thus far, failed to do so
empirically.'

This area of law is further complicated by the existence of the Third
Party Doctrine, under which individuals do not have a reasonable expecta-
tion of privacy in information that is voluntarily revealed to a third party.9

Given how much information is disclosed by people to third parties, notably
Internet Service Providers (ISPs), in the course of everyday life in the digi-
tal age, 10 in theory at least, the Third Party Doctrine removes a vast amount
of information from the protection of the Fourth Amendment and instead
allows it to be obtained through subpoenas." Certainly, electronic surveil-
lance of some of this information is an important tool for law enforce-

3. Evan Halper, A Black Box in Your Car? Some See a Source of Tax Revenue, L.A. TIMES (Oct.
26, 2013, 7:11 PM), http://www.latimes.com/nation/la-na-roads-black-boxes-20131027-
story.html#page=1.

4. The very meaning of privacy has been much debated by courts scholars. For a recent review of
the foundations of privacy and the meaning of privacy in jurisprudential thought, see Henry F. Fradella,
Weston J. Morrow, Ryan G. Fischer & Connie Ireland, Quantifying Katz: Empirically Measuring "Rea-
sonable Expectations of Privacy" in the Fourth Amendment Context, 38 AM. J. CRIM. L. 289, 294-337
(2011).

5. United States v. Jones, 132 S. Ct. 945 (2012).
6. Id. at 950.
7. Katz v. United States, 389 U.S. 347, 360-61 (1967) (Harlan, J., concurring).
8. See generally Fradella et al., supra note 4, passim; Orin S. Kerr, Four Models of Fourth

Amendment Protection, 60 STAN. L. REv. 503 (2007) (discussing the various ways that the Supreme
Court has defined reasonableness); see infra Part IV for a detailed discussion of the meaning of "reason-
able expectation of privacy."

9. Smith v. Maryland, 442 U.S. 735, 744 (1979); United States v. Miller, 425 U.S. 435, 443
(1976).

10. Jones, 132 S. Ct. at 957 (Sotomayor, J., concurring).
11. For a more thorough discussion of the Third Party doctrine and recent cases addressing it, see

infra Part II and accompanying notes.
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ment.' 2 But, electronic surveillance without meaningful regulation "can di-
minish our privacy and autonomy.""

Katz defines the scope of the Fourth Amendment in terms of expec-
tations of privacy that "society is prepared to recognize as 'reasonable."' 14

Professor Christopher Slobogin argues that this language "strongly suggests
that society's views, not the Court's, are the most important determinants of
the privacy afforded by the Fourth Amendment, and it begs for an empirical
inquiry into those views."" We agree. Although there has been some prior
empirical research assessing societal expectations of privacy, that research
has tended to focus on U.S. Supreme Court precedent.' 6 This study goes
further and specifically asks individuals about their expectations of privacy
in electronic information, much of which is covered by the Third Party
Doctrine. 7 The survey, administered to more than 1,200 people nationally,
asks individuals about the circumstances under which law enforcement
should have access to particular information. 8

Part II of this Article reviews the origins and development of the
Katz test, which ostensibly replaced the property rights approach to the
Fourth Amendment.' 9 It also discusses the origins and application of the
Third Party Doctrine. Part III examines how Fourth Amendment jurispru-
dence has changed in light of technological changes. It focuses on three
types of surveillance: physical, digital, and transactional. Part IV focuses on
the meaning of reasonable expectations of privacy. It begins by explaining
that although courts have used a number of methods to figure out the mean-
ing of "reasonable," they have not looked at empirical data on societal
views. This section also examines prior research that has attempted to ascer-
tain societal views on various aspects of Fourth Amendment Privacy. Part
V describes the methods of the current study and the population surveyed.
Part VI presents our findings and concludes that individuals have far higher
expectations of privacy than courts have recognized and that contrary to the
perceptions of the courts, privacy expectations are not founded on whether
or not information is kept completely secret. Finally Part VII discusses the
implications of these findings, both for the Fourth Amendment as well as
more broadly for the role of empirical research in law.

12. See generally JOHN N. FERDICO, HENRY F. FRADELLA & CHRISTOPHER D. TOTTEN, CRIMINAL

PROCEDURE FOR THE CRIMINAL JUSTICE PROFESSIONAL (12th ed. 2015).

13. CHRISTOPHER SLOBOGIN, PRIVACY AT RISK: THE NEW GOVERNMENT SURVEILLANCE AND

THE FOURTH AMENDMENT 4 (2007).

14. Katz v. United States, 389 U.S. 347, 361 (1967) (Harlan, J., concurring).
15. SLOBOGIN, supra note 13, at 108.
16. See infra Part I.B.
17. See infra Part II.C.
18. For more information about the survey and the methodology of this study, see infra Part V.

19. See infra Part II.B.
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II. Katz, Reasonable Expectations of Privacy, and the Third Party Doctrine

A. The Property Rights Approach

The Fourth Amendment stresses the importance of property rights
by its inclusion of both personal and real property in its text, guaranteeing
the right of people "to be secure in their persons, houses, papers, and ef-
fects, against unreasonable searches and seizures .... "20 Given the histori-
cal importance of property rights,21 it is unsurprising that the U.S. Supreme
Court initially grounded Fourth Amendment jurisprudence in a property-
rights framework. Such an approach posits that a "search," for Fourth
Amendment purposes, occurs when governmental authorities physically in-
trude into a constitutionally protected area.22 The landmark Prohibition-era
case of Olmstead v. United States illustrates this principle. 23

The defendants in Olmstead were convicted of "conspiracy to vio-
late the National Prohibition Act by unlawfully possessing, transporting,
and importing intoxicating liquors and maintaining nuisances, and by sell-
ing intoxicating liquors."2 The key evidence was obtained through wiretaps
of the defendants' home telephones and their principle place of business.25

Because the wiretaps were installed without any physical trespass into the
defendants' property, the Court ruled that neither a search nor a seizure had
occurred: "There was no entry of the houses or offices of the defendants." 26

The Court applied the same logic in Goldman v. United States,27 when it
ruled no search or seizure had occurred when police had placed a listening
device against a wall in an office that adjoined the defendant's office. 28

Again, the lack of a physical intrusion was key to the Court's reasoning.29

In contrast, when law enforcement physically intruded onto a sus-
pect's property without a valid warrant, the Court routinely held that such
trespass to property constitutes an illegal search and seizure.30 That was the
result in Silverman v. United States,31 a case in which law enforcement of-
ficers pushed a "spike mike" through a common wall until it hit a heating

20. U.S. CONST. amend. IV.

21. Id.; see generally BERNARD H. SIEGAN, PROPERTY RIGHTS: FROM MAGNA CARTA TO THE

FOURTEENTH AMENDMENT (2001) (discussing the importance of historical views on modern property
rights).

22. Olmstead v. United States, 277 U.S. 438, 466 (1928).
23. Id.

24. Id. at 455.

25. Id. at 456-57.

26. Id. at 464.

27. Goldman v. United States, 316 U.S. 129 (1942).

28. Id. at 135.

29. Id.
30. E.g., Silverman v. United States, 365 U.S. 505, 512 (1961) (physical intrusion by inserting

"spike mike" into wall).

31. Silverman v. United States, 365 U.S. 505 (1961).
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duct in the defendant's home. 32 Because the microphone had physically in-
vaded the target premises, even though the invasion was slight, the Court
ruled that the intrusion violated the Fourth Amendment.3 3

As the next section should make clear, the property-rights approach
to the Fourth Amendment declined in the 1960s as a result of the U.S. Su-
preme Court's decision in Katz v. United States.34 Katz stressed an invasion
of privacy approach, reasoning that a governmental invasion on a reasona-
ble expectation of privacy-even the absence of any physical trespass to
property-violated the Fourth Amendment.3 5

B. United States v. Katz and the Reasonable Expectation of Privacy
Approach

Although dissenting justices in a number of Fourth Amendment
cases decided under the property-rights framework had raised broader pri-

vacy concerns,36 it was not until Katz v. United States that the Court explic-
itly added privacy as a protected category. 37 Katz involved an investigation
into illegal gambling, as part of which FBI agents attached an electronic lis-
tening and recording device to the outside of a public telephone booth and
recorded the defendant obtaining gambling-related information and placing
illegal bets. 38 The defendant challenged the constitutionality of the "search"
because the agents had not obtained a warrant. 39

In assessing Katz's challenge, the Court seemingly rejected its prior
property rights approach and emphasized instead that the Fourth Amend-
ment protects "people, not places." 40 Because of this, the majority argued
"it becomes clear that the reach of that Amendment cannot turn upon the
presence or absence of a physical intrusion into any given enclosure... .
The fact that the electronic device . . . did not happen to penetrate the wall
of the booth can have no constitutional significance." 41 The Court further
held that the use of the recording device "violated the privacy upon which

32. Id. at 506-07.
33. Id. at 512.

34. Katz v. United States, 389 U.S. 347 (1967).
35. Id. at 352-53.

36. For example, dissenting from the Court's decision in Olmstead, Justice Brandeis argued that
the Fourth Amendment prohibited "every unjustifiable intrusion by the government upon the privacy of
the individual." Olmstead v. United States, 277 U.S. 438, 478 (1928) (Brandeis, J., dissenting), over-
ruled by Katz v. United States, 389 U.S. 347 (1967). Similarly, in Goldman v. United States, in a dis-
senting opinion, Justice Murphy rejected the importance of trespass and noted "the right of personal pri-
vacy guaranteed by the Fourth Amendment." Goldman v. United States, 316 U.S. 129, 136 (1942)
(Murphy, J., dissenting), overruled by Katz v. United States, 389 U.S. 347 (1967).

37. Katz, 389 U.S. at 353.
38. Id. at 348.

39. Id. at 349-50.
40. Id. at 351.
41. Id. at 353.

_ t,_
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[the defendant] justifiably relied" while in the phone booth.4 2 Ultimately,
the Court determined that this was an illegal warrantless search.43

Justice Harlan joined the opinion of the Court, and his short concur-
rence has formed the basis of the Court's subsequent approach to Fourth
Amendment searches. 44 Justice Harlan articulated what has become known
as the "reasonable expectation of privacy" test: "My understanding of the
rule ... is that there is a twofold requirement, first that a person have exhib-
ited an actual (subjective) expectation of privacy and, second, that the ex-
pectation be one that society is prepared to recognize as 'reasonable."' 45

Following Katz, in assessing the legitimacy of Fourth Amendment claims,
courts have relied on this two-step test,46 despite the difficulty inherent in
ascertaining when a subjective expectation of privacy is "reasonable." 47

Although the Court revived the property rights approach in its 2012 deci-
sion in United States v. Jones,48 it made it clear that Katz's privacy-rights
approach supplemented, but did not replace, the property-rights approach.49

Thus, cases not involving physical trespass would continue to be handled
using the Katz approach. 50

Despite its continued use, Katz has been criticized by numerous
scholars. Broad critiques range from a rejection of privacy as the basis for
Fourth Amendment protection,5' to concerns about the definition of privacy
implicit in Katz.52 However, notwithstanding these criticisms, there is a
somewhat unified conception of privacy as "control over personal infor-
mation," which is the basis for Katz. 5 More specific critiques focus on the
expectation of privacy framework itself. One such critique, by Professor Jed

42. Id.
43. Id. at 359.

44. See, e.g., Terry v. Ohio, 392 U.S. 1, 9 (1968) (utilizing Justice Harlan's reasonable "expecta-
tion of privacy" test from his concurring opinion in Katz).

45. Katz, 389 U.S. at 361 (Harlan, J., concurring).
46. See, e.g., Smith v. Maryland, 442 U.S. 735, 739-41 (1979) (explaining Katz by referring to

Justice Harlan's two step approach).
47. See infra Part IV.
48. United States v. Jones, 132 S. Ct. 945 (2012).
49. Id. at 950-52.

50. Id. at 953.

51. Jed Rubenfeld, The End of Privacy, 61 STAN. L. REV. 101, 104-05 (2008) (arguing that the
Fourth Amendment does not guarantee privacy and instead protects a "right of security").

52. See, e.g., David A. Sklansky, Too Much Information: How Not to Think about Privacy and the
Fourth Amendment, 102 CALIF. L. REV. 1069, 1084, 1113 (2014) (arguing that the commonly accepted
definition of privacy as "control over personal information" is imperfect and reimagining privacy as
"respect for a personal sphere shielded, but not completely immune, from public inspection and regula-
tion"); see also Ari Ezra Waldman, Privacy as Trust: Sharing Personal Information in a Networked
World, 69 U. MIAMI L. REV. 559, 610-11 (2015) ("And although some may argue that my proposal
would turn judges into armchair sociologists, such criticism misses the fact that we already do this.
Judges are already tasked with determining when expectations of privacy are socially 'reasonable."').

53. See STEPHEN J. SCHULHOFER, MORE ESSENTIAL THAN EVER: THE FOURTH AMENDMENT IN
THE TWENTY-FIRST CENTURY 8 (2012) (describing informational privacy as "my right to control what
others see"); see also Sklansky, supra note 52, at 1084 & n.75 ("It is the conception of privacy as con-
trol over personal information.").
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Rubenfeld, argues that the main problem of the Katz approach is "circulari-
ty": once the government says for example that all telephone conversations
will be monitored, then clearly any expectation of privacy will no longer be
reasonable, and therefore, there will be no protection. 4 Justice Alito agrees
with this assessment and also has questioned how it has been applied, not-
ing in Jones-and discussed in more detail below-that "judges are apt to
confuse their own expectations of privacy with those of the hypothetical
reasonable person to which the Katz test looks."55

The limited empirical scholarship examining judicial rulings on
reasonable expectations of privacy suggest that Justice Alito is correct:
"courts often misjudge what 'society' is prepared to embrace as a reasona-
ble expectation of privacy."5 6 Consider that, in the wake of Katz, courts
carved out a number of areas where there can never be a reasonable expec-
tation of privacy, including, in one's garbage; 57 in the areas beyond the cur-
tilage of one's home-even if "no trespassing" signs are posted; 58 in the
contents of a laptop's hard drive when entering the United States on an in-
ternational flight or cruise; 59 and in non-privileged, face-to-face communi-
cations with others.60 Notably, the Court held in these cases that even if the
object of the surveillance had a subjective expectation of privacy in what-
ever was being surveilled, that expectation was not objectively reasonable. 61

As discussed in the next section, the courts have ruled similarly in several
electronic surveillance cases because the relevant data, such as the numbers
dialed from one's telephone 62 or the contents of one's banking records,
were available to others, forming the basis of the "Third Party Doctrine." 63

C. The Third Party Doctrine

First enunciated in 1976 in United States v. Miller, the Third Party
Doctrine holds that individuals do not have a reasonable expectation of pri-

54. Rubenfeld, supra note 51, at 106.

55. United States v. Jones, 132 S. Ct. 945, 962 (2012) (Alito, J., concurring).
56. Fradella et al., supra note 4, at 372.

57. California v. Greenwood, 486 U.S. 35, 37 (1988).
58. United States v. Dunn, 480 U.S. 294, 300-03 (1987); see also Oliver v. United States, 466

U.S. 170, 178 (1984) (reaffirming its earlier decision in Hester v. United States, 265 U.S. 57 (1924),
noting that it "may be understood as providing that an individual may not legitimately demand privacy
for activities conducted out of doors in fields, except in the area immediately surrounding the home").
For a complete discussion of how doctrines such as "open fields" intersect with the so-called "public
disclosure doctrine," which holds that a person has no expectation of privacy in his or her movements in
public, see generally Monu Bedi, Social Networks, Government Surveillance, and the Fourth Amend-

ment Mosaic Theory, 94 B.U. L. REv. 1809 (2014).

59. United States v. Arnold, 523 F.3d 941, 947-48 (9th Cir. 2008).
60. United States v. White, 401 U.S. 745, 751-53 (1971).
61. SLOBOGIN, supra note 13, at 16.

62. Smith v. Maryland, 442 U.S. 735, 742 (1979).
63. United States v. Miller, 425 U.S. 435, 442 (1976).
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vacy in information that is voluntarily revealed to a third party. 64 As the Su-
preme Court noted in Miller, "the Fourth Amendment does not prohibit the
obtaining of information revealed to a third party and conveyed by him to
government authorities." 65 The fact that the information was disclosed for
only a limited purpose was irrelevant; once disclosed at all, there was no
longer any expectation of privacy. 66 Initially, it appeared that Miller distin-
guished between business and personal information; Miller involved bank
records and Justice Powell emphasized the fact that the documents at issue
were not "confidential communications." 67 However, the distinction be-
tween business and personal information quickly disappeared, and just a
few years later, in Smith v. Maryland, the Court held that the third party
doctrine applied to dialed telephone numbers. 68 In that case, after a law en-
forcement request, a telephone company installed a pen register, which rec-
orded numbers dialed from the defendant's telephone. 69 The Supreme Court
held that because, in using its telephones, users voluntarily disclosed the
numbers dialed to the telephone company, they had no expectation of priva-
cy in the dialed telephone records contained in telephone companies' rec-
ords. 70 "Lower federal courts have applied the third-party disclosure doc-
trine to power records produced by utility companies, to records kept by
Internet Service Providers (ISPs), and to credit card information." 71

Proponents of the third party doctrine tend to emphasize that the
doctrine helps law enforcement officers do their jobs. For example, Profes-
sor Monu Bedi argues that the third party doctrine should not be abolished
because to do so "would come at the cost of jettisoning or severely curtail-
ing essential law enforcement investigative techniques that have historically
not been subject to warrant and probable cause requirements." 72 Similarly,
Professor Orin Kerr, argues for the third party doctrine, first because it pro-
vides ex-ante clarity to law enforcement, and second because it allows the
Fourth Amendment rules to remain technologically neutral: "Without the

64. Id. at 442-43.

65. Id. at 443.
66. Id.

67. Id. at 442.

68. Smith v. Maryland, 442 U.S. 735, 743-45 (1979).
69. Id. at 737.

70. Id. at 742.
71. Timothy J. Gevard, Bulk Telephony Metadata Collection and the Fourth Amendment: The

Case for Revisiting the Third-Party Disclosure Doctrine in the Digital Age, 31 J. MARSHALL J. INFO.
TECH. & PRIVACY L. 191, 192-93 & nn. 11-12 (2014) (citing United States v. McIntyre, 646 F.3d 1107,
1111-12 (8th Cir. 2011) (utilities); United States v. Porco, 842 F. Supp. 1393, 1398 (D. Wyo. 1994),
affd sub nom., United States v. Cusumano, 67 F.3d 1497 (10th Cir. 1995), vacated and superseded on
reh'g en banc, 83 F.3d 1247 (10th Cir. 1996), affd on other grounds sub nom., United States v. Cusu-
mano, 83 F.3d 1247 (10th Cir. 1996) (utilities); United States v. Forrester, 512 F.3d 500, 510 (9th Cir.
2008) (ISP data); United States v. Perrine, 518 F.3d 1196, 1204 (10th Cir. 2008) (ISP data); United
States v. Alabi, 943 F. Supp. 2d 1201, 1207 (D.N.M. 2013), affd, 597 F. App'x 991 (10th Cir. 2015)
(credit card use)).

72. Bedi, supra note 58, at 1844-45.
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third party doctrine, savvy wrongdoers could use third-party services in a
tactical way to enshroud the entirety of their crimes in zones of Fourth
Amendment protection."73 These arguments notwithstanding, judges and
scholars have criticized the third party doctrine from its inception, often fo-
cusing on its assumption of voluntary disclosure. In his dissent from the
Court's decision in Miller, for example, Justice Brennan noted:

For all practical purposes, the disclosure by individuals or busi-
ness firms of their financial affairs to a bank is not entirely voli-
tional, since it is impossible to participate in the economic life of
contemporary society without maintaining a bank account. In the
course of such dealings, a depositor reveals many aspects of his
personal affairs, opinions, habits and associations. Indeed, the to-
tality of bank records provides a virtual current biography.74

Highlighting the ubiquity of the telephone, Justice Marshall similar-
ly dissented from the Court's decision in Smith, in which he questioned
whether the disclosures in question were really voluntary. He argued that
"unless a person is prepared to forgo use of what for many has become a
personal or professional necessity, he cannot help but accept the risk of sur-
veillance."75 Professor Stephen Schulhofer agrees, criticizing the "artificial
assumption of voluntary choice."76

Others have criticized the expansive nature of the third party doc-
trine. For example, Professors Brenner and Clarke highlight the fact that
although there are different types of disclosures to different individuals and
entities, the third party doctrine seems to treat them all alike.7 7 Further, the
doctrine does not recognize the concept of limited disclosure; as Justice So-
tomayor explained, the doctrine assumes that "all information voluntarily
disclosed to some member of the public for a limited purpose is, for that
reason alone, disentitled to Fourth Amendment protection."78 Although Pro-
fessor Kerr considers the clarity of the doctrine to be one of its ad-
vantages, 79 Professor Stephen Henderson disagrees and notes that "it is al-
ways easy to craft an arbitrary bright line . . . [b]ut when it is a rule's very
arbitrary nature that allows avoidance of all hard questions, which is the
case with the Third Party Doctrine, that clarity does little to commend it."80

73. Orin S. Kerr, The Case for the Third-Party Doctrine, 107 MICH. L. REV. 561, 564 (2009).
74. United States v. Miller, 425 U.S. 435, 451 (1976) (Brennan, J., dissenting).
75. Smith v. Maryland, 442 U.S. 735, 749-50 (1979) (Marshall, J., dissenting).
76. SCHULHOFER, supra note 53, at 124.
77. See, e.g., Susan W. Brenner & Leo L. Clarke, Fourth Amendment Protection for Shared Priva-

cy Rights in Stored Transactional Data, 14 J.L. & POL'Y 211, 257 (2006) (arguing that the third party
doctrine wrongly assumes that a "disclosure to a trusted, reputable [third party] is the same as indiscrim-
inate disclosure to the public").

78. United States v. Jones, 132 S. Ct. 945, 957 (2012) (Sotomayor, J., concurring).
79. Kerr, supra note 73, at 600.
80. Stephen E. Henderson, The Timely Demise of the Fourth Amendment Third Party Doctrine, 96

IOWA L. REV. BULL. 39,44 (2011).
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Criticisms of the doctrine have also focused on its application in
"an increasingly digitized, networked world with ever-expanding privacy-
invading technologies [where] virtually all information is exposed to third
parties."8 1 For example, in her concurrence in Jones, Justice Sotomayor
echoed the earlier criticisms of Justices Brennan and Marshall and pointed
out that the third party doctrine

is ill suited to the digital age, in which people reveal a great deal
of information about themselves to third parties in the course of
carrying out mundane tasks. People disclose the phone numbers
that they dial or text to their cellular providers; the URLs that
they visit and the e-mail addresses with which they correspond to
their Internet service providers; and the books, groceries, and
medications they purchase to online retailers. 82

More recently, concurring in United States v. Davis,83 a case that
upheld the application of the third party doctrine to cell-site location infor-
mation,84 Judge Robin Rosenbaum noted:

In our time, unless a person is willing to live "off the grid," it is
nearly impossible to avoid disclosing the most personal of infor-
mation to third-party service providers on a constant basis, just to
navigate daily life. And the thought that the government should
be able to access such information without the basic protection
that a warrant offers is nothing less than chilling.85

III. The Fourth Amendment and Technological Changes

Although it has often struggled to determine how to do so, the U.S.
Supreme Court has recognized that technological advances impact its
Fourth Amendment jurisprudence. For example, in Kyllo v. United States,
Justice Scalia noted, "It would be foolish to contend that the degree of pri-
vacy secured to citizens by the Fourth Amendment has been entirely unaf-
fected by the advance of technology." 86 The next three subsections examine

81. Rubenfeld, supra note 51, at 115; see also Daniel J. Solove, Digital Dossiers and the Dissipa-
tion of Fourth Amendment Privacy, 75 S. CAL. L. REv. 1083, 1084 (2002) (arguing for regulations on
the extensive digital dossiers containing people's personal information that are collected by the private
sector and transferred to the government).

82. Jones, 132 S. Ct. at 957 (Sotomayor, J., concurring).
83. United States v. Davis, 785 F.3d 498 (11th Cir. 2015).
84. Id. at 512-13.
85. Id. at 525 (Rosenbaum, J., concurring); see also In re Application of U.S. for an Order Author-

izing Release of Historical Cell-Site Info., 736 F. Supp. 2d 578, 595-96 (E.D.N.Y. 2010), rev'd (Nov.
29, 2010) ("The Fourth Amendment cannot properly be read to impose on our populace the dilemma of
either ceding to the state any meaningful claim to personal privacy or effectively withdrawing from a
technologically maturing society.").

86. Kyllo v. United States, 533 U.S. 27, 33-34 (2001); see also Jeffrey Rosen, The Deciders: The
Future of Privacy and Free Speech in the Age of Facebook and Google, 80 FoRDHAM L. REV. 1525,
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how the courts, in light of technological changes, have developed the areas
of physical, digital, and transactional surveillance.

A. Physical Surveillance

The courts have long held that anything a person "knowingly ex-
poses to the public, even in his own home or office, is not a subject of
Fourth Amendment protection."87 As a result, law enforcement has always
had great leeway in conducting physical surveillance involving "the real-
time observation or detection of movements, activities, and conditions." 88

But courts have struggled to delineate the constitutional parameters of phys-
ical surveillance that is assisted by technology. 89

In 1997, Professor Christopher Slobogin identified seven factors-
some of which are overlapping-that the courts commonly consider when
weighing the scope of Fourth Amendment protection that applies when law
enforcement officers use technology to aid in physical surveillance. These
factors include (1) the nature of the place being observed; 90 (2) the steps
taken to enhance privacy;91 (3) the degree to which the surveillance requires
a physical intrusion onto private property; 92 (4) the nature of the object or
activity observed; 93 (5) the availability of the technology to the general pub-
lic; 94 (6) the extent to which the technology enhances the natural senses;95

and (7) the extent to which the surveillance is unnecessarily pervasive, in-
vasive, or disruptive (i.e., steps taken to minimize the intrusion). 96 Nearly
two decades later, these factors are still used, although some case law since
1997 has rendered some of the factors either more or less significant. For
example, at the time Professor Slobogin wrote about the third factor, he,
like most of us, likely labored under the assumption that Katz's reasonable
expectation of privacy approach had supplanted Olmstead's property-based
approach.9 7 Indeed, the U.S. Supreme Court specifically stated that Katz

1529 (2012) (discussing the difficulty of balancing privacy rights with free expression in the digital age).

87. Katz v. United States, 389 U.S. 347, 351 (1967) (citing Lewis v. United States, 385 U.S. 206,
210 (1966); United States v. Lee, 274 U.S. 559, 563 (1927)).

88. Christopher Slobogin, Technologically-Assisted Physical Surveillance: The American Bar As-
sociation 's Tentative Draft Standards, 10 HARv. J.L. & TECH. 383, 388 (1997).

89. See Kyllo, 533 U.S. at 31-34 (enumerating the various applications of the Katz test as applied
to searches using emerging technologies).

90. Slobogin, supra note 88, at 390-91.

91. Id. at 392.

92. Id. at 392-93.

93. Id. at 393-94.

94. Id. at 394-95.

95. Id. at 395-96.

96. Id. at 396-98.
97. See Henry F. Fradella, Zombie Cases: Olmstead Lives!, W. CRIMINOLOGIST, Spring 2012, at 7,

available at http://www.westemcriminology.org/documents/newsletter-pdfs/WSCNewsletter_Sl2.pdf.
("Like a character in a George Romero zombie movie, it seems that Olmstead has come back to life
more [than] 45 years after we thought it was dead. Whether Olmstead's new life represents a very nar-
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had overruled Olmstead on numerous occasions.9" Since the resurrection of
Olmstead's property-based approach in Jones,9 9 factor three would un-
doubtedly be much more important than at the time Slobogin outlined these
factors. In fact, Jones dispositively holds that a trespass to property triggers
Fourth Amendment protection.' 00

The nature of the place under surveillance remains the most im-
portant of the other factors under Katz's privacy-based approach to the
Fourth Amendment. At one end of the spectrum, courts have sanctioned the
use of technology that merely assists in the surveillance of locations that
could have been visually surveilled. The so-called "tracking beeper" cases
illustrate this point. In United States v. Knotts, the U.S. Supreme Court held
that the warrantless monitoring of a tracking beeper placed inside a contain-
er of chemicals did not violate the Fourth Amendment because such radio
surveillance revealed no information that could not have been obtained had
police physically followed the container from location to location.10'

Knotts did not consider the constitutionality of monitoring such a
device in areas that could not have been achieved by visual surveillance
alone. But the Court squarely addressed this question the following year in
United States v. Karo.102 The surveillance in Karo far exceeded the tracking
of the container in Knotts. Over the course of five months, agents tracked
the defendant's movement of the container not just on open roads, but also
into two storage facilities and six private homes.1 03 This activity, in turn, al-
lowed the government to determine the location of a home in which drugs
were being stored and obtain a search warrant for the home based on the
tracking beeper data.104 Because the installation of the beeper occurred in a
location in which the defendant did not have a reasonable expectation of
privacy, the Court ruled that the installation of the beeper did not violate
the Fourth Amendment.1 05 In contrast, the subsequent monitoring of the

row expansion of privacy rights. . . remains to be seen.").

98."Consider that in 2010 alone, the Court cited Olmstead for historical purposes in two cases and
they used the exact words, 'overruled by Katz' [in both instances]." Id. One was a criminal case in
which the Fourth Amendment was specifically at issue. City of Ontario v. Quon, 560 U.S. 746, 759
(2010). The other was a civil case. Citizens United v. Federal Election Com'n, 558 U.S. 310, 377 (2010)
(Roberts, C.J., concurring). In fact, in the Citizen's United decision, Chief Justice Roberts cited Katz
alongside Brown v. Board of Education, 347 U. S. 483 (1954), as examples of cases in which the Court
overruled its own precedent in spite of the principle of stare decisis. Id. Accordingly, many were sur-
prised to learn that a Fourth Amendment claim would be adjudicated in 2012 using a property-rights
approach rather than Katz's reasonable expectation of privacy framework. Fradella, supra note 97, at 7.

99. United States v. Jones, 132 S. Ct. 945, 952 (2012) ("[T]he Katz reasonable-expectation-of-
privacy test has been added to, not substituted for, the common law trespassory test.").

100. Id.
101. United States v. Knotts, 460 U.S. 276, 285 (1983).
102. United States v. Karo, 468 U.S. 705, 707 (1984).
103. Id. at 708-10.
104. Id. at 710.
105. Id. at 711.
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beeper in a private residence did violate the Fourth Amendment.1 06 Karo is
generally interpreted as standing for the proposition that if "the monitoring
of a device allows law enforcement to 'see' where they could not without
the device, such as inside a private residence as was the case in Karo itself,
then the Fourth Amendment prohibits the use of such a device without
probable cause and a warrant." 07

At the other end of the spectrum, one's home is the location where
courts afford the highest levels of expected privacy.1 08 If one knowingly ex-
poses the interior of one's home to passersby who can see inside the home
with the naked eye, then it is likely the courts will find no reasonable expec-
tation of privacy.1 09 If police need to use technology to see into the home,
then other factors come into play, such as factors 2, 5, and 6 identified by
Professor Slobogin." 0

With regard to the second factor (steps taken to enhance privacy),
"courts have often considered the presence of fences and curtains, the
height of windows, and whether objects were out of the line of normal
sight.""' The fifth and sixth factors (public availability of the technology
and the degree to which the technology enhances natural senses) generally
tips in favor of law enforcement using devices like flashlights and ordinary
binoculars." 2 Similarly, commonly-available telephoto lenses may be used
without implicating the Fourth Amendment, if such devices are used to see
into property from navigable airspace." 3 But as devices become more spe-
cialized and outside of the realm of being classified as commonly available
technologies, then courts are far more likely to find their use implicates the

106. Id. at 714-15.

107. FERDICO ET AL., supra note 12, at 195.

108. Kyllo v. United States, 533 U.S. 27, 33 (2001) (quoting Dow Chem. Co. v. United States, 476
U.S. 227, 237 n.4 (1986)).

109. Katz v. United States, 389 U.S. 347, 351 (1967).

110. See Slobogin, supra note 88, at 392-97 (describing federal case law concerning the use of
technology as it intersects with Fourth Amendment jurisprudence).

Ill 1. Id. at 392; see also id. at 392 n.40 ("People v. Ferguson, 365 N.E.2d 77, 80 (111. App. Ct.
1977) (holding that the use of binoculars to look through the windows of a second floor apartment from
60 feet away is not a search); People v. Hicks, 364 N.E.2d 440, 444 (I1. App. Ct. 1977) (holding that the
use of night binoculars to look into a first-floor hotel room when curtains could have been pulled is not a
search); State v. Littleton, 407 So.2d 1208, 1211 (La. 1981) (holding that the use of binoculars to look
into a hangar with a thirty- to forty-foot-wide opening is not a search); State v. Louis, 672 P.2d 708 (Or.
1983) (holding that the use of a telephoto lens to observe a person repeatedly positioning himself at a
window is not a search).").

112. See, e.g., Texas v. Brown, 460 U.S. 730, 740 (1983) ("Numerous other courts have agreed
that the use of artificial means to illuminate a darkened area simply does not constitute a search, and
thus triggers no Fourth Amendment protection."); United States v. Bassford, 601 F. Supp. 1324, 1335
(D. Me. 1985), aff'd, 812 F.2d 16 (1st Cir. 1987) ("The use of binoculars did not convert the aerial ob-
servation into an unlawful search."); State v. Holbron, 648 P.2d 194, 197 (Haw. 1982) ("We now hold
that where binoculars are used only to confirm unaided observations into an area where appellant has no

reasonable expectation of privacy, the surveillance does not constitute an unlawful search.").

113. Florida v. Riley, 488 U.S. 445, 451 (1989); California v. Ciraolo, 476 U.S. 207, 209, 215
(1986); Dow Chem. Co., 476 U.S. at 239.
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Fourth Amendment.' 1 4

In Kyllo, the Court ruled that the warrantless use of a thermal-
imaging device to determine the amount of heat coming from inside a home
in which they believed the defendant was growing marijuana using "grow
lights" constituted a "search" for Fourth Amendment purposes because it
invaded a space in which the defendant had a reasonable expectation of pri-
vacy." 5 The Court relied heavily on Katz when it reasoned the high-tech
device allowed police to obtain information about the interior of the de-
fendant's home-a space given the highest levels of Fourth Amendment
protection."' "Where, as here, the Government uses a device that is not in
general public use to explore details of the home that would previously
have been unknowable without physical intrusion, the surveillance is a
'search' and is presumptively unreasonable without a warrant."'

B. Digital Surveillance

1. GPS Tracking

At one time, global positioning satellite (GPS) equipment was a so-
phisticated technology available only to the military."' Today, however,
GPS ubiquitously appears in everyday devices from our cars to smart
phones. Importantly, GPS-enabled devices allow their users to be tracked,
raising privacy concerns from both "big data" and Fourth Amendment per-
spectives.'

Early cases analyzing police use of GPS to track the whereabouts of
suspects likened the technology to the tracking beeper used in Knotts.'
However, in 2010, the influential U.S. Court of Appeals for the District of

114. See Kyllo v. United States, 533 U.S. 27, 34 (2001) (citation omitted) (internal quotation

marks omitted) ("We think that obtaining by sense-enhancing technology any information regarding the
interior of the home that could not otherwise have been obtained without physical intrusion into a consti-
tutionally protected area . . . constitutes a search-at least where (as here) the technology in question is
not in general public use.").

115. Id. at 34-35.
116. Id. at 34.

117. Id. at 40.

118. William Y. Kim, The Whole is Greater than the Sum of its Parts: Maynard, Jones, and the In-
tegration of GPS and the Fourth Amendment, 8 CRIM. L. BRIEF 31, 34 (2013).

119. For a fascinating discussion of how "big data" is used by private corporations to track people
in both the physical and online worlds, see Brad Turner, When Big Data Meets Big Brother: Why Courts

Should Apply United States v. Jones to Protect People's Data, 16 N.C. J.L. & TECH. 377 (2015).
120. See United States v. Garcia, 474 F.3d 994, 996 (7th Cir. 2007), abrogated by United States v.

Taylor, 776 F.3d 513, 515 (7th Cir. 2015) (in determining whether the police seized Garcia's vehicle by
attaching the memory tracking device, the Court looked to the holding of Knotts that the mere tracking
of a vehicle on public streets by means of a similar though less sophisticated device (a beeper) is not a
search); United States v. Pineda-Moreno, 591 F.3d 1212, 1216 (9th Cir. 2010), cert. granted and judg-
ment vacated, 132 S. Ct. 1533 (2012) (holding that Pineda-Moreno's complaint was simply that scien-
tific devices such as tracking devices enabled the police to be more effective in detecting crime, and that
equating police efficiency with unconstitutionality would violate the holding in Knotts).
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Columbia Circuit decided United States v. Maynard.12 1 Following the lead
of the high courts of New York and Massachusetts, 22 the Maynard court
held that the installation and monitoring of a GPS device constitutes a
search for Fourth Amendment purposes.' The court was particularly con-
cerned about the privacy implications of 24-hour digital surveillance over
extended periods of time. 124

In Maynard, using traditional surveillance techniques, police had
come to suspect the defendant and his conspiratorial companion Antoine
Jones of involvement in drug trafficking.' They obtained a warrant author-
izing the installation of GPS tracking device on Jones's car while it was
within the District of Columbia. But law enforcement did not install the de-
vice during the period of time authorized by the warrant. Rather, the day af-
ter the ten day period authorized in the warrant had expired, police installed
the device while the vehicle was in Maryland. Thus, both the installation of
the GPS device and its subsequent monitoring fell outside the scope of war-
rant, placing the actions of the police outside the protections of the Fourth
Amendment's Warrant Clause.1 26 Police then monitored the GPS for 28
days.1 27 After Jones was charged, his lawyers moved to exclude all of the
evidence obtained via the GPS monitoring.1 28

Embracing what is now commonly referred to as the Mosaic Theo-
ry, the Circuit Court agreed and explained how such surveillance can pre-
sent a composite of a person's life in ways that traditional physical surveil-
lance cannot.1 29

First, unlike one's movements during a single journey, the whole
of one's movements over the course of a month is not actually
exposed to the public because the likelihood anyone will observe
all those movements is effectively nil. Second, the whole of one's
movements is not exposed constructively even though each indi-
vidual movement is exposed, because that whole reveals more-
sometimes a great deal more-than does the sum of its parts....
Repeated visits to a church, a gym, a bar, or a bookie tell a story
not told by any single visit. . . . The sequence of a person's
movements can reveal still more; a single trip to a gynecologist's
office tells little about a woman, but that trip followed a few
weeks later by a visit to a baby supply store tells a different story.

121. United States v. Maynard, 615 F.3d 544 (D.C. Cir.), aff'd sub. nom. on other grounds, United
States v. Jones, 132 S. Ct. 945 (2012).

122. FERDICO ET AL., supra note 12, at 196 (citing Commonwealth v. Connolly, 913 N.E.2d 356,
369 (Mass. 2009); People v. Weaver, 909 N.E.2d 1195, 1201 (N.Y. 2009)).

123. Maynard, 615 F.3d at 555-56.
124. Id. at 563-64.
125. Id. at 549-50.
126. Id. at 566.
127. Id. at 558.
128. Id. at 549.
129. Id. at 562.
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A person who knows all of another's travels can deduce whether
he is a weekly churchgoer, a heavy drinker, a regular at the gym,
an unfaithful husband, an outpatient receiving medical treatment,
an associate of particular individuals or political groups-and not
just one such fact about a person, but all such facts. '

The U.S. Supreme Court granted certiorari to review Jones's con-
viction,' 3 ' and held that "the Government's installation of a GPS device on
[the Jones'] vehicle, and its use of that device to monitor the vehicle's
movements, constitutes a 'search' [under the Fourth Amendment.]" 3 2 But
the rationale for the decision was surprisingly grounded in Olmstead's
property-rights approach to the Fourth Amendment because the law en-
forcement officers had physically intruded on Jones's property when they
installed the GPS device on his wife's car. 33

Because the Court resolved Jones on the basis of a physical trespass
to property, the majority did not need to address the applicability of the
Mosaic Theory to GPS monitoring that occurs in the absence of a trespass
to property. But at least five justices in Jones hinted that whether electronic
surveillance interferes with a reasonable expectation of privacy might de-
pend on the length of the monitoring and the corresponding amounts of data
collected."' Indeed, without setting a boundary for what constitutes short-
term versus long-term monitoring, Justice Alito's concurring opinion spe-
cifically stated that the former was permissible under the Fourth Amend-
ment without a warrant while the latter would not be constitutionally ac-
ceptable. 3 5 Justice Sotomayor's concurring opinion voiced agreement with
Justice Alito with regard to long-term monitoring of suspects using GPS
technology.1 36 Although such an approach suggests some agreement with
the D.C. Circuit's decision in Maynard, as of this writing, courts have not
embraced the Mosaic Theory to the degree that the Maynard decision
did. 137

130. Id. at 558, 562.
131. United States v. Jones, 131 S. Ct. 3064, 3064 (2011).
132. United States v. Jones, 132 S. Ct. 945, 949 (2012).
133. Id. at 948-49.
134. David Gray & Danielle Keats Citron, A Shattered Looking Glass: The Pitfalls and Potential

of the Mosaic Theory of Fourth Amendment Privacy, 14 N.C. J.L. & TECH. 381, 397 (2013); Orin S.
Kerr, The Mosaic Theory of the Fourth Amendment, 1 l 1 MICH. L. REV. 311, 313 (2012).

135. Jones, 132 S. Ct. at 964 (Alito, J., concurring).
136. Id. at 955 (Sotomayor, J., concurring) ("I agree with Justice Alito that, at the very least,

'longer term GPS monitoring in investigations of most offenses impinges on expectations of privacy."').
137. See, e.g., United States v. Cuevas-Perez, 640 F.3d 272, 274 (7th Cir. 2011), cert. granted and

judgment vacated, 132 S. Ct. 1534 (2012) (reasoning 60 hours of surveillance was qualitatively different
than 28 days at issue in Maynard); United States v. Hernandez, 647 F.3d 216, 221 (5th Cir. 2011) (rea-
soning that monitoring of a single cross country trip did not implicate the concerns raised in Maynard).
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2. Cell-Phone Tracking

Given that cell-cite location tracking is less accurate than GPS
tracking, 138 it is somewhat surprising that law enforcement continues to rely
on cell phones to track suspects. Cell phone tracking allows law enforce-
ment (using triangulation of signals from the cell towers that the phone
"pings") to locate a suspect using historic cell-site data (i.e., where someone
was at a particular time in the past) or real-time cell-site data searching (i.e.,
the present location of a phone).' 39 Although the Stored Communications
Act largely governs this area of law, and allows law enforcement to access
cell cite location data without a warrant,14 0 a number of courts have wres-
tled with whether the third party doctrine should apply, and have considered
the Mosaic Theory's applicability.

Some lower courts have held that access to cell-site data required a
warrant supported by probable cause and questioned whether the third party
doctrine was applicable.14 1 For example, in 2010, the Third Circuit reasoned
that a "cell phone customer has not 'voluntarily' shared his location infor-
mation with a cellular provider in any meaningful way" especially because
it is "unlikely" that cell-phone customers are even "aware that their cell-
phone providers collect and store historical location information" and,

138. Aaron Blank, The Limitations and Admissibility of Using Historical Cellular Site Data to
Track the Location of a Cellular Phone, 18 RICH. J.L. & TECH. 3, 7-8 (2012), available at
http://jolt.richmond.edu/vl8i1/article3.pdf.

139. When a cell phone is powered up, it acts as a scanning radio, searching through a
list of control channels for the strongest signal. The cell phone re-scans every sev-
en seconds or when the signal strength weakens, regardless of whether a call is
placed. The cell phone searches for a five-digit number known as the System
Identification Code assigned to service providers. After selecting a channel, the
cell phone identifies itself by sending its programmed codes which identify the
phone, the phone's owner, and the service provider. These codes include an Elec-
tronic Serial Number (a unique 32-bit number programmed into the phone by the
manufacturer), and a Mobile Identification Number, a 10-digit number derived
from the phone's number. . . . The cell site relays these codes to the mobile tele-
communications switching office in a process known as registration. . . . [Thus], a
cell phone is (among other things) a radio transmitter that automatically announc-
es its presence to a cell tower via a radio signal over a control channel which does
not itself carry the human voice. By a process of triangulation from various cell
towers, law enforcement is able to track the movements of the target phone, and
hence locate a suspect using that phone.

In re Application for Pen Register and Trap/Trace Device with Cell Site Location Auth., 396 F.
Supp. 2d 747, 750-51 (S.D. Tex. 2005); see also FERDICO ET AL., supra note 12, at 197 (discussing cell
phone tracking).

140. Stored Communications Act, 18 U.S.C. 2701-2712 (2012). Section 2703(d) of this statute
allows government agencies to obtain a court order requiring a telephone company to disclose subscriber
records upon a showing of "specific and articulable facts showing that there are reasonable grounds to
believe" that the records are "relevant and material to an ongoing criminal investigation." 2703(d). A
showing of probable cause is not required.

141. United States v. Powell, 943 F. Supp. 2d 759, 771 (E.D. Mich. 2013); In re Application of
U.S. for an Order Authorizing Release of Historical Cell-Site Info., 736 F. Supp. 2d 578, 579, 586-88
(E.D.N.Y. 2010), rev'd, (Nov. 29, 2010); In re Pen Register and Trap/Trace, 396 F. Supp. 2d at 765.
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therefore, they could not be knowingly and voluntarily relinquishing their
expectations of privacy concerning their whereabouts simply by having a
cell phone.1 42 In 2015, in United States v. Graham, the Fourth Circuit
agreed, rejecting the proposition that "cell phone users volunteer to convey
their location information simply by choosing to activate and use their cell
phones and to carry the devices on their person." 3 In that case, the court
held that users have "an objectively reasonable expectation of privacy" in
their location information,1 44 and declined to apply the third party doc-
trine,1 45 noting:

[S]ociety recognizes an individual's privacy interest in her
movements over an extended time period as well as her move-
ments in private spaces. The fact that a provider captures this
information in its account records, without the subscriber's in-
volvement, does not extinguish the subscriber's reasonable ex-
pectation of privacy. Applying the third party doctrine would
simply permit the government to convert an individual's cell
phone into a tracking device by examining the massive bank of
location information retained by her service provider, and to do
so without probable cause.1 46

However, decisions from other circuits have held otherwise. In
2012, the Sixth Circuit held that pinging a suspect's cell phone in order to
track his location did not amount to a Fourth Amendment search.1 47 More
recently, in United States v. Davis, the Eleventh Circuit sitting en banc
overturned an earlier panel decision that embraced the Mosaic Theory,1 48

and the court held that obtaining cell site location information without a
warrant did not violate the Fourth Amendment.1 49 In doing so, the court re-
lied on an earlier decision of the Fifth Circuit, which held that cell tower
records, which do not contain any content of communications, are business
records and thus subject to the third party doctrine. 5 0

Either an act of Congress or consistent rulings of higher courts will

142. In re Application of U.S. for an Order Directing a Provider of Elec. Commc'n Serv. to Dis-
close, 620 F.3d 304, 317 (3d Cir. 2010); see also In re Application of U.S. for Historical Cell Site Data,
747 F. Supp. 2d 827, 844-46 (S.D. Tex. 2010), vacated, 724 F.3d 600 (5th Cir. 2013) (rejecting the ap-
plicability of the third-party doctrine to cell-site searching).

143. United States v. Graham, 796 F.3d 332, 355 (4th Cir. 2015), reh'g en bane granted, 624 F.
App'x 75 (4th Cir. 2015).

144. Id. at 345.
145. Id. at 353.
146. Id. at 357.
147. United States v. Skinner, 690 F.3d 772, 777 (6th Cir. 2012).
148. United States v. Davis, 754 F.3d 1205, 1215 (11th Cir. 2014), reh'g en banc granted, opinion

vacated, 573 F. App'x 925 (11th Cir. 2014), reh'g en banc granted in part, 785 F.3d 498 (11th Cir.
2015).

149. United States v. Davis, 785 F.3d 498, 517 (11th Cir. 2015).
150. In re Application of U.S. for Historical Cell Site Data, 724 F.3d 600, 612 (5th Cir. 2013).
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be necessary to resolve these conflicts."' For now, however, it is important
to note that Justice Sotomayor's concurring opinion in Jones criticized the
third party doctrine as being "ill-suited to the digital age," at least within the
context of GPS tracking. 2 Similarly, the dissenting judges in Davis noted
that "an expansive application of the third-party doctrine would allow the
government warrantless access not only to where we are at any given time,
but also to whom we send e-mails, our search-engine histories, our online
dating and shopping records, and by logical extension, our entire online
personas." 153 The next section discusses whether this fear is founded.

C. Transaction Surveillance

Despite the fact that recent criticisms of the third party doctrine fo-
cus on its application in the digital age, 5 4 it is not clear to what extent digi-
tal communications and other information are subject to the third party doc-
trine. In theory, although the U.S. Supreme Court has never explicitly held
that the third party doctrine applies to the Internet,"5 because most online
data, including emails, are stored at some point on third-party servers, the
doctrine applies to digital information.' As Professor Slobogin notes, most
read Miller and Smith broadly and assume that transaction surveillance, or
"surveillance accessing recorded information about communications, ac-
tivities, and other transactions," is "immune from the restrictions of the
Fourth Amendment."15 7 However, lower courts that have addressed the is-
sue more recently disagree in their interpretations with regard to how the
third party doctrine applies to surveillance in the digital age.

1. Email

In 2008, the Ninth Circuit held that Internet Service Provider (ISP)

151. Thus far, the Supreme Court has declined to get involved, and recently rejected a petition for
certiorari in the Davis case. United States v. Davis, 136 S. Ct. 479, 480 (2015) (Mem).

152. United States v. Jones, 132 S. Ct. 945, 957 (2012) (Sotomayor, J., concurring). The results of
the present study suggest that Justice Sotomayor's views align with societal views regarding the privacy
of digital data.

153. Davis, 785 F.3d at 533 (Martin, J., dissenting).

154. Monu Bedi, Facebook and Interpersonal Privacy: Why the Third Party Doctrine Should Not
Apply, 54 B.C. L. REV. 1, 2 (2013); Henderson, supra note 80, at 45-46; Laurie Buchan Serafino, "I
Know My Rights, So You Go'n Need A Warrant for That": The Fourth Amendment, Riley's Impact, and
Warrantless Searches of Third-Party Clouds, 19 BERKELEY J. CRIM. L. 154, 165 (2014); Katherine J.
Strandburg, Home, Home on the Web and Other Fourth Amendment Implications of Technosocial
Change, 70 MD. L. REV. 614, 639 (2011); Matthew Tokson, Automation and the Fourth Amendment, 96
IOWA L. REV. 581, 585 (2011); see also Gevard, supra note 71, at 235 (noting that the third-party doc-
trine is too broad and should be limited).

155. Henderson, supra note 80, at 39-40.

156. Bedi, supra note 154, at 15-16.
157. CHRISTOPHER SLOBOGIN, PRIVACY AT RISK: THE NEW GOVERNMENT SURVEILLANCE AND

THE FOURTH AMENDMENT 13, 16 (2007).
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records are subject to the third party doctrine. 158 Relying on Smith, the court
held that "e-mail and Internet users have no expectation of privacy in the
to/from addresses of their messages or the IP addresses of the websites they
visit because they should know that this information is provided to and used
by Internet service providers for the specific purpose of directing the rout-
ing of information."1 59 However, the court did note that "more intrusive
techniques or techniques that reveal more content information" may not be
subject to the third party doctrine.' 60 In 2010, the Sixth Circuit agreed, hold-
ing that individuals have a reasonable expectation of privacy in the content
of their emails.161 Select other courts have agreed, 16 2 though at least one
other federal appellate court suggested in dicta that people lose any expecta-
tion of privacy in the content of the email they send.16 3

2. Social Media

No circuits have yet dealt with social media communications, but
two federal district courts applied similar reasoning to private Facebook
messages as the Sixth Circuit did to email.164 In contrast, at least one state
court has held that the third party doctrine applied to public message com-
municated over Twitter. 16 5 Then again, Twitter postings are designed to be
viewed by others and, therefore, are not private by their very nature. In con-
trast, some social media platforms allow users to set different levels of pri-
vacy protections to prevent the general public from seeing specific content.
Nonetheless, courts have, thus far, not embraced the notion that people en-
joy any reasonable expectation of privacy for such postings in spite of the
fact that certain privacy settings were activated. Consider United States v.
Meregildo, in which law enforcement viewed Facebook postings that were
visible only to select "friends" through the cooperation of a witness on the
defendant's "friends list."'66

158. United States v. Forrester, 512 F.3d 500, 510 (9th Cir. 2008).
159. Id.

160. Id. at 511.

161. United States v. Warshak, 631 F.3d 266, 274 (6th Cir. 2010).

162. United States v. Ali, 870 F. Supp. 2d 10, 39 & n.39 (D.D.C. 2012); In re Applications for
Search Warrants for Information Associated with Target Email Address, No. 12-MJ-8119-DJW, 2012
WL 4383917, at *5 (D. Kan. Sept. 21, 2012); In re Application of U.S. for an Order Authorizing the
Release of Historical Cell-Site, No. 10-MC-0897, 2010 WL 5437209, at *3 (E.D.N.Y. Dec. 23, 2010).

163. See Rehberg v. Paulk, 611 F.3d 828, 847 (11th Cir. 2010), affd, 132 S. Ct. 1497 (2012) (de-
clining to rule on the Fourth Amendment issue in a qualified immunity case because "at a minimum,
Rehberg has not shown his alleged constitutional right was clearly established").

164. R.S. ex rel. S.S. v. Minnewaska Area School Dist. No. 2149, 894 F. Supp. 2d 1128, 1142 (D.
Minn. 2012); Crispin v. Christian Audigier, Inc., 717 F. Supp. 2d 965, 991 (C.D. Cal. 2010). For an in-
depth exploration of the theories upon which social media communications might receive Fourth
Amendment protection, see generally Bedi, supra note 154 (arguing that communications over social
networking platforms, like Facebook, warrant Fourth Amendment protection because the concept of
interpersonal privacy creates a reasonable expectation of privacy).

165. People v. Harris, 949 N.Y.S. 2d 590, 593-94 (N.Y. Crim. Ct. 2012).

166. United States v. Meregildo, 883 F. Supp. 2d 523, 526 (S.D.N.Y. 2012).
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Where Facebook privacy settings allow viewership of postings by
"friends," the Government may access them through a cooperat-
ing witness who is a "friend" without violating the Fourth
Amendment. While Colon undoubtedly believed that his Face-
book profile would not be shared with law enforcement, he had
no justifiable expectation that his "friends" would keep his pro-
file private. And the wider his circle of "friends," the more likely
Colon's posts would be viewed by someone he never expected to
see them. Colon's legitimate expectation of privacy ended when
he disseminated posts to his "friends" because those "friends"
were free to use the information however they wanted-including
sharing it with the Government. When Colon posted to his Face-
book profile and then shared those posts with his "friends," he
did so at his peril. Because Colon surrendered his expectation of
privacy, the Government did not violate the Fourth Amendment
when it accessed Colon's Facebook profile through a cooperating
witness. 167

3. Metadata

Most forms of digital communications contain telephony metada-
ta-"comprehensive communications routing information, including but not
limited to session identifying information (e.g., originating and terminating
telephone number, International Mobile Subscriber Identity (IMSI) number,
International Mobile station Equipment Identity (IMEI), etc.), trunk identi-
fier, telephone calling card numbers, and time and duration of [the] call."' 68

The U.S. government has asserted it has the authority and need to collect
such metadata for the purposes of national security.1 69 Courts are split as to
whether that is, in fact, the case. Relying on the Mosaic Theory, Klayman v.
Obama17 0 found the U.S. National Security Agency's mass collection and
analysis of telephony metadata violated the Fourth Amendment. 7' Howev-
er, Smith v. Obama 72 reached the opposite conclusion based on relevant
U.S. Supreme Court precedent regarding the third party doctrine.7 3 Alt-
hough the Second Circuit recently struck down the metadata program, it did
so on statutory grounds and therefore did not examine the Fourth Amend-

167. Id. at 526 (citations omitted).
168. Secondary Order, In re FBI for an Order Requiring Production of Tangible Things from Ver-

izon Bus. Network Servs., Inc. on Behalf of MCI Commc'n Servs., Inc., at 2, No. BR 13-80 (FISA Ct.
2013).

169. U.S. DEP'T OF JUSTICE, ADMINISTRATION WHITE PAPER: BULK COLLECTION OF TELEPHONY

METADATA UNDER SECTION 215 OF THE USA PATRIOT ACT 1-3 (2013), available at
https://perma.cc/8RJN-EDB7.

170. Klayman v. Obama, 957 F. Supp. 2d 1 (D.D.C. 2013), vacated and remanded, 800 F.3d 559
(D.C. Cir. 2015).

171. Id. at 43-44.
172. Smith v. Obama, 24 F. Supp. 3d 1005 (D. Idaho 2014), appeal docketed, No. 14-35555 (9th

Cir. 2014).
173. Id. at 1008-10.
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ment issues.1'74

Separate from the constitutional questions surrounding governmen-
tal collection and analysis of bulk telephony metadata,17 5 there are Fourth
Amendment concerns surrounding how law enforcement obtains metadata
for a specific criminal investigation. In 2008, the court in United States v.
Forrester'76 concluded that email metadata-including the Internet Protocol
(IP) addresses and to/from e-mail information-are not protected under the
Fourth Amendment. 7 More recently, a federal district court recently held
that an individual who posts an image to the internet has no expectation of
privacy in the metadata embedded in that image, such as the GPS tag that
reveals the location where the picture was taken.1'78

4. The Cloud

The text of the Fourth Amendment speaks to "right of the people to
be secure in their persons, houses, papers, and effects . . . ."'"'9 The Framers
could not have imagined how modern technology has transformed our rec-
ord keeping from "papers" kept in desks or file cabinets to "paperless" files
that are digitally stored not only on hard drives, but increasingly in the
cloud. "In laymen's terms, the cloud is a network made of hundreds of
thousands of servers that store data."1 80 Because these servers are owned
and operated by third parties, data stored on them might arguably receive no
Fourth Amendment protection due to the third party doctrine, even though
(1) the files stored on these servers may be quite personal, and (2) the dis-
closure is to an automated technology service, not a human.18' However,
Professor Laurie Serafino notes that

[o]nly the location has changed.. . . [P]rivate data secured with a

user name and password is analogous to papers located in a file
cabinet, briefcase or third-party storage facility. The law is very
clear that an individual possesses an expectation of privacy in the
contents of a personal office, as well as a shared office with a

locked desk and file cabinet, even if the employer has a master

174. ACLU v. Clapper, 785 F.3d 787, 824-25 (2d Cir. 2015).
175. Analysis of the constitutionality of the NSA's programs is beyond the scope of this Article.

For in-depth analyses of competing theories under which the collection and analysis of bulk telephony
metadata might be constitutionally assessed, see generally Bedi, supra note 58 and Gevard, supra note
71.

176. United States v. Forrester, 512 F.3d 500 (9th Cir. 2008).

177. Id. at 513.

178. United States v. Post, 997 F. Supp. 2d 602, 605-06 (S.D. Tex. 2014) (reasoning that the de-
fendant did not claim any expectation of privacy in the image itself).

179. U.S. CONST. amend. IV.
180. Serafino, supra note 154, at 161.

181. Id. at 171-72; see also Tokson, supra note 154, at 600-01 (discussing how Maryland v.
Smith's "automation rationale" means there is no difference between disclosing information to a person
like a telephone operator as compared to disclosing to an automated service like a third party server).
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key. Similarly, a closed briefcase that is moved in the public do-
main from home, to office, to court is entitled to Fourth Amend-
ment protection. Similarly, hard copies of documents stored in
third-party storage areas are entitled to constitutional protection.
Because cloud-based data carry digital locks analogous to the
physical locks on storage cabinets or briefcases, private data
stored securely in the cloud should be inaccessible to the gov-
ernment. One commentator has compared tangible to virtual con-
tainers, suggesting that "virtual concealment" by password pro-
tection and encryption satisfies the Katz subjective expectation of
privacy prong.' 8 2

Courts have yet to fully embrace Professor Serafino's well-
reasoned arguments.' 83 That may be due, in part, to the fact that the "fine
print" of many cloud-based (non-negotiable) user agreements often contain
waivers of privacy rights. 184 But as scholars have argued, these contracts of
adhesion for the mere storage of private data in the cloud is not the same as
the voluntary disclosure of private information to a third party; "nonpublic
cloud data is not in the public domain."185 This line of reasoning is bol-
stered by the U.S. Supreme Court's decisions in cases concerning searches
of pagers and cell phones.

5. Text Messages

Analogizing text messages in cell phones and pagers to letters, at
least one federal appellate court concluded that senders of text messages
have a reasonable expectation of privacy in the content of messages, but not
the phone numbers associated with the sender or the recipient.186 Another
federal appeals court compared cell phones to containers that can be
searched incident to arrest.1 87 And still other courts have concluded that the
third party doctrine operates to nullify any reasonable expectation of priva-
cy in a text message because the sender takes the risk that "the one intended

182. Serafino, supra note 154, at 174-75 (citing David A. Couillard, Defogging the Cloud: Apply-
ing Fourth Amendment Principles to Evolving Privacy Expectations in Cloud Computing, 93 MINN. L.
REv. 2205, 2218 (2009)).

183. However, Judge Rosenbaum also reasoned that the expectation of privacy should not fade
simply because the place of storage has changed. See United States v. Davis, 785 F.3d 498, 530 (11th
Cir. 2015) (Rosenbaum, J. concurring) (analogizing documents stored in the cloud to documents main-
tained in a residence and noting that "[t]he privacy expectation has not abraded simply because the ef-
fect to be searched is virtual and the 'place' of storage is now the intangible Cloud").

184. Serafino, supra note 154, at 162-163.
185. Id. at 177.
186. Quon v. Arch Wireless Operating Co., 529 F.3d 892, 905 (9th Cir. 2008), rev'd, 560 U.S. 746

(2010). But see United States v. Jones, 149 F. App'x 954, 959 (1 lth Cir. 2005) (affirming the district
court's ruling that "the defendants did not have a reasonable expectation of privacy in text messages
received or sent").

187. United States v. Finley, 477 F.3d 250, 259-60 (5th Cir. 2007).
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to receive [the] communication will actually receive it."'8 8 But most of
these decisions pre-date two key cases decided by the U.S. Supreme Court
in 2010 and 2014 that collectively suggest not only that the senders of text
messages have a reasonable expectation of privacy in the content of those
messages, but also that the third party doctrine may not operate to defeat
that reasonable expectation of privacy.

City of Ontario v. Quon was a civil case in which a police officer
sued his department for alleged violations of his Fourth Amendment
rights. 189 The department had issued text-messaging pagers to Quon, who
was a SWAT team member, and other SWAT members.1 90 After Officer
Quon and others exceeded the monthly character limits for a few months
running, police department executives thought the character limit may be
too low.1 91 Before spending the money to increase the text messaging plans
to which the department had subscribed, the department ordered and re-
viewed transcripts of all the text messages of the officers who had exceeded
the monthly quota. 19 2 The department learned that Quon had used his de-
partment-issued pager for non-work related communications, some of
which were sexually explicit.' 93 He was subsequently disciplined.19 4

The district court ruled that Quon had a reasonable expectation of
privacy in his text messages. 195 But after a jury concluded that that the audit
of the text messages "'was to determine the efficacy of the existing charac-
ter limits to ensure that officers were not paying hidden work-related
costs,"' the district court ruled that "no constitutional violation oc-
curred. "'196 On appeal, the Ninth Circuit agreed with the district court that
"Quon had a reasonable expectation of privacy in his text messages," but
held the search was unreasonable because there were less intrusive ways for
the police department could have determined whether the text messages
were personal or business-related, "such as warning Quon at the beginning
of the month that his future messages would be audited, or asking Quon
himself to redact the transcript of his messages."1 97

The U.S. Supreme Court reversed. In doing so, however, the court
assumed, arguendo, though it did not specifically hold, that Quon had a rea-
sonable expectation of privacy in the "text messages sent on the pager pro-

188. State v. Hinton, 280 P.3d 476, 477-78 (Wash. Ct. App. 2012), rev'd on other grounds, 319
P.3d 9 (Wash. 2014).

189. City of Ontario v. Quon, 560 U.S. 746, 750 (2010).

190. Id. at 751.

191. Id. at 752.

192. Id.

193. Id. at 753.

194. Id.
195. Id. at 754.
196. Id. (quoting Quon v. Arch Wireless Operating Co., 445 F. Supp. 2d 1116, 1146 (C.D. Cal.

2006), affJd in part, rev'd in part, 529 F.3d 892 (9th Cir. 2008), rev'd and remanded sub nom. City of
Ontario v. Quon, 560 U.S. 746 (2010)).

197. Id. at 755.
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vided to him by the [c]ity." 198 The Court stated, however, that "cell phone
and text message communications are so pervasive that some persons may
consider them to be essential means or necessary instruments for self-
expression, even identification. That might strengthen the case for an expec-
tation of privacy."'99 Nonetheless, the Court concluded the search was rea-
sonable, and therefore constitutional, "because there were 'reasonable
grounds for suspecting that the search [was] necessary for a noninvestigato-
ry work-related purpose."' 200 Notably, the third party doctrine is not even
mentioned in the Quon opinion.

Four years later, the U.S. Supreme Court decided Riley v. Califor-
nia.20 1 A unanimous Court held in Riley that police generally may not,
"without a warrant, search digital information on a cell phone seized from
an individual who has been arrested." 20 2 In deciding that the "search inci-
dent to arrest" doctrine203 did not include the authority to search the con-
tents of cell phone, the Court used fairly expansive language to communi-
cate the justices' understanding that modern smart phones contain vast
amounts of information that places the searches of such devices well be-
yond the physical searches incident to the arrests at issue in Chimel and
Robinson.204

Cell phones differ in both a quantitative and a qualitative sense
from other objects that might be kept on an arrestee's person. The
term "cell phone" is itself misleading shorthand; many of these
devices are in fact minicomputers that also happen to have the
capacity to be used as a telephone. They could just as easily be
called cameras, video players, rolodexes, calendars, tape record-
ers, libraries, diaries, albums, televisions, maps, or newspapers. 205

The Court described in detail the various features of modern cell
phones, including their "immense storage capacity," and the fact that
phones often contain "sensitive personal information," which means that
"many of the more than 90% of American adults who own a cell phone
keep on their person a digital record of nearly every aspect of their lives." 20 6

"Allowing the police to scrutinize such records on a routine basis is quite
different from allowing them to search a personal item or two in the occa-

198. Id. at 760.
199. Id.

200. Id. at 761 (quoting O'Connor v. Ortega, 480 U.S. 709, 726 (1987)).
201. Riley v. California, 134 S. Ct. 2473 (2014).
202. Id. at 2480, 2495.
203. United States v. Robinson, 414 U.S. 218, 224 (1973); Chimel v. California, 395 U.S. 752,

762 (1969).
204. Riley, 134 S. Ct. at 2485.
205. Id. at 2489.
206. Id. at 2489-90.
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sional case." 207

Riley did not present a constitutional question concerning the third
party doctrine. However, given the Court's recognition of the omnipresence
of cell phones and the vast amount of sensitive, private data they contain,
when considered in combination with Quon, it seems the Court is mindful
of the fact that people who send text messages to others possess some sub-
jective expectation of privacy in those electronic communications. It re-
mains to be seen whether the courts ultimately decide such expectations are
objectively reasonable. As the next part of this Article explores, though,
such determinations are often based on courts' subjective judgments, rather
than on data. Our express aim in conducting the present study is to help
remedy this shortcoming of judicial decision-making.

IV. When is a Subjective Expectation of Privacy Objectively Reasonable?

The most difficult aspect of the Katz test is determining whether a
subjective expectation of privacy is objectively reasonable. There is no sin-
gle way for doing this. Professor Orin Kerr reviewed how courts have at-
tempted to make this decision and concluded that there are four models that
the U.S. Supreme Court has used at various times.20 The first model is the
probabilistic model, which "depends on the chance that a sensible person
would predict that he would maintain his privacy."20 9 He notes that this is a
descriptive rather than a normative test and in theory looks at what people
actually think is private rather than what should be private. 210 The second
model is the private facts model, which asks whether the information col-
lected is "private and worthy of constitutional protection."2"' Under this
model, it does not matter how the information is collected. The third model,
which asks "whether there is some law that prohibits or restricts the gov-
ernment's action," is the positive law model. 212 The fourth and final model
is the policy model, which is the only normative model Kerry describes;
this model asks whether "a particular set of police practices [should] be
regulated by the warrant requirement or should those practices remain un-
regulated by the Fourth Amendment?"213 Here, he looks at whether the
practices are "troublesome to civil liberties." 214

We agree with Kerr that given the number and diversity of cases

207. Id. at 2490.

208. Orin S. Kerr, Four Models of Fourth Amendment Protection, 60 STAN. L. REV. 503, 508-19
(2007).

209. Id. at 508.

210. Id.
211. Id. at 512.
212. Id. at 516.
213. Id. at 519.
214. Id.
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that implicate the Fourth Amendment, no one model can fit every case. 215

We also agree that these models certainly describe what the Court has done
(and may continue to be doing). However the courts-and most commenta-
tors, for that matter-have failed to examine actual societal expectations
even though such viewpoints are supposed to be part and parcel of the Katz
test. Indeed, the U.S. Supreme Court

has never attempted to determine in any systematic way how "so-
ciety" might objectively view privacy rights in a particular search
and seizure context, even though the rationale of Katz explicitly
rests on such societal judgments. Katz, therefore, invites scrutiny
of the legitimacy of judicial decision-making by premising its
application on an appeal to "objective," societal beliefs concern-
ing the reasonability of privacy expectations while leaving the
determination to judges. But reasonable expectations "are those

supported by larger society or representative of the expectations
held by larger society." 216

In other words, what constitutes a reasonable expectation of priva-
cy by societal standards poses an empirical question. Answering empirical
questions with empirical methods can produce "evidence-based law"217

legal principles that are derived from empirical data that "afford a far richer
and more accurate framework for the process of constitutional fact-finding
than the 'suppositions that thoughtful reflection can provide." 2 18 Consider
two of the models described by Kerr: the private facts model and the policy
model. We argue that empirical research on what members of society con-
sider to be private can assist judges in making decisions as to whether par-
ticular information is worthy of Fourth amendment protection. Thus far,
there have only been limited attempts at doing this in the Fourth Amend-
ment context.

One empirical attempt to investigate reasonable expectations of pri-
vacy was a 1993 study by Christopher Slobogin and Joseph Schumacher. 219

In this study, the authors asked lay individuals (nearly half of whom were
law students at two universities) to rank a series of activities, such as the
search of a garbage can, based on the respondents' perceived level of intru-

215. Id. at 525.

216. Henry F. Fradella, Weston J. Morrow, Ryan G. Fischer & Connie Ireland, Quantifying Katz:
Empirically Measuring "Reasonable Expectations of Privacy" in the Fourth Amendment Context, 38

AM. J. CRIM. L. 289, 293 (2011) (quoting Jacquelyn Burkell, Decidingfor Ourselves: Some Thoughts on
the Psychology of Assessing Reasonable Expectations of Privacy, 50 CAN. J. CRIMINOLOGY & CRIM.

JUST. 307, 308 (2008)).
217. Jeffrey J. Rachlinski, Evidence-Based Law, 96 CORNELL L. REV. 901, 910 (2011).

218. Fradella et al., supra note 216, at 294 (quoting Henry F. Fradella, A Content Analysis of Fed-
eral Judicial Views of the Social Science "Researcher's Black Arts," 35 RUTGERS L.J. 103, 105 (2003)).

219. Christopher Slobogin & Joseph E. Schumacher, Reasonable Expectations of Privacy and Au-
tonomy in Fourth Amendment Cases: An Empirical Look at "Understandings Recognized and Permitted

by Society, " 42 DUKE L.J. 727, 728 (1993).
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siveness.22 0 Given the study's methodology, it produced relative findings on
which 50 activities were ranked as being more or less intrusive in compari-
son to the other activities. For example, respondents ranked a body cavity
search at the border as the most intrusive activity.22 ' The results did not,
however, identify which of those activities were perceived as infringing up-
on a reasonable expectation of privacy.

In 2009, Jeremy Blumenthal and colleagues replicated Slobogin
and Schumacher's study, but added an additional dimension using multidi-
mensional scaling "to help identify underlying factors or dimensions that
constitute broader variables, rather than focusing on ranking stimuli along a
variable selected a priori."222 Their results were largely consistent with Slo-
bogin and Schumacher's findings, but their method allowed them to draw
some conclusions about the varying importance of context. Specifically,
their results suggested that for some actions, context did not matter (e.g.,
some activities are consistently viewed as being very invasive or converse-
ly, minimally invasive, regarding of the specific facts of a case), while other
police actions are viewed as being more or less invasive depending upon
the larger factual context.223 However, the study, like Slobogin and Schu-
macher's study, produced only relative findings and so does not provide
empirical evidence of societal expectations of privacy.

Henry Fradella and colleagues built on these prior studies by "using
Likert scales that measure levels of agreement or disagreement with case
holdings, [including their factual contexts], so that the data provide an em-
pirical understanding into when particular actions by law enforcement in-
trude upon reasonable expectations of privacy."22 4 Their results indicate that
respondents strongly concurred with precedent that provided Fourth
Amendment protection to bodily, territorial, and communications privacy,
while they generally disagreed with the holdings in cases that upheld inva-
sions of bodily, territorial, communications privacy.225 The results were
similar for information privacy with one notable exception: respondents
generally agreed with California v. Greenwood,226 that a person relinquish-
es his or her reasonable expectation of privacy in the information in garbage
when it is placed on the curb where anyone, including police, could search
through it.227 Based on these findings, the researchers concluded that

courts often misjudge what "society" is prepared to embrace as a

220. Id. at 735-37.

221. Id. at 738-39.
222. Jeremy A. Blumenthal, Meera Adya & Jacqueline Mogle, The Multiple Dimensions of Priva-

cy: Testing Lay "Expectations of Privacy," 11 U. PA. J. CONST. L. 331, 342 (2009).

223. Id. at 348-50.
224. Fradella et al., supra note 216, at 342.
225. Id. at 362-66.
226. California v. Greenwood, 486 U.S. 35 (1988).
227. Fradella et al., supra note 216, at 367.
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reasonable expectation of privacy. This finding replicates those
from Slobogin and Schumacher's study insofar as they concluded
that "because of their distance from the world of police investiga-
tion and the effect of hindsight bias," judges "tend to underesti-
mate the intrusiveness of police actions, at least if community
values remain the linchpin of search and seizure jurisprudence."
Indeed, the judiciary appears to be much more willing to allow
invasions of privacy across all four privacy domains than mem-
bers of the general public. 22 8

More recently, Matthew Kugler and Professor Lior Strahilevitz
published the results of a test of the Mosaic Theory.229 They surveyed large,
nationally representative samples of citizens about their expectations of pri-
vacy in vehicular geo-location information.23 Their main finding was that
the duration of tracking did not affect citizens' expectations of privacy 23'
and thus that there was no empirical support for the Mosaic Theory. More
generally, they found that participants were more likely than not to believe
that GPS tracking of a vehicle violated reasonable expectations of priva-

cy.232 In addition, they found some support for the third party doctrine,
among the small numbers of participants with consistently low expectations
of privacy. 233

In addition to this empirical legal research, there has also been
some more general public opinion research on perceptions of privacy. The
Pew Research Internet Project conducted the most recent study.234 Pew sur-
veyed over 600 adults in January 2014 and found that overall, Americans
were concerned about government surveillance. 235 More specifically, the
report noted that "70% of social networking site users say that they are at
least somewhat concerned about the government accessing some of the in-
formation they share on social networking sites without their

228. Id. at 372 (quoting Slobogin & Schumacher, supra note 219, at 775); see also Blumenthal et
al., supra note 222, at 332 ("As in most Fourth Amendment jurisprudence, both Justice Souter, who
wrote for the Court, and Chief Justice Roberts in dissent, made explicit psychological assumptions about
perceptions and expectations of privacy, assumptions that are not necessarily supported by empirical
findings.").

229. Mathew B. Kugler & Lior Jacob Strahilevitz, Surveillance Duration Doesn't Affect Privacy
Expectations: An Empirical Test of the Mosaic Theory (Coase-Sandor Institute for Law and Economics,
Working Paper No. 727, 2015), available at http://papers.ssm.com/sol3/papers.cfm?abstract_id
=2629373.

230. Id. at 32-33.
231. Id. at 33-34.

232. Id. at 33.
233. Id. at 36-37. When asked to explain their answers, of the 16.9% of the sample with consist-

ently low expectations of privacy in GPS tracking information, almost two thirds selected the following
option: "The driver of the car is already sharing the information from the GPS with several companies . .
. so the driver should expect that the same information can be shared with law enforcement." Id. at 37.

234. PEW RESEARCH CTR., PUBLIC PERCEPTIONS OF PRIVACY AND SECURITY IN THE POST-

SNOWDEN ERA (2014), available at
http://www.pewinternet.org/files/2014/ 1I/PI_PublicPerceptionsofPrivacy_ 111214.pdf.

235. Id. at 3.
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knowledge." 236 Further, almost two thirds of adults surveyed said "there are
not adequate limits on the telephone and internet data that the government
collects." 23 7

In summary, both empirical research and public opinion polls sug-
gest that the public has higher expectations of privacy than those recognized
by the courts in most Fourth Amendment jurisprudence. Rather than con-
tinuing to examine agreement or disagreement with relevant Fourth
Amendment case holdings, we sought to be forward-looking by ascertain-
ing what "society" feels are reasonable expectations of privacy with regard
to a range of digital information, including information which either has not
been addressed by higher courts or about which there is a lack of clarity in
terms of Fourth Amendment protection. Our hope is to provide empirical
data upon which the courts can make "evidence-based law" as they move
forward with setting the parameters for moving the Fourth Amendment into
the digital age. 238

V. Methodology

A. Data Collection

In order to assess societal expectations of privacy in the Fourth
Amendment context, the authors designed and constructed a survey that
asked individuals about their subjective views on when law enforcement
should be able to access personal information. The survey was guided by
two main research questions: (1) Do individuals' expectations of privacy
align with court jurisprudence in this area? (2) Do individuals support the
third party doctrine? In addition to demographic and attitudinal questions,
the survey consisted of a series of questions that asked respondents to select
from a list of options, the circumstances under which they thought that law
enforcement should be able to access certain information that may or may
not be protected by the Fourth Amendment. Specifically the survey asked
about various types of data ranging from Facebook posts, documents stored

236. Id. at 3.
237. PEW RESEARCH CTR., AMERICANS' ATTITUDES ABOUT PRIVACY, SECURITY AND

SURVEILLANCE 10 (2015), available at http://www.pewinternet.org/files/2015/05/Privacy-and-Security-
Attitudes-5.19.15_FINAL.pdf. Further, although this article focuses on the United States, there are simi-
lar debates occurring in other parts of the world, most notably in Europe. See generally Bart Custers,
Simone van der Hof & Bart Schermer, Privacy Expectations of Social Media Users: The Role of In-

formed Consent in Privacy Policies, 6 POL'Y & INTERNET 268 (2014) (presenting the results of a survey
about awareness, values, and attitudes regarding privacy administered to more than 8,000 social media
users across 26 countries in the European Union).

238. It is important to note that this paper does not suggest that empirical research into societal ex-
pectations of privacy should become the sole method of determining the application of the Fourth
Amendment; instead, we suggest that empirical data is a critical piece of analysis that will assist judges
in determining whether a particular subjective expectation of privacy is one that should be held objec-
tively reasonable. See Kugler & Strahilevitz, supra note 229, 17-19 (arguing for the importance of sur-
vey research in determining what is reasonable expectation of privacy).
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on the cloud, internet history, to location information and content of com-
munications.

The phrasing of the questions reflects two choices. First, we chose
not to ask about actual existing expectations of privacy. Professor Schulho-
fer notes the circularity of such an approach:

Suppose the government announced that from now on it was go-
ing to collect, store, and analyze all email sent from any comput-
er in the United States. Once such a practice was publicized, we
could no longer expect these messages to remain private. But the
police can hardly be allowed to obliterate the Fourth Amendment
so easily. Existing expectations are shaped by the police practices
that the law allows. If we decide what the law allows by looking
to existing expectations, we end up chasing ourselves in a cir-
cle. 239

Instead, by asking the question in the "should" form, we attempt to
ascertain "what kind of privacy we are entitled to expect." 24 0 Second, we
asked the question in the first rather than third person. Slobogin and Schu-
macher argue that this is the appropriate perspective, noting that "privacy
and autonomy are constructs that are, almost by definition, intimate, subjec-
tive, and experiential." 24 1

For each type of data, the survey asked: "Which of the following do
you think is the most appropriate circumstance under which law enforce-
ment should be able to access the following types of your data?" The an-
swer options were: (1) Any time; (2) When a law enforcement officer has a
"gut instinct" that the data contain evidence that a crime has been commit-
ted (either by you or another person); (3) When a law enforcement officer,
based on her experience as a police officer, suspects that the location data
contain evidence that a crime has been committed (either by you or another
person); (4) When a law enforcement officer convinces a judge that there is
some credible evidence that the data contain evidence that a crime has been
committed (either by you or another person) (i.e. probable cause); (5) Nev-
er.

These questions were designed to reflect the range of proof that
might exist-from no proof up to the probable cause standard courts assess
police officers' ability to search. We omitted higher levels of proof (e.g.,
preponderance of the evidence, clear and convincing evidence, proof be-
yond a reasonable doubt) because those burdens of persuasion are generally
not relevant to the law of search and seizure. Finally, we included a "never"
category to see if respondents had unrealistic expectations regarding the se-

239. STEPHEN J. SCHULHOFER, MORE ESSENTIAL THAN EVER: THE FOURTH AMENDMENT IN THE

TWENTY-FIRST CENTURY 121 (2012).

240. Id.
241. Slobogin & Schumacher, supra note 219, at 760.

50 [Vol. 43:1



Does Privacy Require Secrecy?

curity of digital information. For the questions that asked about location in-
formation, an additional option was included, intended to reflect the "spe-
cific and articulable facts" standard of the Stored Communications Act2 42 :

"When a law enforcement officer convinces a judge that there are reasona-
ble grounds that the location data contain evidence that a crime has been
committed (either by you or another person)." 243

The demographic and attitudinal questions asked respondents to
identify their race, sex, ethnicity, age, political party affiliation, and level of
education. We also asked them whether they had taken a course in constitu-
tional criminal procedure, whether they owned a smartphone, about their
participation in online social networks, and whether they utilize cloud based
file storage systems like Dropbox.

The survey was approved for administration by the Institutional
Review Board at California State University, Long Beach, and developed
for online administration using Qualtrics software. Once approved for ad-
ministration, participants were recruited from Amazon's Mechanical Turk
(MTurk), an increasingly popular method for recruiting participants for sur-
vey research. 244 Prior research in this area has generally relied on college or
law students, 24 1 groups that are not usually nationally representative or di-
verse. While not as robust as a nationally representative demographic sam-
ple, MTurk is a more affordable alternative that has been shown to provide
reliable results.246 "MTurk participants were more demographically diverse
than standard Internet samples and significantly more diverse than typical
American college samples." 247 Mechanical Turk is an online marketplace
that allows "requesters" to post tasks, including surveys, which "workers"
can browse and complete.2 48 The authors posted a task asking workers to
respond to the survey; the task linked the workers to the survey on Qual-
trics.com. Upon completion of the survey, workers were given a code,
which they entered on the MTurk site in order to get paid. Participants who
successfully completed the survey were paid 50 cents for participation; this
small amount of compensation is standard.2 49

242. Stored Communications Act, 18 U.S.C. 2701-2712 (2012).
243. 18 U.S.C. 2703(d).
244. See, e.g., Michael Buhrmester, Tracy Kwang & Samuel D. Gosling, Amazon's Mechanical

Turk: A New Source of Inexpensive, yet High-Quality Data?, 6 PERSP. ON PSYCHOL. SCI. 3, 3 (2011)
(concluding that MTurk allows researchers to recruit participants rapidly and inexpensively and that data
obtained through MTurk are "at least as reliable as those obtained via traditional methods"); see also
Winter Mason & Siddharth Suri, Conducting Behavioral Research on Amazon's Mechanical Turk, 44
BEHAV. RES. METHODS 1, 1-3 (2012) (describing the advantages of Mechanical Turk as a platform for
behavioral studies and offering suggestions on how to structure studies that will use the Mechanical
Turk to gather data).

245. Slobogin & Schumacher, supra note 219, at 737.
246. Buhrmester et al., supra note 244, at 4-5.
247. Id. at 4.
248. Id. at 3-4.
249. Buhrmester et al., supra note 244, at 3-4.
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B. Sample

A total of 1,243 people responded to the MTurk survey. Of those,
1,198 were included in the final sample. In order to be included in this final
sample, participants had to provide valid responses to questions pertaining
to age, sex, race, and ethnicity. A slight majority of the sample was com-
prised of males (n=679, 56.7%), while 508 (42.4%) were female; 11 indi-
viduals (0.9%) declined to state their sex or noted their sex as "other." The
majority of respondents were White Non-Hispanic (n=856, 71.5%). The
sample also included 95 individuals who self-identified as Black Non-
Hispanic (7.9%), 115 Asian Non-Hispanic (9.6%), and 96 Hispanics
(8.0%). Thirty-six individuals identified as Other Non-Hispanic (3.0%).
Participants ranged in age from 18 to 75 years, with a mean age of 32 years;
the median age was 29.

C. Analyses

The first round of analysis includes the descriptive breakdown of
participants' responses to the questions pertaining to when law enforcement
should have access to digital location and personal communication material.
The second round of analysis ranks respondents' opinions across the vari-
ous categories of information (e.g. Facebook, email, voicemail, cell phone
location, etc). Finally, several inferential analyses were conducted in order
to examine whether or not demographic, attitudinal, or other factors were
associated with the privacy opinions of participants.

VI. Results

A. Digital Surveillance

Despite the fact that most courts have held that individuals have no
expectation of privacy in either cell-site location information or cell phone
geo-location data,250 as shown in Table 1, the majority of participants in this
study thought that law enforcement should be required to obtain a warrant
in order to access this kind of information. Across all five categories of dig-
ital surveillance, approximately 55 to 60% of respondents felt that law en-
forcement should need probable cause to access their GPS or cell-site loca-
tion information. An additional 20 to 25% felt that law enforcement should
never be able to access that type of information.

Table 1: Privacy Opinions regarding Digital Surveillance

250. See supra Part III.B.2.
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Law enforcement Anytime Gut instinct Based Reasonable Credible Never
should have access upon grounds evidence /
to... his/her Probable

experience cause

... exact location in- 2.0% 2.8% 5.0% 10.8% 59.2% 20.1%
formation from GPS
smartphone chip at
particular time / date.

.. exact location in- 1.7 1.4 4.5 11.0 58.6 22.8
formation from GPS
smartphone chip over
several days.

... exact location in- 1.6 1.2 4.5 9.3 57.7 25.7
formation from GPS
smartphone chip over
two to four weeks.

... approximate loca- 2.4 1.8 5.8 12.4 56.6 21.0
tion information from
cell phone tower sig-
nals.
... approximate past 1.8 1.7 5.2 12.4 58.5 20.4
location information
from cell phone tower
signals.

*Sample sizes of 1,195 respondents responded to each question. These values
may be lower than the overall sample size of 1,198 due to missing responses
for individual questions.

In order to ascertain whether there was support for the Mosaic The-
ory-the idea that while GPS monitoring for a short period of time might
not be protected by the Fourth Amendment, long-term monitoring would,25 '

we asked participants about their views on GPS monitoring at a particular
time, over several days, and over two to four weeks. Although over 20% of
participants were willing to allow police access to GPS location information
without a warrant at a single point in time, that proportion drops to 18.6%
for GPS location monitoring for several days and to 15.6% for two to four
weeks. These results show very modest support for the Mosaic Theory. This
pattern is similar to that found by Kugler & Strahilevitz in their study on
vehicular GPS tracking, although the differences were attributed to just a
small group (5.3%) of participants whose responses varied by duration. 25 2

Overall, duration of tracking did not affect whether or not an individual felt
that it violated their reasonable expectation of privacy.

B. Transaction Surveillance

Participants had even higher expectations of privacy for several of

251. United States v. Davis, 754 F.3d 1205, 1214 (11th Cir. 2014), vacated, 573 F. App'x 925
(11th Cir. 2014), reh 'g en banc granted, 785 F.3d 498 (11th Cir. 2015).

252. Kugler & Strahilevitz, supra note 229, at 34.
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the various forms of transaction surveillance, such as email, social media,
internet history, Cloud, and cellphone messaging. Table 2 provides more
detailed information on these findings.

1. Email

Almost 90% of participants felt that law enforcement should never
have access, or at least require a level commensurate with probable cause to
obtain information about email addresses with which an individual has been
in contact. This is in stark contrast to the leading circuit court decision,
holding that users have no expectation of privacy in this information. 253

2. Social Media

Surprisingly, given that this information is readily accessible to an-
yone, including law enforcement, 8% of participants felt that law enforce-
ment should never have access to these "public" Facebook or Instagram
posts. Half of the respondents felt that it was okay for law enforcement to
have access to these posts anytime. A further 17% thought that law en-
forcement should have access so long as the law enforcement officer had a
gut instinct, or suspected based on his experience as an officer, that the data
contained evidence of a crime.

However, most participants clearly distinguished between public
posts and those shared with more limited groups. Approximately 75 to 80%
of participants felt that law enforcement should never have access, or at
least require a level commensurate with probable cause to obtain infor-
mation about posts on Facebook with "friends" or "private friends." This
suggests that when people take the time to enable privacy settings for par-
ticular social media communications, they reasonably expect that those set-
tings will keep the information more private than when no such privacy set-
tings are enabled.

3. Internet History

Similar to other areas, the expectation of privacy for internet infor-
mation was very high. Approximately 85% of respondents felt that law en-
forcement should never have access, or at least require a level commensu-
rate with probable cause to obtain information about online search,
purchase, website visitation histories.

4. The Cloud

Eighty-eight percent of participants felt that law enforcement

253. United States v. Forrester, 512 F.3d 500, 510 (9th Cir. 2008).
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should never have access, or at least require a level commensurate with
probable cause to obtain access to cloud-based files. This provides support
for the arguments of scholars that files stored on the cloud should be treated
as analogous to the contents of a physical personal office.254

5. Cellphone Text/Multimedia Messages

Participants felt they should have the highest overall level of priva-
cy with cell phone material. Over 90% felt that law enforcement should
never have access, or at least require a level commensurate with probable
cause to obtain access to text, multimedia, or voicemail messages on cell
phones. This expectation appears to be supported by federal appellate deci-
sions and the recent U.S. Supreme Court decisions in Quon and Riley.15 1

Table 2: Privacy Opinions regarding Transaction Surveillance

Credible
Law enforcement should eiec
have acceto.. sAnytime Gut instinct his/her expe- Prbable Never

rience cause
cause

... email addresses from which

you have sent or received in- 2.3% 2.2% 7.3% 66.1% 22.2%

formation. (n=1,190)*

... public Facebook posts. 52.1 5.7 11.5 22.7 8.1
(n=1,192)

... Facebook posts with 5.6 4.1 15.4 58.2 16.6
"friends." (n=1,190)

... Facebook posts with pri-
vate, close "friends." 4.5 2.9 12.1 62.3 18.2

(n=1,189)

... public Instagram posts. 54.7 7.0 10.4 19.6 8.4
(n=1,193)

... online internet purchase 3.0 2.5 8.4 62.7 23.4
history. (n=1,190)

... online internet search en- 3.0 3.0 8.8 61.5 23.6
gine history. (n=1,190) 3.0 3.0_8.8_61.5 _23.6

... a list of all websites visited. 2.8 2.9 8.4 58.5 27.5
(n=1,190)

... "cloud-based" files. 1.8 3.0 7.2 64.8 23.2
(n=1,189)

... text / multimedia messages 1.3 1.8 6.7 71.9 18.2
on a cell phone. (n=1,193) 1.3 18671. 1.

... content of voicemails on 0.9 2.2 6.4 70.9 19.6
cell phone. (n=1,193) 0.9 2.2 6.4 70.9 19.6

*Sample sizes are reported for each question. These values may be lower than the
overall sample size of 1,198 due to missing responses for individual questions.

254. E.g., Serafino, supra note 154 and accompanying text.
255. Riley v. California, 134 S. Ct. 2473, 2485 (2014); City of Ontario v. Quon, 560 U.S. 746,

759-760 (2010); United States v. Warshak, 631 F.3d 266, 274 (6th Cir. 2010).



AM. J. CRIM. L.

In general, participants displayed a strong desire for privacy when it
came to their online transactions and communications. Other than the two
"public" social media posting areas, over three-quarters of respondents de-
sired extremely high levels of protection from law enforcement access to
their personal material. Additionally, as presented in Table 2, more than
23% of respondents felt that law enforcement should never have access to
website histories, online purchases, online searches, or cloud-based files.

C. Ranking of Opinions Across Areas

In order to provide a comparative analysis of participants' opinions
regarding digital privacy, each of the questions discussed above and pre-
sented in Tables 1 and 2 were recoded into dichotomous outcomes. The two
categories for each variable were: (1) law enforcement should need LESS
than probable cause to access the material, or (2) law enforcement should
need to establish probable cause to access the material or should never have
access. The results are presented in Table 3. The proportions of those who
think that law enforcement should require probable cause in order to access
their information are remarkably high. Excluding the public posts on Face-
book or Instagram, which, as described above, elicit low expectations of
privacy, across the remaining categories, between 75% and 91% of partici-
pants think that law enforcement should require at least a warrant in order
to gain access to their digital information. Participants desired the most pri-
vacy for information contained on their cell phones, followed closely by
email and cloud-based material.

Table 3: Ranking of Responses

% of Respond-

RANK Variable Name (N) ents selecting
probable cause or
higher

1 Access to Content of Voicemails on Cell Phone (n=1,193) 90.5
2 Access to Text/Multimedia Messages on Cell Phone (n=1,193) 90.1
3 Access to Email Addresses (Sent and Received) (n=1,190) 88.2
4 Access to Cloud-based Files (n=1,189) 88.0
5 Access to Online Purchase History (n=1,190) 86.1
6 Access to a List of all Websites Visited (n=1,190) 86.0
7 Access to Online Search Engine History (n=1,190) 85.1

Access to Exact Location Information from GPS Smartphone Chip
8 Over Two to Four Weeks (n=1,195) 83.4

Access to Exact Location Information from GPS Smartphone Chip 81.3
over Several Days (n=1,195)

10 Access to Shows Watched on Online Service (n=1,193) 81.1
11 Access to Facebook Posts - Private, Close "Friends" (n=1,189) 80.5

12 Access to Information Provided to an App in Order to Utilize it
(n=1,187)

13 Access to Exact Location Information from GPS Smartphone Chip at
Particular Time/Date (n=1,195)

14 Access to Approximate Past Location Information from Cell Phone 78.9
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% of Respond-

RANK Variable Name (N) ents selecting
probable cause or
higher

Tower Signals (n=1,195)

15 Access to Approximate Location Information from Cell Phone Tower 77.6
Signals (n=1,195)

16 Access to Facebook Posts - "Friends" (n=1,190) 74.9
17 Access to Facebook Posts - Public (n=1,192) 30.7
18 Access to Instagram Photos - Public (n=1,193) 28.0

D. Analysis of Demographic Differences in Expectations of Privacy

The consistent theme for participants in this study was that most re-
spondents felt entitled to high levels of privacy with respect to their digital
material. However, we were also interested to see whether there were any
associations between demographics and privacy expectations. 2 6 On 8 of 18
questions we did find statistically significant (p < .05) differences between
men and women, with men having higher expectations of online infor-
mation privacy than women. 257 At first blush, this finding appears some-
what at odds with prior research that reported women appear to have greater
informational privacy concerns than men.258 Although further research is
needed to discern why such gender differences exist, it may be a function of
women's generally higher need for informational privacy leading them to
disclose less key information online. Thus, women may not care about the
discovery of online data as much as men simply because men's "online
footprints" contain more personal information than women's, specifically,
personal information that men would prefer not to have disclosed to law en-
forcement or otherwise. However, there were very few statistically signifi-
cant differences among participants of different races 259 or ages. 260

256.The Kruskal Wallis Test was used for the analyses involving categorical independent varia-
bles (gender, race/ethnicity, education level, political party affiliation, smartphone ownership, education
in constitutional procedure) coupled with the ordinal dependent variables. The analyses involving con-
tinuous independent variables (age, social network membership) report the results of Kendall's tau-b
tests.

257. Men had statistically significant higher expectations of privacy with respect to the following
information: 1-2 (Facebook Posts Shared with "Friends"), 1-9 (Online Search Engine History), 1-10
(Shows Watched on an Online Service), 1-11 (List of all Websites Visited), 1.12 (Information Provided
to an App in Order to Utilize it), 2-1 (GPS Location Information at a Particular Time), 2-2 (GPS Loca-
tion Information over Several Days), and 2.5 (Historical Cell Site Location Information).

258. Joshua Fogel & Elham Nehmad, Internet Social Network Communities: Risk Taking, Trust,
and Privacy Concerns, 25 COMPUTERS HUM. BEHAV. 153, 159 (2009); see also Zeynep Tufekci, Can
You See Me Now? Audience and Disclosure Regulation in Online Social Network Sites, 28 BULL. SC.
TECH. & Soc'Y 20, 27 (2008) (finding that men were much more likely than women to disclose phone
numbers and addresses on social media websites like MySpace).

259. Black participants had (statistically significant) higher expectations of privacy in public posts
on Facebook and Instagram (1-1 and 1-4).

260. For some information, 1-2 (Facebook Posts Shared with "Friends"), 1-8 (Access to Online
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E. Analysis of Attitudinal and Other Differences in Expectations of
Privacy

There were few differences amongst participants based on our con-
trol variables. The only significant difference (both statistical and other-
wise) was that those who identified as Independent had higher expectations
of privacy for location information than those identified as Republican or
Democrat. 26' There were no differences in responses based on whether the
participant owned a smartphone or the level of membership in social net-
works. With very few exceptions, there were no differences in response by
overall education level and whether they had taken a course in constitution-
al criminal procedure.

VII. Discussion and Conclusion

The main research questions guiding this study were (1) do individ-
uals' expectations of privacy align with court jurisprudence in this area, and
(2) do individuals support the third party doctrine. As indicated by the re-
sults described above, the answer to both questions is a resounding no. Par-
ticipants in this study felt entitled to high levels of privacy in their digital
information, including information like email addresses to which they send
messages, which is covered by the third party doctrine. Notably, much of
this information is not secret. Not only has it been shared with remote third
parties such as telephone companies and ISPs, but much of it has been
shared with friends and acquaintances. Clearly, to the participants in this
study at least, privacy does not require secrecy.

More broadly, this study contributes to a growing body of research
indicating that society tends to have significantly higher expectations of
privacy than the Supreme Court and many lower courts acknowledge. Al-
most 50 years after the Supreme Court adopted the reasonable expectation
of privacy approach to the Fourth Amendment in Katz, courts continue to
have difficulty ascertaining when a subjective expectation of privacy should
be recognized as objectively reasonable. We suggest rather than relying on
their own perspectives on what "society" is prepared to accept as reasona-
ble, judges should turn to studies like these, which present the perspectives
of members of the general public.

Empirical research like this can assist judges in what some have
called constitutional fact-finding, the idea that adjudication should involve

Purchase History), and 1-10 (Shows Watched on an Online Service), privacy expectations increased as
participants got older. For other information, 2-2 (GPS Location Information over Several Days), and
(GPS Location Information over Two to Four Weeks), privacy expectations decreased as participants

got older.
261. Questions 2-1 through 2-5. Independents also had (statistically significant) higher expecta-

tions of privacy in a list of all websites visited (question 1-11).
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both normative principles and empirical evidence. 262 As Rachlinksi has ar-
gued, this type of adjudication can lead to evidence-based law, in much the
same way we now consider evidence-based practices to be the gold stand-
ard in policing, corrections, and public health. 263 Not only might evidence-
based law lead to better decisions by courts, but it also increases legitimacy
of the law,264 the institution of courts, and judicial actors.265

262. See James R. Acker, Social Science in Supreme Court Criminal Cases and Briefs: The Actual
and Potential Contribution of Social Scientists as Amici Curiae, 14 L. & HUM. BEHAv. 25, 41-42
(1990); Donald L. Faigman, Normative Constitutional Fact-Finding: Exploring the Empirical Compo-
nent of Constitutional Interpretation, 139 U. PA. L. REV. 541, 612-13 (1991); Fradella, supra note 228,
at 106.

263. Rachlinski, supra note 217, at 902-05.
264. See generally THE POLITICS OF LAW: A PROGRESSIVE CRITIQUE (David Kairys ed., 1982)

(discussing and questioning the different principles on which the law claims its legitimacy).
265. Faigman, supra note 262, at 602; see also TOM TYLER, WHY PEOPLE OBEY THE LAW 163-64

(2006) (concluding that people believe judicial decisions should be based on objective evidence); Tom
R. Tyler & Justin Sevier, How Do the Courts Create Popular Legitimacy?: The Role of Establishing the
Truth, Punishing Justly, and/or Acting Through Just Procedures, 77 ALB. L. REV. 1095, 1125 (2014)
(suggesting that the public's perceived accuracy of judges' verdicts affects whether and to what extent
the public views the courts as legitimate).
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I. Introduction

When receiving an award for his game theory research, Nobel Prize
winning economist Leonid Hurwicz, quoting the 1st century poet Juvenal,
asked: "Who guards the guardians?"1 The answer, according to Hurwicz
and others, is that the rules of the game-institutional arrangements-are
the guards of the guardians.2 The rules of the game for corporate criminal
prosecutions have changed in recent years as the Department of Justice
(DOJ) has entered into hundreds of non-prosecution agreements (NPAs)
and deferred prosecution agreements (DPAs).3

Prosecution agreements are out of court settlements with a criminal
defendant, usually a corporation.4 The procedure of entering into these
agreements has led to a new "corporate criminal procedure" in which coop-
eration, waiver of privilege, and the creation and maintenance of govern-
ment-monitored compliance programs are now commonly enforced through
NPAs and DPAs rather than the traditional criminal process of trials, plea
agreements, and probation.5 These agreements are binding on the two par-
ties, the DOJ and the corporation, just as a private contract is enforced on
private parties.6 The corporation agrees to the terms, which often include
heavy fines as well as compliance and governance reforms, and in return,
the government declines to prosecute or drops the charges against the cor-
poration.7 Unlike a plea agreement, prosecution agreements are outside the
reach of both federal judges and the U.S. Sentencing Guidelines (Guide-
lines), which monitor and constrain the actions of prosecutors in the inter-
ests of due process.8 There is also no requirement that an NPA or DPA fol-
low a specific format or utilize the Guidelines for determining an

1. Leonid Hurwicz, But Who Will Guard the Guardians?, 98 AM. ECON. REV. 577, 577 (2008).
2. Id.

3. See Brandon Garrett & Jon Ashley, Federal Organizational Prosecution Agreements, U. VA.
SCH. L., http://lib.law.virginia.edu/Garrett/prosecution-agreements/home.suphp (last updated Dec. 27,
2015) (compiling a list of prosecution agreements).

4. See Cindy Alexander & Mark Cohen, DOJ v. Deutsche Bank: Out-of-Court Settlements Gain
International Prominence, THE HILL (May 20, 2015, 5:30 PM), http://thehill.com/blogs/congress-
blog/judicial/242597-doj-v-deutsche-bank-out-of-court-settlements-gain-international (describing how
prosecution agreements work).

5. See Lisa Kern Griffin, Compelled Cooperation and the New Corporate Criminal Procedure, 82
N.Y.U. L. REV. 311, 316-18 (2007) (explaining the purpose of DPAs and how actions taken by the cor-
poration affect the outcome of the case).

6. Alexander H. Southwell & F. Joseph Warin, 2009 Year-End Update on Corporate Deferred
Prosecution and Non-Prosecution Agreements, GIBSON DUNN PUBLICATIONS (Jan. 7, 2010),
http://www.gibsondunn.com/publications/pages/2009YearEndUpdateCorpDeferredProsecutionAgreeme
nts.aspx.

7. See Rachel Delaney, Congressional Legislation: The Next Step for Corporate Deferred Prose-
cution Agreements, 93 MARQ. L. REV. 875, 878 (2009) (explaining how prosecution agreements work).

8. The U.S. Sentencing Guidelines, while originally mandatory for judges when sentencing de-
fendants, are now merely advisory, although judges are expected to adhere to them in most cases. United
States v. Booker, 543 U.S. 220, 245 (2005); see also Matt Senko, Note, Prosecutorial Overreaching in
Deferred Prosecution Agreements, 19 S. CAL. INTERDISC. L.J. 163, 172 (2009) (indicating that prosecu-
tors have exclusive power over the enforcement of DPAs and NPAs).
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appropriate sanction.9

In a 2007 Yale Law Journal submission, law professor Peter J.
Henning argues that the sentencing guidelines for organizations no longer
need to exist because prosecutors now have the ability to accomplish the
Guidelines' original goal of changing a corporation's culture through the
use of deferred and non-prosecution agreements.' 0 Henning argues that the
actual criminal penalty is now secondary to the prosecutor's efforts to pre-
vent future misconduct, as prosecutors focus on cooperation and an organi-
zation's response to wrongdoing more than the actual wrongdoing itself."
How a prosecutor chooses to deliver justice in this system appears to be at
the prosecutor's discretion, 2 although there has been criticism of such dis-
cretion in the use of NPAs and DPAs.1 3 However, despite Henning's argu-
ment, heavy fines continue to be imposed in these agreements even if they
are a secondary thought.14 Therefore, the Sentencing Guidelines for Organi-
zations could prove useful in reigning in this discretion as determining fines
are a major focus of these Guidelines.

Calls for reform of NPAs and DPAs have been plentiful, and some
reform of the system could be a step in the right direction." However, to

9. See Delaney, supra note 7, at 880 (highlighting the broad discretion the Sentencing Guidelines
accord prosecutors).

10. Peter J. Henning, The Organizational Guidelines: R.I.P.?, 116 YALE L.J. POCKET PART 312,
312 (2007).

11. Id.

12. Prosecutorial discretion is a hallmark of the American judicial system. See William T. Pizzi &
Luca Marafioti, The New Italian Code of Criminal Procedure: The Difficulties of Building an Adversar-
ial Trial System on a Civil Law Foundation, 17 YALE J. INT'L L. 1, 9-10 (1992) ("The civil law empha-
sis on uniform results manifests itself in a strong aversion to prosecutorial discretion. The civil law sys-
tem has no counterpart to the broad prosecutorial discretion existing in the United States.").

13. See, e.g., Senko, supra note 8, at 185 (arguing that NPAs and DPAS grant prosecutors un-
checked power which leads to arbitrary and inconsistent enforcement). On the other hand, some have
argued that these agreements are actually too lenient, allowing corporations to commit crimes and get
away with it because they are "too big to jail." See, e.g., Court E. Golumbic & Albert D. Lichy, The
"Too Big to Jail" Effect and the Impact on the Justice Department's Corporate Charging Policy, 65

HASTINGS L.J. 1293, 1312 (2014) (indicating that DPAs are not punitive enough to deter corporate
crimes and that the level of prosecutorial discretion leads to negative consequences); David M.
Uhlmann, Deferred Prosecution and Non-Prosecution Agreements and the Erosion of Corporate Crimi-
nal Liability, 72 MD. L. REV. 1295, 1301-02 (2013) ("[DPAs and NPAs] erode[] corporate criminal lia-
bility and undermine[] the rule of law."); Jillian Berman, Eric Holder's 1999 Memo Helped Set the
Stage for 'Too Big to Jail', HUFFINGTON POST (Jun. 4, 2013, 4:46 PM),
http://www.huffingtonpost.com/2013/06/04/eric-holder-1999-memo_n_3384980.html (indicating that
some companies may be too big to prosecute due to the impact of "collateral consequences" that prose-
cutors may consider).

14. See Golumbic & Lichy, supra note 13, at 1315 (suggesting that the DOJ believes heavy fines
have been effective in "exacting punishment and making restitution").

15. One of the leading proposed solutions for holding prosecutors accountable is the involvement
of the judiciary through judicial review. See id. at 1342 ("Judicial intervention can serve as a vital safe-
guard against prosecutorial abuse of the sort that has been associated with modern DPAs."); see also
Senko, supra note 8, at 164 ("Judicial oversight can cure many of the problematic terms in DPAs.").
Most seem to agree that judicial review can act as a limit on prosecutorial overreaching or leniency,
whatever the case may be. One solution would be for congress to pass a law that requires the DOJ to
submit DPAs for judicial review. See, e.g., Delaney, supra note 7, at 902 (noting the interest of some
congress members in creating such a law). Further, one federal judge has already declared judicial re-
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inform future reforms, it is imperative to demonstrate why prosecutors must

be held accountable to formal legal structures, such as the Sentencing
Guidelines and traditional criminal procedure. Criminal law is one of the
few areas of federal law and regulation that is truly public interest oriented,
and certain procedural safeguards, such as the rules of criminal procedure,
are designed to ensure criminal law furthers public interest.1 6 This article
uses public choice theory to show that the incentives of prosecutors, if not
constrained by criminal procedure, can lead to corporations entering into
agreements despite their innocence or insufficient evidence of guilt. This
lack of constraint could explain why there is great anxiety among commen-
tators regarding NPAs and DPAs." Even the head of the Department of
Justice's Criminal Division has expressed a desire for future NPAs and
DPAs to provide greater explanation of DOJ reasoning in order to allay

such concerns.' 8

This article proposes two policy changes to end the DOJ's practice
of entering into NPAs and DPAs without accountability and transparency.
First, the DOJ should measure penalties assessed against corporate defend-
ants by utilizing the Sentencing Guidelines in all NPAs and DPAs. When
coupled with a thorough review of the DOJ's own Principles of Prosecution
of Business Organizations (Principles), the Sentencing Guidelines act as a
crude and informal form of cost-benefit analysis, which can constrain the
decision-making process and avoid the pitfalls of unchecked government
power. Second, the prosecutor in each case should provide a written expla-
nation in the NPA or DPA of the decision to enter into a prosecution
agreement rather than pursuing the case through trial or a plea agreement,
as well as an explanation as to how the Guidelines and Principles influ-
enced that decision. Both the Guidelines and Principles, if more fully ex-
plained in an NPA or DPA, have the power to act as a check on the gov-
ernment's authority to enter into these agreements by increasing
transparency and tying the facts of the case to well-established criminal jus-

view to be within his power under the status quo. See Golumbic & Lichy, supra note 13, at 1325 (ques-
tioning whether the Federal Rules of Civil Procedure and the Sentencing Guidelines allowed him to "re-
ject the DPA if he found that it did not 'adequately reflect[] the seriousness of the defendants' offense
behavior"'). But in the case of non-prosecution agreements, it is unlikely that a court could have any
oversight given that NPAs are never formally brought before a court. Delaney, supra note 7, at 878.

16. See Harry First, Business Crime and the Public Interest: Lawyers, Legislators, and the Admin-
istrative State, 2 U.C. IRVINE L. REV. 871, 871 (2012) ("Criminal law would seem to qualify as public
interest law almost by definition.").

17. See, e.g., Richard A. Epstein, The Deferred Prosecution Racket, WALL ST. J. (Nov. 26, 2006,
12:01 AM), http://online.wsj.com/news/articles/SBl16468395737834160 (suggesting that corporations
are helpless against the threat of prosecution); Jed S. Rakoff, The Financial Crisis: Why Have No High-
Level Executives Been Prosecuted?, N.Y. REV. OF BOOKS (Jan. 9, 2014),
http://www.nybooks.com/articles/archives/2014/jan/09/financial-crisis-why-no-executive-prosecutions/
(suggesting that the deterrence created from a company being indicted, and possibly convicted, out-
weighs the benefit of compliance programs found in NPAs or DPAs).

18. See Ben Protess, Justice Department's Criminal Chief Pledges More Clarity, N.Y. TIMES

(Apr. 17, 2015), http://www.nytimes.com/2015/04/18/business/dealbook/justice-departments-criminal-
chief-pledges-more-clarity.html?_r=0 (indicating that the head of the criminal division of the Justice
Department has expressed a desire for greater clarity in future NPAs and DPAs).

64 [Vol. 43:1



Who Watches the Watchmen?

tice policy.
This article demonstrates that the DOJ has generally failed to in-

clude a Sentencing Guidelines analysis within its NPAs and DPAs. In
avoiding the use of the Sentencing Guidelines, which are operative, though
not mandatory for traditional criminal cases,1 9 the government fails to rep-
resent key interests of the public and the traditional goals of the criminal
justice system. 20 The government is not required to submit its reasoning or
decision through any formal, rigorous process, which it is required to do in
the regulatory rulemaking and enforcement process and in the criminal jus-
tice system. 2 1 Failing to provide consistency, transparency, and accountabil-
ity in NPAs and DPAs has been criticized as promoting unfairness within
the criminal justice system and creating uncertainty for corporations in
planning and cooperating with the government.22 If the DOJ were to include
in each NPA and DPA an explanation for how the monetary penalties as-
sessed against a defendant are either justified by the Sentencing Guidelines,
or, alternatively, are necessary in spite of the Guidelines (as federal judges
must do when departing from the Guidelines),2 3 and if prosecutors were re-
quired to explain how and why certain aggravating and mitigating factors
listed in the DOJ's Principles led to the decision to enter into the agreement,
then greater transparency and accountability could be achieved.

The article proceeds as follows. Part II provides a background for
the article and explains the motivation for developing a public choice un-
derstanding of NPAs and DPAs. Part III examines the use of Sentencing
Guidelines analyses in NPAs and DPAs and looks at one in particular, AIG,
as a case study. Part IV uses the public choice theory of criminal procedure
to illustrate how the government is using new methods to avoid the tradi-
tional criminal process, and explains why this is an undesirable outcome if
not constrained by institutional accountability measures. Part V takes a look
at DOJ prosecutors and their reasons for choosing to enter into NPAs and
DPAs, absent accountability measures.

Part VI offers a feasible, pragmatic solution. Just as a cost-benefit
analysis may serve as a check on unfettered regulatory action,24 the Sen-
tencing Guidelines and DOJ Principles may act as a check on the govern-

19. See Booker v. United States, 543 U.S. 220, 222 (2005) (holding that the Guidelines are not
mandatory); Charles Lane, Sentencing Standards No Longer Mandatory Federal Judges May Deviate,
WASHINGTON POST (Jan. 13, 2005), http://www.washingtonpost.com/wp-dyn/articles/A3336-
2005Jan12.html (indicating that the Guidelines are now merely advisory).

20. Uhlmann, supra note 13, at 1302.("[A]greements limit the punitive and deterrent value of the
government's law enforcement efforts and extinguish the societal condemnation that should accompany
criminal prosecution.").

21. Id. at 1328.
22. See David Debold & Kyle C. Barry, Consistency in Non-Prosecution and Deferred Prosecu-

tion Agreements: A Lesson from the World of Federal Sentencing, 20 FED. SENT'G REP. 331, 332 (2008)
("[C]onsistency promotes fundamental fairness in the criminal justice system.").

23. Rita v. United States, 551 U.S. 338, 357 (2007); Gall v. United States, 552 U.S. 38, 49 (2007).
24. James F. Blumstein, Regulatory Review by the Executive Office of the President: An Overview

and Policy Analysis of Current issues, 51 DUKE L.J. 851, 858-59 (2002).
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ment's power to impose penalties through NPAs and DPAs. By requiring
an analysis of monetary criminal penalties using the Sentencing Guidelines
and a written explanation of the balancing of relevant aggravating and miti-
gating factors by which the prosecutor arrived at their decision, policymak-
ers can refocus and constrain DOJ priorities to its areas of expertise: the en-
forcement of criminal law, the deliverance of justice, and the prevention of
future crime.

II. Background

This section briefly explains the history, legality, and design of
NPAs and DPAs, and then introduces the motivation for looking at NPAs
and DPAs through a public choice framework.

A. NPA and DPA History and Design

Prosecution agreements, both deferred and non-prosecution,
emerged in the 1990's as an alternative to corporate prosecution.25 Tradi-
tionally, corporations were rarely prosecuted and individual employees, es-
pecially executives, were the main targets of prosecutors.26 Following the
indictment, conviction, and collapse of Arthur Andersen relating to the
fraud perpetrated by Enron,27 the DOJ began using prosecution agreements
as a substitution for either declination or prosecution of the corporate entity
itself, in addition to its executives. 28

Prosecution agreements bear a resemblance to pre-trial diversion,
which has been used for many decades for individual street crime offend-
ers. 29 With a deferred prosecution agreement, a formal indictment is filed in
federal court, along with a copy of the agreement, explaining that satisfacto-
ry fulfillment of its terms will lead to the DOJ dismissing the indictment.30

A non-prosecution agreement is substantially similar, only without a formal
indictment and with a promise not to prosecute if the terms of the agree-
ment are fulfilled." Sometimes, it is difficult to determine the difference be-
tween an NPA and a DPA, but the filing of an indictment appears to be a
key difference. 2

25. Peter Lattman, The Holder Memo and Its Progeny, WALL ST. J. (Dec. 13, 2006, 8:47 AM),
http://blogs.wsj.com/law/2006/12/13/the-holder-memo/.

26. Rakoff, supra note 17.
27. Francine McKenna, Why the Ghost of Arthur Andersen No Longer Haunts Corporate Crimi-

nals, MARKETWATCH (May 21, 2015, 2:19 PM), http://www.marketwatch.com/story/why-the-ghost-of-
arthur-andersen-no-longer-haunts-corporate-criminals-2015-05-21.

28. David M. Uhlmann, Prosecution Deferred, Justice Denied, N.Y. TIMES (Dec. 13, 2013),
http://www.nytimes.com/2013/12/14/opinion/prosecution-deferred-justice-denied.html?_r-0.

29. Thomas E. Ulrich, Pretrial Diversion in the Federal Court System, 66 FED. PROBATION 30, 30

(2002).

30. See Delaney, supra note 7, at 878 (explaining the procedural differences between a DPA and
an NPA).

31. Id.
32. See Leonard Orland, The Transformation of Corporate Criminal Law, 1 BROOK. J. CORP. FIN.
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The types of cases brought under the guise of NPAs and DPAs
vary, but the predominance of certain types of offenses-bribery, securities
fraud, and fraud against the government or consumers-is apparent through
a look at publicly known and available agreements.3 3 Typical agreements
have lengths ranging from one to three years, include provisions for moni-
toring and implementing new or better accounting or compliance programs,
and will often require the corporation to waive certain privileges, including
attorney-client privilege, to assist in the investigation and prosecution of
particular individuals. 34

The primary source for the "authority" to engage in these agree-
ments is the DOJ's Principles for Federal Prosecution of Business Organi-
zations, part of the U.S. Attorney's Manual.35 The Principles lay out a varie-
ty of factors to consider, including the harm resulting to innocent third
parties, the effect on shareholders, and the loss of the victim.36 These serve
as guidelines for prosecutors in deciding whether to charge a corporation,
and if not, whether to enter into an NPA or DPA.37 However, the process is
qualitative and determined by the prosecutor, with no institutional check on
the prosecutor's decision as prosecutors are accorded a significant amount
of discretion.38

In light of revelations that the DOJ is refusing to disclose the details
of some of these agreements, 39 greater oversight may be appropriate. For
instance, Professor Brandon Garrett, a leading scholar of NPAs and DPAs,
argues that increased public interest in these agreements should lead to
greater scrutiny due to the frustration caused by the DOJ's willingness to
hide the details of these agreements or the reasoning behind them.4 0

Some critics of prosecution agreements propose greater interven-

& COM. L. 45, 56 n.62 (2006) ("On occasion, it is difficult to determine if an 'agreement' is a deferred
prosecution or non-prosecution agreement.").

33. See Garrett & Ashley, supra note 3 (compiling a list of NPAs and DPAs).

34. E.g., Letter from U.S. Department of Justice to Danforth Newcomb, Attorney for AB Volvo
(Mar. 18, 2008), available at
http://lib.law.virginia.edu/Garrett/prosecution agreements/sites/default/files/pdf/abvolvo.pdf; Letter
from U. S. Department of Justice to Nathan J. Muyskens, Attorney for AGCO Corporation (Sept. 29,
2009), available at
http://lib.law.virginia.edu/Garrett/prosecution agreements/sites/default/files/pdf/agco.pdf.

35. U.S. DEP'T. OF JUSTICE, PRINCIPLES OF FEDERAL PROSECUTION OF BUSINESS

ORGANIZATIONS, available at http://www.justice.gov/opa/documents/corp-charging-guidelines.pdf
[hereinafter PRINCIPLES].

36. Id. at 9-28.1000(B).

37. Id.
38. See Delaney, supra note 7, at 880 (suggesting that there are no formal guidelines for prosecu-

tors).
39. Mike Scarcella, Justice Dep't. Sued Over Access to Non-Prosecution Agreement, LEGAL

TIMES (Dec. 2, 2013), http://legaltimes.typepad.com/blt/2013/12/justice-dept-sued-over-access-to-non-
prosecution-agreement-the-us-department-of-justice-is-being-sued-over-its-refusa.html.

40. See Eric Williamson, UVA Law Clinic Suit Prompts Justice Department to Release Non-

Prosecution Agreement, VIRGINIA LAW (Mar. 10, 2014),
http://www.law.virginia.edu/html/news/2014_spr/firstamendment_clinicwin.htm (indicating that pu-
bic requests can lead to DOJ sharing information).
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tion in the implementation, if not the creation, of a DPA.41 For example,
some argue that courts would be unwilling to, and should not, monitor
events at the charging stage, but that courts can and should monitor the im-
plementation of a DPA after it has been signed.42 Judges have previously
been reluctant to overturn the provisions of DPAs, although one judge re-
cently held that the court has supervisory power to review a DPA.43 How-
ever, the very real possibility exists that once judges become more active in
the monitoring of DPAs, the DOJ will instead choose to enter into NPAs,
which are completely outside the authority of the court.44 The lack of an ef-
fective judicial oversight system is a serious problem with the current pros-
ecution agreement method. Judicial oversight is unlikely to occur without a
congressional law requiring the DOJ to submit its agreements for judicial
review.45 However, whether such a law would even be constitutional is an
open question.

Unless reforms mandated by Congress are adopted, there will con-
tinue to be an insufficient oversight of the DOJ's use of these agreements.
When using NPAs and DPAs as an alternative to the traditional criminal
process, the government no longer has an institutional, independent check
on its decision to investigate and "prosecute." The government is also freed
from the structure of the Sentencing Guidelines and the oversight of the ju-
diciary. As such, the government may either have the power to extract
wealth from a defendant corporation above and beyond the Guidelines rec-
ommendation, or the government may shortchange investors and consumers
by allowing a monetary penalty substantially below what would have been

41. Benjamin M. Greenblum, What Happens to a Prosecution Deferred? Judicial Oversight of
Corporate Deferred Prosecution Agreements, 105 COLUM. L. REv. 1863, 1899-1900 (2005).

42. See id. at 1900 ("Under the wait-and-see approach, the deferral decision itself is insulated, but
the enforcement of legal obligations during the deferral period is monitored.").

43. Jonathan Sack, A Plant Grows in Brooklyn: EDNY Judge Scrutinizes Deferred Prosecution
Deal, FORBES (July 31, 2013, 11:23 AM), http://www.forbes.com/sites/insider/2013/07/31/a-plant-
grows-in-brooklyn-edny-judge-scrutinizes-deferred-prosecution-deal/; see also Greenblum, supra note
41, at 1869-70 ("The decision to defer is generally not subject to judicial review unless an applicable
statute provides otherwise. For instance, the U.S. Code does not provide judicial review for federal de-
ferral decisions. . . . [F]ederal courts have intervened only insofar as the deferral agreement represents a
contract with enforceable terms."); Candace Zierdt & Ellen S. Podgor, Corporate Deferred Prosecutions
Through the Looking Glass of Contract Policing, 96 KY. L.J. 1, 14 (2008) ("Even in the rare case that
has court participation, it is usually a mere formality of the document being filed in the court."); Christie
Smythe, HSBC Judge Approves $1.9B Drug-Money Laundering Accord, BLOOMBERG Bus. (July 3,
2013, 3:06 PM), http://www.bloomberg.com/news/2013-07-02/hsbc-judge-approves-l-9b-drug-money-
laundering-accord.html (noting that Judge John Gleeson exercised supervisory powers over the DPA
agreement).

44. See Sullivan & Cromwell LLP, Judicial Review of Deferred Prosecution Agreements,
LEXOLOGY (Feb. 6, 2015), http://www.lexology.com/library/detail.aspx?g-blb49141-fa2b-4adc-b97c-
a5969236f2al (noting that NPAs do not require filings that must be court approved); Federal Courts
Have Authority to Review Deferred Prosecution Agreements, CORPORATE CRIME REPORTER (Aug. 28,
2014, 12:32 PM), http://www.corporatecrimereporter.com/news/200/federal-courts-authority-review-
deferred-prosecution-agreements-non-prosecution-agreements/ (stating that NPAs cannot implicate su-

pervisory authority of a court given the court is not asked to approve them).
45. See, e.g., Delaney, supra note 7, at 904 (indicating that congressional actions may be required

for any oversight).
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received under the Guidelines-a "slap on the wrist"-which some argue
has already occurred.4 6

B. Public Choice Considerations

In the absence of congressional reform imposing judicial review,
reform-minded policymakers should consider concerns about the unchecked
nature of these agreements and design policy changes to turn the prosecu-
tion agreement system into one that more closely reflects, if not mirrors, the
traditional criminal process. For example, some have argued that criminal
procedure acts as a check on the government, raising the cost to investigate
and prosecute for public choice reasons.47 An abandonment of the criminal
process in corporate criminal cases, such as may be the case with NPAs and
DPAs, may result in several sub-optimal outcomes: (1) cases are investigat-
ed and resolved that should not be or that would be better suited for indi-
vidual prosecution; (2) cases are resolved through prosecution agreements
that would better serve the interest of the public if resolved through plea
agreements; and (3) the government may become an unchecked regulator of
business operations without any formal oversight by another branch of gov-
ernment or review of its "rules" for rationality, as is required of federal reg-
ulatory agencies in the rulemaking process. 48

This article uses public choice theory to examine the incentives of
prosecutors and the relationship between those incentives and criminal pro-
cedural protections. It suggests that the current system of NPAs and DPAs
fails to meet the standards of government-checked criminal procedure.49

Specifically, this article uses the public choice theory to explain: (1) why
prosecution agreements have become prevalent; (2) why this may be an un-
desirable outcome if left unchecked; and (3) why some "accountability"
measures, mirroring procedural protections found under a formal legal pro-
cess, are necessary. One method by which the government can better simu-
late the criminal process is through adherence to the Sentencing Guidelines
when determining monetary criminal penalties. Additionally, tying the facts
of the case to a thorough examination of the factors considered when enter-
ing an NPA or DPA, with reference to the DOJ's own Principles for Prose-
cution of Business Organizations, would be a step in the right direction.

46. Ed Beeson, Warren Blasts SEC, DOJ over 'Slap On The Wrist' Enforcement, LAW 360 (Apr.
15, 2015, 7:07 PM), http://www.law360.com/articles/643593/warren-blasts-sec-doj-over-slap-on-the-
wrist-enforcement.

47. Keith N. Hylton & Vikramaditya Khanna, A Public Choice Theory of Criminal Procedure, t5
SUP. CT. ECON. REV. 61, 63 (2007).

48. MAEVE P. CAREY, CONG. RESEARCH SERV., THE FEDERAL RULEMAKING PROCESS: AN

OVERVIEW 4 (2013), available at https://www.fas.org/sgp/crs/misc/RL32240.pdf.
49. See Hylton & Khanna, supra note 47, at 63 (indicating that criminal procedure prevents gov-

ernmental abuse); see also vikramaditya S. Khanna, Corporate Defendants and the Protections of Crim-

inal Procedure: An Economic Analysis 9-15 (Law & Econ. Working Papers Archive, Paper # 04-015,
2004), available at
http://repository.law.umich.edu/cgi/viewcontent.cgi?article=1029&context=law_econarchive (suggest-
ing that corporations do not receive the same level of procedural protection as an individual).
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Public choice theory assumes that decisions made by government
officials can be analyzed using economic theory, just as decisions by people
in a private market are analyzed using economic theory.50 Legal policy de-
cisions based on the interests of a few, such as prosecutors or corporate
managers(often called an interest group)undermine the rule of law5 1 be-
cause, as economist F.A. Hayek warned, rules must generally apply to eve-
ryone in the same way or else abuse of the system can occur.52

It is imperative to understand that while these decisions appear on
the surface to be motivated by the public interest-for example, making
white-collar criminal corporations pay massive fines for their crimes or re-
forming the governance or culture of a corporation53 -they may actually be
motivated by rational self-interest on all sides, especially that of prosecu-
tors. NPAs and DPAs, when subject to even a basic public choice analysis,
are a product of various groups working together, perhaps unwittingly or

unknowingly, to establish a new criminal procedural process in white-collar
crime. 4

As Professor Henning suggests, the old way of doing business may
be thrown out for the new way-one with the DOJ serving as prosecutor,
judge, jury, prison guard, and probation officer.55 The result of these agree-
ments unfortunately may be contrary to the public's interest despite the
broader goals of the criminal justice system and the judiciary.56 If the DOJ
were to include in each NPA or DPA a reasoned explanation for the deci-
sion to use a prosecution agreement that pointed to previously established
factors considered, and if it were to perform a Sentencing Guidelines analy-
sis for the monetary criminal penalty, then these concerns would likely be
alleviated.

III. Sentencing Guidelines Analysis: A Necessary Requirement

To what extent has the DOJ actually included a sentencing guide-
lines analysis in NPAs and DPAs, and why is an analysis particularly useful
and necessary in corporate criminal prosecutions? This section answers

50. Hylton & Khanna, supra note 47, at 63.
51. Id. at 72 & n.39.
52. Peter J. Boettke & Peter T. Leeson, An 'Austrian' Perspective on Public Choice Theory 11

(Mercatus Ctr. at George Mason Univ., Working Paper No. 10, 2003), available athttp://mercatus.org/sit
es/default/files/publication/AnAustrianPerspectiveon_Public_ChoiceWP.pdf.

53. Id. at 5.
54. See, e.g., Rakoff, supra note 17 ([speaking from the perspective of the prosecutor] "You are

happy because you believe that you have helped prevent future crimes; the company is happy because it
has avoided a devastating indictment; and perhaps the happiest of all are the executives, or former exec-
utives, who actually committed the underlying misconduct, for they are left untouched.").

55. Cf Henning, supra note 10, at 315 ("While it is questionable whether the government has the
expertise to tell corporations how best to govern themselves, the focus on how businesses will operate in
the future is now a central feature of corporate criminal investigations. That is outside the purview of the
Organizational Guidelines, and the moment has arrived to put them to rest as a worthy effort whose time
simply has passed.").

56. See Epstein, supra note 17 ("DPAs no longer serve the public interest.").
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these question by first examining the documents themselves for evidence of
any analysis and then by taking a closer look at one case in particular to see
how an analysis can address concerns over the DOJ's prosecution decisions.

A. Sentencing Guidelines Analyses in NPAs and DPAs

A sentencing guidelines analysis is a relatively rare occurrence in
NPAs and DPAs, and the DOJ rarely, if ever, provides a detailed explana-
tion as to why it chooses one type of agreement over the other or why it
chooses to enter into an agreement at all.5 7 In recent years, the DOJ has be-
gun to include some analysis in their NPAs and DPAs, recognizing the val-
ue that the Guidelines provide in criminal cases. 58 This shift is necessary
and should become a permanent, formal process for all DOJ corporate crim-
inal agreements. Specifically, the DOJ should require its prosecutors to
demonstrate that: (1) the choice of agreement is necessary and sufficient;
(2) remedies are tailored to the facts of the case and are within the con-
straints of federal sentencing law; and (3) the agreements do not impose
greater costs than the benefits to society are worth. This process would bet-
ter serve the public interest than the current ad hoc, unaccountable, un-
measurable approach.

To better understand how the DOJ treats the Sentencing Guidelines
in their use of NPAs and DPAs, I reviewed 313 agreements listed on the li-
brary website for the University of Virginia School of Law.59 Most agree-
ments were available, although 30 were not.60 Of the 283 available agree-
ments, only 35 contained an analysis of the case under the Sentencing
Guidelines.61 It was rare that a case cited a penalty with reference to the ap-
plicable Guidelines, but even when one did, if it did not provide a full anal-
ysis, it was not counted as having an analysis. 62

In recent years, there has been an increased inclusion of analyses in
prosecution agreements. All of the agreements found with an analysis were
made between the years of 2010 and 2014.63 No agreements between 1994
and 2009, out of a total of 165 agreements, were found to contain a sentenc-
ing guidelines analysis. 64 Of course, further analysis is necessary to rule out
other influencing factors, such as an increase in the investigation of certain

57. Debold & Barry, supra note 22, at 331.

58. E.g., ABB Ltd. Deferred Prosecution Agreement, at 8 (Sept. 29, 2010), available at
http://lib.law.virginia.edu/Garrett/prosecution agreements/sites/default/files/pdf/abb.pdf; ArthroCare
Corp. Deferred Prosecution Agreement, at 5 (Dec. 30, 2013), available at
http://lib.law.virginia.edu/Garrett/prosecution agreements/sites/default/files/pdf/Arthrocare.pdf.

59. Garrett & Ashley, supra note 3, Appendix A.

60. Appendix A.

61. Id.
62. E.g., Endo Pharmaceuticals Deferred Prosecution Agreement (Feb. 21, 2004), available at

http://lib.law.virginia.edu/Garrett/prosecution agreements/sites/default/files/pdf/Endo.pdf.

63. See Appendix A (documenting recent prosecution agreements and noting whether they co--
tained an analysis under the Sentencing Guidelines).

64. Id.
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types of crime in recent years, which have made it easier or more fruitful
for prosecutors to conduct an analysis. One possibility for this increase is
that the DOJ has increased its pursuit of Foreign Corrupt Practices Act
(FCPA) cases, which appear to be easy to calculate, and fine, under the
Guidelines. Other cases, such as financial market fraud cases, which in-
volve losses to shareholders that may be difficult to calculate, may have
taken a backseat. Further research is necessary to substantiate this conclu-
sion. The data shows that the DOJ has begun to include an analysis of the
Sentencing Guidelines in their more recent cases, but the percentage is still
low, as only 23% of all cases resolved through NPAs or DPAs between
2010 and 2014 contain a full analysis.

Additionally, not every case will result in the assessment of a crim-
inal penalty. Many cases are resolved with the corporation agreeing to for-
feit profits or to provide restitution to victims. 65 Restitution and forfeiture or
disgorgement is contemplated by the Sentencing Guidelines in addition to
the fine assessed under the Guidelines. 66 Probation, in the form of remedial
measures and compliance programs, can also be imposed in addition to the
fine.67 In some cases, no penalty may be assessed whatsoever.68 For exam-
ple, some cases are resolved by the agreement to settle civil claims against
the corporation instead.69 In particular, a parent company may sign an NPA
while a subsidiary enters into a plea agreement, with the subsidiary's penal-
ty determined under the Guidelines while the parent pays nothing.70 Some
cases may involve crimes that are not applicable under the Guidelines for
Organizations, such as environmental crimes (although these cases can still
be used as a benchmark).71 All of these may be perfectly reasonable resolu-

65. See, e.g., KPMG Deferred Prosecution Agreement (Aug. 26, 2005), available at
http://lib.law.virginia.edu/Garrett/prosecution agreements/sites/default/files/pdf/kpmg.pdf (detailing
how KPMG paid forfeiture and restitution of $356 million, as well as a $100 million penalty to the IRS
for civil violations, in connection with its tax fraud criminal conspiracy).

66. U.S. SENTENCING GUIDELINES MANUAL 8B1.1, 8E.1.2, 8C2.9 (2015).

67. Id. 8B1.2, 8D1.4.
68. See, e.g., The Penn Traffic Co. Non-Prosecution Agreement (Oct. 23, 2008), available at

http://lib.law.virginia.edu/Garrett/prosecution agreements/sites/default/files/pdf/PennTraffic.pdf (as-
sessing Penn Traffic no penalty for its self-admitted crime of violating certain securities laws, although
the NPA is unclear as to the exact crimes committed).

69. See, e.g., JP Morgan Chase Deferred Prosecution Agreement (Jan. 6, 2014), available at
http://lib.law.virginia. edu/Garrett/prosecution_agreements/sites/default/files/pdf/JPMorgan_Chase.pdf

(imposing a $1.7 billion dollar forfeiture on the corporation, which it qualifies as a "penalty" for all pur-
poses, including committing the crime JP Morgan Chase admitted to committing in the DPA: violating
the Bank Secrecy Act's anti-money laundering requirements with regard to Bernard Madoff's Ponzi
scheme).

70. See, e.g., GlaxoSmithKline Non-Prosecution Agreement (Oct. 21, 2010), available at
http://Iib.law.virgi nia.edu/Garrett/prosecution agreements/sites/default/files/pdf/glaxosmithkiine.pdf

(showing how a subsidiary of GSK, SB Pharmco, paid $140 million in criminal fines and $10 million in
criminal forfeiture, assessed under the Guidelines, while GSK paid no penalties). However, GSK had
previously entered into a settlement agreement for civil claims worth $600 million. Id.

71. U.S. SENTENCING GUIDELINES MANUAL 8C2.1 (2015). Even though the Sentencing Guide-

lines do not apply to environmental crimes for organizations, the guidelines contain fine provisions for
individuals that commit environmental offenses. Id. 2Q1.1. Therefore, culpability combined with a
benchmark against what the fine level would have been if an environmental offense had been committed
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tions to the case. Regardless of the resolution, there are questions about
whether simply forfeiting profits gained from the crime or paying back to
victims what was stolen from is sufficient. Those questions should be raised
and answered, not just decreed with little to no explanation.

Under the traditional process by which a defendant is sentenced, an
analysis of the fine under the Guidelines must be conducted in a presentenc-
ing report and a judge must provide justification for a departure from that
analysis. 72 Furthermore, the role of the DOJ in investigating criminal law is
to first and foremost prosecute criminal violations.7 3 Resolving a case
brought under the auspices of a federal criminal law-alleging that the gov-
ernment had enough evidence of a violation of the law to seek an indict-
ment-should generally be resolved by the payment of some criminal pen-
alty if the government has enough evidence to prosecute, but chooses not to
for other reasons. If the evidence does not exist, then the DOJ should not be
involved in the first place. If no penalty is assessed or other payments are
required, a clear and detailed explanation for why a criminal investigation is
being resolved without a criminal penalty should be required.

By failing to include any analysis of the facts of a particular case
under the U.S. Sentencing Guidelines, the DOJ may be depriving observers
of critical, measurable information such as: (1) what type of crime was
committed and under which legal statute; (2) whether any aggravating or
mitigating factors, including obstruction of justice, were at issue; (3)
whether the defendant deserves credit for an effective remediation and
compliance program; (4) whether the defendant cooperated with the gov-
ernment, and if so, to what extent that cooperation deserves credit; and (5)
the culpability of high-level personnel and the widespread tolerance of
criminal activity by management.

While some or even all of these factors may be mentioned through-
out the agreement, there is currently no requirement to do so, and there is
no requirement that the DOJ analyze these factors in the same way a sen-
tencing judge would analyze them in a presentencing report.74 Failure to
constrain these agreements under a measurable and identifiable process
such as the Sentencing Guidelines may open up a "new corporate criminal
procedure" of prosecution agreements to abusive, rent-seeking, and over-

is still possible.
72. United States v. Booker, 543 U.S. 220, 233 (2005); see also 18 U.S.C. 3553 (2012) (mandat-

ing that the Court must state in open court the reasons for a particular imposition of a sentence that de-
rives from the Sentencing Guidelines); Gall v. United States, 552 U.S. 38, 46 (2007) ("It is also clear
that a district judge must give serious consideration to the extent of any departure from the Guidelines
and must explain his conclusion that an unusually lenient or an unusually harsh sentence is appropriate
in a particular case with sufficient justifications.").

73. See About DOJ, U.S. DEP'T OF JUSTICE, http://www.justice.gov/about (last visited Nov. 6,
2015) (declaring "to enforce the law" as its first priority in its mission statement).

74. See U.S. DEP'T OF JUSTICE, U.S. ATTORNEYS' MANUAL 9-28.100-9-28.1300 (2008), avail-
able at http://www.justice.gov/usam/usam-9-28000-principles-federal-prosecution-business-
organizations#9-28.100 (containing no instruction to include prosecution considerations in a DPA or
NPA or analyze the factors similar to how a judge would analyze a presentencing report) [hereinafter
U.S. ATTORNEYS' MANUAL].
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zealous prosecutions. Additionally, exacerbation of problems in the indus-
try may occur if corporate defendants are allowed to escape relatively un-
harmed despite the conflict with criminal justice policy.

B. AIG as a Case Study in Why Sentencing Guidelines Matter

A good example of the importance of sentencing guidelines analy-
sis can be found in a series of NPAs and DPAs with American International
Group, Inc. (AIG). The company was not prosecuted for accounting and se-
curities fraud, but did enter into a series of NPAs and DPAs in the years be-
fore the 2008 financial crisis. 75 In late 2004, AIG and its subsidiaries AIG
Financial Products (AIG-FP) and AIG-FP PAGIC Equity Holding Corp.
(AIG-FP PAGIC) entered into an NPA and a DPA, respectively, in re-
sponse to the crimes of engaging in and aiding and abetting securities
fraud.7 6 AIG participated in a series of off-balance sheet transactions to get
around accounting standards, totaling $750 million.7 7 For this activity, AIG
paid $46.36 million in disgorgement and prejudgment interest to the SEC,
and $80 million in penalties to the DOJ, for a total of $126.36 million paid
by AIG and its subsidiaries.78 PNC paid $115 million the year before for its
role in the transactions. 79

In 2006, AIG was caught again for accounting and securities fraud,
this time relating to its insurance loss reserves.80 AIG had participated in
fraudulent sham transactions with General Reinsurance Corporation to re-
port increases in their loss reserves, a key indicator of the health of an in-
surance company.81 The DOJ claimed that these transactions allowed the
reporting of a $500 million increase in loss reserves, when in fact, the reali-
ty was a decrease in loss reserves.8 2 AIG was also accused of hiding ap-
proximately $200 million in underwriting losses by reporting them as capi-
tal losses. 83 For these fraudulent activities, AIG paid $25 million in criminal
penalties, 84 $100 million to the SEC as a civil penalty, and disgorged $700

75. Peter Lattman, The U.S.'s Fly on the Wall at AIG, WALL ST. J. (Mar. 27, 2009),
http://www.wsj.com/articies/SB123812186477454361.

76. AIG-FP Non-Prosecution Agreement and AIG-FP PAGIC Deferred Prosecution Agreement
(Nov. 2004), http://lib.law.virginia.edu/Garrett/prosecution agreements/sites/default/files/pdf/AIG-
FP_PAGIC.pdf.

77. Lynnley Browning & Joseph B. Treaster, A.I.G. and U.S. Complete Big Settlement Agreement,
N.Y. TIMES (Dec. 1, 2004), http://query.nytimes.com/gst/fullpage.html?res=9904E3D6113EF932A3575
1C1A9629C8B63&pagewanted=all.

78. Id.

79. Id.

80. Brooke A. Masters, AIG to Announce Deal with Regulators, WASH. POST (Feb. 9, 2006),
http://www.washingtonpost.com/wp-dyn/content/article/2006/02/08/AR2006020802364.html.

81. Id.

82. Id.
83. Sara Stefanini, Ex-AIG Head to Collaborate in SEC Reinsurance Probe, LAW 360 (Sept. 11,

2007, 12:00 AM), http://www.law360.com/articles/34525/ex-aig-head-to-collaborate-in-sec-
reinsurance-probe.

84. Gretchen Morgenson, A.I.G. Apologizes and Agrees to $1.64 Billion Settlement, N.Y. TIMES
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million in profits earned as a result of its fraudulent reporting to investors
and the SEC.85

These cases are only part of the long saga of AIG fraud. 86 Yet, the
company lived on, despite the government and public knowing that AIG
routinely misreported its earnings through an enduring culture of malfea-
sance.8 7 Its underwriting superiority was vastly overstated. AIG-FP later
was blamed for AIG's credit problems in the 2008 financial crisis, in part
due to "opulent pay, lax oversight, and blind faith in financial risk mod-
els."88 Investment in credit default swaps, which were sold as insurance to
cover "exotic" financial instruments such as mortgage-backed securities,
were a key product of AIG-FP. 89 The question for the prosecutors who han-
dled the 2004 and 2006 AIG financial accounting scandals is a fair one:
why was AIG allowed to continue on without facing prosecution despite the
DOJ's knowledge of AIG's corporate culture of misfeasance, history of se-
curities fraud, and dubious accounting of its underwriting and accounting
practices?

In all of the prosecution agreements with AIG and its subsidiaries
in 2004 and 2006, the DOJ acknowledges cooperation and willingness to
enter into settlements with the SEC as reasons for deferring or declining
prosecution.90 However, this cursory explanation of why the DOJ used an
NPA and DPA instead of choosing to prosecute is inadequate by itself to
understand the DOJ's rationale, thus an analysis under the Sentencing
Guidelines is necessary. The DOJ is to be commended for including some
mention of the factors laid out in the Principles for why it declined to pros-
ecute. Yet, it is likely "cooperation" and "willingness" may not have been
the only factors, or even the primary considerations, for why the DOJ de-
clined to prosecute AIG.

In none of the agreements with AIG is a discussion of the collateral
consequences of a prosecution. AIG was one of the world's largest insurers,
employing over 100,000 people worldwide.9' Prosecution of AIG could

(Feb. 10, 2006), http://www.nytimes.com/2006/02/10/business/10insure.html?pagewanted=all.
85. Masters, supra note 80.
86. Julie Satow, AIG's Six Year Saga of Alleged Fraud, HUFFINGTON POST (Apr. 24, 2009, 1:10

PM), http://www.huffingtonpost.com/2009/03/24/aig-fraud-history_n_178545.html.

87. Diane Brady, Marcia Vickers & Mike McNamee, AIG: What Went Wrong, BLOOMBERG BUS.
(Apr. 10, 2005), http://www.bloomberg.com/bw/stories/2005-04-10/aig-what-went-wrong.

88. Gretchen Morgensen, Behind Insurer's Crisis, Blind Eye to a Web of Risk, N.Y. TIMES (Sept.
27, 2008), http://www.nytimes.com/2008/09/28/business/28melt.html?pagewanted=all.

89. Adam Davidson, How AIG Fell Apart, REUTERS (Sept. 18, 2008, 1:55 PM),
http://www.reuters.com/article/2008/09/18/us-how-aig-fell-apart-idUSMAR85972720080918.

90. AIG Non-Prosecution Agreement, at 3-4 (Feb. 7, 2006), available at
http://lib.law.virginia.edu/Garrett/prosecution-agreements/sites/default/files/pdf/aig.pdf; AIG Financial
Products Corp. Non-Prosecution Agreement, at 4 (Nov. 30, 2004), available at
http://lib.law.virginia. edu/Garrett/prosecution-agreements/sites/default/files/pdf/aig-fp.pdf; AIG-FP

PAGIC Equity Holding Corp. Deferred Prosecution Agreement, at 2 (Nov. 30, 2004), available at
http://lib.law.virginia.edu/Garrett/prosecutionagreements/sites/default/files/pdf/AIG-FPPAGIC.pdf.

91. Zachary Tracer, AIG Cutting Jobs, Moving Others to Lower Cost Cities, INSURANCE J. (Feb.
14, 2014), http://www.insurancejournal.com/news/national/2014/02/14/320500.htm.
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have resulted in the end of the corporation's ability to do business as an in-
surer and its delisting from the stock exchange. Investors would have lost
billions and their employees would have been out of a job. The end of AIG
would have been a tragic, monumental consequence of prosecution. There
is no substantive discussion of the factors from the Principles, especially the
most obvious and salient one given the facts of these cases, collateral con-
sequences. 92 Instead, the DOJ merely asserted that AIG cooperated and
therefore deferred the prosecution of AIG. 93 Did the DOJ balance the inter-
ests of the public, collateral consequences, and cooperation, and if so, how?
We will never know, at least from official documents released by the DOJ,
whether and how this consideration played a role in the decision to decline
prosecution.

In hindsight, one could conclude that eliminating a toxic corpora-
tion with a fraudulent culture may send shockwaves through the industry

resulting in the implementation of industry-wide reform that would have
served a general deterrence purpose. Failure to prosecute may have isolated
AIG as a special case, allowing the industry to continue engaging in decep-
tive and risky transactions. We will never know. The possible loss of bil-
lions of dollars and a hundred thousand jobs pales in comparison to the loss
of trillions of dollars and millions of unemployed as a result of the financial
crisis of 2008. However, it is impossible to prove the counterfactual: if AIG
had ceased to exist in 2006, would the financial crisis of 2008 still have
happened? Whether or not the answer is yes, the fact remains that the DOJ's
cursory explanation under the Principles for its decision to decline prosecu-
tion was inadequate. The DOJ failed to explain to the public, and future
critics of its decision, how and why it arrived at the decision to decline
prosecution. That inadequacy demonstrates why an analysis under the Sen-
tencing Guidelines must be included in prosecution agreements if the public
is to decide for themselves whether the DOJ is truly representing their in-
terest and making reasonable decisions when resolving these cases.

A critical look at the DOJ's penalties in the 2006 AIG case shows
that the Guidelines may have been ignored. Under the Guidelines, pecuni-
ary loss of the victim or gain to the corporation is used as the base fine for
determining a fine range when that loss or gain is greater than the pre-
scribed offense score. 94 This amount is multiplied against the culpability
score multipliers. 95 The size of these multipliers is based on the size of the
corporation, the tolerance or participation of high-level personnel, and the

92. E.g., AIG Non-Prosecution Agreement (Feb. 7, 2006), available at
http://lib.law.virginia.edu/Garrett/prosecutionagreements/sites/default/files/pdf/aig.pdf; AIG Financial
Products Corp. Non-Prosecution Agreement (Nov. 30, 2004), available at
http://lib.law.virginia.edu/Garrett/prosecutionagreements/sites/default/files/pdf/aig-fp.pdf; AIG-FP
PAGIC Equity Holding Corp. Deferred Prosecution Agreement (Nov. 30, 2004), available at
http://lib.law.virginia.edu/Garrett/prosecution agreements/sites/default/files/pdf/AIG-FPPAGIC.pdf.

93. AIG Non-Prosecution Agreement, at 3-4 (Feb. 7, 2006), available at

http://lib.law.virginia.edu/Garrett/prosecutionagreements/sites/default/files/pdf/aig.pdf.

94. U.S. SENTENCING GUIDELINES MANUAL 8C2.4 (2015).

95. Id. 8C2.7.
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presence of cooperation, acceptance of responsibility, and self-reporting.96

Based on the facts available to the public, AIG would have received an in-
crease of five points in its culpability score for high-level involvement, but
would have had a mitigating score of minus two points for acceptance of
responsibility and cooperation. 97 This is a culpability score of eight, with a
minimum multiplier of 1.6 and a maximum multiplier of 3.2.98 AIG's gain,
as reported by the DOJ, was $700,000,000.99 Although, under 18 U.S.C.
3571(d), the maximum sentence can be no more than twice the loss or gain
unless otherwise provided for by statute.100

As such, AIG's fine range under the sentencing guidelines would
have been $1.12 billion to $1.4 billion. 01 While AIG only paid $25 million
in actual criminal penalties, it also disgorged all $700 million of its profits
and paid a $100 million fine to the SEC. 02 Even then, $825 million is sub-
stantially (26%) below the minimum fine range that AIG would have been
subject to under the Guidelines. Arguably, given its prior criminal history in
2004 and the apparent culture of misconduct, the maximum fine range may
have been more appropriate. However, no explanation for departing from
the Guidelines range was given. If a federal judge had departed from the
applicable fine range, or if a plea agreement had been subject to a federal
judge's approval, an explanation for departure would have been required by
federal law and case law. 0 3 In fact, the reasons for departure upward appear
to be stronger in this case than downward.1 04 Yet, we do not know why the
DOJ, acting as prosecutor, jury, and judge, chose to reduce the total amount
AIG would pay by over a quarter from the minimum fine range.

At least when the government goes before a court, it must explain

96. Id. 8C2.5.
97. Id. 8C2.5(b)(1), 8C2.5(g)(2); Kenneth J. St. Onge, 5 Execs Found Guilty of Fraud in Gen

Re-AIG Trial, INSURANCE J. (Feb. 25, 2008),
http://www.insurancejournal.com/news/national/2008/02/25/87627.htm; AIG Non-Prosecution Agree-
ment, at 4 (Feb. 7, 2006),
http://lib.law.virginia.edu/Garrett/prosecution-agreements/sites/default/files/pdf/aig.pdf.

98. U.S. SENTENCING GUIDELINES MANUAL 8C2.6 (2015).

99. Arthur D. Postal, AIG Investors Finally Get Payback for Accounting Fraud, NAT'L
UNDERWRITER NEWS (May 20, 2009), http://www.badfaithinsurance.org/reference/General/1233a.htm.

100. 18 U.S.C. 3571(d) (2012).
101. The minimum fine here is $1.12 billion because the gain by criminal activity of AIG, $700

million, is multiplied by 1.6, the minimum multiplier under the Sentencing Guidelines when the culpa-
bility score is 8. The maximum fine here is limited by statute to twice the amount of the gain by criminal
activity, and thus $700 million multiplied by two is $1.4 billion.

102. Masters, supra note 80; Morgenson, supra note 84.
103. See Gall v. United States, 552 U.S. 38, 46 (2007) ("It is also clear that a district judge must

give serious consideration to the extent of any departure from the Guidelines and must explain his con-
clusion that an unusually lenient or an unusually harsh sentence is appropriate in a particular case with
sufficient justifications."); Sullivan & Cromwell, supra note 44 (noting that deferred prosecution agree-
ments, but not non-prosecution agreements, are subject to Court review and must contain sufficient facts
to be evaluated by the Court).

104. See U.S. SENTENCING COMM'N, COMPILATION OF DEPARTURE PROVISIONS 2-18 (2013),
available at http://www.ussc.gov/sites/default/files/pdf/guidelines-manual/2013/manual-
pdf/Compilation-ofDeparture_ Provisions.pdf (indicating factors that suggest that the departure should
have been upward).
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its course of action, evidence it has for pursuing prosecution, and why it be-
lieves finding a defendant guilty is the best outcome.1'0 5 When arguing for a
sentence, the government must also explain why it believes that its request
is the appropriate sentence.1'0 6 In a traditional adversarial criminal process,
factual inconsistencies, aggravating and mitigating factors, and the public's
interest in the outcome are all considered to a varying degree. 0 7 But when a
corporation and the DOJ strike a deal behind closed doors and then report
the bare minimum terms of the agreement, with little in the way of explana-
tion of the decision and how the prosecution balanced all the relevant fac-
tors, the public loses out. Prosecutors may have gotten what they wanted
out of the AIG case, but did the public? A clear explanation for why a pros-
ecution agreement and its meager penalties were reasonable and necessary
(in lieu of an actual prosecution) would have greatly assisted the public in
deciding for itself if the penalties were reasonable. It would also assist in
holding the government accountable and creating transparency in the deci-
sion-making process.

IV. Public Choice Theory and Criminal Procedure: How NPAs and DPAs
Alter the Playing Field

The public choice theory of criminal procedure argues that the tra-
ditional criminal procedural protections for defendants found in the com-
mon law system are designed to reduce the opportunities for abuse and rent-
seeking by government enforcement agents, including prosecutors.1 08 Es-
sentially, the protections of a right to a jury trial and unanimity, prohibitions
against double jeopardy and excessive or retroactive punishment, and the
demand for proof beyond a reasonable doubt, are all designed to make the
system more costly for self-interested actors to "use the criminal process to
obtain their desired ends."1 09

Sentencing procedures and rules should also be considered part of
the criminal procedural process. Defendants have a general idea, when de-
ciding to risk trial or enter a plea agreement, what their possible sentence
may be if they risk trial-whether imprisonment in the case of individuals

105. U.S. ATTORNEY'S MANUEL, supra note 74, 9-27.220.

106. AM. BAR Ass'N, ABA STANDARDS FOR CRIMINAL JUSTICE PROSECUTION FUNCTION AND

DEFENSE FUNCTION 115 (3d ed. 1993), available at http://www.americanbar.org/content/dam/aba/public

ations/criminaljusticestandards/prosecution-defense_function.authcheckdam.pdf.

107. Id.

108. See Hylton & Khanna, supra note 47, at 63 (stating that criminal procedure protections con-
strain the potential abuse by government agents). Fascinatingly, Khanna himself argued, a little over ten
years earlier, that criminal procedural protections are undesirable at the corporate level because they
raise costs above an optimal level due to the difficulty in detecting criminal activity within a corpora-
tion. v.S. Khanna, Corporate Criminal Liability: What Purpose Does It Serve?, 109 HARV. L. REV.
1477, 1511-12 (1996). Perhaps Khanna changed his mind when analyzing the role that public choice
places in criminal procedural protections. However, his point is made within the context of advocacy

against corporate criminal liability whatsoever. If corporate criminal liability is to exist, then some pro-
tections should also exist.

109. Hylton & Khanna, supra note 47, at 64.
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or monetary penalties in the case of organizations. If a defendant does not
know the potential penalty, economic theory predicts that a defendant could
be incredibly risk averse if he or she believes trial would end in a guilty
verdict." 0 Defendants may then agree to terms that otherwise would not be
agreeable if the full force and effect of the criminal procedural system were
available to guide and protect them.

Criminal procedural protections also save resources that would be
spent on lobbying the government by the private sector and enhance the de-
terrence of abuse of prosecutorial discretion by preventing selective en-
forcement of the law by prosecutors who may favor the goals that lobby
groups and other influential entities support." The risk of rent-seeking in
criminal prosecution is greater as the stakes increase, and as such, corporate
criminal cases likely see greater lobbying and rent-seeking activities, thus
increasing the cost on the private sector.11 2

For an example of why public choice theory is relevant to criminal
procedure, consider the reasonable-doubt standard. The standard is designed
to make it more difficult for prosecutors, and lobby groups, to use the crim-
inal process to extract wealth." 3 The public's interest in prosecuting crime
should be a desire to see, within budgetary constraints, a maximum number
of accurate convictions and a minimum number of false convictions. 1 4

However, prosecutors may have other external motivations: career interests,
making money, or a different (yet error-prone) perspective on the social
ideal behind a prosecution."1 5 Prosecutors may have a variety of non-public
interest-oriented incentives that motivate them.1 ' Keeping this in mind, it is
important to understand why the criminal procedural protections our system
has are so vital to warding off abuse of the criminal enforcement system.
While it is likely that almost all prosecutors are not engaging in bribery
from interested groups, it is clear that prosecutors are avoiding the criminal

110. Oren Gazal-Ayal & Limor Riza, Economic Analysis of Plea-Bargaining and Prosecution, in
3 CRIMINAL LAW AND ECONOMICS 9 (Nuno Garoupa ed., 2009).

111. Hylton & Khanna, supra note 47, at 64.
112. Khanna, supra note 49, at 39 ("[W]e would expect more rent-seeking activities and lobbying

of enforcement agents when dealing with corporate defendants."). Khanna argues in his paper that pro-
cedural protections should be based on who the plaintiff is or what the sanction involved may be, not
whether the case is criminal or civil. Id. at 3. Interestingly, Khanna argues that abuse by government
agents is greater in the civil context because of greater opportunities for enforcement, specialization by
civil regulatory agencies, and higher penalties involved in civil cases. Id. at 40. But, as the evidence on
NPAs and DPAs now shows, enforcement under the guise of criminal law is increasing and penalties are
no longer held in check by sentencing maximums under the Guidelines as he suggests. Id. at 40 & n.176.
Moreover, the DOJ has separate groups within the Criminal Division that focus on special areas of law,
calling into question the idea that prosecutors cannot be at least influenced by particular special interests
like their civil regulatory counterparts. As such, criminal procedural protections may be warranted now
more than when Khanna first proposed stronger civil protections.

113. Hylton & Khanna, supra note 47, at 64.
114. Id. at 73.
115. Id.

116. See Tigran W. Eldred, Prescriptions for Ethical Blindness: Improving Advocacy for Indigent
Defendants in Criminal Cases, 65 RUTGERS L. REV. 333, 361 (2013) (explaining that even lawyers' de-
cision-making can be motivated by self-interests).
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procedural protections of the traditional system through the use of NPAs
and DPAs to achieve a higher "win" rate than is possible under the tradi-
tional system given its high burden of proof demanded of the government,
as well as its heavy toll on limited government resources."1 7

The criminal process is extremely costly, especially for corporate
defendants.' The counterbalance to this high cost on defendants is the pro-
cedural protections that a trial or plea negotiation provides." 9 These protec-
tions increase the cost of pursuing a case for the government. While there
may be little personal cost to the prosecutor for pursuing a bad case, as the
public will either be indifferent or reward prosecutors for being tough on
crime, the demand for proof beyond a reasonable doubt raises the costs on
the government and thus levels the playing field. This balance is a key ele-
ment of our criminal procedure system: unless a prosecutor believes that, at
trial, he or she could convince a jury to unanimously find that the defendant
committed the crime, the prosecutor should not bring the case in the first
place.120 The trial by jury is the primary means by which we put prosecuto-
rial discretion to the test."' While it is possible that a case may be resolved
before trial through a plea, there are additional procedural protections that
exist until that point and after, including attorney-client privilege, 2 2 work-
product privilege, 123 judicial review of evidence when accepting a plea
agreement, 2 4 and the statutory maximum sentences or sentencing guide-
lines." These protections constrain the prosecutor's ability to extract a
guilty plea from a defendant based on evidence that would not pass muster
at trial. A key point in the economic analysis of litigation and settlement is
the credibility of a threat: if the defendant does not believe it is credible for
the plaintiff to bring its case because it is not cost-effective and the low
probability of victory diminishes the expected value, the threat to sue (or
prosecute) is not credible.126 While the system may not always be perfect,

117. David M. Uhlmann, Deferred Prosecution and Non-Prosecution Agreements and the Erosion
of Corporate Criminal Liability, 72 MD. L. REV. 1295, 1305 (2013).

118. Sarah Ribstein, Note, A Question of Costs: Considering Pressure on White-Collar Defend-
ants, 58 DUKE L.J. 857, 863 (2009).

119. John T. Byam, The Economic Inefficiency of Corporate Criminal Liability, 73 J. CRIM. L. &
CRIMINOLOGY 582, 601 (1982).

120. See generally Hylton & Khanna, supra note 47, at 91 (discussing the pro-defendant bias in
Anglo-American criminal procedure).

121. Erik Paulsen, Note, Imposing Limits on Prosecutorial Discretion in Corporate Prosecution
Agreements, 82 N.Y.U. L. REV. 1434, 1456-457 (2007).

122. Jennifer M. Gardner, Note, Corporate Attorney-Client Privilege and Work-Product Protec-
tions Should Absolutely be Preserved, 70 U. PITT. L. REV. 155, 158 (2008).

123. Id. at 159.

124. Joseph A. Colquitt, Ad Hoc Plea Bargaining, 75 TUL. L. REV. 695, 697 (2001).

125. Carissa Byrne Hessick & F. Andrew Hessick, Procedural Rights at Sentencing, 90 NOTRE
DAME L. REV. 187, 187-88 (2014).

126. See, e.g., Lucian Arye Bebchuck, A New Theory Concerning the Credibility and Success of
Threats to Sue, 25 J. LEGAL STUD. 1, 12 (1996) (explaining why negative expected value suits are not
credible).
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with occasional false positive and false negative errors,1 27 it is a system we

have come to know and cherish in the common law world and one that
weeds out many meritless cases.

Given the need to protect against threats of prosecution that are not
credible, the "overwhelming pressure" that a corporation feels when faced
with prosecution should be met by at least an equal amount of pressure on
the side of the government.2 8 The corporation should not feel like it has a
"gun to its head."1 29 Professor Epstein puts the pressure faced by corpora-
tions succinctly:

[P]rosecutors face both a dilemma and an opportunity. Their only
credible threat against a recalcitrant corporation is the criminal
indictment-yet simply filing an indictment triggers huge collat-
eral repercussions sufficient to drive the firm out of business, as
teams of state and federal regulators are now duty-bound to sus-
pend the licenses and permits under which the corporation does
business. Thus, the corporation that has strong protections
against false convictions-proof beyond a reasonable doubt of
the elements of the crime, the ability to examine evidence or
cross-examine witnesses-is helpless to protect itself A convic-
tion carries at most a million-dollar fine, but simple indictment,
which lies wholly within the prosecutor's discretion, imposes
multibillion-dollar losses.130

While most criminal cases result in plea agreements,131 and pres-
sure will always exist to plead guilty for various reasons, the procedural
protections of that system, which Epstein mentions, are designed to force
prosecutors to choose their cases wisely. 3 2 Judges must review the charges
for sufficiency of the evidence before a plea agreement is reached."3 3 They
must also make sure that the defendant is fully aware of his or her rights
and knowingly waives them." 4 The judge also is a check on the prosecu-
tor's interpretation of the law as a judge can stop an erroneous application
of the law.'3 5 Another reality check for the government is that the process of
indictment in the federal system requires a prosecutor to go before ordinary
citizens and present evidence to establish a reasonable probability that a

127. Michael Abramowicz, Litigation Finance and the Problem of Frivolous Litigation, 63
DEPAUL L. REV. 195, 195-96 (2014).

128. See Sara Sun Beale, Is Corporate Criminal Liability Unique?, 44 AM. CRIM. L. REV. 1503,
1524 (2007) (indicating that corporations are under tremendous pressure).

129. Id. at 1523.
130. Epstein, supra note 17 (emphasis added).
131. Beale, supra note 128, at 1525.
132. Epstein, supra note 17.
133. FED. R. CRIM. P. 11(b)(3).
134. FED. R. CRIM. P. 11(b)(1)-(2).
135. Lyn M. Morton, Note, Seeking the Elusive Remedy for Prosecutorial Misconduct: Suppres-

sion, Dismissal, or Discipline?, 7 GEO. J. LEGAL ETHICS 1083, 1089 (1994).
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crime has been committed. 136 The trial is a check on the sufficiency and rel-
evance of the evidence as well as a check on the government's interpreta-
tion of the law and motivation for enforcing the law.' 37 Sometimes juries
will find a defendant not guilty, even if the prosecution has met its burden,
because the jury believes the case should never have been brought. 138 Such
a decision is squarely within the province of a jury.'39 Finally, prosecutors
are bound by statutory maximum sentences and in federal court, a sentenc-
ing guidelines regime established by the U.S. Sentencing Commission at
the direction of Congress. 140 All of these checks on the power of prosecu-
tors are designed to constrain discretion and ensure fairness in the face of
the incentives at play for all parties involved. In essence, these institutional
arrangements are there to protect the criminal justice system, not just any
one party.

Despite these protections, the current federal criminal justice sys-
tem has been likened to being "more administrative or inquisitorial than ad-
versarial, which resolves the guilt of virtually all defendants without a tri-
al." 141 With the advent of prosecution agreements, the system becomes
further entrenched, losing even the pretense of procedural protection. This,
combined with the loss of the "expressive function and social meaning" that
attaches to a criminal conviction 142 is too much of a deviation from the tra-
ditional system to warrant the current unchecked authority that the DOJ
holds. None of the procedural mechanisms described in the preceding para-
graph are followed when the DOJ enters into a prosecution agreement. Fur-
thermore, there is no independent oversight of the decision itself or the re-
quirements found within the agreement. While courts may be empowered to
review DPAs, 143 no court to date has rejected one, 144 and no court has the
authority to reject a NPA because no charge is ever filed in court. 145

136. U.S. CONST. amend. V.

137. FED. R. EVID. 104(a)-(b).
138. United States v. Thomas, 116 F.3d 606, 614 (2d Cir. 1997).

139. Id.

140. See Mark Patrick Lane, Climate of Change: The Transformation of Federal Sentencing, 77
TEX. B.J. 968, 968 (2014) (indicating that United States Sentencing Guidelines dominates federal crimi-
nal sentencing).

141. Beale, supra note 128, at 1534; see also Susan R. Klein, Enhancing the Judicial Role in
Criminal Plea and Sentence Bargaining, 84 TEX. L. REV. 2023, 2028 (2006) (discussing the quasi-
administrative nature of federal criminal law).

142. Sara Sun Beale & Adam G. Safwat, What Developments in Western Europe Tell Us about
American Critiques of Corporate Criminal Liability, 8 BUFF. CRIM. L. REV. 89, 97 (2004).

143. See Smythe, supra note 43 (suggesting that a federal court has the authority to review De-
ferred Prosecution Agreements).

144. See Greenblum, supra note 41, at 1869-70 ("As to offenders seeking to challenge the prose-
cutor's discretion in pursuing prosecution . . . federal courts have intervened only insofar as the deferral
agreement represents a contract with enforceable terms . . . [due to] both separation of powers concerns
and the potential for a flood of civil litigation."); Zierdt & Podgor, supra note 43, at 14 ("Even in the
rare case that has court participation, it is usually a mere formality of the document being filed in the
court.").

145. See Delaney, supra note 7, at 878 ("In an NPA, no charges are filed at the outset but may be
filed later if the corporation does not fulfill the terms of the agreement.").
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Without these procedural protections, what remains is the Execu-
tive branch enforcing laws without the institutions that make enforcing law
in a free society a beneficial and just endeavor-judicial oversight and
criminal procedural protections for defendants. Sentencing guidelines-or
minimums and maximums-serve retributive purposes, but they also serve
a purpose in ensuring that the punishment fits the crime as determined by
the Legislature.1 46 Without these structures the government could extract
wealth from a corporate defendant above and beyond that believed by the
Legislature, or a committee created by the Legislature, to be appropriate. 147

Alternatively, the DOJ may give a corporate defendant a "slap on the wrist"
in order to simply win the case or to satisfy external influences. Either out-
come is detrimental to the rule of law and criminal justice policy.

Just as protections at trial such as reasonable doubt and double
jeopardy are intended to protect against wealth extraction, 148 so too are con-
straints on the power of the government to implement a punishment. If
prosecutors are not bound by criminal procedural institutions, especially
sentencing constraints, they will be able to induce corporate defendants to
settle and pay the monetary penalty chosen by the DOJ, despite evidence
that the defendant either deserves a higher or a lower penalty. This creates a
legitimate concern. Failure to ground monetary penalties in established sen-
tencing policy exacerbates the public choice problems presented by the use
of NPAs and DPAs and a lack of procedural protections.

V. Prosecutorial Incentives for Pursuing a NPA or DPA

The very first place one should look to understand the emergence
and subsequent dominance of the use of non-prosecution and deferred pros-
ecution agreements is the agency that started using them in the first place-
the DOJ and its federal prosecutors.1 49 Incentives motivate prosecutors, and
these incentives have led to the adoption of NPAs and DPAs. To understand
why prosecutors must be constrained by institutions when they choose to
undertake a criminal prosecution-whether it be through the traditional

146. One could also contend that because the Guidelines are advisory, they do not carry the same
level of protection as reasonable doubt and double jeopardy-the protections discussed in the Hylton &
Khanna article. Hylton & Khanna, supra note 47, at 72. While Booker did make the Guidelines advisory
for individuals, it is not clear that they are advisory for corporations. Orland, supra note 33, at 49. Even
if they are, their role in shaping corporate punishment and reform will remain valuable. Id. Additionally,
as with the individual Guidelines, courts are generally required to calculate an analysis under the Guide-
lines and explain in detail how departing from them better achieves the goals of punishment. See Lee D.
Heckman, Note, The Benefits of Departure Obsolescence: Achieving the Purposes of Sentencing in the
Post-Booker World, 69 OHIO Si. L.J. 149, 152 (2008) (discussing how Booker altered the approach of
the district court in sentencing a defendant and how the vast majority of courts require a calculation
when there is a departure from the Guidelines). The same should be true for the government when enter-
ing an NPA or DPA.

147. Hylton & Khanna, supra note 47, at 89.
148. Id. at 72.

149. Wulf A. Kaal & Timothy A. Lacine, The Effect of Deferred and Non-Prosecution Agreements
on Corporate Governance: Evidence from 1993-2013, 70 Bus. LAW. 1, 11-13 (2014).
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process or through the new corporate criminal procedure-one must under-
stand that prosecutors face great incentives to enter into NPAs and DPAs.
Given that corporations are hard-pressed to reject such an agreement in the
wake of Arthur Andersen and a variety of other incentives on their own end,
the choice to enter into an NPA or DPA by the DOJ is quite significant.

Prosecutors have little incentive to hold themselves accountable
under a system that lacks institutional accountability." 0 However, in the in-
terest of conserving governmental resources, prosecutors do have a good
reason to avoid the many costs of a traditional prosecution if such an option
is available. These costs include actual monetary costs, opportunity costs,
investigative and time costs, and decision-making costs within the judicial
system.15' This section explores prosecutorial incentives and specifically,
cost considerations that lead prosecutors to enter into NPAs and DPAs in-
stead of a plea agreement.

A. Prosecutors (Generally)

Prosecutors are not perfect agents of the public interest. 5 2 It is not a
coincidence that the DOJ has employed NPAs and DPAs in certain types of
cases, such as Foreign Corrupt Practices Act cases, which may be more dif-
ficult to prove in court, as opposed to pursuing criminal charges through the
traditional system.' Why would prosecutors want to avoid getting a crimi-
nal conviction, one of the only truly objective measures of their perfor-
mance to a supposedly watchful public eye? Part of the answer lies in the
structure and informality of the NPA and DPA, but also playing a role are
the costs involved in prosecuting both corporations and individuals. 54

Unlike a traditional plea agreement, which is supervised and ap-
proved by the court, an NPA or DPA is essentially an agreement between
the government and the corporation's managers acting on behalf of the cor-
poration. 55 It is akin to a settlement agreement in a civil trial because its
scope is broad, but unlike settlement agreements, it does not need to be rig-
orously approved or monitored by the court. 5 6 Plea agreements are even

150. William F. Shughart II & Robert D. Tollison, The Positive Economics of Antitrust Policy: A
Survey Article, 5 INT'L REV. L. & ECON. 39, 40 (1985).

151. Andrew Hessick III & Reshma M. Saujani, Plea Bargaining and Convicting the Innocent:
The Role of the Prosecutor, the Defense Counsel, and the Judge, 16 BYU J. PUB. L. 189, 191 (2002).

152. Miriam H. Baer, Organizational Liability and the Tension Between Corporate and Criminal
Law, 19 J.L. & POL'Y 1, 11 & n.39 (2010).

153. Mike Koehler, NPA 's, DPA 's, and the FCPA, FCPA PROFESSOR BLOG (Feb. 8, 2010)
http://fcpaprofessor.blogspot.com/2010/02/npas-dpas-and-fcpa.html.

154. Rakoff, supra note 18 ("So you don't go after the companies, at least not criminally, because
they are too big to jail; and you don't go after the individuals, because that would involve the kind of
years-long investigations that you no longer have the experience or the resources to pursue.").

155. See, e.g., Delaney, supra note 8, at 878 (explaining the process of NPAs and DPAs).
156. Although a court must approve a DPA, other than in the HSBC case, courts process a DPA

without consideration. See Golumbic, supra note 8, at 1342 ("District judges generally appear on the
scene only after the DPA is a faith accompli, and then provide automatic approval to terms dictated by the
government.").
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more constrained at the federal level by the U.S. Sentencing Guidelines and
the statutes under which prosecutors can charge corporations.5 5 There are
only certain things a prosecutor can do to the corporation, including certain
amounts or types of fines among other conditions like probation and restitu-
tion.158 An NPA or DPA does not have the same type of judicially overseen,
institutional constraints.1 59

A federal prosecutor thus has more expansive power to regulate and
monitor the corporation within the four corners of an agreement if they
choose to use the prosecution agreement option. While DPAs are deferred
prosecution agreements, meaning they are filed with a court after a criminal
indictment has occurred, there is little a judge can do to block the with-
drawal of charges, which is the end result of a DPA.1 60 Due to prosecutorial
discretion, the choice of whether to file or pursue criminal charges is mostly
left to the government.' 6 ' The prosecutor, by choosing a prosecution agree-
ment, becomes the judge, jury, and regulator of the agreement. All it takes
to complete the circle is for the corporation to agree to the terms laid out by
the prosecutor, which is often no choice at all, especially when the govern-
ment is offering a better deal than the corporate defendant would get in the
traditional criminal system given the market consequences of a trial and
conviction.

B. Costs

Prosecutors have great incentive to reduce cost by choosing an
NPA or DPA. It is far less costly to settle a case out of court than to pursue
criminal charges all the way to trial, or even a plea agreement. Unlike a

157. See DAVID TAYLOR SHANNON, MAKING YOUR DEAL WITH THE DEVIL: PLEA AGREEMENTS

UNDER THE FEDERAL RULES, FEDERAL SENTENCING GUIDELINES, AND DEPARTMENT OF JUSTICE

POLICIES 9 (1999), available at https://www.fd.org/docs/select-topics/pleas/making-your-deal-with-the-
devi l-plea-agreements-under-the-federal-rules-federal-sentencing-guidelines-and-department-of-j ustice-

policies.pdf?sfvrsn=4 (indicating that federal plea agreements are constrained by U.S. Sentencing
Guidelines and other laws).

158. See U.S. SENTENCING COMM'N, supra note 67, at 8D1.3 ("The court may impose other
conditions that (1) are reasonably related to the nature and circumstances of the offense or the history
and characteristics of the organization and (2) involve only such deprivations of liberty or property as
are necessary to effect the purposes of sentencing.").

159. See Brandon L. Garrett, Structural Reform Prosecution, 93 VA. L. REV. 853, 913 (2007) (in-
dicating that judicial review of cases involving prosecutors entering into agreement remains deferential
and limited).

160. See U.S. SENTENCING GUIDELINES MANUAL 8D1.4 n.1 (2015) ("The court should approve
any program that appears reasonably calculated to prevent and detect criminal conduct, as long as it is
consistent with 8B2.1 (Effective Compliance and Ethics Program), and any applicable statutory and
regulatory requirements."). But see Smythe, supra note 42 (discussing that in overseeing a DPA, Judge
Gleeson exercised a "supervisory power" over the agreement, and the Judge asserted that the DPA was
subject to "the legitimate exercise of the court's authority").

161. Bordenkircher v. Hayes, 434 U.S. 357, 364 (1978). ("In our system, so long as the prosecutor
has probable cause to believe that the accused committed an offense defined by statute, the decision
whether or not to prosecute, and what charge to file or bring before a grand jury, generally rests entirely
in his discretion."). But this discretion is "subject to constitutional constraints" such as equal protection.
United States v. Batchelder, 442 U.S. 114, 125 (1979).
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corporation, which may have billions of dollars in annual revenue and a
team of Vault 100 law firms ready to spend millions of dollars defending it,
the prosecutor is constrained by the overall budget for the DOJ as well as
their own internal office budget. While most defendants cannot afford to
one-up the prosecutor in trial costs, most public corporations can, and will,
if the very existence of the corporation were on the line.

Besides transaction costs potentially being lower in agreements set-
tled outside of court 162-whether a plea agreement or prosecution agree-
ment-there is also an opportunity cost involved in pursuing any case from
start to finish. The prosecutor's incentive is to minimize the time and ener-
gy spent on each case. 163 An endless pursuit of a corporation, years in the
making, could result in a not guilty verdict and the prosecutor only has a
limited amount of time with a heavy caseload. Resolving most of their cases
as quickly and efficiently as possible is a tremendous incentive to an over-
burdened prosecutor, and NPAs and DPAs provide an avenue to do just
that. 164 This is especially true in the case of NPAs, where filing an indict-
ment with a court is not even necessary. 165 Prosecutors have little incentive
to let things drag out for an unreasonable period. Until the rise of NPAs and
DPAs, guilty pleas were the best way of avoiding this time expenditure as
guilty pleas are much cheaper than taking a case to trial. 166 Now, NPAs and
DPAs may be considered even less expensive than a plea depending on the
particular case.

Investigative costs are another key consideration. By demanding
cooperation from a corporation to avoid a criminal prosecution, prosecutors
can incentivize the corporation to conduct the investigation themselves
through an internal investigation.16 7 Given the limited resources of prosecu-

162. Barry A. Bohrer & Barbara L. Trencher, Prosecutions Deferred: Exploring the Unintended
Consequences and Future of Corporate Cooperation, 44 AM. CRIM. L. REV. 1481, 1483 (2007).

163. William J. Stuntz, The Pathological Politics of Criminal Law, 100 MICH. L. REv. 505, 536
(2001).

164. Bohrer & Trencher, supra note 162, at 1483 ("[Prosecutors] are able to extract from corpora-
tions all that they could win at trial (i.e., financial penalties, structural reforms, personnel changes, etc.),
without the significant expenditure of time and resources.").

165. Delaney, supra note 7, at 878.
166. Bohrer & Trencher, supra note 162, at 1483; Stuntz, supra note 163, at 536. Please see Oren

Bar-Gill & Omri Ben-Shahar, The Prisoners' (Plea Bargain) Dilemma, 1 J. LEGAL ANALYSIS 737
(2009) for a discussion of how resource-constrained prosecutors can use the plea bargain process to in-
crease their victories by playing criminal defendants against one another under a prisoner's dilemma
framework.

167. See William R. McLucas, Howard M. Shapiro & Julie J. Song, The Decline of the Attorney-
Client Privilege in the Corporate Setting, 96 J. CRIM. L. & CRIMINOLOGY 621, 639 (2006) ("The imbal-
ance of power created by the demand for 'cooperation' and waiver of privilege is exacerbated by gov-
ernment investigations that now effectively have no time or budgetary limits . . . . The costliness of in-
vestigations, combined with .. . budgetary limits, operated as a natural check on prosecutorial inquiries
that could otherwise have no bounds.") (emphasis added). By deputizing private lawyers who work for
the corporation to conduct investigations for them, the DOJ has been able to expand its reach. Id.; see
also Robert S. Bennett, Hilary Holt LoCicero & Brooks M. Hanner, From Regulation to Prosecution to
Cooperation: Trends in Corporate White Collar Crime Enforcement and the Evolving Role of the White
Collar Criminal Defense Attorney, 68 BUS. LAw. 411, 431 (2013) (observing that the government can
use DPAs and NPAs to pressure companies to settle).
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tors1 68 and the fact-intensive nature of many white-collar criminal cases,1 69

resorting to an NPA or DPA, where corporate cooperation in the investiga-
tion can significantly reduce government costs, makes sense. The fact that
the corporation is willing to cooperate and turn over the results of its own
internal investigation can tip the scales in favor of a prosecutor agreeing to
defer prosecution.1 70

There are also increased decision-making costs involved with pur-
suing criminal prosecution, including the cost of the jury reaching a deci-
sion. In the U.S. criminal justice system, unanimity among jurors is neces-
sary for a guilty verdict,' 7' and at the federal level this means all twelve
jurors must conclude that the defendant is guilty.1 72 Unanimity creates a
high cost to reach a decision. With a plea agreement negotiation, a corpora-
tion may rely on the greater procedural and evidentiary hurdle of a trial to
strengthen its negotiation power. The prosecutor is incentivized to avoid in-
creased decision-making costs by finding a basis for agreement with a de-
fendant. There is good reason why most cases in the American criminal jus-
tice system are resolved by pleas; resolving other cases through an even less
costly process-NPAs and DPAs-is logical and understandable. 17

VI. Accountability and Transparency in Federal Corporate Criminal
Agreements

The failure to impose accountability measures on federal prosecu-
tors when they pursue prosecution agreements has led to a hodge-podge of
varying penalties and the potential for wealth extraction from corporate de-
fendants fearful of betting the company on a costly trial, regardless of inno-
cence or guilt. If the procedural rules by which federal prosecutors operate
when negotiating prosecution agreements are weaker than the rules by
which they negotiate plea agreements, a strong incentive exists for opting
into the procedurally weaker choice, thus giving prosecutors greater free-
dom to pursue cases that may lack strong evidence because there is little in-
stitutional oversight or accountability.

The reforms needed to provide some accountability for the DOJ are
actually rather simple and already practiced by the DOJ in traditional crimi-

168. Memorandum from the office of the Attorney General to the Heads of Department of Justice
Com-ponents and United States Attorneys (Aug. 12, 2013), available at http://www.justice.gov/sites/def

aultfiles/ag/legacy/2014/04/l l/ag-memo-substantial-federal-interest.pdf.
169. LEGAL INFO. INST., White-Collar Crime: An Overview,

https://www.law.cornell.edu/wex/white-collar-crime (last visited Nov. 7, 2015).

170. Rakoff, supra note 17 ("The company's counsel asks you to defer your investigation until the
company's own internal investigation is completed, on the condition that the company will share its re-
sults with you. In order to save time and resources, you agree.").

171. Andres v. United States, 333 U.S. 740, 748 (1948).

172. FED. R. CRIM. P. 23(b).
173. See LINDSEY DEVERS, BUREAU OF JUSTICE ASSISTANCE, PLEA AND CHARGE BARGAINING:

RESEARCH SUMMARY 1 (2011), available at https://www.bja.gov/Publications/PleaBargainingResearch

Summary.pdf (suggesting that negotiating a plea deal is more cost effective for companies).

2015] 87



AM. J. CRIM. L.

nal cases and similarly practiced by administrative agencies when adopting
rules or proceeding with enforcement actions. Specifically, the DOJ should
require reasoned decision-making, using existing procedures and policies
such as the Guidelines and Principles to analyze a case. This analysis is
necessary to demonstrate that the benefits of pursuing a particular case
through a particular agreement-regime are outweighed by the associated
costs. These costs must include more than just the monetary amount spent
by the government pursuing the case. Other costs, such as opportunity cost
and the cost to employees, shareholders, and the economy at large should
also be documented, analyzed, and considered. The particular methodology
of conducting a true "cost-benefit analysis" is an area for future research
and discussion, but the need for some measurement in DOJ corporate crim-
inal decision-making is apparent given the current incentives of federal
prosecutors.7 4

I propose two specific reforms that could lend insights from cost-
benefit analysis to corporate criminal prosecution: (1) the DOJ should ana-
lyze every case under the U.S. Sentencing Guidelines and provide in its
public agreement a full analysis as though the case had been resolved under
the traditional criminal process and (2) the DOJ should develop formal
guidelines for prosecutors to weigh the factors contained in the Principles,
which already operate as a highly informal and ad hoc cost-benefit test for
prosecutors. These two analyses should be disclosed in the public agree-
ment along with the name of the corporate defendant. When taken as a
whole, these policies and procedures-already determined by Congress
through the U.S. Sentencing Commission and by the Deputy Attorney Gen-
eral in the U.S. Attorney's manual-could be similar to a crude (or soft)'75

form of cost-benefit analysis for corporate criminal prosecutions.
The DOJ has failed to hold itself accountable when implementing

NPAs and DPAs, unlike other federal agencies, which are by and large sub-
ject to the Administrative Procedures Act (APA), judicial review, and the
Office of Management and Budget (OMB) scrutiny. 176 For example, federal
regulatory agencies are generally required, under the APA, to provide rea-
soning and support for their actions and to compare them to prior actions.' 77

174. Cost-benefit analysis in criminal law is a controversial and weakly-developed area of law, but
general principles of weighing costs and benefits could be useful and accomplished through currently
established mechanisms. See, e.g., Darryl K. Brown, Cost-Benefit Analysis in Criminal Law, 92 CALF.
L. REV. 323, 325 (2004) (suggesting that a properly devised cost-benefit analysis is a promising avenue
for the reform of the justice system).

175. Id. at 337.
176. Miriam Hechler Baer, Governing Corporate Compliance, 50 B.C. L. REV. 949, 977 (2009).

Baer's article focuses on the role of the DOJ in corporate compliance regulation, while noting that the
DOJ does not submit its "policies" or rules on corporate compliance through a "reasoned decision-
making" process, like federal regulatory agencies do. Id. Baer also notes that the DOJ does not consider
the societal cost of implementing certain types of programs and rules in corporate compliance: "the DOJ
can justify most compliance-related commands as serving the interests of justice and the public interest,
regardless of their actual effectiveness or costs." Id. at 978-79.

177. See Rachel E. Barkow, The Ascent of the Administrative State and the Demise of Mercy, 121
HARV. L. REV. 1332, 1337 (2008) ("The Supreme Court has concluded that the APA requires agencies
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These procedural requirements on rulemaking are critical to public ac-
ceptance of the rules implemented.' 78 Processes, such as utilizing cost-
benefit analysis and conducting reasoned decision-making, are important
when setting forth new rules for people to follow.1'79

The idea that some variation of a cost-benefit analysis might be
useful in holding federal prosecutors accountable is not a new one,1 80 but it
is not heavily explored in the literature. This article argues that the Sentenc-
ing Guidelines and the DOJ's Principles implement a rudimentary form of
weighing costs and benefits in the corporate criminal resolution process,
and they should be utilized and explained in every NPA and DPA agreed to
by the government.

A. The U.S. Sentencing Guidelines

Unlike plea agreements, which must follow the U.S. Sentencing
Guidelines,1 81 prosecution agreements generally do not contain an analysis
of the potential fine range as would be required if the case had been brought
under the traditional criminal process. Such a fine range is a useful metric
for the DOJ to understand how its enforcement priorities measure up
against the calculated wisdom of the U.S. Sentencing Commission, the
body charged by Congress to determine appropriate penalties for violations
of federal criminal law.1 82 The Guidelines serve an important policymaking
function since the Sentencing Commission's creation of the Guidelines was

designed to further the policy objectives of Congress-to provide a more
uniform and accountable system of sentencing.' 83

Moreover, the application of the Guidelines can also remind the
DOJ, supervising courts, media, and the public that a prosecution agreement
is a substitute for the traditional criminal process, not just a private agree-
ment between the government and a corporation, nor an unchecked regula-
tory action by an administrative agency.

to state the reasons behind their decisions, to provide support in the administrative record for their con-
clusions, and to justify any departure from a prior practice or policy.").

178. Id.

179. See Rachel E. Barkow, The Prosecutor as Regulatory Agency, in PROSECUTORS IN THE

BOARDROOM: USING CRIMINAL LAW TO REGULATE CORPORATE CONDUCT 177, 195 (Anthony S. Bar-

kow & Rachel E. Barkow eds., 2011) ("[M]ethods used to reach decisions are ... important. Prosecutors
necessarily come to their regulatory policy decisions in the course of individual adjudications. Although
a few agencies make policy decisions through that mechanism, most agencies prefer to set policy
through notice-and-comment rulemaking. That process is specifically designed for creating new rules of
behavior.").

180. Id. at 196 ("Moreover, another shortcoming of adopting regulations in settlement agreements
is that the terms are not subject to the kind of cost-benefit analysis that applies to most proposed rules.. .
. Decisions made in prosecutors' offices ... undergo neither cost-benefit analysis nor any other kind of
systemic review.").

181. United States v. Greatwalker, 285 F.3d 727, 730-31 (8th Cir. 2002).

182. U.S. SENTENCING COMM'N, AN OVERVIEW OF THE UNITED STATES SENTENCING

COMMISSION, available at http://www.ussc.gov/sites/default/files/pdf/about/overview/USSC_Overview.

pdf.
183. Id.
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The Sentencing Guidelines can be considered analogous to the cost-
benefit analysis that federal agencies perform when enacting new rules. In
administrative agencies, cost-benefit analyses must generally be fol-
lowed.184 Almost all new regulations are required to undergo a Regulatory
Impact Analysis, which includes a cost-benefit analysis.'8 5 The analysis
produced is subject to a peer review process through the Office of Infor-
mation and Regulatory Affairs (OIRA), which is housed within the White
House's Office of Management and Budget.1'86 Cost-benefit analysis is nec-
essary because the agencies must ensure that new regulations maximize net
benefits and that those benefits exceed expected costs.187 The requirement
to perform such an analysis exists to ensure that agencies follow certain
principles of good policymaking, such as identifying an actual problem, ex-
ploring alternative solutions to the problem, and evaluating the effective-
ness, cost-effectiveness, and efficiency of the alternatives and the desired
solution.

While the U.S. Sentencing Guidelines are not, of course, built in the
same mold nor undergo the same or similar process for rulemaking as fed-
eral agencies, conceptually it helps to think of the Guidelines as a means for
ensuring good policymaking by the judicial system. Rather than choosing a
sentence that merely seems right, without any empirical or social justifica-
tion, the Guidelines operate to guide and constrain prosecutors and judg-
es.1 88 Pointing to the Guidelines in sentencing decisions is analogous to a
federal agency pointing to a concrete determination of a societal problem in
need of an appropriate solution. In a sense, the Guidelines have already
built in a societal cost-benefit analysis by determining what the appropriate
base fine for particular offenses should be. The Commission, which deter-
mines the Guidelines at the request of Congress, puts in a great deal of ef-
fort to determine whether a particular crime is deserving of a particular fine,
and to what extent it should be applied to a general set of facts. Setting a fi-
ne too high or too low, or punishing low-level culpability too much or high-
level culpability too little, will alter incentives and lead to a loss of wel-
fare.1 89 In other words, by fining an organization too much or little relative
to the chances of detection, the judiciary may either encourage over-
deterrence or undesirable risk-taking.

The U.S. Sentencing Commission follows specifically delineated

184. Exec. Order No. 13563, 70 FED. REG. 3821 (Jan. 21, 2011).
185. Id.
186. John D. Graham & James W. Broughel, Stealth Regulation: Addressing Agency Evasion of

QIRA and the Administrative Procedure Act, I HARv. J.L. & PUB. POL'Y 30, 33 (2014).
187. Id. at 33-34.
188. However, even though a Supreme Court case made the Guidelines advisory rather than man-

datory, the Guidelines still have a practical use and are expected to be considered by federal judges.
Booker v. United States, 543 U.S. 220, 245 (2005).

189. For more on the economics of crime and punishment, please see Gary S. Becker, Crime and
Punishment: An Economic Approach, in ESSAYS IN THE ECONOMICS OF CRIME AND PUNISHMENT 1,
12-14 (William M. Landes ed., 1974) (considering the effect on resources enforcing legislation has and
looking at the social costs of punishment).
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rules and procedures, 90 collects data, performs research, solicits public
comments on the Guidelines, publishes proposed amendments in the Feder-
al Register, and is accountable to Congress as an oversight authority. 191

Economists are also part of the staff of the U.S. Sentencing Commission.' 92

While setting sentencing policy is not a perfect science or without contro-
versy, there is at least the opportunity for the public, interested parties, and
experts to weigh in on how most cases of a particular criminal offense
should be handled. Like an agency brethren of the independent and execu-
tive branch, the U.S. Sentencing Commission has put its Guidelines to a
similar test of notice, comment, hearing, amendment, and criticism. 193

There have been many amendments over the years. 194 Like regulations that
must go through a review process under the APA and OIRA, 195 the Guide-
lines have been subjected to scrutiny and are based on research, data, and
careful deliberation. 196

Punishment for crime should also adhere to sound economic theory,
just as new regulations do. When the DOJ sidesteps the Guidelines, they are
refusing to consider a well-established and accountable metric. In lieu of the
Guidelines, the DOJ prosecutor takes it upon themselves to determine the
fine, often with no reference point beyond whatever the prosecutor and cor-
poration agree to. This cannot be an acceptable practice in a system that
values checks and balances and oversight of government actions.

B. The Principles of Federal Prosecution of Business Organizations

The Principles of Federal Prosecution of Business Organizations
are a form of cost-benefit analysis that a prosecutor is encouraged to under-
take. 197 The opening section of the Principles states that prosecutors are re-
quired to give "thoughtful analysis of all facts and circumstances in a given
case," and are urged to have an appreciation that "corporate prosecutions
can potentially harm blameless investors, employees, and others."198 The
Principles of Federal Prosecution, the corollary for individual prosecution,

190. U.S. SENTENCING COMM'N, RULES OF PRACTICE AND PROCEDURE (2007), available at

http://www.ussc.gov/sites/default/files/pdf/amendment-process/PracticeProcedure.Rules.pdf.
191. About, U.S. SENTENCING COMM'N, http://www.ussc.gov/about (last visited Nov. 8, 2015).

192. For a critique of the economics of organizational sentencing, see generally Amitai Etzioni,
The U.S. Sentencing Commission on Corporate Crime: A Critique, 525 ANNALS AM. ACAD. POL. &
SOC. SCI. 147 (1993) (criticizing the commission for not including major social and political forces in
their analyses).

193. Frequently Asked Questions, U.S. SENTENCING COMM'N, http://isb.ussc.gov/faq.html#Q08

(last visited Nov. 7, 2015).
194. See Amendments to the Guidelines Manual, U.S. SENTENCING COMM'N.,

http://www.ussc.gov/guidelines-manual/amendments-guidelines-manual (last visited Nov. 7, 2015) (list-
ing the various amendments to the manual).

195. Grahm & Broughel, supra note 186, at 33.
196. Frequently Asked Questions, U.S. SENTENCING COMM'N, http://isb.ussc.gov/faq.html#Q08

(last visited Nov. 06, 2015).

197. U.S. ATTORNEYS' MANUAL, supra note 74, at 9-27.001.

198. PRINCIPLES, supra note 36, at 9-28.100.
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contains no such consideration of collateral consequences.199 The need for
considering the impact of charging decisions derives from a concern over
public acceptance of decisions, which is also a consideration for individual
prosecutions. 200

The Principles discuss the benefits that indicting a corporation may
bring.20 1 Prosecutors are urged to "be aware of the public benefits that can
flow from indicting a corporation," including the undertaking of immediate
remedial steps by an industry and broad scale deterrence when an illegal
practice is discovered, thus serving the criminal law's general deterrence
purposes. 202 Additionally, specific deterrence results by changing the cul-
ture of an indicted corporation and its employees. Indictment can also serve
as a means of retribution for crimes that cause "substantial risk of great
public harm," thus vindicating a substantial federal interest. 203

Likewise, the Principles discuss the costs of prosecution, referred to
as collateral consequences. 204 The Principles require prosecutors to "exer-
cise their thoughtful and pragmatic judgment in applying and balancing"
factors relating to the culpability of the organization, its culture, remedial
measures taken, benefits to the public, and costs to "shareholders, pension
holders, employees, or others not personally culpable, as well as impact on
the public arising from the prosecution." 205 A prosecutor "may consider"
these factors in determining whether, as well as how, to resolve corporate
criminal cases. 206 In the commentary to this principle, the DOJ advises that
most corporate criminal cases will have some collateral consequences, and
that prosecution may still be appropriate in cases with pervasive misconduct
across the corporate culture. 207 Even if shareholders could be harmed by
such a prosecution, the Principles note that they may have once benefited
from pervasive criminal activity. 208 On the other hand, significant harm to
innocent third parties may result from the mere indictment of a corporation,
especially if the corporation does business with the government and could
be debarred from government contracting. The Principles stress that this
outcome may be entirely appropriate and not collateral in some cases, but

199. U.S. ATTORNEY'S MANUAL, supra note 74, at 9-27.420.

200. Id. at 9-27.420(B)(9). Federal regulatory agencies likely use cost-benefit analysis to bolster
acceptance of their decisions, as well. See, e.g., Don Bradford Hardin, Jr., Why Cost-Benefit Analysis? A
Question (and Some Answers) About the Legal Academy, 59 ALA. L. REV. 1135, 1145 (2008) ("As a
result of the real or apparent incoherence of an incremental regulatory system, an attack was waged by
academics, jurists and others who sought to effect wholesale methodological change.... [By the end of
the 1970s, if not earlier] skepticism about the rational implementation of governmental policy was ram-
pant .... ").

201. PRINCIPLES, supra note 35, at 9-28.200.
202. Id.

203. Id.

204. Id. at 9-28.1000.
205. Id. at 9-28.300.
206. Id. (emphasis added).

207. Id. at 9-28.1000.
208. Id. at 9-28.500.
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not all. 209 Ultimately, Section 9-28.1000 urges the prosecutor to weigh the
costs of prosecuting against other factors such as culpability, pervasiveness,
cooperation, and remediation.21 0

Beyond a general discussion of the factors for and against prosecu-
tion, a list which is "not . .. exhaustive,"2"' the Principles provide no formal
demand on prosecutors to consider the factors listed or to explain in an
NPA or DPA which factors were considered. Use of the terms "should con-
sider" and "may consider" are not strict requirements. A prosecutor is free
to ignore the additional factors, although such a choice could possibly carry
professional consequences. Examples of NPAs and DPAs that contain in-
sufficient analysis or explanation of the factors involved are plentiful, while
only a handful of the published NPAs and DPAs on the University of Vir-
ginia collection website contain any meaningful analysis. 212

The DOJ should require prosecutors, in its Guidance, to consider
and explain in an NPA or DPA the factors listed. Prosecutors should also be
given discretion to consider factors beyond the non-exhaustive list. Howev-
er, the factors that are considered should be disclosed and explained in the
prosecution agreement. A simple way to enforce this method of accounta-
bility would be for the DOJ to require in each and every prosecution agree-
ment a section that reviews each factor listed, its application to the facts of
the particular case, and a general discussion of the prosecutor's "weighing"
of all factors to arrive at the choice made. The reason for listing these fac-
tors is both to explain the case and the decision-making of the prosecutor
and to serve, in part, as an explanation of any mitigating or aggravating fac-
tors under the Sentencing Guidelines, even though not all Principles factors
are relevant to the Guidelines.

Many agreements will already include a discussion of some of these
factors. However, there is no incentive for prosecutors to "show their
work," as schoolchildren are often implored to do on math tests. Agree-
ments can highlight points most favorable to the prosecutor's decision, or
gloss over or ignore other points. This is not to say that prosecutors actually
do gloss over or ignore certain points, but rather that they do not have an
incentive under the current system to demonstrate any weaknesses in their
case and how to overcome them. Most federal prosecutors are capable,
hard-working men and women who take their jobs seriously. In a traditional
criminal process of indictment and trial or plea, a prosecutor will be re-
quired by the court and professional ethics to disclose exculpatory evidence

209. Id. at 9-28.1000.
210. Id.

211. Id. at 9-28.300.
212. E.g., Lloyds Banking Grp. Deferred Prosecution Agreement (July 28, 2014), available at

http://lib.law.virginia.edu/Garrett/prosecution agreements/sites/default/files/pdf/lloydsbanking.pdf.
While far from perfect, the agreement does contain a section on "relevant considerations," which mirror
several of the factors to be considered under the Principles. While a "check the box" approach may be
too simple, the DOJ's guidance could require all NPAs and DPAs to conduct a similar, and more thor-
ough analysis, in addition to requiring an analysis of the facts under the Sentencing Guidelines. The
Lloyds case did not do the latter.
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when proving guilt and to explore both mitigating and aggravating factors
when seeking a sentence.2 13 There is currently no requirement that prosecu-
tors do any of this when negotiating a non-prosecution or deferred prosecu-
tion agreement. There is also little to no oversight by an independent public
official lacking a stake in the outcome of the case.

C. Possible Criticism and Responses

One possible critique of having the DOJ enforce a requirement that
prosecutors conduct a sentencing guidelines analysis and thoroughly exam-
ine the factors listed in the DOJ's Principles is that any such analysis may
be so biased as to erode the intended accountability. Other solutions may
more likely constrain the DOJ if they come from other branches of govern-
ment; calling on the executive branch to supervise itself is certainly a tall
order. Perhaps calls for judicial review of NPAs and DPAs-if it would be
constitutional to do so-could be an even better step in the right direction.

However, there are a few reasons why a public accounting of the
reasons for entering the prosecution agreement and assessing the penalty
determined under the Guidelines may actually hold the DOJ more account-
able than expected. First, these are public documents, and the DOJ would
be wise to require-for the first time-that all NPAs and DPAs be publicly
accessible to the public, media, and other interested parties on the DOJ's
website. If the justifications given in the document are not reasonable or in
line with the facts presented, the DOJ could then be subject to questions and
criticism. In addition, members of Congress would have more information
with which to conduct related hearings if such hearings become necessary.

Second, corporate defendants may be willing to sign NPAs and
DPAs, but they may not to agree the exact language put before them. De-
fense counsel for the corporate defendant can negotiate with the DOJ to in-
clude in the Guidelines analysis and the explanation for the NPA or DPA
facts which put the defendant in the best possible light under the circum-
stances. The prosecutor would then not be able to write down any justifica-
tion or analysis they choose without some negotiation and contest.

Finally, even within plea agreements, the parties can skew the in-
terpretation of facts and their application to law. While the judge has a re-
sponsibility to determine whether the defendant is entering into the agree-
ment voluntarily, a judge will not have any more facts than those presented
by the parties involved. Our judicial system is adversarial, not inquisitori-
al." The traditional criminal process must work with the available facts as
presented by parties, not the actual truth of what happened. The more in-
formation contained in an NPA or DPA, the more likely a court could sub-

213. United States v. Bagley, 473 U.S. 667, 682 (1985); Brady v. Maryland, 373 U.S. 83, 87
(1963); MODEL RULES OF PROFL CONDUCT R. 3.8(d) (AM. BAR ASS'N 1983).

214. Gary Goodpaster, On the Theory of American Adversary Criminal Trial, 78 J. CRIM. L. &
CRIMINOLOGY 18, 118 (1987).
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sequently review the DOJ's reasoning.

It is important to realize that if the DOJ does adopt these recom-
mended changes to its NPAs and DPAs, it will not be a silver bullet. The
traditional criminal process may be better suited to protect against abuse in
many respects, but it is not perfect. Attempting to graft on to the NPA and
DPA system the exact same procedures and policies as the traditional sys-
tem is not only impractical, it may also be foolish.

VII. Conclusion

Only the government can implement a change in the prosecution
agreement process that looks out for the public interest. The DOJ is unlikely
to willingly give up its power to enter into these agreements, and corpora-
tions are unwilling to or, more likely, unable to, resist the temptation to en-
ter into an agreement when a federal prosecutor is knocking on the front
door waiving an indictment. Furthermore, judges are unable to control these
agreements due to constitutional, political, and practical reasons. On top of
all this, the public in unlikely to spend much time worrying about how the
government prosecutes corporations. Thus, the government must reign in its
own power to better serve the interests of accountable government.

If a future administration decides to adopt a new and improved phi-
losophy toward prosecution, they should implement new guidelines for all
federal prosecutors dealing with corporate prosecutions. Specifically the
administration should instruct prosecutors to perform a sentencing guide-
lines analysis and provide a written explanation of how the DOJ weighed
the factors listed in the Principles along with any other relevant factors.
While this will not and should not eliminate prosecution agreements as an
option for prosecutors-not all NPAs and DPAs are inherently bad or inef-
ficient as they may present efficiencies by reducing bargaining costs and
time spent on a particular case-it will constrain prosecutors and focus their
attention on the purposes of the criminal law: retribution, rehabilitation, and
prevention of future crime. If the DOJ forces itself to follow procedures
similar to those followed under the traditional criminal system, such as ex-
plaining to a fact-finder why the case merits prosecution and why the de-
fendant deserves its punishment, corporate criminal defendants will, at the
very least, have some protection from abuse within the relatively new NPA
and DPA system.

By better understanding the public choice reasons for enforcing
pro-defendant criminal procedural protections, we can prevent actions in the
criminal justice system that decrease costs for the government at the ex-
pense of criminal defendants, whether they be individuals or Fortune 500
companies. Understanding the self-interested reasons for the increased use
of NPAs and DPAs is crucial if one is to design an institutional framework
to constrain prosecutors. Prosecution agreements require reform to adhere
to simple principles of government accountability. Without accountability
measures, such as using the Sentencing Guidelines and including a written
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explanation of the weighing of relevant aggravating and mitigating factors,
these agreements may undermine the rule of law. The traditional system of
criminal justice was meant to be fair as well as efficient, and while NPAs
and DPAs may reduce costs and be easier to pursue, the choice to enter the
agreement and establish certain penalties may be outside of the policy laid
down by Congress. In particular, monetary penalties should be tied to intel-
ligent, well-established policy choices made by the Congress through the
U.S. Sentencing Commission. Furthermore, the choice of whether to enter
into an NPA or DPA should be fully explained by pointing to established
guidelines on aggravating and mitigating factors listed in the Principles.

Blindly trusting that our government will vigorously and efficiently
prosecute crime with deference to the Constitution and the principles of due
process is foolhardy. If corporations can be forced to sign agreements with-
out an institutional check on the agreement's terms or merit, corporations,
shareholders, and the public itself will suffer. While better oversight may
come from another branch of government, the executive branch can and
should give more information and justification for its choice to use a NPA
or DPA than it does presently. By demonstrating that the method of resolv-
ing the corporate criminal case-and the terms of the resolution itself-are
based on reasoned decision-making, the DOJ can do just that.

VIII. Appendix A - DPA/NPA Data

Fine Agemn
UVA Defendant Name Date Type Range Agreement

Analysis
Salomon Brothers 1992-05 NP No No

Sequa 1993-06 NP No No

Coopers & Lybrand 1996-09 NP No No

Conagra Poultry Co 1998-04 NP No No

Monford Food Distribution Co 2000-02 NP No No

Accustar Watch Co 2001-07 DP No No

HSBC 2001-12 NP No No

IMC Potash 2002-09 NP No No

Swift Beef 2002-10 NP No No

Edward D Jones 2004-12 DP No No

Roman Catholic Archbishop of Boston 2005-11 NP No No

Medicis 2006-10 NP No No

Holy Spirit Association 2007-02 NP No No

Frosty Treats 2007-09 NP No No

Cosmetics Laboratories of America 2008-06 NP No No

Unum Group 2008-06 NP No No

Facility Group 2008-08 NP No No

Levlad LLC 2008-10 NP No No

National Compressor 2008-10 NP No No

Advanced Cosmetics Research Labs 2008-10 NP No No
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Fine Agemn
UVA Defendant Name Date Type Range Agreement

____________________________ nalsis AvailableAnalysis
RFK Institute 2008-11 NP No No

McSha Properties 2009-01 NP No No

Quest Diagnostics 2009-04 NP No No

Trace America 2009-09 NP No No

Advanced Containment Systems 2012-01 NP No No

Atrium 2012-01 NP No No

Aspen Square Management 2012-08 NP No No

CareFusion 2013-04 NP No No

CR Bard 2013-05 NP No No

Las Vegas Sands 2013-08 NP No No

Aetna 1993-08 NP No Yes

Armour of America 1993-12 DP No Yes

John Hancock Mutual Life 1994-03 NP No Yes

Prudential 1994-10 DP No Yes

Arthur Anderson 1996-04 DP No Yes

Lazard Freres 1996-10 NP No Yes

Doyon Drilling 1998-04 DP No Yes

Credit Lyonnais 1999-06 NP No Yes

JB Oxford Holdings 2000-02 NP No Yes

Aurora Foods 2001-01 NP No Yes

Sears 2001-12 DP No Yes

BDO Seidman 2002-12 DP No Yes

Banco Popular de Puerto Rico 2003-01 DP No Yes

PNC ICLC 2003-06 DP No Yes

Merrill Lynch 2003-09 NP No Yes

New York Racing Association 2003-12 DP No Yes

Canadian Imperial Bank of Commerce 2003-12 DP No Yes

Symbol Technologies 2004-06 NP No Yes

Computer Associates 2004-09 DP No Yes

Whitehall Jewelers 2004-09 NP No Yes

AmSouth Ban 2004-10 DP No Yes

AIG Financial Products 2004-11 NP No Yes

AIG-FP PAGIC Equity Holding 2004-11 DP No Yes

AOL 2004-12 DP No Yes

General Electric (GE) 2004-12 NP No Yes

InVision 2004-12 NP No Yes

AEP Energy Services 2005-01 DP No Yes

Monsanto 2005-01 DP No Yes

Micrus 2005-02 DP No Yes

Adelphia Communications 2005-04 NP No Yes

Orthoscript 2005-06 NP No Yes

Bristol-Myers Squibb 2005-06 DP No Yes
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Fine Agreement
UVA Defendant Name Date Type Range Availabl

Analysis
KPMG 2005-08 DP No Yes

MCI 2005-08 NP No Yes

Tommy Hilfiger 2005-08 NP No Yes

Gorman & Associates LLC 2005-10 DP No Yes

Serono Holding / Serono / Serono / Ares- 2005-10 NP No Yes
Trading

Stryker Orthopedics 2005-10 NP No Yes

Bank of New York 2005-11 NP No Yes

Friedman's 2005-11 NP No Yes

University Medicine and Dentistry of New 2005-12 DP No Yes
Jersey

Operations Management Intl 2006-01 DP No Yes

Roger Williams Medical Center 2006-01 DP No Yes

FirstEnergy Nuclear Operating Co 2006-01 DP No Yes

Hitachi 2006-01 NP No Yes

NEC 2006-01 NP No Yes

German Bank HVB 2006-02 DP No Yes

AIG 2006-02 NP No Yes

Williams Power Co 2006-02 DP No Yes

BankAtlantic 2006-04 DP No Yes

HealthSouth 2006-05 NP No Yes

BAWAG PSK 2006-06 NP No Yes

Boeing Co 2006-06 NP No Yes

WesternGeco LLC 2006-06 DP No Yes

Endocare 2006-07 NP No Yes

Mellon Bank 2006-08 NP No Yes

Prudential Equity Group 2006-08 NP No Yes

Schering Plough 2006-08 NP No Yes

MRA Holdings LLC 2006-09 DP No Yes

Pasha Forwarders 2006-09 NP No Yes

Royal Ahold 2006-09 NP No Yes

InterMune 2006-10 DP No Yes

Schnitzer Steel 2006-10 DP No Yes

Statoil A 2006-10 DP No Yes

ABT Associates 2007-01 DP No Yes

Aibel Group Ltd 2007-01 DP No Yes

Appalachian Oil 2007-01 DP No Yes

El Paso 2007-02 NP No Yes

English Construction Co 2007-03 DP No Yes

Jenkins Gilchrist 2007-03 NP No Yes

NetVersant-Atlanta & NetVersant Solutions 2007-03 NP No Yes

Collins & Aikman 2007-03 NP No Yes

Electronic Clearing House 2007-03 NP No Yes

ITT 2007-03 DP No Yes
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Fine Agemn
UVA Defendant Name Date Type Range Agreement

Analysis AvailableAnalysis
Pfizer 2007-03 NP No Yes

Pharmacia & Upjohn 2007-03 DP No Yes

Reliant Energy Services 2007-03 DP No Yes

Alabama Contract les 2007-04 DP No Yes

Baker Hughes 2007-04 DP No Yes

Purdue Pharma 2007-05 NP No Yes

Omega Advisors 2007-06 NP No Yes

NETeller PLC 2007-07 DP No Yes

Jazz Pharmaceuticals 2007-07 NP No Yes

Maximus 2007-07 DP No Yes

Mirant Energy Trading 2007-07 DP No Yes

United Bank for Africa 2007-07 NP No Yes

American Express Bank Intl 2007-08 DP No Yes

Textron 2007-08 NP No Yes

Paradigm BV 2007-09 NP No Yes

Biomet 2007-09 DP No Yes

DePuy Orthopaedics 2007-09 DP No Yes

Express Scripts 2007-09 NP No Yes

Smith & Nephew PLC 2007-09 DP No Yes

Union Bank of California 2007-09 DP No Yes

Zimmer Holdings 2007-09 DP No Yes

British Petroleum (BP) 2007-10 DP No Yes

Ingersoll Rand 2007-10 DP No Yes

York Int'l 2007-10 DP No Yes

Chevron 2007-11 NP No Yes

Lucent Technologies 2007-11 NP No Yes

Akzo Nobel 2007-12 NP No Yes

Blue Cross Blue Shield of Rhode Island 2007-12 NP No Yes

Newsday & Hoy Publications LLC 2007-12 NP No Yes

Sigue 2008-01 DP No Yes

Jackson Country Club 2008-02 DP No Yes

Flowserve / Flowserve Pompes S (subsid) 2008-02 DP No Yes

Westinghouse Air Brake Technologies 2008-02 NP No Yes

AB Volvo / Renault Truck S (subsid) / Vol- 2008-03 DP No Yes
vo Construction Equipment AB (subsid)

Biovail Pharmaceuticals & Biovail 2008-05 NP No Yes

Willbros Group & Willbros Int'l 2008-05 DP No Yes

Milberg 2008-06 NP No Yes

AGA Medical 2008-06 DP No Yes

ESI Entertainment Systems 2008-06 DP No Yes

Faro Technologies 2008-06 NP No Yes

Parkway Village 2008-08 NP No Yes

Lawson Products 2008-08 DP No Yes



AM. J. CRIM. L.

Fine Agreement
UVA Defendant Name Date Type Range Available

Analysis
American Italian Pasta Co 2008-09 NP No Yes

Penn Traffic Co 2008-10 NP No Yes

Republic Services 2008-10 NP No Yes

Fine Host 2008-11 NP No Yes

Fiat SpA / Iveco (subsid) / CNF Italia (sub- 2008-12 NP No Yes
sid) / CNF France (subsid)

IFCO Systems 2008-12 NP No Yes

Lloyds TSB Bank 2009-01 DP No Yes

NeuroMetrix 2009-01 DP No Yes

UBS 2009-02 DP No Yes

Halliburton Co 2009-02 NP No Yes

Fisher Sand & Gravel / General Steel (sub-
sid) / Supply Company (subsid) / Fisher 2009-04 DP No Yes
Sand & Gravel - NM (subsid) / Smyth As-
phalt Mines (subsid)

PartyGaming Plc 2009-04 NP No Yes

Tacos de Mexico 2009-05 DP No Yes

Novo Nordisk 2009-05 DP No Yes

WellCare Health Plans 2009-05 DP No Yes

Petrocelli Electric Co 2009-07 NP No Yes

Beazer Homes U 2009-07 DP No Yes

Helmerich & Payne 2009-07 NP No Yes

AGCO 2009-09 DP No Yes

Optimal Group 2009-10 NP No Yes

Columbia Farms 2009-11 DP No Yes

Credit Suisse AG 2009-12 DP No Yes

Pilgrim's Pride 2009-12 NP No Yes

Spectranetics 2009-12 NP No Yes

UTstarcom 2009-12 NP No Yes

Ceramic Protection of America 2010-01 DP No Yes

General Reinsurance 2010-01 NP No Yes

Sirchie Acquisition Co 2010-02 DP No Yes

Wachovia 2010-03 DP No Yes

Metropolitan Life Insurance Co (MetLife) 2010-04 NP No Yes

Ortho-McNeil-Janssen Pharmaceuticals 2010-04 NP No Yes

ABN AMRO Bank NV 2010-05 DP No Yes

Alliance One 2010-08 NP No Yes

Barclays Bank 2010-08 DP No Yes

Universal 2010-08 NP No Yes

Forest Laboratories 2010-09 NP No Yes

Shoppers Food Warehouse 2010-09 DP No Yes

Sportingbet PLC 2010-09 NP No Yes

CVS/Pharmacy 2010-10 NP No Yes

Wright Medical Technology 2010-10 DP No Yes
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Fine Agemn
UVA Defendant Name Date Type Range Availent

Analysis
Louis Berger Group 2010-11 DP No Yes

Noble 2010-11 NP No Yes

Palpi World Transport 2010-11 DP No Yes

Schiavone Construction Co LLC 2010-11 NP No Yes

PP List Management 2010-12 DP No Yes

Transmonde U 2010-12 DP No Yes

BL Trading 2010-12 DP No Yes

Deutsche Bank AG 2010-12 NP No Yes

Elan 2010-12 NP No Yes

Exactech 2010-12 DP No Yes

PPG Industries 2010-12 NP No Yes

RAE Systems 2010-12 NP No Yes

Baystar Capital Management LLC 2011-03 DP No Yes

Skanska 2011-03 NP No Yes

Teris 2011-03 NP No Yes

LE Coppersmith 2011-04 DP No Yes

CommunityOne Bank 2011-04 DP No Yes

Comverse Technology 2011-04 NP No Yes

MacKenzie Aircraft Parts 2011-05 DP No Yes

UBS AG 2011-05 NP No Yes

Armor Holdings 2011-07 NP No Yes

JPMorgan Chase & Co 2011-07 NP No Yes

Islamic Investment Co of the Gulf (Baha- 2011-08 NP No Yes
mas) Ltd

Ocean Bank 2011-08 DP No Yes

CSK Auto 2011-08 NP No Yes

Google 2011-08 NP No Yes

Maxim Healthcare Services 2011-09 DP No Yes

Wright Medical Technology (extension) 2011-09 DP No Yes

Merck & Co 2011-11 NP No Yes

Alpha Natural Resources 2011-12 NP No Yes

Aon 2011-12 NP No Yes

Bixby Energy Systems 2011-12 DP No Yes

Deutsche Telekom AG 2011-12 NP No Yes

GE Funding Capital Market Services 2011-12 NP No Yes

Lufthan Technik AG 2011-12 NP No Yes

Wachovia 2011-12 NP No Yes

Diamondback Capital Management LLC 2012-01 NP No Yes

Essie Cosmetics LTD 2012-03 NP No Yes

Science Applications Intl (IC) 2012-03 DP No Yes

Imperial Holdings 2012-04 NP No Yes

Lend Lease (US) Construction LMB 2012-04 DP No Yes

Pacific Health 2012-04 DP No Yes
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Fine Agemn
UVA Defendant Name Date Type Range Agreement

Analysis
Bechdon Co 2012-04 NP No Yes

Love Irrigation 2012-05 DP No Yes

ABC Professional Tree Services 2012-05 NP No Yes

FalconStor Software 2012-06 DP No Yes

ING Bank NV 2012-06 DP No Yes

United Technologies / Hamilton Sundstrand 2012-06 DP No Yes
(subsid) / Pratt & Whitney Canada (subsid)

Barclays Bank PLC 2012-06 NP No Yes

BDO U LLP 2012-06 DP No Yes

Gibson Guitar 2012-07 DP No Yes

The NORDAM Group 2012-07 NP No Yes

Academi LLC 2012-08 DP No Yes

Tyco Int'l Ltd 2012-09 NP No Yes

Coventry Health Care 2012-11 NP No Yes

Dal-Tech (Florida) 2012-11 DP No Yes

Krones AG & Krones 2012-11 NP No Yes

MoneyGram Int'l 2012-11 DP No Yes

HSBC Bank U & HSBC Holdings plc 2012-12 DP No Yes

Standard Chartered Bank 2012-12 DP No Yes

Caddell Construction Co 2012-12 NP No Yes

UBS AG 2012-12 NP No Yes

Ernst & Young LLP 2013-02 NP No Yes

Groeb Farms 2013-02 DP No Yes

Honey Holding I Ltd 2013-02 DP No Yes

LLC Wholesale Supply LLC 2013-02 DP No Yes

Royal Bank of Scotland plc 2013-02 DP No Yes

WakeMed 2013-02 DP No Yes

United Parcel Service 2013-03 NP No Yes

CH2M Hill Hanford Group 2013-03 NP No Yes

Lender Processing Services (LPS) 2013-04 NP No Yes

Ralph Lauren 2013-04 NP No Yes

The Gallup Organization 2013-06 NP No Yes

Liechtensteinische Landesbank AG 2013-07 NP No Yes

Bashas 2013-08 NP No Yes

Skedco 2013-09 DP No Yes

ADA-ES & ADA Environmental Solutions 2013-09 NP No Yes
LLC

Adams Thermal Systems 2013-09 DP No Yes

Cooperatieve Centrale Raiffeisen- 2013-10 DP No YesBoerenleenbank BA ("Rabobank")

Weatherford Int'l Ltd 2013-11 DP No Yes

Archer Daniels Midland Co 2013-12 NP No Yes

Jefferies Group LLC 2014-01 NP No Yes

JPMorgan Chase Bank 2014-01 DP No Yes
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Fine Agreement
UVA Defendant Name Date Type Range Available

Analysis
Miron Construction Co 2014-02 NP No Yes

Endo Pharmaceuticals 2014-02 DP No Yes

Toyota Motor 2014-03 DP No Yes

Hewlett-Packard Mexico S de RL de CV 2014-04 NP No Yes

Grand Junction Regional Airport Authority 2014-05 NP No Yes

Swisspartners Investment Network AG 2014-05 NP No Yes

Fokker Services BV 2014-06 DP No Yes

Lloyds Banking Group plc 2014-07 DP No Yes

SunTrust Mortgage 2014-07 NP No Yes

Daimler AG & DaimlerChrysler Chi (sub- 2010-03 DP Yes Yes
sid)

Technip 2010-06 DP Yes Yes

Snamprogetti Netherlands 2010-07 DP Yes Yes

ABB Ltd 2010-10 DP Yes Yes

GlaxoSmithKline 2010-10 NP Yes Yes

Pride Int'l 2010-11 DP Yes Yes

Shell Nigeria Exploration and Production 2010-11 DP Yes Yes
Co Ltd

Tidewater Marine Int'l 2010-11 DP Yes Yes

Transocean 2010-11 DP Yes Yes

Alcatel-Lucent 2010-12 DP Yes Yes

Kos Pharmaceuticals 2010-12 DP Yes Yes

Johnson & Johnson 2011-01 DP Yes Yes

Maxwell Technologies 2011-01 DP Yes Yes

Tyson Foods 2011-02 DP Yes Yes

JGC 2011-04 DP Yes Yes

Tamimi Global Co Ltd 2011-09 DP Yes Yes

Magyar Telekom Plc 2011-12 DP Yes Yes

Marubeni 2012-01 DP Yes Yes

Smith & Nephew 2012-02 DP Yes Yes

Biomet 2012-03 DP Yes Yes

BizJet Int'l les and Support 2012-03 DP Yes Yes

Data Systems & Solutions LLC 2012-06 DP Yes Yes

Orthofix Int'l NV 2012-06 DP Yes Yes

Victory Pharma 2012-07 DP Yes Yes

Pfizer HCP 2012-08 DP Yes Yes

Unico 2013-01 DP Yes Yes

Parker Drilling Co 2013-04 DP Yes Yes

Total 2013-05 DP Yes Yes

Diebold 2013-10 DP Yes Yes

Weatherford Int'l Ltd 2013-11 DP Yes Yes
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Bilfinger SE 2013-12 DP Yes Yes

ConvergEx Group LLC 2013-12 DP Yes Yes

ArthroCare 2014-01 DP Yes Yes

Hewlett-Packard Polska SP ZOO 2014-04 DP Yes Yes

Toray Chemical Korea 2014-07 DP Yes Yes
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For more than forty years, the American Journal of Criminal Law has pub-

lished articles examining cutting-edge legal issues in the field of criminal

law. This effort, though immensely valuable, has overlooked the need to

highlight the narratives of the men and women delegated to uphold justice

in the State of Texas, where the Journal is headquartered. In an effort to

capture their voices, the Journal is proud to feature selected articles previ-

ously published by the Texas Prosecutor, a publication managed by the

Texas County and District Attorney's Association. These articles describe

the challenges faced by the legal professionals dedicated to prosecution in

our state, as well as their solutions. We hope that you enjoy reading them as

much as we have.
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Practitioner Article

The Power of Civil Enforcement

How the Harris County Attorney's Office uses civil courts
to fight crime, including gang activity, prostitution, illegal
clubs, and drug dealing

Celena Vinson and Julie Countiss*

Gambling, prostitution, and drug dealing are big businesses in Har-
ris County. Unfortunately, we have no shortage of illegal game rooms, mas-
sage parlors, after-hours clubs, problem motels, and apartment complexes
in our county. Law enforcement and criminal prosecutors are effective in
punishing the criminal offenders, but the businesses profiting from these il-
legal acts too often stay in business, leading to a cycle of more arrests and
more criminal prosecutions. In many parts of Harris County, law enforce-
ment is repeatedly called to specific properties that are magnets for criminal
activity. The job of law enforcement at these crime-ridden properties seems
to be never-ending. Frequent criminal activity has a negative impact on the
quality of life and property values in our neighborhoods. These businesses
and criminal actors are nuisances to law enforcement and everyone living
near them.

Rather than relying solely on traditional law enforcement tech-
niques to combat these nuisances, the Harris County Attorney's Office is
using the power of civil enforcement to put a stop to certain types of habit-
ual criminal activity. Chapter 125 of the Texas Civil Practice and Remedies
Code (CPRC) allows an individual, attorney general, district attorney, coun-
ty attorney, or city attorney to file a lawsuit against a person who owns,
maintains, or is party to a place that maintains a common nuisance.' Nui-
sance abatement is one of the most effective ways to bring to task property
owners who have failed to take reasonable steps to stop crime on their
property. Harris County Attorney Vince Ryan has obtained numerous
judgments requiring business owners to take reasonable measures to reduce

*Assistant County Attorneys in Harris County

1. TEX. CIV. PRAc. & REM. CODE ANN. 125.002(a) (West 2015).

105



AM. J. CRIM. L.

crime. Through these lawsuits our office has shut down countless nuisance
businesses and even enjoined gang members from stepping foot onto these
properties. Because of this success, we have seen an increase in the number
of cases brought to our office. Information typically comes from law en-
forcement and citizens living near these nuisance locations, but social me-
dia has also become a source of valuable tips. Recently, we filed a case
based on evidence we retrieved from the Internet that resulted in an after-
hours club closing.

The Viral After-hours Fight

During the Christmas holidays, our office received an email with a
link to a YouTube video posted on Facebook. While we routinely use social
media to make our case that a business is illegal or that an individual is a
member of a criminal street gang, we were not prepared for what we saw on
the Internet that day. The video depicted more than one hundred individuals
involved in a fight in a strip center parking lot. The fight grew more intense
as the eight-minute video played, and although the most serious injury was
a stabbing, gunshots could be heard in the background. What was striking
about the video, other than the size of the crowd, was that the fight took
place just as the sun was coming up. We began our research of this location
by running the calls for service. We wanted to know how many times police
were called to the location and for what. After looking at the call slips,
speaking to law enforcement, and receiving a call from another tenant of the
strip center, we realized this was "the party after the party."

Located in the strip center was Club Eclipse. There was no sign in-
dicating it was a club, but the calls for service and incident reports were in-
controvertible. These reports revealed that parking lot brawls, aggravated
robberies, stabbings, and shootings occurred at Club Eclipse often, as did
selling and serving alcohol without a permit during prohibited hours. Fur-
thermore, the club was not in compliance with the fire code despite the fact
that crowds in excess of two hundred people were often packed inside. The
lines were long to get in Club Eclipse and the party inside was large.

With the help of the Harris County Sheriff's Office, Precinct 4
Constable's Office, and agents from the Texas Alcoholic Beverage Com-
mission, we were able to confirm that Club Eclipse did indeed sell alcohol
without a license: the Texas Alcoholic Beverage Commission conducted an
undercover investigation where undercover officers purchased and were
served mixed drinks with liquor, even though the club had no permit. We
also confirmed that the club operated from 2 to 7 a.m. Even with a permit, it
is illegal to sell and serve alcohol after 2 a.m. This information gave us an-
other cause of action against Club Eclipse. We could not only sue the club
owner under Chapter 125 of the CPRC, but also under Chapter 101 of the
Texas Alcoholic Beverage Code (Code), which allows the county attorney
to sue a location as a nuisance that operates in violation of the Code, or un-
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der circumstances contrary to the purposes of the Code.2

After-hours Club Is a Common Nuisance

Under Chapter 125, a suit can be brought on behalf of the State of
Texas against any person who maintains, owns, uses, or is a party to a place
for purposes constituting a nuisance, and the action may be brought in rem
against the place itself.3 A person who maintains a place to which persons
habitually go for certain purposes, and who knowingly tolerate the activity,
and furthermore fails to make reasonable attempts to abate the activity,
maintains a common nuisance.4 The statute lists the 22 crimes that are con-
sidered nuisances.5

On January 20 of this year, we filed suit against the owners of Club
Eclipse, the landlord, and the property in rem outlining the many reasons
Club Eclipse was in fact a common nuisance and requesting that the de-
fendants be temporarily and permanently enjoined from operating it as
such.

The hearing on our temporary injunction occurred on February 20,
with the owner of Club Eclipse attending the hearing along with her attor-
ney. The landlord did not appear at the hearing, despite being served with
the lawsuit and receiving notice. Our burden at the temporary injunction
hearing was to introduce evidence to convince the judge we would likely
succeed at trial, and that the public would suffer probable injury unless the
defendants were ordered to take reasonable steps to abate ongoing criminal
activities.

To prove habitual criminal activity occurred at Club Eclipse, we in-
troduced into evidence offense reports that documented aggravated assaults
and robberies. Offense reports and arrest records are also admissible to
show knowledge on the part of the defendants, according to Chapter 125.6
Because Chapter 125 allows evidence of the general reputation of a place to
show the existence of a nuisance, we also called to the stand law enforce-
ment officers to testify about the reputation of the club, referring to the of-
fense reports and that Club Eclipse was known to be a nuisance.7

In addition to showing that habitual criminal activity occurs at a lo-
cation, we were required to prove that the defendants did not take reasona-
ble steps to abate the crime. Not only were we prepared to offer evidence of
the defendants' non-compliance with the Code and the fire code violations,
we also had testimony that the security guards at Club Eclipse frequently

2. TEX. ALCO. BEV. CODE ANN. 101.70(b) (West 2015).
3. TEX. CIV. PRAC. & REM. CODE ANN. 125.002(a)-(b) (West 2015).
4. TEX. CIV. PRAC. & REM. CODE ANN. 125.0015(a) (West 2015).
5. Id.
6. TEX. CIV. PRAC. & REM. CODE ANN. 125.004(b) (West 2015).
7. Id.
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called police when they could not control the large, unruly crowd of pa-
trons. The video clip of the fight in the parking lot helped make our case
that Club Eclipse had become a haven for violent crime and was a danger to
the community and to Harris County law enforcement.

We emphasized to the judge that the repeated criminal activity ir-
reparably harmed the public and would continue unless the judge ordered
the club to take action. The judge granted our request against all defendants,
including the missing landowner. The court ordered the defendants to take
the following steps to prevent crime on the premises:

1) prohibit selling, serving, or consumption of alcohol at the club;
2) close the club between the hours of 10:30 p.m. and 10:30 a.m.;
3) check all IDs and bags at a station outside the club's entrance;
4) refuse entrance to anyone found in violation of the law;
5) install cameras inside and outside the club, store the video for 30

days, and make it available to law enforcement within 24 hours of
request;

6) hire two licensed, uniformed peace officers to be on premises while
the club is open;

7) report any illegal activity to law enforcement, maintain a log of law
enforcement activity, and report that to the county attorney's office
on a weekly basis;

8) perform criminal background checks on all current and future em-
ployees and terminate or refuse employment for those convicted of
a felony or drug offense in the past 10 years; and

9) comply with all Fire Safety Codes.

These requirements are responsive to the type of criminal activity
occurring at Club Eclipse. The addition of licensed peace officers and sur-
veillance cameras on the property would certainly deter aggravated assaults
and other weapons-related crimes, as would checking patrons' bags prior to
entering the club. Requiring that Club Eclipse close at 10:30 p.m. would
prevent the large crowds from gathering inside and outside Club Eclipse to
drink and party after other clubs had closed.

Rather than comply with the judge's order, the owner decided to
close the club and recently entered into an agreed permanent injunction
with the State of Texas. The terms of the agreement require the club owner
to permanently vacate the premises. If we had not moved for the temporary
injunction, we would have had to wait for a final trial and then prove to the
jury or judge that this club was a nuisance.8 The judge's ruling on the tem-
porary injunction made survival impossible for this illegal after-hours club.
Club Eclipse closed its doors permanently, thereby abating the nuisance.

8. TEX. Civ. PRAC. & REM. CODE ANN. 125.003(c) (West 2015).
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Gang Members Are a Public Nuisance

In some cases, law enforcement makes us aware of numerous re-
peated arrests and convictions against known criminals at a particular loca-
tion. These gang members wreak havoc in particular neighborhoods, mak-
ing things difficult for law enforcement and for the people living there.
Apartment complexes and convenience stores in Harris County have been
victims of certain gangs when their members repeatedly commit crimes on
their properties. Law enforcement has requested our assistance to prevent
these gang members from wasting more of their resources and to help fight
crime in these neighborhoods.

Section 125.062 of the Civil Practice and Remedies Code states that
a combination or criminal street gang that continuously or regularly associ-
ates in gang activities is a public nuisance.9 Section 71.01 of the Penal Code
defines "combination" as three or more persons who collaborate in carrying
on criminal activities.' 0 The habitual use of a place by a combination or a
criminal street gang for engaging in gang activity is a public nuisance." In
an effort to take back certain problem properties in Harris County, our of-
fice has sued more than eighty individual gang members as public nuisanc-
es, as well as forty-plus condo owners and convenience stores as public nui-
sances for allowing gang activity on their properties.

We obtained crime statistics from crime analysts at the sheriff's of-
fice and the Houston Police Department for these problem areas to deter-
mine if we could meet the criteria necessary to enjoin these gang members
from going onto these properties. We needed to show that a particular gang
engaged in gang activities at least five times in a period of not more than 12
months at the designated location. After reading the reports outlining the
crime in these areas, we determined that we could meet this element. Be-
cause law enforcement was documenting each actor's gang affiliation and
criminal activity, we could prove the gangs were a public nuisance and sue
the individual gang members.

In a case involving the Bloods and Crips gangs, we used the crime
statistics and information from apartment and business owners, residents,
and law enforcement to create a "safety zone,"-a geographic area from
which gang members are barred. These gangs were nuisances to the people
living in this zone and to law enforcement, who spent substantial resources
responding to issues at these properties. Many of these individuals, includ-
ing apartment managers, were desperate for our help. Gangs had victimized
them and their properties for years.

We counted more than fifty gang members who had committed
gang activity within the zone. These crimes ranged from aggravated as-

9. TEX. CIV. PRAC. & REM. CODE ANN. 125.062 (West 2015).
10. TEX. PEN. CODE ANN. 71.01(a) (West 2015).
11. TEX. Civ. PRAC. & REM. CODE ANN. 125.062 (West 2015).
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saults to criminal trespass. The zone was approximately one-third of a
square mile in size and included four apartment complexes, a residential
neighborhood, two schools, and a strip center containing several businesses.

Suing fifty-plus gang members in one lawsuit is not an easy task.
Each defendant must be located and personally served with the petition as
well as a Show Cause Order ordering that person to appear at a temporary
injunction hearing. Just as in the Club Eclipse case, we wanted quick action
to prevent additional nuisances from occurring pending final trial. Rather
than wait to have our case heard at trial (which in civil court can take over a
year), we asked for a temporary injunction so that we could get in front of
the judge more quickly and get temporary relief for nearby residents.

At the temporary injunction hearing, we presented evidence of each
defendant's gang affiliation, as well as his participation in gang activity
within the zone. Nineteen witnesses testified, including gang experts and
apartment managers. At the conclusion of the hearing, we requested that the
defendants be prohibited from entering the zone for any purpose. About 10
to 15 gang members showed up and most signed Agreed Permanent Injunc-
tions. A few stayed through the hearing, and one even cross-examined an
officer.

After presenting our evidence, the judge granted our request and ul-
timately we received a permanent injunction against all forty-four of the de-
fendants that were located and served with the petition and Show Cause
Order. We non-suited the remaining gang members who we were unable to
serve. The court order enjoins these Crips and Bloods from using the safety
zone for the purpose of engaging in or facilitating gang activity and perma-
nently bans them from the zone.

This injunction has given law enforcement an extra tool to combat
gangs and protect the people living in and around the safety zone. Under

71.021 of the Penal Code, law enforcement is able to arrest any of these
defendants on sight if officers catch them inside the zone.12 They are subject
to criminal and civil penalties for violation of a court order.1 3 The Harris
County District Attorney's Office has supported our efforts to abate this
criminal activity by requesting harsh punishments for offenders of the gang
injunctions. The ability to combine criminal and civil enforcement against
these offenders is a powerful and effective way to clean up these neighbor-
hoods.

Prostitution

Prostitution, promotion of prostitution, and human trafficking are
among the specific crimes listed under Chapter 125.14 Experts will tell you

12. TEX. PEN. CODE ANN. 71.021 (West 2015).
13. Id.

14. TEX. CWv. PRAC. & REM. CODE ANN. 125.0015(a)(6)-(7) (West 2015).
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that Houston, as a maj or seaport and with its proximity to the Mexican bor-
der, is a hub for human trafficking. Our lawsuits and investigations have re-
vealed that cantinas, spas, strip clubs, and motels are magnets for this illegal
activity. Many times these businesses are a front for perpetuating the most
serious offenses-the exploitation of vulnerable individuals. Not only are
the people working at these locations victims of crime, but so are the people
living nearby. These businesses act as havens for habitual criminal activity
and adversely affect everything that surrounds them.

Our office files nuisance lawsuits to eradicate and expose these
criminal enterprises. Too often, the landlords and owners of these locations
turn a blind eye to what is happening on their property. Using civil reme-
dies, we can uncover the truth.

We have obtained injunctions requiring "massage parlors" and
"spas" to shut down, as well as settlements that force property owners to
take steps to prevent prostitution and human trafficking. Currently, we have
a settlement with a motel that is in an area known nationally as The Track
because of the number of prostitutes working on street corners. Video sur-
veillance shows lines of cars picking up girls in this area. The video and ar-
rests and convictions for prostitution at this location provided plenty of evi-
dence for our office to file a Chapter 125 lawsuit against the motel's
owners. The agreement prohibits the motel from renting rooms by the hour,
selling condoms, and having pornographic material in the rooms or availa-
ble on TV, and authorities there are required to post the human trafficking
hotline in each room--these are just a few of the provisions they are re-
quired to follow. We also sued the Burger King across the street from this
motel because of its compliance with prostitution and drug dealing. Burger
King has agreed to take numerous steps to eliminate the crime, including
hiring security, reporting criminal activity, and running background checks
on employees, specifically looking for crimes involving prostitution, aggra-
vated prostitution, sexual assault, aggravated sexual assault, and human
trafficking.

On April 2 of 2015, a Harris County judge issued a strong state-
ment to a landlord who failed to respond to a Chapter 125 lawsuit regarding
an illegal spa on his property. This location was the scene of an unlicensed
massage parlor where multiple arrests for prostitution and violations of the
Texas Occupations Code occurred over several years. We sued the landlord
but didn't have owner information on the spa, which is not uncommon. A
judge granted a default judgment against the landlord, ordering him to ter-
minate the spa's lease. In addition, the landlord is prohibited from using the
space where the spa was located for any reason for a term of one year. The
order prohibits utility service providers from furnishing gas, water, and
electricity to the premises during the one-year period. These are just some
of the ways our office is using civil remedies to crack down on crime in our
county.
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Conclusion

After-hours clubs, illegal game rooms, massage parlors, and seedy
motels adversely affect our community. The Harris County Attorney's Of-
fice started the Neighborhood Protection program in the 1980s under the
leadership of then-County Attorney Mike Driscoll. Since that time, our of-
fice has used civil law to sue a variety of illegal businesses and business
owners. The law states, and we believe, that a business owner has a duty to
protect the neighborhoods of which they are a part.
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Answering the Call: Prosecuting the Kaufman
County DA Murders

Bill Wirskye*

On Thursday morning, January 31, 2013, I was in my office in Dal-
las when my cell phone rang. I saw that the call was from Sue Korioth, the
chief appellate lawyer in the Kaufman County Criminal District Attorney's
Office. When I answered the phone, I assumed she was calling about the
case I had tried in Kaufman the week before; "I was wrong. Bill," she told
me, "Mark's been shot outside the courthouse." I could tell by her tone of
voice that this was not a joke. Mark Hasse was also an assistant DA in
Kaufman, and he and Sue were close friends. They were both former Dallas
County prosecutors who now prosecuted in Kaufman. As we continued to
speak and as the shock of the news wore off, my prosecutorial instincts
kicked in: "You guys will most likely need a special prosecutor on this
case. Let me know if I can help."

Mark Hasse's Murder

On the morning of his murder, at about 8:40 am, Mark Hasse
parked in his usual spot and began the short walk to the Kaufman County
Courthouse, where he had a 9 a.m. docket. A masked man dressed in black
approached him. After a short exchange of words and a scuffle, the masked
assailant produced a handgun and fatally shot Mark numerous times before
fleeing the scene in a waiting car. Although Mark had a pistol with him, he
was unable to use it to defend himself. Law enforcement had little to work
with, other than a description of the getaway car. The story of Mark's mur-
der dominated both local and national media.1

The Friday before his murder, I had a long conversation with Mark
while I was waiting on a jury verdict in Kaufman. We shared a bond. Like
Mark, I was a former Dallas County prosecutor. As the jury deliberated,

*Special Prosecutor in Dallas
1. Kaufman County Assistant DA Shot & Killed Near Courthouse, CBS DFW (Jan. 31, 2013, 1:05

PM), http://dfw.cbslocal.com/2013/01/31/kaufrnan-county-employee-shot-near-courthouse/.
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Mark spoke with me about his family and his plans for retirement. He also
told me war stories about prosecuting in Dallas County in the 1980s. He
loved prosecuting, and I understood the sentiment. The jury I was waiting
on was out on a murder case in which I had been appointed special prosecu-
tor. Even though I enjoyed practicing criminal defense, I still loved prose-
cuting. Toby Shook, my law partner at the time and a former Dallas County
prosecutor, felt the same way. My conversation with Mark broke up when
the bailiff told us that the jury had reached a verdict. As the jury returned to
the courtroom, both Mark and his boss, DA Mike McLelland, were present.
They warmly congratulated me on the guilty verdict. As I left the Kaufman
courthouse that week, I shook Mark's hand and told him I'd see him around
soon.

In the days following Mark's murder, I wondered if his death was
related to his work as a prosecutor. Like most attorneys who have been
prosecutors, I knew the work could be dangerous. That thought was always
there in the back of my mind. I took precautions when I prosecuted in Dal-
las, but the threat never quite seemed real or urgent. Now it did. Prosecutors
across the state and around the nation were taking new security precautions.
The dangerous nature of prosecutorial work now was at the forefront of
everyone's mind.

A week later, Sue called again, and Toby and I answered. "Mike
has decided that we're going to need special prosecutors on Mark's murder.
Can you guys do it?" On February 7, 2013, Toby and I were sworn in as
Kaufman County district attorney pro tems, charged with investigating and
prosecuting the murder of Mark Hasse. A massive local, state, and federal
law enforcement effort was underway in Kaufman following Mark's mur-
der. A command post was set up in an old National Guard armory. Numer-
ous tips came in to the investigation, but the case slowly went cold.

One person of interest from the outset was Eric Williams. Williams
lived in Kaufman with his wife, Kim. Williams was a lawyer and former
Kaufman County Justice of the Peace who had been successfully prosecut-
ed for theft by both Mark and Mike in March of 2012.2 It was the only case
Mark and Mike tried together. After his conviction and probated sentence,
Williams's life fell apart. People in Kaufman saw less and less of him
around town. Officers interviewed Williams within hours of Mark's mur-
der, but he denied any involvement. He submitted to a gunshot residue test,
which came back negative. Despite the possible motive, there was no evi-
dence linking him to the crime.

As February and March passed by, life was slowly returning to
normal in Kaufman County. Not much was happening in the investigation.
The command post was closed and the remaining investigators moved into
a conference room at the sheriff's office. I gave regular updates to Mike,

2. Tanya Eiserer, Ex-Judge Sentenced to Death in Texas Revenge Plot, USA TODAY (Dec. 17,
2014, 2:43 PM), http://www.usatoday.com/story/news/nation/2014/12/17/texas-prosecutors-murder-
sentence/20537451/.
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but I had little of substance to report. Tips had stopped coming in, and the
phone wasn't ringing. People began to whisper that Mark's murder might
never be solved.

The McLelland murders

Mike and Cynthia McLelland lived in a nice home in Kaufman
County, right outside the city limits of Forney. At about 6:40 a.m. on Satur-
day, March 30, 2013, about two months after Mark's murder, someone en-
tered their home and shot down Mike and Cynthia in a blizzard of .223 cal-
iber bullets.3 The murderer was in and out of the McLelland home in less
than two minutes. Friends found their bullet-riddled bodies about 12 hours
later, and they summoned Kaufman County Sheriff David Byrnes. 4

Late that Saturday evening, my cell phone rang. I answered the call
and instantly heard the fear in the voice of the Kaufman police chief. "Bill,
the DA and his wife have been found murdered in their home. The sheriff
needs you and Toby out there at the crime scene as soon as possible. We
don't know if it's related to Mark's murder."

As Toby and I drove to the crime scene, we both struggled to pro-
cess the news. First, Mark had been murdered and now, Mike and Cynthia.
Our thoughts turned to the safety of the other members of the office. We
had no idea whether anyone else had been murdered that day. We were both
on our cell phones, frantically talking to prosecutors and investigators from
the Kaufman County DA's office. As we approached the McLelland home
and ended our phone calls, an awkward silence fell between us. While park-
ing outside the crime scene tape, we looked at each other and said almost
simultaneously, "it must be that JP."

Toby and I looked for Sheriff Byrnes. We found him talking with
Major Dewayne Dockery of the Texas Rangers: Byrnes looked ashen. "In
my 40 years of law enforcement, I've never seen anything like this," he told
us. It was virtually unprecedented to have one prosecutor murdered, but
now we had two prosecutors from the same office murdered within two
months. We all agreed we were dealing with a criminal who had crossed a
line that few had ever approached-the murder of two prosecutors and one
of their family members.

As we waited for the crime scene to be processed, we discussed Er-
ic Williams. Sheriff Byrnes had already dispatched his deputies to locate
him. Those deputies found Williams and his wife that night as they returned
to Kaufman from a Saturday evening drive to the Lake Tawakoni area. Wil-
liams again denied involvement. He was now not only a person of interest
but a common denominator-he was the one and only defendant that Mark

3. Michael Daly, The Storm of Violence that Killed Texas District Attorney Mike McLelland,
DAILY BEAST (Apr. 2, 2013, 3:45 AM), http://www.thedailybeast.com/articles/2013/04/02/the-storm-of-
violence-that-killed-texas-district-attorney-mike-mclelland.html.

4. Id.
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and Mike had prosecuted together.

As dawn broke on Easter Sunday, law enforcement officers from
around the area once again flooded into Kaufman County to help solve the
three murders. The command post was reopened, and tips and calls once
again began to pour in. The Kaufman County Sheriff's Office, Company B
of the Texas Rangers, and the Dallas Division of the Federal Bureau of In-
vestigation took the lead. Every member of the Kaufman County District
Attorney's office was placed under armed guard. By Monday, the Kaufman
County courthouse square resembled an armed encampment.5 Heavily
armed officers were escorting all DA employees.6 Despite the loss of their
boss and colleague, and in the face of threats to their own safety, the prose-
cutors, investigators, and staff of the Kaufman County DA's Office carried
on. They made court appearances and ensured that the criminal justice sys-
tem in Kaufman County continued to function. On April 10, 2013, Gover-
nor Rick Perry appointed Judge Erleigh Wiley to take Mike's place as Dis-
trict Attorney of Kaufman County.7 Toby and I marveled at her courage as
she stepped up to take the reins in a difficult and dangerous time. The cour-
age and determination of Erleigh and her staff inspired prosecutors every-
where.

The media also descended on Kaufman County. News stories fo-
cused on the potential of the Aryan Brotherhood or the Mexican drug car-
tels being responsible for the murders. While officers continued to investi-
gate all potential suspects and follow up on any tip that came in, their
attention increasingly focused on Eric Williams. Among the many tips to
the command post was an anonymous email threat to murder other Kauf-
man County public officials unless certain Kaufman judges resigned from
office. This tip stood out because it contained very specific facts regarding
Mark's murder, facts that were probably known only to the real murderer. It
seemed as if the suspect was taunting the investigation.

The Arrest of Eric and Kim Williams

On April 11, Kaufman County Chief Deputy Rodney Evans and
Major Dockery conducted a consensual interview with Eric Williams. Dur-
ing the interview, Williams made several suspicious statements. Investiga-
tors also determined that Williams had conducted Internet searches on Mark
and Mike. Based on this information, a search warrant was obtained for the
Williams house. On Friday, April 12, investigators executed the search war-
rant. The media quickly caught wind of the search, and it was carried live
on local and national TV. The search revealed that Eric Williams was the

5. Extra Security at Kaufman County Courthouse, CBS DFW (Apr. 1, 2013, 5:44 PM),
http://dfw.cbslocal.com/2013/04/01 /extra-security-at-kaufman-county-courthouse/.

6.Id.

7. Governor Appoints New Kaufman County District Attorney, CBS DFW (Apr. 10, 2013, 4:35
PM), http://dfw.cbslocal.com/2013/04/10/governor-appoints-new-kaufmnan-county-district-attorney/.
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source of the anonymous email threat, and he was arrested for the terroristic
threat.8 Investigators felt Williams was involved in the murders, but there
was not enough evidence to charge him-yet.

The day after the search warrant was executed, a friend of Eric Wil-
liams who had seen the search on TV called in to report the location of a
storage unit in Seagoville, Texas. The friend had rented the unit for Wil-
liams. Another search warrant was obtained, and the search of the storage
unit revealed numerous weapons and the car used in Mike's murder.9 Inves-
tigators now knew they had their man.

Several days later, during a consensual interview with the FBI, Kim
Williams broke down and reluctantly admitted to investigators that her hus-
band was the murderer and that she was the getaway car driver in both
crimes.10 She also insisted that no one else was involved in the murders.
She confirmed what investigators suspected-that Mark and Mike were
killed because they prosecuted Eric Williams in March 2012. Based on her
statement and the evidence collected so far, both Eric and Kim Williams
were charged with capital murder in the deaths of Mark Hasse and Mike
and Cynthia McLelland. The regional public defender for capital cases was
appointed to represent Eric Williams. Two Dallas criminal defense lawyers,
Paul Johnson and Lalon Peale, were appointed to represent Kim Williams.

Investigators focused on collecting additional evidence and corrob-
orating Kim's statement. They were able to locate the car used in Mark's
murder; it had been towed from the Seagoville storage unit in the days fol-
lowing the murder. They became increasingly convinced that no other sus-
pects were involved in the murders. The case against Eric and Kim Wil-
liams was growing stronger with each passing day.

Grand Jury

In early May 2013, Toby and I began presenting the case to a
Kaufman County grand jury. We also began to draft the indictments. Alt-
hough we were confident in our case, we wanted to ensure that we had two
"clean indictments" (not jeopardy-baed) to proceed with if something un-
expected happened in the first trial-like a rogue juror. This case was just
too important. We would try Eric Williams twice if necessary.

On June 27, 2013, the grand jury returned indictments against Eric
and Kim Williams for three charges of capital murder apiece." The indict-

8. Howard Koplowitz, 'Strong Evidence' Eric L. Williams Murdered Texas Prosecutors Mike
McClelland, Mark Hasse: Report, INT'L Bus. TIMES (Apr. 14, 2013, 2:05 PM),
http://www.ibtimes.com/strong-evidence-eric-1-williams-murdered-texas-prosecutors-mike-mcclelland-
mark-hasse-report-photo.

9. Id.
10. Id.

11. Frank Heinz, Eric, Kim Williams Indicted for Capital Murder, NBCDFW.coM (June 27, 2013,
12:52 PM), http://www.nbcdfw.com/news/local/Eric-Kim-Williams-Indicted-for-Capital-Murder-
213346901.html.
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ments were identical against each defendant and alleged capital murder of
Mark Hasse in the course of committing retaliation; capital murders of
Mike and Cynthia McLelland in the course of burglary and as a multiple
murder; and capital murder alleging the murder of Mark and Mike during
different criminal transactions but pursuant to the same scheme and course
of conduct.

The 422nd District Court Judge Michael Chitty of Kaufman
recused himself from the cases because he had presided over Eric Wil-
liams's first trial and would likely be a witness. Judge Mike Snipes of Dal-
las County Criminal District Court No. 7 was appointed to preside. Judge
Snipes required us very early on to designate the indictment on which we
would proceed. At the time, we had more evidence in the McLelland case
so we chose to proceed on that indictment. We still had the Hasse capital
murder indictment in our hip pocket in case something went wrong. In a
surprise to no one, in late July 2013, we filed notice of the State's intention
to seek the death penalty.12

Kim Williams

Two pieces of the puzzle that remained missing were the murder
weapons. Despite the best efforts of investigators, neither weapon could be
located. Although our case was strong, as prosecutors, we still wanted to
have the murder weapons. In her interview with the FBI, Kim Williams
acknowledged that she and her husband had traveled to Lake Tawakoni the
night of the McLelland murders. We wanted to follow up on this with her,
so Toby and I entered into discussions with her lawyers. We made it very
clear that we were not offering her a deal but that we would take her truth-
ful cooperation into account once we had tried her husband. In August
2013, her lawyers allowed her to lead law enforcement to a bridge over
Lake Tawakoni from which Kim said her husband had thrown something
into the lake the night of the McLelland murders. The DPS Dive Team im-
mediately started searching the area. In March 2014, after numerous dives,
the dive team recovered two pistols, a black mesh mask, and a mangled cell
phone from the bottom of Lake Tawakoni. Ballistic testing soon told us that
we had found the revolver used to kill Mark Hasse.

Kim Williams also told us that Eric Williams was not finished kill-
ing. She said her husband had a mental "hit list" of future intended vic-
tims.' 3 The next two names were Judge Erleigh Wiley and former Kaufman
County District Court Judge Glen Ashworth. Significantly, she gave us de-
tails about the planned murder of Judge Wiley that we were able to corrobo-
rate with physical evidence.

Our hope was to try the guilt-innocence case without calling Kim
Williams as a witness. As with any co-defendant, you can never be sure

12. Id.
13. Id.
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what a jury might think of them. We knew we might have to call her at pun-

ishment, as she might be the only way to get the "hit list" of other intended
victims in front of the jury.

Discovery

The massive, multi-agency investigation had generated approxi-
mately 25 terabytes of data, most of it digital media evidence. Knowing that
discovery and trial preparation would be too big of an undertaking for two
solo practitioners, we called the Tarrant County Criminal District Attor-
ney's Office. They answered our call for help and generously offered us
personnel and resources. Assistant Criminal District Attorney Miles Bris-
sette joined our team to spearhead the discovery process; Criminal Investi-
gator Danny Nutt came aboard to locate punishment evidence; Mark Porter,
a certified video analyst, began the painstaking task of analyzing hours of
video for trial; and Rona Wedderien began to prepare outstanding trial ex-
hibits.

We made an early decision to turn over copies of everything in our
possession. In addition, so as not to be accused of hiding any potential
Brady material in an avalanche of discovery, we provided the defense a
spreadsheet with more than 370 names of potential persons of interest. Only
through the efforts of the Tarrant County DA's Office was this Herculean
task completed.

We also called on the Garland DPS Crime Lab to help us comply

with Article 38.43 of the Texas Code of Criminal Procedure. This statute
requires DNA testing of all biological material collected during the investi-
gation of a capital murder where the State seeks the death penalty, unless
the defense agrees otherwise.14 When the defense did not appear agreeable,
we made the decision to be proactive and test everything we had in our pos-
session, regardless of its potential evidentiary value. The Garland DPS
Crime Lab tested hundreds of items of evidence (swabs, cigarette butts,
etc.) in only 90 days. Their hard work allowed us to proceed to trial in a
timely manner.

Change of Venue

The Williams defense team filed a motion to change venue in late
October of 2013. We promptly filed a response stating that a fair trial could
be had in Kaufman County, which we deeply believed. However, we decid-
ed to avoid any potential appellate issue by agreeing to a change of venue.
We were surprised and happy when the defense suggested Rockwall Coun-
ty. In January 2014, Judge Snipes entered an agreed order moving the case
to Rockwall." Once again, we called for help, and this time Rockwall

14. TEX. CODE CRIM. PROC. ANN. art. 38.43(i)-(j) (West 2015).

15. Tanya Eiserer, Kaufman DA Slaying Case Gets Moved to Rockwall County, DALLAS MORNING



AM. J. CRIME. L.

County District Attorney Kenda Culpepper answered. Kenda pledged per-
sonnel and logistical support. Kenda introduced us to Rockwall County
Sheriff Harold Eavenson, who handled a high-profile defendant and a high-
profile trial with gracious efficiency. In addition, Kenda personally fielded
numerous media inquiries, donated plenty of working space, and made us
feel at home. To add even more local knowledge, Rockwall First Assistant
Damita Sangermano volunteered to join our growing team.

As jury selection approached, Toby and I began to call on current
and former prosecutors to add to the trial team. Each person answered our
call for help without hesitation. We swore in Assistant United States Attor-
ney Jerri Sims and Dallas criminal defense lawyer Tom D'Amore. Both Jer-
ri and Tom were former Dallas County prosecutors who had each tried nu-
merous high-profile death penalty cases. We also asked John Rolater, Chief
Appellate Attorney for the Collin County DA's Office, to assist us. DA
Greg Willis graciously donated to the effort. Lisa Smith, Deputy Chief Ap-
pellate Attorney for the Dallas County DA's Office, also joined the team. I
also want to mention Erleigh Wiley, Sue Korioth, and the entire Kaufman
County Criminal District Attorney's Office, who helped us in ways too nu-
merous to mention, and served as a constant source of inspiration. At the
time, we knew that only through the combined efforts of our extended pros-
ecutorial family could we ever succeed in a trial of this size and importance.

Voir Dire

On March 28, 2014, 3,000 potential jurors were summoned on a
special capital venire. Each potential juror filled out a lengthy question-
naire. Each member of the prosecutorial team spent his or her summer read-
ing questionnaires. Individual voir dire began in late September. Toby,
Tom, and Jerri spent a total of 31 courtroom days in Rockwall selecting the
jury. By the second week of November, we finally had 12 jurors in the box
and two alternates.

Pretrial

Two important pretrial battles went in the State's favor. Judge
Snipes ruled in our favor that the facts of Mark's murder would be admissi-
ble, if we chose to offer them, during the State's case-in-chief on Mike and
Cynthia's murder. Although we were confident about the correctness of the
judge's ruling, it gave us the choice of holding back the facts of Mark's
murder until we decided to put it on-either during guilt or during punish-
ment. Because we felt so strongly about our guilt evidence in the McLel-
land murders, we decided to hold off on putting on the Hasse murder until
punishment.

NEWS (Jan. 24, 2014, 11:18 PM), http://www.dallasnews.com/news/metro/20140124-kaufman-da-
slaying-case-gets-moved-to-rockwall-county.ece.

120 [Vol. 43:1



Answering the Call

Judge Snipes also ruled that the testimony of Garland DPS Firearm
Examiner James Jeffress would be admissible.1 6 The defense challenged his
testimony generally under Daubert"7 and specifically regarding his compar-
ison of the spent shell casings from the McLelland crime scene to a live
.223 round found in the Seagoville storage unit. Jeffress opined that based
on a study of tool marks, the same weapon had ejected both the spent cas-
ings and the live round. It was an excellent piece of forensic work. Even
though we never recovered the McLelland murder weapon, we could now
show a jury that the murder weapon had ejected a live round found at the
storage unit. It was a damning piece of circumstantial evidence.

The Trial

The trial of Eric Williams began on Monday, December 1, 2014, in
the packed auxiliary courtroom of the Rockwall County Courthouse. I con-
fined my opening to the facts of the McLelland murder only. My nervous
energy began to dissipate as I noticed the defendant becoming increasingly
and visibly agitated and angry. Relying on what I had learned at Texas Dis-
trict and County Attorneys Association Baby Prosecutors School in 1994,
once I got that visible reaction from the defendant, I stood next to him to
focus the jury's attention on his reactions.

The trial moved fast due to little cross-examination from the de-
fense. They undoubtedly felt constrained in their ability to defend knowing
that we had the option of opening up the facts of the Hasse murder during
our case-in-chief, but we never felt the need. Similarly, although we had
Kim Williams prepped and ready to testify, we made a judgment call before
we rested that we did not need her for guilt. Our team put on 28 witnesses
in three days. The defense rested behind us, and we argued on Thursday
morning.

Toby opened argument by laying out in calm detail our airtight cir-
cumstantial case. The defense strategy then became clear when lead defense
attorney Matthew Seymour argued that our case was circumstantial only,
and we didn't have any "biometric evidence" to put Williams at the crime
scene. I did not think the jury was buying his argument, but I have been
wrong before.

As I stood up to close the guilt arguments, I felt an odd unease. Was
it because I was arguing a case where I personally knew the victims? Was it
because I was standing up in court asking for justice when the victim had
died for doing the very same thing I was doing? I had never argued a case
that was so personal, and I had never felt so uneasy in an argument. When I

16. Accused Kaufman DA Killer Loses Pre-Trial Battle, NBCDFW.coM (Nov. 14, 2014, 7:44
PM), http://www.nbcdfw.com/news/local/Accused-Kaufman-DA-Killer-Loses-Pre-Trial-Battle-
282779111.html.

17. See Daubert v. Merrell Dow Pharm., 509 U.S. 579, 597 (1993) (requiring trial judges to ensure
that "an expert's testimony both rests on a reliable foundation and is relevant to the task at hand"); E.I.
du Pont de Nemours & Co. v. Robinson, 923 S.W.2d 549, 556 (Tex. 1995) (adopting Daubert standard).
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sat down, I was glad it was over. Fortunately, the jury had little problem re-
turning a guilty verdict. As one reporter said, "The only person in the court-
room surprised by the guilty verdict was the defendant." Our team felt a
temporary sense of satisfaction. We now had a three-day weekend to pre-
pare for punishment.

We opened the punishment phase with the jury hearing the facts of
the Hasse murder. We also brought the jury an ex-girlfriend of Williams
whom he had attempted to abduct at gunpoint in 1995. The jury also heard
about Williams making a bizarre and violent threat to a local lawyer. We
were intent on showing that these murders were not isolated events; rather,
they were the natural culmination of the violent and psychopathic life of the
defendant.

When we rested, the defense called numerous witnesses who at-
tempted to portray the defendant as a brilliant lawyer who had been
"wronged" or "over-prosecuted" by Mark and Mike in his first trial. They
employed the time-honored defense of "blame the victim." It angered us,
but we knew the jury would soon hear from Kim Williams. They would get
a glimpse behind the mask of a psychopathic killer.

Our rebuttal case opened with Kim Williams shuffling to the wit-
ness stand in leg irons. The courtroom was eerily silent as she coldly and
dispassionately laid out the facts of the three murders.18 Quiet sobs from
family members in the audience were audible behind us as she described
Cynthia McLelland's murder as "collateral damage"-an eyewitness who
could not be left alive. She also told the jury about her husband's "hit list."
The jury found out that the murders would have continued but for the Wil-
liamses' arrest. Just as important to me, Kim Williams described the facts
surrounding the original theft trial. She left no doubt that her husband was
guilty of that crime and that Mark and Mike were good prosecutors just do-
ing their jobs when they convicted Eric Williams in March of 2012. This
was one fact I wanted everyone to know.

Punishment arguments ended on Wednesday afternoon, December
17. The jury deliberated the special issues for three hours before asking
Judge Snipes to go to their hotel. Our team spent a long and sleepless night
second-guessing ourselves. We were hardly back in court Thursday morn-
ing before the jury signaled that they had reached a verdict. We felt no joy
when the jury sentenced Eric Williams to death-only relief and sadness.
As everyone exchanged hugs with family members and each other, I was
simply glad it was over.

On December 30, 2014, in a Kaufman County courtroom, Kim Wil-
liams pled guilty to her role in the murders and received a sentence of 40

18. Jennifer Emily, Couple 'Joyous' Over Kaufman County Slayings, Killer's Estranged Wife Tes-

tifies, DALLAS MORNING NEWS (Dec. 16, 2014, 11:15 PM),
http://www.dallasnews.com/news/crime/headlines/20141216-couple-joyous-over-kaufman-county-
slayings-killers-estranged-wife-testifies.ece.
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years." During victim impact statements, several of the victims' family
members acknowledged her help in prosecuting her husband and thanked
her.20 Civic leaders gave interviews to the media expressing their hope that
life in Kaufman County could now return to normal. 21

Final Thought

Everyone who works or has worked at a prosecutor's office under-
stands and appreciates the important and sometimes dangerous work prose-
cutors do. Mark and Mike were on the front lines every day, answering the
call by representing the State of Texas. When they went down in the line of
duty, many others unhesitatingly and unselfishly answered the call to seek
justice for them and Cynthia. The investigation into their deaths and the re-
sulting prosecution was a true team effort. State, local, and federal law en-
forcement, along with current and former prosecutors, investigators, and
staff all answered the call.

19. Tanya Eiserer, Kim Williams Pleads Guilty in Kaufman Murders, Sentenced to 40 Years,
WFAA (Dec. 30, 2014, 9:16 PM), http://www.wfaa.com/story/news/crime/2014/12/28/kim-williams-
pleads-guilty-kaufman-murders/20966809/.

20. Id.
21. Id.
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